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Abstract—We consider secure and reliable connectivity in
wireless sensor networks that utilize a heterogeneous random key
predistribution scheme. We model the unreliability of wireless
links by an on-off channel model that induces an Erdds-Rényi
graph, while the heterogeneous scheme induces an inhomoge-
neous random key graph. The overall network can thus be
modeled by the intersection of both graphs. We present conditions
(in the form of zero-one laws) on how to scale the parameters of
the intersection model so that with high probability i) all of its
nodes are connected to at least k& other nodes; i.e., the minimum
node degree of the graph is no less than £ and ii) the graph is
k-connected, i.e., the graph remains connected even if any k£ — 1
nodes leave the network. We also present numerical results to
support these conditions in the finite-node regime. Our results
are shown to complement and generalize several previous work
in the literature.

Index Terms—General Random Intersection Graphs, Wireless
Sensor Networks, Security, Inhomogeneous Random Key Graphs,
k-connectivity, Mobility.

1. INTRODUCTION
A. Motivation and Background

Wireless sensor networks (WSNs) enable a broad range
of applications including military, health, and environmental
monitoring, among others [1]. A typical WSN consists of
hundreds, thousands, or hundreds of thousands of nodes that
are often deployed randomly in hostile environments. The ease
of deployment, low cost, low power consumption, and small
size have paved the way for the proliferation of WSNs, but
also rendered them vulnerable to various types of attacks. In
fact, security of WSNs is a key challenge given their unique
features [2]; e.g., limited computational capabilities, limited
transmission power, and vulnerability to node capture attacks.
Random key predistribution schemes were proposed to tackle
those limitations, and they are currently regarded as the most
feasible solutions for securing WSNss; e.g., see [3, Chapter 13]
and [4], and references therein.

Random key predistribution schemes were first introduced
in the pioneering work of Eschenauer and Gligor [5]. Their
scheme, hereafter referred to as the EG scheme, operates as
follows: prior to deployment, each sensor node is assigned
a random set of K cryptographic keys, selected from a key
pool of size P (without replacement). After deployment, two
nodes can communicate securely over an existing channel if
they share at least one key. The EG scheme led the way to
several other variants, including the g-composite scheme [6],
and the random pairwise scheme [6] among others.
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Recently, a new variation of the EG scheme, referred to
as the heterogeneous key predistribution scheme, was intro-
duced [7]. The heterogeneous scheme considers the case when
the network includes sensor nodes with varying levels of
resources, features, or connectivity requirements (e.g., regular
nodes vs. cluster heads); it is in fact envisioned [8] that
many WSN applications will be heterogeneous. The scheme
is described as follows. Given r classes, each sensor is
independently classified as a class-¢ node with probability
w; > 0 for each ¢+ = 1,...,7. Then, sensors in class-i are
each assigned K; keys selected uniformly at random (without
replacement) from a key pool of size P. Similar to the EG
scheme, nodes that share key(s) can communicate securely
over an available channel after the deployment; see Section 2
for details.

In [9], the authors considered the reliability of secure WSNs
under the heterogeneous key predistribution scheme; namely,
when each wireless link fails with probability 1 — « inde-
pendently from other links. From a wireless communication
perspective, this is similar with investigating the secure con-
nectivity of a WSN under an on/off channel model, wherein
each wireless channel is on with probability o independently
from other links. There, we established critical conditions on
the probability distribution g = {u1, o, . . ., pr-}, and scaling
of the key ring sizes K = {K;, Ks,...,K,}, the key pool
size P, and the channel parameter « as a function of network
size n, so that the resulting WSN is securely connected with
high probability. Although these results form a crucial starting
point towards the analysis of the heterogeneous key predistri-
bution scheme, there remains to establish several important
properties of the scheme to obtain a full understanding of its
performance in securing WSNs. In particular, the connectivity
results given in [9] do not guarantee that the network would
remain connected when sensors fail due to battery depletion
or get captured by an adversary. Moreover, the results are
not applicable for mobile WSNs; wherein, the mobility of
sensor nodes may render the network disconnected. In essence,
sharper results that guarantee network connectivity in the
aforementioned scenarios are needed.

B. Contributions

The objective of our paper is to address the limitations
of the results in [9]. We consider the heterogeneous key
predistribtuion scheme under an on/off communication model
consisting of independent wireless channels each of which is
either on (with probability «), or off (with probability 1 — ).
We focus on the k-connectivity property which implies that



the network connectivity is preserved despite the failure of
any (k — 1) nodes or links [10]. Accordingly, k-connectivity
provides a guarantee of network reliability against the potential
failures of sensors or links. Moreover, for a k-connected
mobile WSN, any (k — 1) nodes are free to move anywhere
while the rest of the network remains at least 1-connected.

Our approach is based on modeling the WSN by an appro-
priate random graph and then establishing scaling conditions
on the model parameters such that certain desired properties
hold with high probability (whp) as the number of nodes n gets
large. The heterogeneous key predistribution scheme induces
an inhomogeneous random key graphs [7], denoted hereafter
by K(n,pu,K,P), while the on-off communication model
leads to a standard Erd6s-Rényi (ER) graph [11], denoted by
G(n, «). Hence, the appropriate overall random graph model
is the intersection of an inhomogeneous random key graph
with an ER graph, denoted K(n; u, K, P) N G(n; o).

We establish two main results for the intersection model
K(n;p, K, P) N G(n; @); namely, i) a zero-one law for the
minimum node degree of K(n; p, K, P)NG(n; o) to be no less
than k for any non-negative integer k and ii) a zero-one law for
the k-connectivity property of K(n; u, K, P)NG(n; o) for any
non-negative integer k. More precisely, we present conditions
on how to scale the parameters of K(n;u, K, P)NG(n;a) so
that i) its minimum node degree is no less than k and ii) it is
k-connected, both with high probability when the number of
nodes n gets large. Furthermore, we show by simulations that
minimum node degree being no less than k and k-connectivity
properties exhibit almost equal (empirical) probabilities. Not
only do our results complement and generalize several previ-
ous work in the literature, but they also have broad range of
applications to other interesting problems (See Section 3 for
details).

C. Notation and Conventions

All limiting statements, including asymptotic equivalence
are considered with the number of sensor nodes n going to
infinity. The random variables (rvs) under consideration are all
defined on the same probability triple (2, F,P). Probabilistic
statements are made with respect to this probability measure
P, and we denote the corresponding expectation by E. The
indicator function of an event F is denoted by 1[E]. We say
that an event holds with high probability (whp) if it holds with
probability 1 as n — oo. For any event E, we let E denote
the complement of E. For any discrete set S, we write | S| for
its cardinality. For sets S, and S}, the relative compliment of
S, in Sy is given by S, \ Sp. In comparing the asymptotic
behaviors of the sequences {a,}, {b,}, we use a, = o(b,),
an = w(by), an = O(by), an = Q(by), and a,, = O(b,,), with
their meaning in the standard Landau notation. Namely, we
write a,, = o(by,) as a shorthand for the relation lim,, ’g—: =
0, whereas a,, = O(b,,) means that there exists ¢ > 0 such
that a,, < cb,, for all n sufficiently large. Also, we have a,, =
Q(by,) if b, = O(ay), or equivalently, if there exists ¢ > 0
such that a,, > cb,, for all n sufficiently large. Finally, we
write a,, = ©(b,,) if we have a,, = O(b,,) and a,, = Q(b,) at
the same time. We also use a,, ~ b,, to denote the asymptotic
equivalence lim,, oo @y, /by, = 1.

2. THE MODEL

We consider a network consisting of n sensor nodes labeled
as vy, vs,...,v,. Each sensor is assigned to one of the r
possible classes (e.g., priority levels) according to a probability
distribution g = {u1,pu2,..., -} with g; > 0 for each
i=1,...,r; clearly it is also needed that Y ;_, y; = 1. Prior
to deployment, each class-¢ node is given K; cryptographic
keys selected uniformly at random from a pool of size P.
Hence, the key ring 3, of node v, is a PK% -valued random
variable (rv) where P4 denotes the collection of all subsets of
{1,..., P} with exactly A elements and ¢, denotes the class
of node v,. The rvs ¥1,%s,..., 3, are then i.i.d. with

P —1
P[Ew:SHx:i]:(K) , SePxk.

After the deployment, two sensors can communicate securely
over an existing communication channel if they have at least
one key in common.

Throughout, we let K = {K;,K>,..., K.}, and assume
without loss of generality that K; < Ky, < ... < K,.
Consider a random graph K induced on the vertex set V =
{v1,...,v,} such that distinct nodes v, and v, are adjacent
in K, denoted by the event K,,, if they have at least one
cryptographic key in common, i.e.,

Ky :=[2.N%, #0]. (1)

The adjacency condition (1) characterizes the inhomogeneous
random key graph K(n;u,K, P) that has been introduced
recently in [7]. This model is also known in the literature
as the general random intersection graph; e.g., see [12]-[14].

The inhomogeneous random key graph models the cryp-
tographic connectivity of the underlying WSN. In particular,
the probability p;; that a class-¢ node and a class-j have a
common key, and thus are adjacent in K(n; u, K, P), is given

by
P - K; P
P e < K; >/<K]> @

as long as K;+K; < P; otherwise if K;+K; > P, we clearly
have p;; = 1. We also find it useful define the mean probability
A; of edge occurrence for a class-i node in K(n;u, K, P).
With arbitrary nodes v, and v,, we have

)\i:P[KwaﬂJ:ﬂ:Zpiij» i=1....r, (3
j=1

as we condition on the class ¢, of node v,.

In this work, we consider the communication topology
of the WSN as consisting of independent channels that are
either on (with probability «) or off (with probability 1 — «).
More precisely, let {B;;(a),1 < i < j < n} denote
ii.d Bernoulli rvs, each with success probability «. The
communication channel between two distinct nodes v, and
vy is on (respectively, off) if B,(«) = 1 (respectively if
Bgy(a) = 0). This simple on-off channel model captures the
unreliability of wireless links and enables a comprehensive
analysis of the properties of interest of the resulting WSN,
e.g., its connectivity. It was also shown that on-off channel



model provides a good approximation of the more realistic
disk model [15] in many similar settings and for similar
properties of interest; e.g., see [16], [17]. The on/off channel
model induces a standard Erdds-Rényi (ER) graph G(n;a)
[18], defined on the vertices ¥V = {v1,...,v,} such that v,
and v, are adjacent, denoted C,, if B,y (a) = 1.

We model the overall topology of a WSN by the intersection
of an inhomogeneous random key graph K(n; u, K, P) and an
ER graph G(n;«). Namely, nodes v, and v, are adjacent in
K(n;p, K, P) N G(n;a), denoted E,,, if and only if they
are adjacent in both K and G. In other words, the edges
in the intersection graph K(n;u, K, P) N G(n;«a) represent
pairs of sensors that can securely communicate as they have
i) a communication link in between that is on, and ii) a
shared cryptographic key. Therefore, studying the connectivity
properties of K(n; u, K, P)NG(n; o) amounts to studying the
secure connectivity of heterogenous WSNs under the on/off
channel model.

Hereafter, we denote the intersection graph K(n; p, K, P)N
G(n; «) by the graph H(n; u, K, P, «). To simplify the nota-
tion, we let @ = (K, P), and © = (0, «). The probability of
edge existence between a class-i node v, and a class-j node
vy in H(n;©) is given by

PlEyy |te =ity = j] = P[KpyNCoy |ty =i,ty = j] = ap;;

by independence. Similar to (3), the mean edge probability for
a class-i node in H(n;u,0) as A; is given by

Ai :Zp,j()épij :Oé)\i, 1= 1,...,7". (4)

Jj=1

Throughout, we assume that the number of classes r is
fixed and does not scale with n, and so are the probabilities
U1y, pp. All of the remaining parameters are assumed to
be scaled with n.

We close this section with some additional notation that will
be useful in the rest of the paper. For any three distinct nodes
Vg , Uy and vj;, we define Egjny; = By N E Exjmﬁ =
Erj ﬂEiyj, E = Ezj N Eyjs and F E,:

= Ezj N Eyj-

yj»
zjNyj zjNyj

3. MAIN RESULTS AND DISCUSSION
A. Results

We refer to a mapping Ky,..., K., P : Ny — NSH as a
scaling (for the inhomogeneous random key graph) as long as
the conditions

2§K1,n§K2,n§§Kr,n§Pn/2 (5)

are satisfied for all n = 2,3,.... Similarly any mapping o :
Ny — (0, 1) defines a scaling for the ER graphs. As a result,
a mapping © : Ng — N{™* x (0,1) defines a scaling for the
intersection graph H(n;p,©,,) given that condition (5) holds.
We remark that under (5), the edge probabilities p;; will be
given by (2).

We first present a zero-one law for the minimum node
degree being no less than k in the inhomogeneous random
key graph intersecting ER graph.

Theorem 3.1. Consider a probability distribution p =
{p1,..,pur} with u; > 0 fori = 1,...,r and a scaling
© : Ny — Ny x (0,1). Let the sequence v : Ny — R be
defined through

_logn + (k — 1) loglogn + 7,
n )

A1(n) = apAi(n) (6)

foreachn =1,2,....
(a) If \1(n) = o(1), we have

) Minimum node degree
lim
n—oo

=0 if li I
of H(n; 1,0,) > k ] = >

(b) We have
. Minimum node degree o
lim =1 if lim v, = .

Next, we present a zero-one law for the k-connectivity of
H(n; p, ©).

Theorem 3.2. Consider a probability distribution g =
{p1,.-. pur} with y; > 0 fori = 1,...,r and a scaling
© : Ny — Ny x (0,1). Let the sequence vy : Ny — R be
defined through (6) foreachn =1,2,.. ..

(a) If A1 (n) = o(1), we have

lim P[H(n;u,O,) is k-connected) = 0 if lim ~, = —o0
n—00 n— 00
(b) If
K'l" n
Pr; = o(1), ®)
K’r‘ n
Kl:n = o(logn), €))
we have

lim P [H(n;p,0,,) is k-connected) =1 if lim ~,, = oco.

n— oo n—
(10)

In words, Theorem 3.1 (respectively Theorem 3.2) states
that the minimum node degree in H(n; 1, 0,,) is greater than
or equal to k (respectively H(n;u,©,,) is k-connected) whp
if the mean degree of class-1 nodes, i.e., nA1(n), is scaled as
(logn + (k — 1)loglogn + ~,,) for some sequence ~,, satis-
fying lim, o0 7 = 0. On the other hand, if the sequence
v, satisfies lim,, o ¥, = —o0, then whp H(n; u,0,,) has at
least one node with degree strictly less than k, and hence is
not k-connected. This shows that the critical scaling for the
minimum node degree of H(n;u,0,,) being greater than or
equal to k (respectively for H(n;u,®,,) to be k-connected)
is given by Aj(n) = log"+(k_nl)1°glog", with the sequence
Yn : Ng — R measuring the deviation of Ai(n) from the
critical scaling.

The scaling condition (6) can be given a more explicit form
under some additional constraints. In particular, it was shown
in [7, Lemma 4.2] that if A;(n) = o(1) then

KLnKavgm
~ 0T Gve
P,

A1 (n) (1)



where Ko = Z;:l 1; K, denotes the mean key ring size
in the network. This shows that the minimum key ring size
K, is of paramount importance in controlling the connec-
tivity and reliability of the WSN; as explained previously, it
then also controls the number of mobile sensors that can be
accommodated in the network. For example, with the mean
number K,y ,, of keys per sensor is fixed, we see that reducing
K, by half means that the smallest «,, (that gives the largest
link failure probability 1 — «,) for which the network remains
k-connected whp is increased by two-fold for any given k;
e.g., see Figure 3 for a numerical example demonstrating this.

B. Comments on the additional technical conditions

We first comment on the additional technical condition
A1(n) = o(1). This is enforced here mainly for technical
reasons for the proof of the zero-law of Theorem 3.1 (and thus
of Theorem 3.2) to work. A similar condition was also required
in [19, Thm 1] for establishing the zero-law for the minimum
node degree being no less than k in the homogeneous random
key graph intersecting ER graph. In view of (11), this condition
is equivalent to

Kl,nKavg,n == O(Pn) (12)

In real-world WSN applications the key pool size P, is
envisioned to be orders of magnitude larger than any key
ring size in the network [5], [20]. As discussed below in
more details, this is needed to ensure the resilience of the
network against adversarial attacks. Concluding, (12) (and thus
A1(n) = o(1)) is indeed likely to hold in most applications.

Conditions (7) and (8) are also likely to be needed in
practical WSN implementations in order to ensure the re-
silience of the network against node capture attacks; e.g., see
[5], [20]. To see this, assume that an adversary captures a
number of sensors, compromising all the keys that belong to
the captured nodes. If P, = O(K,.,,) contrary to (8), then it
would be possible for the adversary to compromise a positive
fraction of the key pool (i.e., (P,) keys) by capturing only
a constant number of sensors that are of type r. Similarly, if
P, = o(n), contrary to (7), then again it would be possible for
the adversary to compromise Q2(P,) keys by capturing only
o(n) sensors (whose type does not matter in this case). In
both cases, the WSN would fail to exhibit the unassailability
property [21], [22] and would be deemed as vulnerable against
adversarial attacks. We remark that both (7) and (8) were
required in [7], [19] for obtaining the one-law for connectivity
and k-connectivity, respectively, in similar settings to ours.

Finally, the condition (9) is enforced mainly for technical
reasons and takes away from the flexibility of assigning very
small key rings to a certain fraction of sensors when k-
connectivity is considered; we remark that (9) is not needed
for the minimum node degree result given at Theorem 3.1. An
equivalent condition was also needed in [7] for establishing
the one-law for connectivity in inhomogeneous random key
graphs. We refer the reader to [7, Section 3.2] for an extended
discussion on the feasibility of (9) for real-world WSN imple-
mentations, as well as possible ways to replace it with milder
conditions.

We close by providing a concrete example that demonstrates
how all the conditions required by Theorem 3.2 can be met in
a real-world implementation. Consider any number r of sensor
types, and pick any probability distribution g = {1, ..., i}
with p; > 0 for all 4 = 1,...,r. For any channel probability
ap = Q(loi"), set P, = nlogn and use

Ky — (logn)t/?+e (1+¢)(logn)3/2—=

" NG [/,
with any ¢ > 0. Other key ring sizes K;, <
Kop,...,K,_1, < K, , can be picked arbitrarily. In view
of Theorem 3.2 and the fact [7, Lemma 4.2] that A\ (n) ~
% the resulting network will be k-connected whp for
any k= 1,2,.... Of course, there are many other parameter
scalings that one can choose.

and K, , =

C. Comparison with related work

In comparison with the existing literature on similar models,
our result can be seen to extend the work by Zhao et al.
[19] on the homogeneous random key graph intersecting ER
graph to the heterogeneous setting. There, zero-one laws for
the property that the minimum node degree is no less than &
and the property that the graph is k-connected were established
for H(n, K, P, av,). With = 1, i.e., when all nodes belong to
the same class and thus receive the same number K of keys,
Theorem 3.1 and Theorem 3.2 recover the result of Zhao et
al. (See [19, Theorems 1-2]).

Our paper also extends the work by Yagan [7] who con-
sidered the inhomogeneous random key graph K(n, u, K, P)
under full visibility; i.e., when all pairs of nodes have a
communication channel in between. There, Yagan established
zero-one laws for the absence of isolated nodes (i.e., absence
of nodes with degree zero) and 1-connectivity. Our work
generalizes Yagan’s results on two fronts. Firstly, we con-
sider more practical WSN scenarios where the unreliability
of wireless communication channels are taken into account
through the on/off channel model. Secondly, in addition to
the properties that the graph has no isolated nodes (i.e., the
minimum node degree is no less than 1) and is 1-connected,
we consider general minimum node degree and connectivity
values, £ =0,1,....

Finally, our work (with o, = 1 for each n = 2,3,...)
improves upon the results by Zhao et al. [12]; therein, this
model was referred to as the general random intersection
graph. Our main argument is that the additional conditions
required by their main result renders them inapplicable in
practical WSN implementations. This issue is discussed at
length in [7, Section 3.3], but we give a summary here
for completeness. With X,, denoting the random variable
representing the number of keys assigned to an arbitrary node
in the network, the main result in [12] requires

var[X,] = o <(E[Xn]) > (13)

n (logn)?
that puts a prohibitively stringent limit on the variance of the
key ring sizes. For instance, it precludes using K3, = cKy,
for some ¢ > 1, and forces key ring sizes to be asymptotically



equivalent; i.e., K, , ~ Ki,. In fact, under (13), even the
simplest case where key ring sizes vary by a constant is
possible only when E[X,] = w(y/nlogn). Put differently,
the results in [12] are useful only if the mean number of keys
assigned to a sensor node is much larger than /nlogn; and
even then only small variations among key ring sizes would be
possible. However, in most WSN applications, sensor nodes
will have very limited memory and computational capabilities
[1] and such large key ring sizes are not likely to be feasible;
typically key rings on the order of logn are envisioned in
applications [5], [20]. These arguments show that conditions
enforced in [12] are not likely to hold in practice. In contrast,
our results allow for much larger variation in key ring sizes and
require parameter conditions that are likely to hold in practice;
e.g., we only need E[X,,] = o(P,).

4. NUMERICAL RESULTS

We now present numerical results to support Theorems 3.1
and 3.2 in the finite node regime. In all experiments, we fix
the number of nodes at n = 500 and the size of the key pool
at P = 10*. To help better visualize the results, we use the
curve fitting tool of MATLAB.

In Figure 1, we consider the channel parameters o = 0.2,
a = 0.4, a = 0.6, and o = 0.8, while varying the parameter
K, i.e., the smallest key ring size, from 5 to 40. The number
of classes is fixed to 2, with g = {0.5,0.5}. For each value of
K, we set Ko = K; + 10. For each parameter pair (K, a),
we generate 200 independent samples of the graph H(n; u, ©)
and count the number of times (out of a possible 200) that the
obtained graphs i) have minimum node degree no less than
2 and ii) are 2-connected. Dividing the counts by 200, we
obtain the (empirical) probabilities for the events of interest.
In all cases considered here, we observe that H(n;p, ©) is
2-connected whenever it has minimum node degree no less
than 2 yielding the same empirical probability for both events.
This supports the fact that the properties of k-connectivity and
minimum node degree being larger than k£ are asymptotically
equivalent in H(n; p,0,,).

In Figure 1 as well as the ones that follow we show the
critical threshold of connectivity “predicted” by Theorem 3.2
by a vertical dashed line. More specifically, the vertical dashed
lines stand for the minimum integer value of K that satisfies

2 (P_Kj) 1logn + (k—1)loglogn
Al(n)_Z/«Lj<1—(If§) >>a snt (k- Dloslos
j=1

K

(14)

with any given k£ and a. We see from Figure 1 that the
probability of k-connectivity transitions from zero to one
within relatively small variations in K;. Moreover, the critical
values of K7 obtained by (14) lie within the transition interval.
In Figure 2, we consider four different values for k, namely
we set k =4, k =6, k =8, and k£ = 10 while varying K;
from 15 to 40 and fixing « to 0.4. The number of classes
is fixed to 2 with g = {0.5,0.5} and we set Ky = K; + 10
for each value of K. Using the same procedure that produced
Figure 1, we obtain the empirical probability that H(n; p, 0, &)
is k-connected versus K. The critical threshold of connectiv-
ity asserted by Theorem 3.2 is shown by a vertical dashed

o o o o
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Fig. 1. Empirical probability that H(n; u, 6, o) is 2-connected as a function
of K fora = 0.2, o« = 0.4, a = 0.6, « = 0.8 with n = 500 and P =
10%; in each case, the empirical probability value is obtained by averaging
over 200 experiments. Vertical dashed lines stand for the critical threshold of
connectivity asserted by Theorem 3.2.
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Probability of k-connectivity

Fig. 2. Empirical probability that H(n; u,0, o) is k-connected as a function
of Ky for k =4,k =6, k = 8, and £k = 10, with n = 500 and P =
10%; in each case, the empirical probability value is obtained by averaging
over 200 experiments. Vertical dashed lines stand for the critical threshold of
connectivity asserted by Theorem 3.2.

line in each curve. Again, we see that numerical results are in
parallel with Theorem 3.2.

Figure 3 is generated in a similar manner with Figure 1,
this time with an eye towards understanding the impact of the
minimum key ring size /; on network connectivity. To that
end, we fix the number of classes at 2 with g = {0.5,0.5} and
consider four different key ring sizes K each with mean 40;
we consider K = {10, 70}, K = {20,60}, K = {30, 50}, and
K = {40,40}. We compare the probability of 2-connectivity
in the resulting networks while varying o from zero to one.
We see that although the average number of keys per sensor is
kept constant in all four cases, network connectivity improves
dramatically as the minimum key ring size K increases; e.g.,
with @ = 0.2, the probability of connectivity is one when
K1 = Ky = 40 while it drops to zero if we set K1 = 10
while increasing K» to 70 so that the mean key ring size is
still 40.

Finally, we examine the reliability of H(n;u,0,«) by
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Fig. 3. Empirical probability that H(n;u, 8, «) is 2-connected with n =
500, = (1/2,1/2), and P = 10%; we consider four choices of K =
(K1, K2) each with the same mean.

looking at the probability of 1-connectivity as the number
of deleted (i.e., failed) nodes increases. From a mobility
perspective, this is equivalent to investigating the probability
of a WSN remaining connected as the number of mobile
sensors leaving the network increases. In Figure 4, we set
n = 500,u = {1/2,1/2},a = 0.4, P = 10*, and select K
and Ky = K7 +10 from (14) for kK =8, k = 10, k = 12, and
k = 14. With these settings, we would expect (for very large
n) the network to remain connected whp after the deletion of
up to 7, 9, 11, and 13 nodes, respectively. Using the same
procedure that produced Figure 1, we obtain the empirical
probability that H(n;p, 0, «) is connected as a function of the
number of deleted nodes' in each case. We see that even with
n = 500 nodes, the resulting reliability is close to the levels
expected to be attained asymptotically as n goes to infinity. In
particular, we see that the probability of remaining connected
when (k — 1) nodes leave the network is around 0.75 for the
first two cases and around 0.90 for the other two cases.

5. PRELIMINARIES

A number of technical results are collected here for easy
referencing.

Proposition 5.1 ([7, Proposition 4.1]). For any scaling

Ki,Ka,...,K,, P:Ng— N/t we have
A1(n) < Aa(n) < ... < A (n), n=23,.... (15
In view of (4), Proposition 5.1 implies that
Ai(n) < Az(n) <...< A (n), n=23,.... (16)

I'We choose the nodes to be deleted from the minimum vertex cut of H,
defined as the minimum cardinality set whose removal renders it disconnected.
This captures the worst-case nature of the k-connectivity property in a
computationally efficient manner (as compared to searching over all k-sized
subsets and deleting the one that gives maximum damage).
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Fig. 4. Empirical probability that H(n;u,0,a) remains connected after
deleting nodes from the minimum vertex cut set. We fix n = 500,pu =
(1/2,1/2),a = 0.4,P = 10%, and choose K7 and K2 = K; + 10
from (14) for each kK = 8, k = 10, k = 12, and k = 14; i.e., we use
K7 = 30, 33, 36, 38, respectively.

Proposition 5.2 ([7, Proposition 4.4]). For any set of positive
integers K1, ..., K,, P and any scalar a > 1, we have

P—[aK;] P-K; “
(s )§<( K, )> . di=1,...,r a7

(x,) (x,)

Proposition 5.3. Consider a random variable Z defined as

(")

(<)

We have var [Z] < % (p1r)° .

Z =1-py; = with probability p;, 1=1,...,r.

Proof. Recalling (15), we see that p;; increases with both 4
and j, and it follows that

1-p1, <Z<1—pin,

From Popoviciu’s inequality [23, pp. 9], we see that

2 1 2 1 2
= — r— < — r
4(171 pn) > 4(2?1)

since pi, > p11 > 0. n

Proposition 5.4. Consider a scaling Ki,Ks,...,K,, P
Ny — Ni** and a scaling a : Ng — (0,1). Let the sequence
v : Ng — R be defined through (6) for each n = 1,2,....
Under (7) and (9), we have

1
var [Z] S Z (Zmax - Zmin)

Kin =w(1) (18)
when lim,,_, o, v, = +00.
Proof. From (6), we clearly have
1
Ai(n) > 8% (19)
nay,

for all n sufficiently large when lim,,_, , v, = 4+00. We also
know from [24, Lemmas 7.1-7.2] that

pijln) < Rt < o lels

< <2 =1
Pn*Kj,n Pn




where the last bound follows from (5). This leads to

- . K nKn K nKrn
M(n) = pipy <2 py—— < 20T (20)

- ‘ P, P,
j=1 Jj=1
Combining (19) and (20) we get
K., P,logn
K? D m_
Ln Kin > 2 nay,

for all n sufficiently large. Under (7) and (9), this immediately
establishes (18) since a,, < 1. |
Fact 5.5. If A\1(n) = o(1), then

pi(n) =0(1), i=1,...,r

Proof. Recalling (3), we obtain

) < () ) = 0 () = o)

i

under the given assumption that A;(n) = o(1). |
Fact 5.6. For any positive constants {1, {s, the function

fl)y=2"1—-2)""%, 2€(0,1) 1)
is monotone decreasing in x for all n sufficiently large.

Proof. Differentiating f(x) with respect to = € (0, 1), we get

%f(.%‘) = 61-%’21_1(1 - .Iﬁ)n_z2 — (n _ 62).1'61(1 _ x)n—&—l
= $€1—1(1 _ x)n—b—l(gl(l . 217) . (n _ 62);[;)

The conclusion follows since (¢1(1—x)—(n—~£2)x) < 0 for all
n sufficiently large, for any positive ¢1, ¢ and z € (0,1). H

Fact 5.7. For 0 < x <1, the following properties hold.
(a) [19, Fact 2] If 0 <y < 1, then (1 — )Y <1 — zy.
(b) Let a > 1. Then, 1 — 2 < a(l — x).

Proof. By a crude bounding, we have

1 1
1—xa:/ at®! dtﬁ/ a dt =a(l —x).
|

Fact 5.8 ([19, Fact 3]). Let x and y be both positive functions
of n. If x = o(1), and z*y = o(1) hold, then

(1—z)¥ ~e™ ™

Fact 5.9 ([19, Fact 5]). Let a, x, and y be positive integers
satisfying y > (2a + 1)x. Then,

G5

Fact 5.10. Let x € (0,1) and a > 1. Then,

1—2%<a(l—2x)

We will use several bounds given below throughout the
paper:

(1+x) <et™ 2€(0,1) (22)
(z4y)" <2°71 (2P +9P) (23)
n en\?
< (= =1 =1,2 24
E) —_— ( g ) E b ?n7 n b b ( )
1] "
< > <2 (25)
¢
=2
n ¢
Y, Sn, 6217 )y 1 n:1727 (26)

6. PROOF OF THEOREM 3.1
A. Establishing the one-law

The proof of Theorem 3.1 relies on the method of first and
second moments applied to the number of nodes with degree
¢ in H(n;pu,0,). Let X;(n;u,0,) denote the total number
of nodes with degree ¢ in H(n; s, ©,,), namely,

Xe(n;p1,0,,) = Zl [v; is of degree ¢ in H(n;u,0,)]
i=1
The method of first moment [25, Eqn. (3.10), p. 55] gives

PXe(n;p,0,) =01 > 1 -E[X,(n;,0,)]  (27)

The one-law states that the minimum node degree in
H(n; @, 0,,) is no less than k asymptotically almost surely
(a.a.s.); ie., lim, oo P[Xo(n;p,0,) =0] = 1, for all £ =
0,1,...,k— 1. Thus, the one-law will follow if we show that

lim E[X,(n;n,0,)]=0, £=0,1,...,k—1. (28)
n— o0

We let D;¢(n;p,0,) denote the event that node v;
in H(n;u,©,) has degree ¢ for each i = 1,2,...,n.
Throughout, we simplify the notation by writing D; , instead
of Dj¢(n;u,0,). By definition, we have X;(n;u,0,) =
>or 1 1[D; ] and it follows that

by the exchangeability of the indicator
{1[Digl;i=1,...,n}.
In view of (27) and (29), we see that (28) and hence the
one-law would follow upon showing
lim nP[D,,] =0, ¢£=0,1,...,k—1.

n— oo

Ivs

(30)

We start by deriving the probability of D, ,. For any node
Vg, the events By, Eagy -y Ea_1)a, E@t1)e) - - - Bne are
mutually independent conditionally on the type t,. It follows
from (4) that the degree of a node v, i.e., D,, is conditionally
binomial leading to

D, =4 Bin(n — 1,A;), with probability p;, i=1,...,r

Thus, we get

P[Dye] = piP[Day |t =]
i=1



B ; " (n ¢ 1) (Aim))" (1= Ag(n))" ™7

< (Z M (nAi(n))e (1- Ai(n))"e1>

< (@) A () (1= Aa(n))"
< ()7 (nA () et

for all n sufficiently large, as we invoke Fact 5.6 together
with (16), and note that ¢ is a non-negative integer constant.
Combining (6) and (23), and using the fact that A;(n) < 1,
we see that

nlP [D%g]

<n ()" (logn+ (k —1)loglogn + %l)e )
ce” logn—(k—1) loglog nf'yne(ZJrl)Al (n)

< 2Z71 <(10gn)/ (1 + 0(1))ﬁ + ’Yﬁ) 6—(k71)loglogn77n60(1)

_ O(1>e—(k—1—f) log log n—"yn, 4 O(l)vfle_(k_l) log log n—"yn, )

When lim,, o, v, = 00, we readily get the desired conclusion
(30). This establishes the one-law.

B. Establishing the zero-law

Our approach in establishing the zero-law relies on the
method of second moment applied to a variable that counts
the number of nodes in H(n;p,O,,) that are class-1 and
with degree ¢. Similar to the discussion given before, we let
Yo (n; p, ©,,) denote the total number of nodes that are class-1
and with degree ¢ in H(n;u, ©,,), namely,

Ye(n; 1, ©n) (€29)
= Zl [v; is class 1 and has degree £ in H(n;u,0,)]
i=1
Clearly, if we can show that whp there exists at least one class-
1 node with a degree strictly less than k& under the enforced
assumptions (with lim, ..y, = —oo0) then the zero-law
immediately follows.

With a slight abuse of notations, we let D; ¢(n;p,0,)
denote the event that node v; in H(n;u,0,) is class-1 and
has degree ¢ for each i = 1,2, ..., n. Throughout, we simplify
the notation by writing D, ¢ instead of D; ¢(n;u,6,,). Thus,
we have Yy(n; p,0,,) = 31" | 1[D; ¢]. The method of second
moments [25, Remark 3.1, p. 55] gives

E [Yy(n; p, 0,)]°
E [Ye(n; p,0,)?]
We have E [Y;(n; p,0,,)] = nP [D, ] and

E [}/g(n;ﬂ,, en)2] =nP [D:C,E] + n(n - I)P [D'J:,E N Dy,é] s

P [Yy(n;p,0,) = 0] < 1 (32)

whence
E [Yg(n;u, Gn)Q] 1 n—1P[D,¢N Dyl
2 + 2
N e I ¥

From (32) and (33), we see that the zero-law will follow if
we show that

lim nlP[D, ] = oo,
n—oo

(34)

and

P[Dye N Dyl ~ (P[Dy])? (35)

for some £ =0,1,...,k — 1 under the enforced assumptions.
The next two results will help establish (34) and (35).

Lemma 6.1. If A1(n) = o (ﬁ), then for any non-negative
integer constant { and any node v, we have

P[Dy ] ~ p1 (£) 7" (nAy(n)) e ™M) (36)

Proof. Considering any class-1 node v;, and recalling (4), we
know that the events Fi;, Eo;, ..., E_1)i, Eq1yis -+ Eni
are mutually independent. Thus, it follows that the degree
of a given node v;, conditioned on being class-1, follows a
Binomial distribution Bin(n — 1, A;(n)). Thus,

P[D;s] = P [D; ¢ | t; = 1]
=m (n 2 1) Ar(n)* (1= Ay(n))" ="

Next, given that Ay(n) = o <ﬁ) and ¢ is constant, it
follows that Aj(n) = o(1) and Ay(n)?(n — £ — 1) = o(1).
Invoking Fact 5.8, and the fact that (”21) ~ (0 )71 nt, the

[ ]

conclusion (36) follows.

Lemma 6.2. Consider scalings K1,...,K,, P : Ny — NEH
and « : Ng — (0,1), such that \y(n) = o(1) and (6) holds
with lim,, oo vn, = —00. The following two properties hold
(a) If nA1(n) = Q(1), then for any non-negative integer
constant { and any two distinct nodes v, and v,, we have

P[Dae N Dye] ~ i ()7 (nAs(n))* e 21 (37)
(b) For any two distinct nodes v, and vy, we have
P[D, 0N Dy ~ pie= 2 (38)

The proof of Lemma 6.2 is given in Appendix B. We
now show why the zero-law follows from Lemma 6.1 and
Lemma 6.2 by means of establishing (34) and (35) for some
¢ =0,1,...,k — 1. First, we see from (6) that Aj(n) <

lognt(h-loglogn _ (ﬁ when lim, o 7n = —00.
Invoking Lemma 6.1, this gives
AP (Do g] ~ mprr (1) (nAa () e (39)

for each ¢/ = 0,1,.... We will obtain (34) and (35) using
subsubsequence principle [25, p. 12] and considering the cases
where nA1(n) = Q(1) and nA;(n) = o(1) separately.

1) The case where there exists an € > 0 such that nA;(n) >
€ for all n sufficiently large: In this case we will establish (34)
and (35) for { = k — 1. Setting £ = k — 1 and substituting (6)
into (39), we get

nlP [Dz’g]
~ nfly [(k _ 1) !]—1 (nAl(n))k—l eflognf(kfl)loglognf'yn
= [(k = 1)!)7" (logn + (k — 1) loglog n + 7,)" " -

. ef(krfl) loglog n—~y, (40)



Let
fn(]ﬁ’}’n)
:= (logn + (k — 1) loglogn + ’yn)k_l e~ (k=1)loglogn—vyn

and note that (logn + (k — 1)loglogn +7,) > € for all n
sufficiently large by virtue of the fact that nA;(n) > e. Fix n
sufficiently large, pick ¢ € (0,1) and consider the cases when
Yo < —=(1 =) logn and v, > —(1 — ¢) logn, separately. In
the former case, we get

Folk: ) > ce—(b=1)loglogn+(1-¢)logn_
and in the latter case, we get
Fulks ) > (Clogn)k_l e~ (k=D loglogn—1n _ h=1,=7n,
Thus, for all n sufficiently large, we have
Fa(k:; ) > min {ee—(k—l)loglogn+(1—()logn,Ck—le—'yn} .

It is now clear that

lim fn(k,%) = 00, (41)
n—oo
since ¢ € (0,1) and lim,,_,o, 7, = —00. Reporting (41) into

(40), we establish (34). Furthermore, from Lemma 6.1 and
Lemma 6.2, it is clear that (35) follows for £ = k — 1.

2) The case where lim,, o, nA1(n) = 0: In this case, we
will establish (34) and (35) for ¢ = 0. Setting £ = 0 in (39),
we obtain

nP[Dy0] ~ npre™ )~ gy
by virtue of the fact that nA;(n) = o(1). This readily
gives (34). Furthermore, from Lemma 6.1 (with ¢ = 0) and
Lemma 6.2, (35) immediately follows.

The two cases considered cover all the possibilities for the
limit of nA;(n). By virtue of the subsubsequence principle
[25, p. 12], we get (34) and (35) without any condition on the
sequence nAi(n); i.e., we obtain the zero-law even when the
sequence nAj(n) does not have a limit!

7. PROOF OF THEOREM 3.2
A. Establishing the zero-law

Let ~ denote the the vertex connectivity of H(n,u,©,),
i.e., the minimum number of nodes to be deleted to make
the graph disconnected. Also, let § denote the minimum node
degree in H(n,u,0,). It is clear that if a random graph is
k-connected, meaning that x > k, then it does not have any
node with degree less than k. Thus [k > k] C [0 > k] and the
conclusion

Pl > k| < P[5 > k] (42)

immediately follows. In view of (42), we obtain the zero-law
for k-connectivity, i.e., that

lim P[H(n;p,O,,) is k-connected] = 0,
n— oo

when lim,, o ¥, = —oo from the zero-law part of Theo-
rem 3.1. Put differently, the conditions that lead to the zero-
law part of Theorem 3.1, i.e., A1 (n) = o(1) and lim,, o0 vy, =
—o0, automatically lead to the zero-law part of Theorem 3.2.

B. Establishing the one-law

An important step towards establishing the one-law of
Theorem 3.2 is presented in Appendix C. There, we show
that it suffices to establish the one law in Theorem 3.2
under the additional condition that ,, = o(logn), which
leads to a number of useful consequences. Let a sequence
Ben : N x Ng — R be defined through the relation

_ logn + Lloglogn + B¢
n

A1 (n)

(43)

for each n € Ny and ¢ € N. In view of the arguments in
Appendix C, the one-law (10) follows from the next result.

Theorem 7.1. Let { be a non-negative constant integer.
Under (7), (8), (9), and (43) with B¢, = o(logn) and

lim,, o Be,n = +00, we have

lim Pk =/] =0.

n—oo

Before we give a formal proof, we first explain why the
one-law (10) follows from Theorem 7.1. Comparing (43) with
(6) and noting that -y, = o (logn), we get

Ben =(k—1—2L)loglogn+v, =o(logn) (44)
Moreover, for £ =0,1,...,k — 1, we have
lim S, = +00 (45)
n—oo

by recalling the fact that lim,,_, o, v, = +00. Recalling (44)
and (45), we notice that the conditions needed for Theo-
rem 7.1 are met when ¢ = 0,1,...,k — 1; thus, we have
Pk =4 =0(1) for £ =0,1,...,k—1, which in turn implies
that lim,, ,, P [x > k] = 1, i.e., the one-law.

We now give a road map to the proof of Theorem 7.1. By
a simple union bound, we get

Pls=0 <P[E<+P[(k=0n(>0).

It is now immediate that Theorem 7.1 is established once we
show that

ILm Plo<£=0 (46)
and
lim P[(k=0)N@>£)]=0 47)

n—o0

under the enforced assumptions of Theorem 7.1. We start by
establishing (46). Following the analysis of Section 6-A, it is
easy to see that

nP[D,] <27 ((logn) (1+0(1)" + 47, )
. 67£1Og10gn7ﬂe‘"60(1)

_ 0(1)6762*" + 0(1)62”6*“0%10% n*ﬂe,n,

and it follows that lim, ., nP[D,, = 0 as long as
lim,, o Be,n, = +00. From (27) and (29), this yields

lim P[0 =4 =0 when lim B, =40 (48)
n—oo

n—oo



However, from (43) it is easy to see that 3y ,, is monotonically
decreasing in £. Thus, the fact that lim,_, B¢, = +00 for
some ¢ implies

lim B;, =400, £=0,1,...,¢
n—oo
From (48) this in turn implies that P[5 = /] = o(1) for ¢ =

0,1,...,¢, or equivalently (46).

We now focus on establishing (47) under the enforced
assumptions of Theorem 7.1. The proof is based on finding a
tight upper bound on the probability P[(x = ¢) N § > ¢] and
showing that this bound goes to zero as n goes to infinity.
Let N denote the collection of all non-empty subsets of
{vi,v9,...,v,}. Define N, ={T: T € N, |T|> 2} and

E(J) = Uren, [|UnerZil< Jir|]

where J = [Ja, J3,...,Jy] is an (n — 1)-dimensional integer-
valued array. £(J) encodes the event that for at least one |T'|=
2,...,n, the total number of distinct keys held by at least one
set of |T'| sensors is less than or equal to Jj7|. Now, define

. P, n
m, := min <LK1,nJ , {2J> 49)
and let
7 max (|[(1+e) K1, [iCK1n]) i=2,...,my,
") wP, i=mp+1,...,n
(50)

for some (,v in (0,1) to be specified later at (51) and (52),
respectively. A crude bounding argument gives

()

Hence, establishing (47) consists of establishing the follow-
ing two results.

P[(m:6)06>€]gIP’[S(J)]+IP’[(n:€)05>€ﬂ

Proposition 7.2. Let ¢ be a non-negative constant integer.
Assume that (43) holds with B¢, > 0, and that we have (8)
and (9). Also, assume that (7) holds such that

P, >on
for some o > 0 for all n sufficiently large. Then
nh_)rréo]P’[S(J)} =0,

where J is as defined in (50) with arbitrary € € (0, 1), constant
¢ € (0, %) selected small enough such that

_ ¢
62 1—-2¢
max (2(0,( (0> ) <1

and ¢ € (0, %) selected small enough such that
e\ e\
max | 2 [ /4 (¢> AU <w> <1 (52)

Proof. The proof follows the same steps with [7, Proposition
7.2] to show that it suffices to establish Proposition 7.2 for
the homogenous case where all key rings are of the same
size K1 5. This is evident upon realizing that with U,(u,6) =

(51

|Uf_ 34| and Up(Kq n, P) = Ue(p = {1,0,...,0},8), we
have

UZ(Kl,nv Pn) j Uf(llwg)v

where =< denotes the usual stochastic ordering. After this
reduction, the proof reduces to [19, Proposition 3]. Results
only require conditions (7), (18), and K, = o(P,) to hold.
We note that K , = o(P,) follows from (8) and the fact
that K, < K,,. Also, (18) follows under the enforced
assumptions as shown in Proposition 5.4. |

Proposition 7.3. Let ¢ be a non-negative constant integer.
Under (7), (8), (9), and (43) with Sy, = o(logn) and
limy, o0 Be,n, = +00, we have

lim P |(x =)0 (5> ) NEJ)| =0
n—oo

The proof of Proposition 7.3 is given in Section 8. Proposi-
tion 7.2 and Proposition 7.3 establish (47) which, combined
with (46), establish Theorem 7.1. We remark that Theorem 7.1
establishes the one-law.

8. PROOF OF PROPOSITION 7.3

For notation simplicity, we denote H(n;u, K, P,«) by H.
Let H(U) be a subgraph of H restricted to the vertex set U.
For any subset of nodes U, define U° := {vy,...,v,} \ U.
We also let Ny denote the collection of all non-empty subsets
of {v1,vs,...,v,} \ U. We note that a subset 7" of Ny is
isolated in H(U*®) if there are no edges in H between nodes
in T and nodes in U°\ T, i.e.,

Eij, v eT, v;eU°\T.

Next, we present key observations that pave the way to
establishing Proposition 7.3. If x = £ but 6 > ¢, then there
exists subsets U and T of nodes with U € N, |U|= ¢,
T € Nye, |T|> 2 such that H(T) is connected while T is
isolated in H(U*®). This ensures that H can be disconnected
by deleting a properly selected set of ¢ nodes, i.e., the set U.
This would not be possible for sets T € Nye with |[T]|= 1
since we have § > ¢+ 1 which implies that the single node in
T is connected to at least one node in U\ 7. Finally, having
k = { ensures that H remains connected after removing (¢—1)
nodes. Then, if there exists a subset U with |U|= ¢ such that
some T' € Ny is isolated in H(U®), each node in U must be
connected to at least one node in 7" and at least one node in
U\ T. This can be proved by contradiction. Consider subsets
U e N with |U|= ¢, and T € Nye with |T|> 2, such that T
is isolated from U*€ \ T. Suppose there exists a node v; € U
such that v; is connected to at least one node in 7" but not
connected to any node in U\ 7. In this case, it is easy to see
that there are no edges between nodes in U¢\ T' and nodes in
{v;}UT. Thus, the graph could have been made disconnected
by removing nodes in U \ {v;}. But |U \ {v;}|= ¢ — 1, and
this contradicts the fact that xk = £.

We now present several events that characterize the afore-
mentioned observations. For each non-empty subset 7' C U¢,



we define Cr as the event that H(T') is itself connected, and
Dy r as the event that T is isolated in H(U®), i.e.,

Dyt = ﬂ L,
v, €T
vj GUC\T
Moreover, we define By, as the event that each node in U
has an edge with at least one node in 7, i.e.,

Bur:= () U By

v, €U UjET

and finally, we let Ay 1 := By,r N Dy, NCr. It is clear that
Ay r encodes the event that H(T') is itself connected, each
node in U has an edge with at least one node in 7', but T is
isolated in H(U¢). The aforementioned observations enable us
to express the event [(k = £) N (§ > )] in terms of the event
sequence Ay . In particular, we have

(k=0Nn(> 0] C U

UEN, ¢, TENye,|T|>2

Av,r

with AV;, ¢ denoting the collection of all subsets of {v1,...,v,}
with exactly ¢ elements. We also note that the union need only
to be taken over all subsets 7' with 2 < |T|< | 25£]. This is
because if the vertices in 7" form a component then so do the
vertices in Nye \ T. Now, using a standard union bound, we
obtain

P[(nze)m(aﬂ)mﬁ}
<

UEN 0, TENye 2<|T|< | 25E |
[2¢]

m=2 UGNn,Z-,TGNUC,m

P |:-AU,T N m}

P LAUJ~F{4C7ﬂ

where ANye,, denotes the collection of all subsets of U®
with exactly m elements. Now, for each m = 1,...,n —
¢ — 1, we simplify the notation by writing Ag,, :=
Ao vy fvertvesmts Pem = Divy oy {vestsevesm}s
B&m = B{Ul7'~~)U2}){U2+17~~7v2+m}’ and Cm =C
From exchangeability, we get

{vet1, - Ve4m}:

PlAvr] =P[Aem], U €Nny, T€ENyem

and the key bound

p[(,@:em(aﬂ)mﬁ}

£ O laerea

<>
m=2
is obtained readily upon noting that |V, /= () and
INue m|= (”;e) Thus, Proposition 7.3 will be established
if we show that

L252)
Jim Y

m=2

(53)

@ (nﬂ; £>P A NED)] =0 54

We now derive bounds for the probabilities
]P’{A&mﬂ (J)} First, for m = 2,...,n — £ — 1, we
have

n

Do = m

j=m+L+1

[(Uiev,. , Zi) NZ; = 0] (55)

where v, ; is defined as
Vm,j = {i:€+1,...,€+m:0ij}

foreach j=1,...,fand j = m+{+1,..., n. Put differently,
Vm,;j is the set of indices in ¢ = £+ 1,...,¢ 4+ m for which
nodes v; and v; are adjacent in the ER graph G(n; a,). Then,
(55) follows from the fact that for v; to be isolated from
{veg1,...,v4m} in H, X, needs to be disjoint from each
of the key rings {¥; : i € vy, ; }.

Now, using the law of iterated expectation, we get

P [ngm ‘ Yo, ‘,zﬁm]

=E|1l [Df,m] ’ Zf-‘rlv ceey EZ—&-m:|
[ 2Z+17---7271
=E|E|1 [Dé,m] ’ Cijri=L+1,....04m Yt1, - 204m
j=l+m+1,...n
i n (P_luiEu"hj 27‘,|)
2
=E H # Ef‘f‘la"wzl-‘rm
Li=t+m+1 (\2,~\)
- (P—le'eumZH) n—_0—m
b))
—E = Se4ts- - Setm (56)
(=)

by independence of the random variables v,, ; and |X;| for
j=£+m+1,...,n. Here we define v, and || as generic
random variables following the same distribution with any of
{Vmjrd=L+m+1,... ,n}and {|%;],5 = £+m+1,...,n},
respectively. Put differently, v, is a Binomial rv with param-
eters m and «, while |X| is a rv that takes the value K; with
probability fi;.
Next, we bound the probabilities P [B,,,]. We know that

B&m = ﬂle U;n:e+1 E’L]
Thus,
P |:B€,m ‘ 2€+1> [ERE Zl+m:|

—E {1 Br.m] ‘ Yo, .,zum}

[ 31y Bbtm

=E |E [1 [Bz,m} ‘ Cijvi—e+17---£7€+m':| Y1y Dotm
j=1,...,

(e
B[] (11— — ] [ S Seim

|J=1 (lzjl)

(P—|U7§,,m27|) t
—E|1-—" Se4ts - es Setm (57)
(=)

by independence of the random variables v,, ; and |X;| for
j=1...,L



We note that, on the event £(J), we have

‘Ui€um,2i|2 (J\z/m\ + 1) 1 [|Vm‘> 1]
and it is always the case that |U;c,,, X;|> K11 [|vm|> 0] and
|Ui6um2i|§ |Vm|Kr~ (58)

Next, we define

L(vp) = max (K11 [|[vy|> 0], (Jjb,,| + 1) 1[|vm]> 1])

so that on £(J), we have

Uicv,, Zi| = L(vim). (59)
Using (59) in (56) and (58) in (57), we get
P [.A&m N ﬁ}
—E {1 Con] 1 [Bem] 1 [mm N ﬁ”
=B [E[1[Cnl 1 [Beom) 1Dem NEDN | o 2 |

(P"."z'"'Ker (P‘fé”"”)]
(|I;\) (|12)\)

since C,, is fully determined by the rvs ¥y q,..., %, and
{Cij,i,j =L+ 1,...,0+m} while By, Dgm, and E(J)
are independent from {C;;,i,5 = ¢+ 1,...,¢ + m}. Here,
we also used the fact that given {3sy1,...,Z4m}s Dem is
independent from By ,,.

The following lemma provides upper bounds for (60).

Lemma 8.1. Ler J be defined as in (50) for some € € (0, 1),
¢ € (O7 %) such that (51) holds, ¥ € (0, %) such that (52)
holds. Assume that A1(n) = o(1) and (7), (8), and (9) hold.
Then for all n sufficiently large, and for each m = 2,3,...,n,
we have

P {Ag’m n ﬁ}

< nnn{l,nf”—2(anpm(n)yn71} (%[”1>’{1%;;;jinnJ}

P, — K, ¢
< |In = Brn _ —Smanpw(n)) .
s | B | (1

— £ VA1 (n
~<min{1A1(n),e (1+2> 2 ),efle’"l[m>mn]+

(60)

n——€—m

S P[Cm]E |} -

(61)

n—m—~{
min {1 _ MTJrlurefoznmr(n)Cm, eanpu(n)Cm}}>

The proof of Lemma 8.1 is given in Appendix D. Now, the
proof of Proposition 7.3 will be completed upon establishing
(54) by means of Lemma 8.1. We devote Section 9 to
establishing (54).

9. ESTABLISHING (54)
We start by defining f;, ¢, as

freom = (7;) (n; K)IP’ {Ag’m ﬁﬁ}

Thus, establishing (54) becomes equivalent to showing
23]
nILH;o Z fn,é,m = 0.
m=2

(62)

We will establish (62) in several steps with each step focusing
on a specific range of the summation over m. Throughout,
we consider scalings Kiy,..., K., P : Ny — Ng“ and o :
No — (0,1) such that (43) holds with lim,_,o B¢, = +00
and B¢, = o(logn), and (7), (8), (9) hold. We will make
repeated use of the bounds (24), (25), (26), and (92).

1) The case where 2 < m < M: This range considers fixed
values of m. Pick an integer M to be specified later at (69).
We note that on this range we have m < L%J for all n
sufficiently large by virtue of (8). On the samerf;mge we also
have

1—- 673manpr,«(n) < 3may,pry (TL)

by virtue of (92), (22), and the fact that m is bounded.
Using (92), (26), (61), and (63), and noting that A;(n) =
o(1) under (43) with 8;,, = o(logn), we get

(63)

fn,[,m,
< ' m™ 2 (e (n) ™ (3m) (anprer(n)” -
) 67(1+g)(n7m7e)/\1(n)

= O(l)anrm (O‘nprr(n))z—’_m_l : 6_(1+§)(n_m_Z)A1(")

l+m—1
_ 0(1)n£+m ( (log ’I’L)2 ) e_(1+§)(10g n+£loglog n+PBe,n)
n

o(1)n~% (logn)*(1~8)+20n=1) o= (1+5)60n
o(1)
since ¢ is non-negative integer constant, m is bounded, and
lim,, o B¢,n = +00. This establishes

M
lim E fn,f,m, =0.
n—oo
m=2

2) The case where M+1 < m < min{my, | 75551} Our
goal in this and the next subsubsection is to cover the range
M+1<m< ch"lggnj. Since the bound given at (61) takes
a different form when m > m,, (with m,, defined at (49)), we
first consider the range M +1 < m < min{my, |55 1}
we note from (8) and (5) that lim,,_, ., m, = oo.

On the range considered here, we have from (24), (26), and
(61) that

min{m,, | 42 1}

D

m=M++1

min{mn, | 52555 1}

< X

m=M-+1
(1o (1= )y

From the upper bound in (94) and the fact that m <
for all n sufficiently large, we have

fn,&m

nt (%)m mm =2 (oznprr(n))m_1 .

(64)

rm
2¢logn

2logn

Hrm

Hrmt
2Clogn

QnPir (”)Cm S



Using the fact that 1 —e™® > 3 for all 0 <z <1, we get

_ ranpir(n)Cm
2

logn

e~ Smur T

1— (1 _ e*anplr(n)(:m>

IN

(65)

as we invoke the lower bound in (94). Reporting this last bound

and (92) into (64), and noting that

n—~{
2

n—f0 _n
>7

—m—t>
L T )

m:2,3,...,{ J,(66)

we get

min{m,,, \_%J }
m=M-+1

min{mn, | 58555 1}

2
< Z nlerem < (log n)

fn,l,m

m—1
) efcmll'r lOgnn_iZ_[{

n
m=M-+1
[eS) . m
< pftt Z (e (log n)2 e‘cﬁlog”) (67)
m=M-+1

for all n sufficiently large. Given that (, i, > 0 we have

e (logn)? e ¢ 18 — o(1). (68)

Thus, the geometric series in (67) is summable, and we have
min{mn, [ 54551}
Do Jarm SOOI (clog )Y
m=M+1
and it follows that

min{mn, | 58555 1}

dm o Y feem =0
m=M-+1
for any positive integer M with
12(£+1)

M > (69)

Chir
This choice is permissible given that (, u, > 0.
3) The case where min{| 7525 |, mn} < m < | 555 |-
Clearly, this range becomes obsolete if m,, > |5 ¢ lognj Thus,
it suffices to consider the subsequences for which the range
mp,+1 < m < LQC”I’O"TLJ is non-empty. On this range,
following the same arguments that lead to (64) and (67) gives

prn_ |

2¢logn
Z f@,n,m (70)
m=mn+1
l2¢Tog )
< Z n* (e(logn)?)™
m=my,+1
. (1 — iy (1 _ efémanplr(n)) + efle,n> 3
4“12§nJ ﬂ
(e log 1) ) ( —Cmu SER | v, )
m=mpn+1
where in the last step we used (65) in view of m < 3 clogn'

Next, we write

e~ CmmrSEE | UK,

— e_C”"‘,J/Tl(Z% (1 _|_ e_le.n“l‘C"LN7‘ kfﬁn)

10 og n
< exp {_Cm,urzlgnn + €7wK1="+§m”Tl4gn }
67¢K1,n+%
1- (71)

logn

Cmptr =,

logn
4n

< exp  —Cmpy

where the last inequality is obtained from m < 5 C logn Using

the fact that m > m,, = min{ Lﬁj, | 5]} and that P, > on
for some o > 0 under (7), we have

2

w

6*¢K1,n+% Kl,n 2} efwKLn %
J— —_— 6

—— < max n
Cmur 1(25:1 - { Pn ’ n </’1/T IOgn
< ma 4[(17”6*1/11(1,", e~ ¥Kin %%
max , -e
- Curologn ~ Curlogn

=o(1)
by virtue of (18) and the facts that {, ., 0 > 0. Reporting

this into (71), we see that for for any £ > 0, there exists a
finite integer n*(¢) such that

( —Cmpy o8 _;'_e—le»n) < e~ Smitr logn (1) (72)
for all n > n*(e). Using (72) in (70), we get
L2<“1'2,Zn
Z ff,n,m
m=m,+1
2<”12§nJ m
< pttt Z (e (log n)2) ( —Cmypun 9B (1 6))
m=m,+1
o 1
< pftt Z (e (logn)2 e~ Skt (1 E)> (73)

m=m,+1

Similar to (68), we have e (logn)®e —Cur St (1=) = =0(1) so
that the sum in (73) converges. Following a similar approach
to that in Section 9-2, we then see that

Hrm
2¢logn p a )
" —e

( )nlJrlfmn s

Z fn,@,m: o

m=mn+1

)Z(anrl)

(elogn =o(1)

since lim,,_,, m, = oo under the enforced assumptions.

4) The case where | 755 | +1 < m < [vn]: We consider
l2di5gm] +1 < m < [vn] for some v € (0, 1) to be specified
later at (75). Recalling (24), (26), (61), (66), and (94), and
noting that () is monotone increasing in m when 0 < m <
LgJ , we get

m=| g0 [ +1
Lvn]

S

fn,l,m
prn

ne " .
Lvn]
7”:|.2< Tog =]+l

. (1 — [y + Mre—fman;vlr(”) + e_le,n)

IO

m:ng‘leTganJrl

w3



n
n_ logn

- 3
. <1 — W+ FLT@_CMMIW n ele,n>

vn z
S nl (E) (1 — MU + ,U’,-@_% + €_wK1’n> ?
14

’ e\ 3v o K, %
=" ((5) (1= pe e F e ) ) 4

for all n sufficiently large.

We have 1— ji, 4 pipe” % < 1 from i, > 0 and e~ ¥K1n =
o(1) from (18). Also, it holds that lim, o (5)3” = 1. Thus,
if we pick v small enough to ensure that

3v .
<E> (1 — M+ ,u’rei%) < 1,
v

(75)

then for any 0 < ¢ < 1 — (e/v)™ (1 — pr + pre™"F) there
exists a finite integer n* (&) such that

e

v
Reporting this into (74), we get

Lvn]

2.

m=| 2(“122 =]+l

lim fn,é,'m =0
n—oo
since lim,,_,o, n‘(1 — £)*/? = 0 for any positive integer /.
5) The case where |vn|+1<m < [2*|: In this range,
we use (25), (26), (61), and (66) to get

L=
Z fn,é,m

m=|vn|+1
2]
<n’ Y

m=|vn]+1
I—ngé

>

m=|vn]+1

w3

<n) (efcmanpu(n) +67wK1,'rL>
m

(n) (efCunanpu(n) + efle,n>
m

n

< (86_4”"“"“1(") + 8€_¢K1’n> 3

w3

<nt

Noting that (,rv,1 > 0 and recalling (93) and the lower
bound of (94), we get

_Cvwp

€7CVnanp11(n) e

—CV’”%(MJHT (n) <

=€

for some sequence w,, satisfying lim, _,. w, = +oo. It is
now obvious that e=¢¥"*»P11(") = (1), Moreover, we have
e~ ¥Kin = o(1) from (18). The conclusion

|25
2

m=|vn]+1

lim frem =0
n—roo
immediately follows and the proof of one-law is completed.
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3v b
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APPENDIX A
ADDITIONAL LEMMAS

Lemma A.1. Consider a scaling K1, ...,K,,P: Ny — NS‘H
such that (5) holds, a scaling o : Ng — (0, 1), and A1(n) =
logn-+(k= 1) loglogntn The following properties hold for any
three distinct nodes Vg, Uy, and vj.

(a) We have

1
P [(Kaj NKy;) | Kpyta = 1,8, =1] < <1+4 2>/\1( )?

’l"

(76)
(b) If \(n) = o(1), then for any uw = 0,1,..., Ky, we
have
P[(Kaj N EKy;) | ([Seyl= u)vtr 1t, =1]
__u 2
B Kl,n’\l( n) £ ( )
and
P[Egjuys | ([Seyl=u) te = 1,1, =1]
= 2A,(n) — O‘T“ Ai(n) £0 ((Al(n))2) (77)

Proof. We know that
P [(Kw- NK,;) \ (Suyl= ) s = 1ty = 1]

:1—[@[[(” (|Swy|:u),tw:1,ty:1] (78)
~ P [K | (1Suyl= ) s = 1.0, = 1]
(1K) | (81wt = 18, = 1]
It is easy to see that
o
:P[KT- tzzl}
—Zuz —p1i(n))
:1—>\1( ) (79)

Similarly, it is easy to see that

p{Kyj

(ISzyl= ) te = 1,t, = 1] =1-X(n) (80)

Next, by recalling (17), we observe that

P {(Km NKy;) ‘ Kyt = 1,1, = 1]

:P[zj eP\{Z,US,
(P,L72K1 ">

_ZM (

te=1,t, = 1]

K; ,n)

(" ">>2
< ZUz ( (Kl 5
~E [Zn (1.0,
= (E [Zn (10,)])* + var [Z,, (1,6,

where Z,, (1,0,,) is a rv that takes the value 1 — py;(n) with

81)

probability u; for ¢ =1,... . Note that
E(Zn (1,0, Zuz 1—pu)=1-Xi(n), (82
i=1
and
Zuzph > PrPir (83)

for positive p. Recalling Proposition 5.3, and using (82) and
(83) in (81), we get

P [(szmKw) ‘KJt — Lty = 1}

1 Ai(n)?
<(1-Mn)*+ -
<=M + 37
1

:1—2>\1(TL)—|—/\1( ) (1+4 2)

The desired conclusion (76) follows from (78) in view of (79),
(80), and (84). |

(84)

Proof of part (b) of the lemma is very similar to that of [19,
Lemma 9], and therefore is skipped here for brevity. Interested
reader can find the details in [26].

Lemma A.2. Consider a scaling K1, ..., K,, P: Ny — Nj !
such that (5) holds, a scaling o : Ng — (0,1), Aj(n) =
log n+(k— 1) loglog ntan e hmn_>oo Yn = —o0. Let m1, ma,
and ms be non- negatlve integer constants. We define event F
as follows.

F = [|Ngyl=ma] N

[|Nag|=ma] N [| Nay|=ms] . (85)
Then, given u in {0,1,...,K;,} and Ai(n) = o(-L)

. vn
under lim,, o 7, = —00, we have

(|Szyl=u),ta =1,t, = 1}

nm +mao+ms

5

—2nA1(n)+ ”‘f" nAy (n)

~

mllmg!mgl

_ o
~ (P By | (Syl= ) 1 = 1,8, = 1 )
. <]P’ FE

zjNyj
. <IP’ E

TjNyj

(|Seyl=u),ta =1,t, =1

ms3

(|Sa:y|: U) vty = 1aty =1

with j distinct from x and .
Proof. The proof of Lemma A.2 is very similar with [19,
Lemma 4]; in fact, it would follow directly from [19, Eq.
(212)-(213)] if we show that

n—mi—mso—mgzg—2
(P [Bogs | (Susl= )t = 1,8, = 1])



-~ ef2nA1(n)+ ;;';’7; nAl(n). (86)
Recalling Lemma A.1 and the fact that A;(n) <
log "+(k_nl) loglogn  for all n sufficiently large under
hmn—>oo Yn = —00, We get

P [E;jr@ (1Say|= 1) te = 1,1, = 1}
= 1= P|Bujuy ‘ (Sanl= )t = 1,6, =1 (87)
ant
:1_@Amn_KlAﬂmio(mmme
1
:1—0<°g">=1—o(1). (88)
n
Also,
(n—mp —mg —mz—2)-
2
(P [Bajons | (San=0) ta = 1,1, = 1))
1 2
= (n—mq —mg —ms —2) [0 ( Oi”)] =o(1) (89)

Invoking Fact 5.8 for (87), and using (88) and (89), we get

n—mijp—ms—msz—2
(P B | (Savl=w)sta = 1,1, = 1])

- e(n—ml—mz—mg)IP[Emjuyj | (1Seyl=1) ta=1,t,=1]

6—" [2/\1(")_ ;;”; Al(”)i()(%)] e(m1+m2+m3+2)o(1)

672”A1(n)+ ;T’; nAl(n). (90)

This gives (86) and Lemma A.2 is established in view of [19,
Lemma 4]. |

Lemma A.3 ([19, Lemma 10]). If P, > 2K ,, we have
1 K2, O\

< "

— ul Pn - Kl,n

Lemma A.4. Consider a scaling K1,Ks,..., K., P: Ny —
NSH and a scaling o : Ng — (0, 1) such that (43) holds with
Be.n = o(logn). We have
logn
anplr(n> =0 ( g ) .

n

P {|Szy|: u

te=1t, =1]

on
If in addition (9) holds, we have

QO Pry (n) =0 (log TL) QApPlr (TL) =0

(#222) o

and

anpir(n) = o (logn) ayp11(n) (93)

Proof. From (43) and the fact that 5, ,, = o(logn), we clearly
have

11 1
1logn §A1(n)§20gn
2 n n

for all n sufficiently large. We also have

r
A1 (n) = Qyy Z HiP1j > ,uranplr(n)
7j=1

Now, since p;; is monotone increasing in j = 1,...
virtue of (15), we also see that

Al(n) = Qn Z M5P1j (n) < anplr(n) Z i = anplr(n>
j=1 j=1

Thus, we obtain that

A < anplr(n) < iAl

r

and the conclusion (91) follows by virtue of the fact

2 logn
< . < —
2 n S OpPir (’I’L) >~ L n

llogn

(94)

for all n sufficiently large.
Next, we establish (92). Here this will be established by
showing that
1
prr(n) < max (2,4(;%”) pir(n), n=2,3,...

n

95)

for some sequence w,, such that lim, ., w, = co. Fix n =
2,3,.... We have either p1,(n) > 3, or p1y(n) < 3. In the
former case, it automatically holds that

Prr (n) S 2p1r (n) (96)

by virtue of the fact that p,.(n) < 1.
Assume now that pq,.(n) < % We know from [24, Lem-
mas 7.1-7.2] that

Kj,nKT,n

P < pjr(n) < Kj’nKr,n

b
Pn_K]n

1—e j=1,....,r (97)

and it follows that
Kl nK'r‘ n ( 1 )
———— <log| —— ] <log2 < 1.
P, - & 1-—pir(n)/) — &
Using the fact that 1 —e™ > £ with = in (0, 1), we then get
Kl,nKr,n

(98)

~(n) > 99
pir(n) 2 —5 P 99)
In addition, using the upper bound in (97) with j = r gives
K? K?
prr(n) n <9 r,n

<
_Pn_Kr,n_ Pn

as we invoke (5). Combining the last two bounds we obtain

prr(n) _  Kin
— <4 (100)
plr(n) Kl,n
Next, combining (9) and (100), we get
logn
pre(n) <421 (n) (101)
Wp,

for some sequence w,, such that lim,,_, o, w, = co. Combining
(96) and (101), we readily obtain (95).

It is easy to see that (93) can be established using the same
steps with the proof of (95). |

Lemma A.5. With m > 2 and A1(n) = o(1), we have

(Pn*Q(VM))
1= ] < e—(1+§)A1(n)

)

E

)




for all n sufficiently large and any € € (0, 1), where we define and we have from (81) and (84) that

Qm) = Kol [l = 1+(L(1+ ) Ki ] + )1 lom[> 1] S s (1 <12 £ (1L

j=1
Proof. Consider fixed K, P. We have This gives
a 1
Q) = Ky (U Jvial= 1]+ (1 + 1 ] 1) St <4 (14 s )
Thus, by recalling (17), we get =1
(P=Qw) (P U I+ 21 and we get
= = P—Q(vm
gl g |l )
(IZ\) (\z|) 7( P)
| [ =0 @O 1) e
= <(l-—a)4+2a(l—a)(l=2X)
) . . 2 (1 2 1
where Z = oy Taking the expectation over |v,,|, we get +a®{1-A(1+e)+ery |1+ 12
B3]} r

E

(P%V"”))] =1-A (2 —(l—ea—¢ (1 + 4;2) A1>
() '

< E[(1 —a)" +ma(l-a)" ' Z
+ (1 R e a)mfl) Zl+€]
§E[(1—a)2+2a(1fa)Z E
+ (1 —(1-a)’-2a(1- a)) zlﬂ
=(1—a)?+2a(1 - a)E[Z] + o?E [ 217

Now, consider a scaling such that A;(n) = o(1). We have
Ai(n) < ﬁzﬂﬂ) for all n sufficiently large. Given also that
a, <1, we gét
(PrQ(um)) c

[ ] <1-A (2 C(1—e)— 5) < ¢~ (1+5)A1(n)

(i)

for all n sufficiently large. This completes the proof. ]

APPENDIX B

by virtue of the fact that PROOF OF LEMMA 6.2

1-—a)"+ma(l—a)"'T

The law of total probability gives
+ (1 —(1-a)™ =ma(l- a)mfl) Tite

P [nyg N Dy,g]

is monotonically decreasing in m (see [19, Lemma 12]). =P [Dy¢NDysNEyy| +P[DyyNDyeN Eyy.
Next, we have (102)

E[Z]ZZM( )

K
Also by recalling Fact 5.7, we get

(x,)
E[Z'"] =E (

Thus, Lemma 6.2 will be established upon showing the next
two results.

—1-X

Proposition B.1. Consider scalings K1,...,K,, P : Ny —
Nyt and o : Ny — (0, 1), such that \i(n) = o(1) and (6)
(P‘—Efl(l) ) I+e holds with lim,,_, o yn, = —o0c. The following hold
v (a) If nA1(n) = Q(1), then for any non-negative integer
(\EI) constant { and any two distinct nodes v, and v,, we have

r P-K Ite _
k) P [Dyy N Dyy N Ery] ~ 2 (01) 2 (nAy (n))? e=2n(m)
= Z Hj P 103
= (x,) (103)
I ’ (b) For any two distinct nodes v, and v,, we have

=> w1 = pi;)(A = pj)° P [Dyo N Dy N Egy ~ pde 2 (104)
j=1

<D (1= piy) (L —epj)

Proposition B.2. Consider scalings K1,..., K., P : Ny —

=t , NS'H and « : Ng — (0,1), such that \1(n) = o(1) and (6)
=1-M(l+e) +ed ppi; holds with 1imy, s 7 = —00. If nA1(n) = Q(1), then for
— i any non-negative integer { and any distinct nodes v, and vy,
]_
we have

Note that

T

Zﬂj (1-py)?=1-2\+ Zﬂjp%j

j=1 j=1

P[DyeNDyyN Eyyl =0 (P[DyyNDyeNEyyl) (105)



We establish Propositions B.1 and B.2 in the following
two subsections respectively. Next, we show why Lemma 6.2
follows from Propositions B.1 and B.2. If nA;(n) = Q(1),
then for any non-negative integer constant ¢, we observe
that (37) follows from (103) and (105) in view of (102).
Now, considering the case when ¢ = 0, we see that (104)
directly implies (38) by virtue of (102) and the fact that
P[DsoNDyoNE;] = 0 since it is impossible for nodes
v, and v, to be adjacent to each other (i.e., under £,,) when
both nodes have zero degree.

A. Proof of Proposition B.1

Consider the vertex set V = {v1,...,v,}. For each node
v; € V, we define V; as the set of neighbors of node v;. Also,
for any pair of vertices v, vy, we let Ny, be the set of nodes
in V \ {vg,v,} that are neighbors of both v, and v,; i.e.,
Ngy = Nz N N,. We also let N5 denote the set of nodes in
V\ {vg, vy } that are neighbors of v,, but are not neighbors of
vy. Similarly, Nz, is defined as the set of nodes in V\ {v,, v, }
that are not neighbors of v, but are neighbors of v,,. Finally,
Nz is the set of nodes in V' \ {v,,v,} that are not connected
to either v, or v,. We also define S,y = X, N3,

We start by defining the series of events A, as follows

It is simple to see that

Vi
D%EQD?MHEZ U (Ahmmﬂ[tx = 1]ﬁ[ty:1])’
h=0

whence we get

P [Dye N DyyeN Eyyl

¢
=3 P[AyNEy Nta = 1Nty =1]] (106)
h=0
since the events {A,,h =0,...,¢} are mutually exclusive.

Furthermore, since F,, =
and

wyUCry = Tyu (Kmy n Tw)

Koy Nt = 1N [ty = 1] = Uply (|Say|= )

we have under ¢, = ¢, = 1 that

Kin
Eypy = Kyy U U (|Smy|: u) mTry
u=1
Kin
=K, U | | (107)
u=1
where we define the event X, as
Xy = (|Seyl=u)NCoy, u=1,...., K1, (108)

Now, we get

P[An N Egy Nt =1]N[t, =1]]
=P [A, N K,y N[t =1 N[t, =1]]

Kin

+ ) PANX N[t = 1Nt =1]], (109)

u=1
by virtue of (107) and the fact that the events
Kyy, X1, Xs,. .., Xk, , are mutually disjoint. Combining

(106) and (109) we obtain
P [D,e N Dy N Eyyl

4

:ﬁZIP[AthTy thl,tyzl}
h:(z Kin

+,ﬁZZP[Athu t$=1,ty=1}. (110)
h=0 u=1

Proposition B.1 is established by virtue of (110) and the
following two results.

Proposition B.3. Consider scalings K1,...,K,, P : Ny —
Nit and o : Ny — (0, 1), such that \i(n) = o(1) and (6)
holds with lim,,_,o v, = —oo. Then for any non-negative
integer ¢, we have
¢
SR [Ny [t =ty = 1] ~ () nAy () e ™)
h=0
(111)
Proposition B.4. Consider scalings K1,...,K,,P : Ny —
Nyt and o = Ny — (0,1), such that A\1(n) = o(1) and (6)
holds with lim,, o0 ¥, = —00. If nA1(n) = Q(1), then
¢ Kin

ZZP[Athu

h=0 u=1

L
—0 (ZIP’ [Ah Nk,
h=0

te=1,t, = 1}

tle,ty:1}> (112)

for any £ = 0,1,.... Furthermore, we have (112) for £ = 0
without requiring the condition nA1(n) = Q(1).

Before we prove Propositions B.3 and B.4, we explain why
Proposition B.1 follows from these two results. Combining
(111) and (112) we establish (103) in view of (110). Further-
more, by using (111) and (112) with ¢ = 0, we readily obtain
(104) in view of (110). This establishes Proposition B.1.

1) Proof for Proposition B.3: We write

L
ZP[AhﬂTw t$=1,ty:1}
h=0
¢
=3P A | Koy te =1ty = 1] P [Kyy [t = 1,1, = 1],
h=0
where
P[m tz:Lty:l} =1—pu(n) ~1 (113)

under the assumption A;(n) = o(1) and Fact 5.5. Also, using
Lemma A.2 with u =0, m; = h, and mg = m3 = £ — h, we
see that

P A | Koyt = 1., = 1]
n2€—h

AL ((6—h)!)?

e—QnAl(n)_

~



h
. (}p |:E93jﬂ1/j Ky ty = 1,1, = 1D 2) Proof of Proposition B.4: Our approach is to find an
‘ n upper bound to the left hand side of (112) and show that this
(P Bz | Ko te = 1,8, = 1)) upper bound is o (4o P [An N Koy |t = 1,1, = 1] ). I
t—h will be clear that the condition nA;(n) = (1) needed to
: (P [E?jmyj Koy, te =1,y 1D (114)  establish (112) is not needed for the case when ¢ = 0.
o o We know that
Next, we evaluate the three probability terms appearing in
(114). We know that PAnnX, |t =1,t,=1]
P {Exjﬂyj Ka:yatac = 17ty = 1} =P [Ah N |Sly|: u mTw ty = 17ty = 1}
= 2P Koy N Kys | Kagote = 1t = 1] Thus,
1 L Kl.n
<1+4 2>A1(n)2 (115) 3 P{Ahmxu t$:1,ty:1}
h=0 u=1
by virtue of Lemma A.1. We also see that ¢ Kin
<> Z [Ah N [Suyl=u |ty = 1,t, = 1}
P By | Koyt = 1oty = 1] 10
¢ [fu [Tt =101 -3 sale =1 1]
P |Bujogs | Koy te = 1,1, = 1] v
[ =) -1 P[] i1, =1
=A1(n) — ( ) Now, since Emj = (O N Ky and By = Cy; N Ky; , it

~ Ai(n) (116) is clear that E;; and E,; are each independent of the event

|Szy|= w. It follows that
as we invoke (115) and use the fact that Aj(n) = o(1) under

limy, o0 v, = —o0. It is also easy to see that P l:Exjﬁyj (|uy|= 1) , te = 1,t, = 1]
P[ ’KI, _1t_1]~A 117
via similar arguments. _
For h = 1,2,...,¢, we observe from (114), (115), (116), =M(n). (120)
and (117) that Similarly, we have
P [Ah Koy, ty = 1,1, = 1} P {Emmw. (|Sayl=u)  te = 1,t, = 1] <Ai(n) (121
P {AO Koyito = 1,1, = 1} and
n~h (6!) [ zjNyj ‘ ty = 1} P [Exjmyj (|Szy|=u) =1,t, ] < Ai(n) (122)
hL((€—=h)!)? [ ‘ :1} . .
e ty Now, using Lemma A.2 with my = h, and my = mg =
1 ) £ — h, (120), (121), and (122), it follows that
P [EEQZJJ ‘ Ly’ - 1 t ] P |:Ah (|Szy|: u) sty = 17ty = 1:|
h < 9p2l—h,~2nhi(n)+gTnAL(n) 20—h
e ({1 a0 oo TN (g
= (=) )2 A (n)2(1 = o(1)) for all n sufficiently large. Thus, we get
¢ Kin
=o(1 11
o(1) (118) ZZP{ te=1,t, = 1|
Similarly, setting h = 0, we obtain (;(“ !
1,n
P[0 | ot = Lty = 1] ~ (1) (g () 200 <3 (P [Sal=]te = 1.1, =1]-

(119)
The conclusion (111) follows by combining (113), (118),
(119), and noting that ¢ is constant.

uo
) 2672nA1 (n)+ Kl,z

(n))z“> (124)

h=0



Now, if nA;(n) = (1) it follows that
¢

> (da ()" = 0 (s (m)*).

h=0

Note that (125) follows trivially for ¢ = 0 with no condition
on nAj(n). Combining (124), (125) and Lemma A.3, we get

¢ Kin

(125)

2 D F [Ah Ny |t =1ty = 1} (126)
h=0 u=1

% < QAn v
<0 ((nAl(Tl))M 6727“\1(”)) ui_l <Pnfilz’£vlynef<lvn nAl(")>

In view of Proposition B.3 (and the fact that ¢ is constant), we
will immediately establish the desired result (112) from (126)
if we show that

-Kvl2 cn_nAq(n)

o un Ky, 1 — 1).

Pn - Kl,n ‘ 0( )

Next, we establish (127). From (5), we get for all n
sufficiently large that

K,
. <2
PTL_KI,TL o

(127)

K3,
= < dp11(n)
2

where the last bound used the fact that Ii;’” ~ p11(n) when
p11(n) = o(1) (e.g., see [7, Lemma 4.2]); this in turn follows
from the assumption that A\;(n) = o(1) in view of Fact 5.5. It
is also clear from the definition \1(n) = >_._, p;p1:(n) that
p11(n) < ;-Xi(n). Thus, for all n large, we get

K? 4
Ln < = \(n).

- 128
Pn_Kl,n o ( )

Now, with A;(n) < log "Jr(k:i)log logn for all n sufficiently
large under lim,,_, o, v, = —00, we see that

nAi(n) = na,\(n) < glogn (129)

for all n sufficiently large. Combining (128) and (129) and the
fact that K, > 2, we obtain

Km0 _ o) (petenoen
Pn - Kl,n

(130)

Next, we define F(n) = A;(n)ein 98" Fix n sufficiently
large such that (128) and (129). We consider the cases when
oy < 0 and o, > loén. In the former case, F(n) <
A1(n)e3/* follows directly. In the latter case we use (129) to
get

Fn) < S1087 fantosn

2
3 (logn)®

2 nay, 2 n

by virtue of the fact that a,, logn < logn. Combining the two

bounds, we have
F(n) < max {Al(n)eo‘75, 1.5n7%2 (log n)2}

for all n sufficiently large. In view of A;(n) = o(1) this
immediately gives lim, ., F(n) = 0, and the conclusion
(127) follows in view of (130). The desired result (112) is now
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established from (126) and (127) for constant £. Note that for
¢ =0, we have (112) without requiring nA; (n) = (1), since
that extra condition is used only once in obtaining (125) which
holds trivially for £ = 0. This establishes Proposition B.4.

B. Proof of Proposition B.2

Recalling Proposition B.4 and (110), Proposition B.2 will
follow if we show that

P [Dmﬁz n Dy_[ n Ezy]

£
- (ZP[AWKW

h=0

tle,ty=1}>, (131)

for each / = 1,.... To establish (131), we define the series of
events B}, as follows

By, := [|Nyy|= h|N[|Nog|= € — h — 1]N[|Ngy|= £ — h — 1],

for each h =0,1,...,¢ — 1. Now, it is easy to see that

—1
DyyN Dy N Ewy =) (BuN EwyN[te =1]N[t, = 1]).

h=0
(132)

Note that A varies from 0 to /—1 in (132) because given the
event E;,, nodes x and y are adjacent; thus, they could have
at most £— 1 nodes in common when their degrees are ¢. Since
the events B), are mutually exclusive for h =0,...,¢—1, we
get

P [Dm’z N Dy,g n Ezy]
-1

= P[BiNEgy N[ta=1]Nt, =
h=0

1]

Thus, the proof of Proposition B.2 will be completed upon
showing
-1
> P[BrNEyy Nty =1 N[ty =1]]
h=0

L
ZO<ZP[AWKW
h=0

under the enforced assumptions of Proposition B.2, namely,
with lim,, o, v, = —00, and nA;(n) = Q(1). Proceeding as
before, and noting that P[E,,| = aP[K,,| we write

tmthy:l}) (133)

{—1
> P[Bu N Egy N [ta = 1] N [t, = 1]] (134)
h=0
(-1 Kin
= u%az Z P [Bh N(|Szyl=u) [te =1,t, = 1}
h=0 u=1

Kin -1

<2 S PSuyl= W] Y [Bu | 1Sul= st = t, = 1]
u=1 h=0

Next, by recalling Lemma A.2 with m; = h, mg = mgz =
£—h—1, we get

P [Bh ‘ (1Sayl= 1), ts = 1,1, = 1]



PR tpiat,

W6 —h—1)!)
{P [Eugeus | (15ei=) =1,ty=1}}h
{2 [Eusri | (8wl= )t = 1y =1]}
{ {Emmw‘ (1Sayl=u) ¢ 1,ty:1”‘—h—1

Recalling (120), (121), and (122), we get

P {Bh ‘ (1Say|= ), ts = 1,t, = 1}

_2nA1(n)+;§‘1’—:LnA1(n) (TLA (

<2 (135)

for all n sufficiently large. Using (135) in (134), we get for
all n sufficiently large that

-1
> P[BiNEgy Nta = 1Nty =1]]
h=0
Kin
< 1 Z ([@ [1S0yl= |t = 1,8, = 1]

Uy

¢
) 2672nA1(n)+ nAl( ) Z (nA1 (n))22h2>

h=0
= 12 (nAy(n))”? x right hand side of (124)

= O ( right hand side of (124))

(136)

since nA1(n) = Q(1). We have shown in the proof of
Proposition B.4 that

¢
right hand side of (124)= <ZIP’ (A N Ky [ te =ty = 1])
h=0

Together with (136) this establishes (133) and the proof of
Proposition B.2 is complete.

APPENDIX C
CONFINING 7,

In this section, we show that establishing the one-law of
Theorem 3.2 under the additional constraint

Yn = o(log n) (137)

establishes the one-law for the case when that additional
constraint is not present. Namely, we will show that for any
scaling that satisfies conditions (7), (8), (9), and (6) with
limy, oo yn = +00, there exists a scaling that satisfies the
same conditions with lim,, oo v, = +00 and v, = o(logn),
such that the probability of k-connectivity under the latter
scaling (with 7, = o(logn)) is less than or equal to that under
the former scaling.

Firstly, consider a probability distribution gt = {11, ..., i}
with p; >0 fori=1,...,r, ascaling K{,K5,..., K}, P*:
Ng — Nj™, and a scaling a* : Ny — (0,1) such that

1 k—1)logl *
Ai(n) = arxi(n) = Cent (k= Dloglogn+7, =3¢,

n
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for each n =1,2,.... Assume that

K K
P =Q(n), 2% = o(1), and —" =o(logn)
;zk Kl,n
(139)
and that we have lim, ,. 7y, = -oo; ie., the *-scaling

satisfies all conditions enforced by part (b) of Theorem 3.2.
Now, with the same distribution g, consider a scaling

K1, Ko, ... KT,P No — N;*! and a scaling & : Ny —

(0 1) such that P, = P’ and K, = = K. Obviously, we have

)\1( ) = Af(n) by recalling (2) and (3) and also that
A IA{T n Arn
P, = Q(n), —— =0(1), and —— = o(logn).
n 1,n

Next, let 4, := min (v, loglogn) and define &, through

. _logn+ (k —

R 1)loglogn + A,
Gn A1 () 8708 Tn

)

(140)

Clearly, we have 4, = o(logn) and lim, o9 = +o0.
This establishes that for any scaling satisfying the conditions
of part (b) of of Theorem 3.2, there exists another scaling
(with the same p, K, and P,) that satisfies all of the same
conditions and (137). In addition, this latter scaling has a
smaller probability of a channel being on than the original
scaling; i.e., we have

G < o, n=23,... (141)
by virtue of the fact that 4,, <~ for all n.

In view of the above, we will establish that part (b) of
Theorem 3.2 under v, = o(logn) implies Theorem 3.2 if

we show that

P[ (n;p, Ko, Py o H(n; p, K, By, )

n) o p
is k — connected
142)

This is clear since (142) would ensure that if
H(n; p, K, P,. Gp,) is k-connected asymptotically almost
surely (as would be deduced from Theorem 3.2 under
Y = o(logn)), then so would H(n; u, K., P¥, o).

In view of (141), we get (142) by means of an easy coupling
argument showing that H(n;p, K., P,,&,) is a spanning
subgraph of H(n;pu, K, P ay). This follows from the fact
that under (141) the corresponding ER graphs satisfy

is k — connected

G(n; ) € G(n; )

meaning that for any monotone increasing graph property P
(e.g., k-connectivity), the probability of that G(n; a;) has P is
larger than that of G(n; &,,); see [19, Section V.B] for details.

APPENDIX D
PROOF OF LEMMA 8.1

Lemma 8.1 will be established by bounding each term in
(60). First, we note from [7, Proposition 9.1] that

P[Cn] < mn? (O‘nprr(n))nﬁhl



Next, we derive upper bounds on the terms

P—|vm | Ky P—L(vm)
E |:1 o ( (\}ED\) ) and E |:( \}ZDI ) ,
I3] |

|
is clear that Lemma 8.1 will follow if we show that

respectively. It

(")

E|1—-——p—=| <l1—edomprm o (143)
()
for all m < LP;KIi:"J and that
(PTL_L(VTVL))
E [Eﬂ'] (144)
(\z|)

< min (1 — A1(n), e (1+5)Ma(n),
min (1 _ MT + 'ure_anplr(”)qm’ e_anp11(7b)<m>
+ e VErnl[m > m,) > .

We establish (143) and (144) in turn in the next two sections.

A. Establishing (143)

. : P-K,
First, with m < = 7

using Fact 5.9 we get

and

, we have |v,|< m <

P—K,
2K,

(") (Y
E{l}gE[l( ) }11& Wvml
(|Iz):\) (\§|) { }
(145)
where we set W = @ We also have
=
E[w2el] —E |3 <’]”> o (1—a)" ™ W
j=0
—E|(1-a(1-w2)"]
>E[(1-2a(l—-W)™] (146)
using Fact 5.7 in the last step. We also know that
() o )
W = > ~— =1-—pr (147)
(=)~ (&)
Thus,
an(l - Wn) S anprr(n) S i

for all n sufficiently large by virtue of (92) and that 3, , =
o (log n). Using the fact that 1 -2z > ¢ =3 forall 0 < z < 1,
we then get from (146) and (147) that

E [Wgwmq >E {efSan<1—wn>m} > ¢ 3enprr(n)m

for all n sufficiently large. The desired conclusion (143) now
follows immediately by means of (145).
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B. Establishing (144)
Let Y be defined as follows

Y _ LiCKl,nJ i:2,...,mn
’ VP, | i=my,+1,...,n
where ¢ € (0, 1) selected small enough such that (51) holds,
and ¢ € (0, %) selected small enough such that (52) holds.
Recalling (50), we see that
7 — max (|[(1+¢) K1],Y:) i=2,...,m,
Ty i=mp+1,....n
Next, we let
M(vy,)

= K11 [|vm|= 1] + max (K15, Y}y, + 1) 1 [[vm]> 1],
and
Q(vm) = Kinl{[vm|=1+(L(1+€) Kin] + 1)1 [pm|> 1].
We also recall that

L(vm) = max (Ky p1[[vm|> 0], (Jjy,,,| + 1) 1 [[vm[> 1])

Let’s consider the following three cases
1) [Vm|= 0: In this case we have L(vy,) =

Q(vm) = 0.

2) |vm|= 1: In this case we have L(v,,) =

Q(I/m) = Kl,n-
3) |Vm|> 2: In this case we have
- L(vy) = max (K, J)p,,| +1).
- M(v,,) = max (KL,“ Y, +1).
- Qm)=11+¢) Kq1,] +1.
More specifically, considering the case
2,3,...,my, we have

Jyy,,| = max ((1 + e)Klyn,}ﬂymO
and it follows that
L(vy) =max (Kipn, [(1+ 6K n] +1,Y),, | +1)
=max (|(1 +€)K1n| + 1, M(vm))
= max (Q(vm), M (vm))

Also, when |v,,,|= m,, +1,...,n, we clearly have J},, | =
Y|l,m|, and thus

L(vp) = M(vy) = max (K1, [YP,] +1).
Since K1, < K., = o(P,,) in view of (8), we have
(WP, = [(14€) Kin)
for all n sufficiently large. Thus, we can rewrite L(v,,) as

L(vp,) = max (Kqp, (VP + 1, [(14+€) K1 ] +1)
=max (Q(Vm), M(vim)) .

Combining, we conclude that it always holds that L(v,,) =

max (Q(Vm ), M (vy,)), whence
(R ] )
(1)
(148)

when |y, |=

P—L(vpm) P—M(vm)
. (lzl)] — (E (lz)] E

(151) (151)




Note that it was shown in [9, Lemma 7.2] that
P—M (v,
(" ))]
P
(1)

< min (1 — A1(n), min (1 — e+ ,urefo‘"p“(")cm, e*a"p“(")cm)

E

+ e ¥Eing [ > my] )

for all n sufficiently large. On the same range, we also get
from Lemma A.5 that

(Pn_‘gl(’/m,))
E [ PTI,
(\2|)
upon noting that A;(n) = o(l) under (43) with B, =

o(logn). Reporting the last two bounds into (148), we es-
tablish (144).

< 67(1+§)A1(n)




