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FOREWORD

This report was a product of the Federal Highway Administration’s Automated Highway System
(AHS) Precursor Systems Analyses (PSA) studies. The AHS Program is part of the larger
Department of Transportation (DOT) Intelligent Transportation Systems (ITS) Program and is a
multi-year, multi-phase effort to develop the next major upgrade of our nation’s vehicle-highway
system.

The PSA studies were part of an initial Analysis Phase of the AHS Program and were initiated to
identify the high level issues and risks associated with automated highway systems. Fifteen
interdisciplinary contractor teams were selected to conduct these studies. The studies were structured
around the following 16 activity areas:

(A) Urban and Rural AHS Comparison, (B) Automated Check-In, (C) Automated Check-
Out, (D) Lateral and Longitudinal Control Analysis, (E) Malfunction Management and
Analysis, (F) Commercial and Transit AHS Analysis, (G) Comparable Systems Analysis, (H)
AHS Roadway Deployment Analysis, (I) Impact of AHS on Surrounding Non-AHS
Roadways, (J) AHS Entry/Exit Implementation, (K) AHS Roadway Operational Analysis,
(L) Vehicle Operational Analysis, (M) Alternative Propulsion Systems Impact, (N) AHS
Safety Issues, (O) Institutional and Societal Aspects, and (P) Preliminary Cost/Benefit
Factors Analysis.

To provide diverse perspectives, each of these 16 activity areas was studied by at least three of the
contractor teams. Also, two of the contractor teams studied all 16 activity areas to provide a syn-
ergistic approach to their analyses. The combination of the individual activity studies and additional
study topics resulted in a total of 69 studies. Individual reports, such as this one, have been prepared
for each of these studies. In addition, each of the eight contractor teams that studied more than one
activity area produced a report that summarized all their findings.

Lyle Saxton
Director, Office of Safety and Traffic Operations Research
and Development

NOTICE

This document is disseminated under the sponsorship of the Department of Transportation in the
interest of information exchange. The United States Government assumes no liability for its contents
or use thereof. This report does not constitute a standard, specification, or regulation.

The United States Government does not endorse products or manufacturers. Trade and manu-
facturers’ names appear in this report only because they are considered essential to the object of the
document.
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EXECUTIVE SUMMARY

Thisreport is part of the Precursor Systems Analysis study sponsored by the Federal Highway
Administration. The contractor is Raytheon Company with a subcontract to SSC Systems (formerly Pl
Controls) who is solely responsible for performing the work on activity area L, entitled Vehicle
Operational Analysis, by working together with Ford Motor Company researchers. The Principal
Investigator is Dr. Petros loannou, who is assisted by the investigators Mr. Alex Kanaris, Dr. Tom Xu,
Mr. Humair Raza, and Ford Motor Company researchers Dr. Michael Shulman and Dr. Steven Eckert.

The report deals with the analysis of the issues and risks associated with the devel opment, operation and
deployment of vehicles for five representative system configurations (RSCs) of automated highway
systems (AHS).

The RSCs are chosen so that they follow an evolutionary path with respect to automated vehicle and
roadway functions. For this reason the RSCs are referred to as evolutionary representative system
configurations (ERSCs). ERSC 1 employs a dedicated lane where vehicles have the capability to
maintain speed and headway and the vehicle speed is dictated by the roadway. The driver isresponsible
for steering and collision avoidance. 1n ERSC 2 the vehicle takes over the responsibility of rear-end
collision avoidance leading to afull authority longitudinal controller with the driver still responsible for
steering. The driver function to keep the vehicle in the center of the lane is given to the vehiclein ERSC
3 while the driver is still responsible for lane changing. 1n ERSC 4 the lane changing function is
automated and the vehicle is fully automated with self-guiding and navigation capabilities. Multiple
lanes are introduced in ERSC 4. In ERSC 5 the roadway is responsible for vehicle guidance and
navigation by issuing lane change, check-out and exit commands to each vehicle in order to optimize the
traffic flow. One can aso view the proposed ERSCs as degraded modes of operation of a fully automated
vehicle roadway system. Such degraded modes of operation could be unavoidable because no system
could work with optimum performance all the time and under all environmental and roadway conditions.
For each ERSC, we assume that each vehicle is autonomous with respect to safety. In other words the
vehicle does not rely on the roadway or other vehicles to guarantee its safety but rather usesits on board
sensors and intelligence to protect itself from colliding with other vehicles or obstacles. The vehicle
functions for each ERSC are designed to provide collision free vehicle following operation under normal
conditions. Since no small DV collisions are allowed, the organization of vehicles in platoons of
specified size with very short headways is considered to be unnecessary and has not been studied.

The emphasis of the report is on the analysis of issues for each ERSC that are associated with reliability
and safety, maintainability, vehicle and driver diagnostics, retrofitting of vehicles that were produced
before the vehicles for AHS were devel oped and deployment scenarios.

An operational scenario for each ERSC is developed and used to identify the vehicle functions and
interface with the driver and roadway and specify the functional requirements. A distinction is drawn
between faults, the inability of a component to perform its mission, and failures, the inability of a system
to perform its mission. For each ERSC, a set of functional and reliability requirements is developed; the
system should be designed to employ sufficient redundancy to always satisfy these requirements, evenin
the presence of faults. From these requirements, a preliminary system level design is developed. A
system level failure modes and effects analysis (FMEA) is used to identify the potential failure modes,
their potential causes and effects and their severity and occurrence ratings for each ERSC. The FMEA
represents alist of design requirements and recommendations that can be used to reduce the severity and
occurrence rating of failure modes by using redundancies, on board diagnostics and by redesigning
certain vehicle and roadway functions.
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The key results of this study are:

The vehicle reliability requirements increase considerably as the level of vehicle automation increases
from one ERSC to the next. In order to meet these requirements a considerable number of
redundancies and diagnostics need to be introduced that will make the vehicle highly complex.

A large number of technical issues need to be resolved before deploying a full authority longitudinal
controller or an automated lane keeping controller or afull authority lateral controller.

Despite the availability of several sensors for intelligent cruise control, sensor technology is still not
mature enough to meet the functional and reliability requirements involved in the implementation of
afull authority longitudinal control.

Automated lane keeping shall keep the vehicle in the center of the lane under all highway speeds,
environmental and traffic conditions and roadway configurations. This requirement cannot be met
with today's "affordable" sensor technology despite the reported success of several lane keeping
experiments.

Automated lane changing is one of the most difficult functions due to the tremendous sensor
requirements involved. The sensors have to cover awide field of view, process information fast and
distinguish between threatening and non threatening situations. Emulating the human driver's senses
in this case is a challenging technical problem that needs to be resolved. Vehicle to vehicle
communications may be necessary in addition to all other sensor requirementsin order to resolve the
problem at least theoretically. The use of alarge bandwidth communication system may be
necessary in order to meet all the functionality requirements.

Collision avoidance is another important function that involves serious issues and risks. 1n ERSC 4,
5 where vehicles change lanes automatically cal culating the time to collision and distinguish between
threatening and non threatening vehicles or obstaclesisadifficult if not impossible task. In such an
environment any vehicle in the vicinity could be classified as threatening. The use of vehicle to
vehicle communications may help alleviate some of the problems but it is not clear whether all the
reliability requirements can be met.

The routing and navigation of each vehicle by the roadway in ERSC5 requires the processing of a
large amount of datathat calls for large and fast computers. The optimization of traffic flow by
controlling the motion of each vehicle in the dynamic environment of ERSC5 could proveto be an
intractable problem. Suboptimal and decentralized control techniques may be more feasible and need
to be studied.

The choice of a safe headway to be used for vehicle following so that no rear-end collision takes
place when the preceding vehicle applies its brakes during emergencies depends on alot of factors
that include the braking capahilities of the vehicles involved, sensor/actuator characteristics, the
friction coefficient between tires and the road etc. The reliable on-line measurement of these factors
isan issue that needs to be resolved. A conservative choice may lead to alarge headway that will
affect capacity and efficiency whereas a short headway will have a negative impact on safety. For
ERSC 2 to ERSC 5 we assume that the vehicle selects the headway by taking into account all
relevant factors obtained through measurements and vehicle to vehicle communication. This raises
severd liability issues that need to be resolved.
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*  Dueto the overwhelming technical issues involved in the development and deployment of fully
automated vehicles, vehicle control will follow an evolutionary path. The vehicle for ERSC lisa
natural evolution of the current vehicles and could be used in afirst deployment stage of AHS. For
such a deployment to be possible the government has to work closely with the automobile
manufacturers in order to establish standards and resolve potential liability issues.

* Theevolution of vehicle functions from ERSC 1 to ERSC 5 does not imply that vehicles built for a
lower ERSC can be upgraded to be used at a higher ERSC. The design and reliability requirements
differ from one ERSC to another considerably. Asaresult each ERSC calls for new designs, vehicle
functions, subsystems, and components.

» EBEvery vehicle function that affects the motion of the vehicle and/or has an impact on safety has to be
designed so that it never puts the driver in a situation he/she cannot handle. Such situations were
identified in ERSC 2 and ERSC 3 and modification of the vehicle and roadway functions were
proposed to eliminate them.

» Every vehicle function that affects the motion of the vehicle has to be protected with redundancies
and on board diagnostics. As aresult elaborate and time consuming check-in tests at the entrance to
AHS may not be necessary.

» Current vehicle electronics are designed to be maintenance free for most of the life of the vehicle e.g.
10 years or 150,000 miles. Thistrend is expected to continue with vehicles for AHS where the
number of electronic components will be considerably higher.

» Theretrofitting to vehicles that were produced before vehicles for each ERSC were developed even
though technically feasible is going to be expensive. It isunlikely that it will be acceptable to users
and automobile manufacturers.

» All the ERSCs call for an integration of the vehicle automated functions with the roadway functions
in order to improve traffic flow efficiency. For such an integration to be possible the government has
to work closely with the automobile manufacturers.
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SECTION 1 INTRODUCTION

Vehicle operation analysis deals with the study and analysis of the operational issues and risks associated
with the development, operation and deployment of vehicles for the chosen representative system
configurations (RSCs) of automated highway systems (AHS). The study includes issues related to
reliability, maintainability, vehicle and driver diagnostics, retrofitting of vehicles that were produced
before vehicles for AHS were developed and the evolution of vehiclesto fully automated ones for AHS.

The purpose of this effort isto study and analyze the operational issues and risks associated with the
development, operation and deployment of vehiclesfor five different RSCs. The RSCs are chosen so that
they follow an evolutionary path with respect to automated vehicle and roadway functions. For this
reason we refer to them as evolutionary representative system configurations (ERSCs). The ERSCs
allow us to study the vehicle operational issues associated with AHS in an incremental fashion starting
from partial automation, close to today's driving, and building towards a fully automated vehicle/roadway
system. The ERSCs could also represent stages of implementation of AHS. For this reason, each ERSC
is chosen based on the complexity of the issuesinvolved, the feasibility of technology, and expected
benefits in terms of efficiency and safety. The sequence of the ERSCs is chosen so that as we go from
one ERSC to the next we automate additional driving functions until we end up with a fully automated
vehicle whose route is dictated by the roadway. Figure 1 shows the primary automatic functions of the
vehicle for each ERSC.

Speed and Headway Rear-end Blind Fall-Back
Maintenance. Collision Spot Mode ERSC 1
No Emergency Braking Warning Warning
Rear-end Steering Assist and
Collision Lane Departure ERSC 2
Avoidance Warning

_________ et e

Lateral
Collision Automatic ERSC 3
Warning Lane Keeping
Automatic Lane Vehicle
Changing and Route ERSC 4
Collision Avoidance Selection

Roadway based
Vehicle Route ERSC 5
Selection and
Navigation

Figure 1: Main automatic vehicle functionsfor each ERSC. Thearrow indicatesthe introduction of a new
fully automated vehicle function.
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In our study we concentrate on the issues associated with reliability and safety, maintenance, retrofitting,
vehicle and driver diagnostics, evolutionary deployment and customer acceptance. We address these
issues for each ERSC.

Our overall approach is based on the concept of evolution of vehicle control that is captured by the
proposed ERSCs. We study each ERSC separately. We first specify the vehicle functions and interface
with driver and roadway and present the functional and reliability requirements that need to be met. We
perform a system level failure modes and effects analyses (FMEA) whose result isalist of potential
failure modes, their potential causes and effects and a list of design requirements and
recommendations.“? The severity and occurrence ratings of the failure modes are presented and used to
classify the criticality of the various vehicle functions. The design requirements and recommendations
include the need for redundancies, diagnostics, changes in the system design, the feasibility of retrofitting
etc. Theresults of the FMEA form the core of our analysis and allow us to study theincreasein
complexity and number of issues and risks associated with vehicle operation as we move from one ERSC
to the next one.

Our guiding assumptionsin the FMEA and in our analysisin general are the past history and current
trends in vehicle control and automation and the current sensor, and actuator technology.®*? These
assumptions lead us to the concept of evolution of vehicle control that is reflected in the proposed
ERSCs. The evolution of vehicle control towards a fully automated one has aready started with the
introduction of cruise control, ABS and more recently intelligent cruise control.®® The concept of
evolution and the proposed ERSCs allow us to deal with each automated vehicle function separately
without being overwhelmed with the complexity of afully automated vehicle. Furthermore, one can also
view the proposed ERSCs as degraded modes of operation of a fully automated vehicle roadway system.
Such degraded modes of operation could be unavoidable because no system could work with optimum
performance all the time and under all environmental and roadway conditions. For each ERSC we
assume that each vehicle is treated as autonomous with respect to safety. In other words the vehicle does
not rely on the roadway or other vehicles to guarantee its safety but rather it usesits on board sensors and
intelligence to protect itself from colliding with other vehicles or obstacles. The vehicle functions for
each ERSC are designed to provide collision free vehicle following and operation under normal operating
conditions.”” Since no low DV collisions are allowed the organization of vehiclesin platoons of
specified size and very short headways is considered to be unnecessary and has not been studied.

SECTION 2 ERSC 1 ANALYSIS

In this section we analyze and discuss the vehicle operational issues and results associated with ERSC 1.
We first develop a detailed description of the vehicle functions and sub functions and interface with the
roadway and driver and develop the functional and reliability requirements that we use to perform a
preliminary system level failure mode and effects analysis (FMEA).” The results of the FMEA are used
to discuss reiability, fault-tolerance and maintenance. The vehicle functional requirements also allow us
to discuss the necessary vehicle and driver diagnostics and the feasibility of retrofitting for each ERSC.
The motivation behind each ERSC is evolution and deployment at stages. We present possible scenarios
for implementing ERSC 1. We conclude the discussion and analysis of ERSC 1 with a summary of key
findings and conclusions.

Vehicle Functions and Interface with Roadway and Driver

We first present the specific functions and sub functions of the vehicle and interface with the roadway
and driver that we analyze for ERSC 1. In order to develop these functions we need to define precisely
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the role of the roadway, vehicle and driver from the point the driver decides to enter the dedicated lane of
AHS to the point that he/she is back to the manual lane. The following operational scenario servesthis
purpose.

Operational Scenario.

The on-board vehicle diagnostics notify the driver whether the vehicle isfit to operate on the dedicated
lane well before reaching the AHS facility. If the vehicle isfit, the driver drives and merges the vehicle
into the dedicated lane with the aid of a blind-spot warning. The configuration of the dedicated lane and
of the points of entry could be any one of the configurations shown in figure 2. Once in the lane, the
driver accelerates to a desired speed and/or headway and switches on the speed headway maintenance
(SHM) function and rear-end collision warning (RECW). The SHM function responds to driver
commands for changing the headway and speed as follows: If thereis no target within a certain range the
SHM function operates as cruise control by maintaining the current speed, the speed selected by the
driver. If thereis atarget the SHM function maintains a default headway and responds to subsequent
driver commands for increasing or decreasing the headway within an upper and alower bound. The
lower bound is determined by safety considerations and the upper bound is determined by capacity
considerations. If atarget appears at a certain range near the vehicle, while the SHM is on the cruise
control mode, the SHM switches to the follow mode and maintains the default headway. The default
headway may be selected by the driver and cannot be changed below a certain preset value. The default
headway is chosen a priori based on the stopping time to avoid collision under a worst case scenario.”®
If atarget disappears from the sensing range of the vehicle the SHM follows the next valid target. A valid
target is amoving vehicle or an obstacle in the same lane within a certain range (which depends on
vehicle speed). In the absence of atarget the SHM switches to cruise control mode and maintains the
current speed. Once the SHM function is switched on, a communication link is attempted between the
roadway and SHM. This communication, once established, allows the roadway to send target speed
commands to the SHM and minimum headway recommendations to the RECW. The SHM function
responds to roadway speed commands as follows: If the roadway target speed is larger than the current
vehicle speed the SHM speeds up the vehicle to the target speed in a smooth manner provided the
headway selected by the driver is not violated. If the target speed is smaller than the current vehicle
speed the SHM slows down the vehicle to the target speed in a smooth manner. The driver can override
the roadway commanded target speed if he/she does not feel comfortable at such speed by disabling the
SHM function. In such case the driver isrequired to exit the lane.

The RECW warns the driver of a potential rear-end collision. The RECW estimates the time to collision
(TTC)® and warns the driver if the TTC is smaller than a default value that is calculated a priori. The
accuracy of the TTC calculations is enhanced by the use of vehicle to vehicle communication where
braking capabilities and decel eration intentions are communicated to the vehicle by the preceding
vehicle. The RECW receives headway recommendations from the roadway, developed using
environmental and roadway conditions, and takes them into account in calculating TTC. The threshold
of the RECW can be adjusted by the driver.

The functions of the communication system on board of the vehicle are to establish roadway to vehicle,
vehicle to trailing vehicle and preceding vehicle to vehicle communication. The vehicle to trailing
vehicle and preceding vehicle to vehicle communications allow the communication of the braking
capabilities and braking intentions to be used by the vehicles RECW to improve its accuracy and reduce
false alarms. The communication between vehiclesis attempted as soon as the vehicle isin the dedicated
lane and the RECW function is switched on.

The blind spot warning warns the driver of the presence of an obstacle in the blind spot on either side of
the vehicle. It aids the driver during entry and exit maneuvers from the dedicated lane. Thedriver is
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responsible for driving the vehicle out of the dedicated lane at the end of the trip or when the SHM and/or
RECW stop functioning. The exit from the dedicated lane is done by first disabling the SHM function.
The roadway exit configurations considered for ERSC 1 are shown in figure 3.

I:E F f( ? Dedicated lane
% B /Cé E Manual lane

(a) Continuous entry

:(' F % ]:é ? Dedicated lane
Eé 5 - E‘(‘ a Manual lane

(b) Designated entry

Dedicated lane

T~

Manual lane

Vadins
o L
oo

(c) Dedicated entry ramp

o>

Figure2: Entry configurationsto dedicated lane.
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Ez F @ f( E Dedicated lane
Ec/ E f( 5 Cé ? Manual lane

(a) Continuous exit

I:(' F @ ]:é ? Dedicated lane
‘:é 3 \ I:(‘ @ Manual lane

(b) Designated exit

% % E—(’ F Dedicated lane

—\
% % Manual lane

(c) Dedicated exit ramp

Figure 3: Exit configurations from dedicated lane.

For the activity area under consideration we are mainly concerned with the vehicle functions as well as
with roadway and driver functions that affect the functionality of the vehicle during entry, operation on
the dedicated lane and exit. The development of these functionsis achieved by starting with the high
level functions described in the above operational scenario. These are:

H1.1 Speed and Headway Maintenance
H1.2 Rear-end Collision Warning

H1.3 Blind-spot Warning

H1.4 Vehicle Driver, Roadway Interface

H1.1 Speed and Headway Maintenance

Figure 4 shows the main components of the SHM function and its interface with the driver and roadway.
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Roadway
Target [
Throttle
S Speeds Actuat
ensor ctuator
: F—>
for relative > Controller
speed and —> Brake
spacing and J Actuator
vehicle speed Speed and
E.nable/ Headway Mode of
Disable Changes Operation
Driver
Figure4: The speed and headway maintenance.
Inputs:
Vehicle speed from speed sensor

Relative speed and spacing from ranging sensor
Driver commands: enable, disable, speed and headway changes
Roadway commands: target speed

Outputs:
Throttle actuator command
Brake actuator command
Mode of operation

Functional specifications:

The SHM responds to driver and roadway commands for maintaining vehicle speed and headway under
all freeway speeds, environmental conditions and roadway configurations by providing the appropriate
commands to the throttle and brake actuators. It responds to driver commands for disabling, enabling and
for changing speed and headway by taking the appropriate actions. It informs the driver of its statusi.e,,
whether it isin the "on" or "off" mode and whether it isin the cruise or target speed or headway

mai ntenance mode and whether there is a malfunction.

The specific functions of SHM and the functional and reliability requirements are listed below:

F1.1 Maintain cruise speed
The vehicle shall maintain a driver selected speed when no moving or stationary obstacles are
within a certain range under all environmental conditions and freeway speeds.

F1.2 Maintain target speed
The vehicle shall track and maintain the roadway commanded speed, when no moving or
stationary obstacles are within a certain range under al environmental conditions and freeway
Speeds.

F1.3 Maintain headway
The vehicle shall maintain the driver selected headway that is greater than a default value under
all environmental conditions, road geometry and freeway speeds.



Raytheon Task L Page 18

F1.4  Switch from maintaining speed to maintaining headway
When the system senses a valid target in the lane that is within a certain range it shall switch to
the headway maintenance mode and be ready to respond to subsequent commands of the driver
for changing the headway . The switching shall be smooth and on time and shall not put the
driver in a situation he/she cannot handle.

F1.5 Switch from maintaining headway to maintaining speed
When the target is no longer within the default headway the system shall switch to the speed
maintenance mode by maintaining the current cruise speed.

F1.6 Switch from maintaining cruise speed to maintaining target speed commanded by
the roadway. When the system receives a target speed command from the roadway it shall
respond by changing the current cruise speed to the target speed in a smooth manner provided no
obstacle is within a certain range.

F1.7 Enable SHM
Upon driver command the SHM shall switch on.

F1.8 Disable SHM
Upon driver command the SHM shall disable itself.

The function associated with the mode of operation is considered as part of the driver vehicle roadway
interface.

H1.2 Rear-end Collision Warning

Figure 5 shows the main components of the rear-end collision warning (RECW) function and its interface
with the driver and roadway.

Inputs:
Vehicle speed from speed sensor
Relative speed and spacing from ranging sensor
Braking capabilities of vehicle obtained using on board sensors
Braking capabilities and intentions of preceding (target vehicle) obtained via communication.
Driver commands: enable, disable and threshold adjustment
Roadway commands. headway recommendations based on road conditions, traffic status and
environmental conditions.

Outputs:
Warning to the driver
Mode of operation
Braking capabilities and intentions to trailing vehicle
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Figure5: Therear-end collision warning system.

Functional specifications:

The RECW calculates the time to collision (TTC)® in the longitudinal direction by using the braking
capabilities of the vehicle and of the preceding vehicle, the current speed and headway, the roadway
headway recommendations and the driver's reaction time to start braking® and provides awarning to the
driver if the TTC islessthan an apriori selected TTC default value. It informs the driver whether itisin
the on or off mode and responds to driver commands for disabling, enabling and changing the default
value for the TTC. The TTC default value cannot be adjusted to be less than a certain level that
corresponds to the minimum allowable by the system headway. The RECW communicates the braking
capabilities and intentions of the vehicle to the trailing vehicle.

The main functions of the RECW and functional and reliability requirements are given below :

F1.9 Warn the driver
The system shall warn the driver when the calculated TTC is less than the TTC default value
without false alarms under all freeway and environmental conditions. The TTC is calcul ated
using speed/headway measurements from on-board sensors, braking data from preceding vehicle
obtained via communication, headway recommendations provided by the roadway and the
vehicle's own braking capabilities obtained using on board sensors.

F1.10 Enable RECW
Upon driver command the RECW shall switch on.

F1.11 Disable RECW
Upon driver command the RECW shall disable itself provided the SHM is disabled.

F1.12 Adjust Threshold
Upon driver command the system shall adjust the safe headway threshold of the RECW
provided it doesn't exceed a certain limit.

F1.13 Communication of braking capabilities and intentions to trailing vehicle
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The system shall communicate the vehicle's braking capabilities and intentions to the trailing
vehicle in the same lane under all freeway conditions.

The function associated with the mode of operation is considered to be part of the driver vehicle roadway
interface.

H1.3 Blind-spot Warning

The main components of a blind-spot warning (BSW) function are shown in figure 6.

Blind-spot > Control Warnin
—> g
Sensor Logic
Enable/ Mode of Threshold
Disable Operation Adjustment
Driver < <
Intentions Driver

Figure6: The blind-spot warning

Inputs:
Presence of vehiclein blind spot on either side of the vehicle detected by the blind spot sensor.
Driver's intentions used for activation of the system
Driver commands: enable, disable, threshold adjustment.

Outputs:
Warning to the driver
Mode of operation: on, off, malfunction

Functional specifications:

The BSW provides awarning to the driver when a moving or stationary obstacle isin the blind spot
region on either side of the vehicle. The BSW is activated by sensing the intentions of the driver to
change lanes. It responds to driver commands for enabling, disabling and adjusting the threshold. The
system informs the driver whether it is on or off and when a malfunction is detected by the on board
diagnostics.

The specific functions of the BSW and functional and reliability requirements are listed below :

F1.14 Warn Driver
The system shall sense the intentions of the driver to change lanes and provide an early warning
if an obstacle is present in the blind spot region on either side of the vehicle without false alarms
and under all roadway and environmental conditions.

F1.15 Enable BSW
Upon driver command the BSW shall switch on.
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F1.16 Disable BSW
Upon driver command the BSW shall disable itself.

F1.17 Adjust Threshold
Upon driver command the size of the blind spot region sensed shall be adjusted aslong as it does
not exceed a certain minimum threshold.
The function associated with the mode of operation is considered to be part of the driver vehicle roadway
interface.

H1.4 Driver Vehicle Roadway Interface

The block diagram in figure 7 shows the interface of the driver with the BSW, RECW, SHM and
roadway during entry, normal operation and exit from dedicated lane.

Fall back
mode
Traffic V
Information
Roadway > w
> Driver
On-board —> w
diagnostics Threshold
E/D .
Adjustments
Mode of SHM [RECW Hsw
operation ;
W: Warning E/D: Enable/Disable

Figure7: Driver interface with vehicle functions and roadway.

Inputs:
Traffic information from the roadway
Information from on board diagnostics and mode of operation
Warnings
Fall back mode instructions

Outputs:
Enable/Disable, Threshold adjustments
Route selection
Manual control

The interface of the driver with the vehicle functions and roadway involves the following functions:
F1.18 Check-in
The driver responds to the on-board vehicle diagnostics and verifies whether his’her vehicleisfit

to operate on the dedicated lane.

F1.19 Enter the lane
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The driver looks for a safe gap and drives the vehicle in the dedicated lane. Once in the lane
he/she synchronizes the vehicle's speed and switches on the automated vehicle functions.

F1.20 Response to BSW and RECW
The driver responds to BSW and RECW by steering or braking in order to avoid collisions.

F1.21 Response to traffic information
Driver processes roadway traffic information in order to make routing decisions and/or assume
full manual control if necessary.

F1.22 Exit the lane
The driver switches off the SHM and RECW functions and exits the lane.

F1.23 Fall back to manual control
The vehicle warns the driver to assume full manual control by slowing down, providing a
warning and disabling the SHM function.

F1.24 Mode of operation
The system shall notify the driver of the mode of operation of the SHM, BSW, RECW i.e.: on,
off, malfunction and status of operation.

Failure Modes and Effects Analysis

A system level FMEA “? is performed for the vehicle functions F1.1 to F1.24 listed above. Appendix A
gives adescription of the FMEA used and the rating adopted to indicate the level of severity and
occurrence rate of the possible failure modes. The purpose of the FMEA isto identify all or at least the
majority of the potential failure modes, their relative probability of occurrence and the severity of their
effects. This process helps identify critical characteristics and potential design deficiencies.

One of the results of the FMEA isalist of design requirements and recommendations. These are the
system design approaches that need to be taken to reduce the severity or the occurrence rating or both.
The intent is to eliminate system design deficiencies and eliminate potential system failure modes. The
recommended actions will generally seek to eliminate or reduce the causes of system failure modes, to
control or manage system failure modes and mitigate their effects by modifying the design and
introducing redundancies and diagnostics.

The FMEA tables for ERSC 1 are presented in table 12 of Appendix B. Sincein ERSC 1 the driver is
fully responsible for emergencies he/she can be considered as a backup or a redundancy for the partially
automated vehicle functions. Despite the presence of the driver as a backup and despite the fact that the
driver isresponsible for all the collision avoidance functions the FMEA reveals several failure modes of
the partially automated functions that could |lead to rear-end collisions.

We present the results of the FMEA for each high level function as follows: We list the identified failure
modes, discuss their causes and effects and present the redundancy, diagnostics and malfunction
requirements that have to be met for reliable operation. The failure modes and requirements are
identified by the same letter and number asin the FMEA table 12 in Appendix B. Severity isarating of
the seriousness of the effect of the potential system failure mode. Severity applies only to the effect of a
failure mode. The occurrence is arating corresponding to the rate at which a cause and its resultant
failure mode could occur over the lifetime of the system. Assuming single point failures and assuming
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that the causes of afailure mode are independent leads to that if a cause occurs a failure mode will occur.
The occurrence rating is not affected by the ability to detect and correct a failure mode.

In the following discussion, the severity (S) and occurrence (O) ratings are presented in parentheses for
each one of the causes of the failure modes. The significance of these ratingsis explained in Appendix A
and in tables 1 and 2.



Raytheon

Task L

Table 1: Severity rating for system level FMEA
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Effect Rating Criteria
Negligible 1 Negligible Effect
Very Slight 2 Very dlight effect on vehicle or System performance
Slight 3 Slight effect on vehicle or System performance
Minor 4 Minor effect on vehicle or System performance
Moderate 5 Moderate effect on vehicle or System performance
Significant 6 Vehicle performance degraded but operable and safe

Partial loss of System function, but operable
Major 7 Vehicle performance severely affected but drivable

and safe. System function impaired
Serious 8 Vehicle inoperable, but safe. System inoperable
Very Serious 9 Potential safety related vehicle failure

Able to stop without mishap. Gradual failure.
Hazardous 10 Potentially hazardous failure. Safety related, sudden failure

Table 2: Occurrence rating for system level FMEA

Occurrence Rating Criteria Failure Rate
Almost 1 Failure unlikely. History of similar designs < 1in 1500000
impossible shows no failures
Remote 2 Very few failures likely 1in 150000
Very Slight 3 Few failureslikely 1in 2000
Slight 4 Infrequent failures likely
Low 5 Some failures likely 1in 400
Medium 6 Regular failures likely 1in80
Moderately 7 Frequent failures likely 1in20
High 8 Many failures likely lin7
Very High 9 Failures very likely 1in3
Almost Certain | 10 Failures almost certain to occur. >1in3

History of similar designs shows many failures.

H1.1 Speed and Headway M aintenance

Potential Failure Mode : F1.1.1 Loss of speed maintenance.

The SHM may lose its ability to maintain a constant cruise speed if any one of the following components
fails to perform as designed:

(F1.1.1.1) The speed sensor gives erroneous readings (S=6, 0=2)
(F1.1.1.2) The controller electronics or software fail (S=6, 0=2)
(F1.1.1.3) The throttle actuator fails (S=6, O=3)

(F1.1.1.4) The brake actuator fails (S=8, O=3)

The possible effects of these failures are for the vehicle to accelerate and decel erate above or below the
desired speed or maintain an incorrect constant speed. Such vehicle response may lead to the violation of
traffic rules. The driver may get annoyed and his/her steering performance may be affected.”
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The severity of these failuresisfairly low (S=6) and the occurrence rating varies from O=2 to O=3. The
exception is the failure of the brake actuator that is given a severity S=8. The use of the brake is essential
in maintaining constant speed during some downhill cruising situations. Failure of the brake actuator
may cause the vehicle speed to exceed the speed limit or decelerate rapidly, when not expected, possibly
causing panic to the driver.

The speed maintenance function is part of the current cruise control system which employs only throttle
actuation. As aresult the current cruise control system cannot maintain speed during some downhill
driving situations. The use of brake control for speed maintenance will eliminate this problem.

The design regquirements and recommendations associated with failure mode F1.1.1 generated by the
FMEA arelisted as follows:

(F1.1.1.1) Diagnostics and built in tests must perform atest for reasonableness on speed sensor data.
When sensor malfunction is detected, system shall return to manual control and provide warning to the
driver.

(F1.1.1.2) The system must have supervisory elements (in hardware and software) or adequate
redundancies for the controller el ectronics and software. When a controller malfunction is detected,
system shall return to manual control and provide warning to the driver.

(F1.1.1.3) The system must use sensors and diagnostic programs to monitor the throttle actuator. When
an actuator malfunction is detected, system shall return to manual control and provide warning to the
driver.

(F1.1.1.4) The system must use sensors and diagnostic programs to monitor the brake actuator. When an
actuator malfunction is detected, system shall return to manual control and provide warning to the driver.

Based on past experience with cruise control®'" the requirements listed above can be met and therefore
no significant issues or risks are associated with failure mode F1.1.1.

Potential Failure Mode F1.1.2 System switches to headway maintenance (instead of maintaining cruise
speed) in the absence of valid target.

This failure will take place when:

(F1.1.2.1) The ranging sensor detects an invalid target within certain range of the vehicle while
the vehicle is at constant cruise speed. (S=8, O=6)

The potential effect of the failure is for the vehicle to change its speed using engine torque and braking
for no apparent reason to the driver. The RECW may also get activated. The driver may get annoyed,
panic and his/her steering performance may be affected.” The severity of thisfailureisrated as S=8.
Based on current ranging sensor technology the occurrence of such failureisvery likely and isgiven a
rating of O=6. The failure may take place around curves, going under bridges and under other road
configurations and traffic conditions. The failure may also be the result of interference with signals from
other ranging sensors or similar devices.

The design requirements and recommendations for reducing the severity and occurrence of failure mode
F1.1.2 generated by the FMEA are:
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(F1.1.2.1) The system must be able to discriminate between valid and invalid targets.

The design requirement will be easier to meet if two ranging sensors that are not subject to common
mode failures are used together with the appropriate logic and diagnostics. The outputs of the two sensors
should be continuously monitored and checked for reasonableness and consistency. A higher level
controller should be used to decide which of the two outputs is the correct one when the two outputs are
different. If the controller cannot decide the system shall follow the output that indicates the closer target
and shall revert to manual control. The use of three ranging sensors that are based on different principles
of operation and not subject to common mode failures may be a better way of improving the reliability
of the ranging measurements. In this case the three outputs of the sensors are compared and the majority
rule is used to choose the output to be used for control purposes.

Potential Failure Mode : F1.2.1 Vehicle cannot maintain target speed as commanded by the roadway

The vehicle may lose its ability to maintain the roadway commanded target speed if any one of the
following components fails to perform as designed:

(F1.2.1.1) The speed sensor gives erroneous readings (S=6, 0O=2)

(F1.2.1.2) The controller electronics or software fail (S=6, 0=2)

(F1.2.1.3) The throttle actuator fails (S=6, O=3)

(F1.2.1.4) The brake actuator fails (S=8, O=3)

(F1.2.1.5) Vehicle doesn't receive target speed due to loss of communication or noise
corruption(S=6, O=3)

(F1.2.1.6) Receiver malfunction (S=6, O=3)

The potential effects of the vehicle not maintaining the target speed commanded by the roadway are
degradation of safety and efficiency. The vehicle may be cruising at a speed that is unsafe for the existing
traffic conditions. In another situation the vehicle may be cruising at alower speed holding traffic and
causing reduction in capacity and efficiency. The severity of the failuresis rated as S=6 with the
exception of F1.2.1.4 that is rated as S=8 due to the higher impact the brake actuator may have on safety.
The occurrence rating is aso very low due to the availability of mature technology that has already been
tested in current cruise control systems and short range communication systems.“” The design
requirements for reducing the severity and occurrence of failure mode F1.2.1 are the same as those
generated for failure mode F1.1.1 with the addition of the following:

(F1.2.1.5) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. The system must be able to accommodate
temporary loss of communication. The system must ensure data integrity by some error detection and
correction scheme (parity, checksum etc.). When a communication malfunction is detected the driver
shall be notified.

(F1.2.1.6) The system must have supervisory elements in the controller software and receiver to detect
any receiver malfunction. The roadway must assist in testing receiver functionality. Driver shall be
notified that vehicle is not receiving roadway target speed commands. If the receiver has a malfunction
the driver may be required to exit the lane.

Based on current communication technology “*** the above requirements can be met and therefore the
severity and occurrence ratings of the failure can be drastically reduced.

Potential Failure Mode F1.3: System cannot maintain desired headway
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The system may fail to maintain the desired headway due to the following causes:

(F1.3.1) Ranging sensor failsto provide signal (S=10, O=6)

(F1.3.2) Ranging sensor loses target due to road curvature or insufficient target discrimination
(S=10, O=7)

(F1.3.3) Ranging sensor has locked on unintended target (S=9, O=7)

(F 1.3.4) Brake actuator failure (S=9, O=3)

(F1.3.5) Throttle actuator failure (S=6, O=3)

(F1.3.6) Controller electronics or software failure (S=9, O=2)

(F1.3.7) Ranging sensor gives erroneous readings (S=10, O=6)

The effects of the failures of the above components to perform as designed are severe and the occurrence
rate is high, especially in the case of aranging sensor that fails to provide correct measurementsin the
presence of avalid target or fails to detect atarget within the default headway. Since the RECW also
relies on the same sensor the system may put the driver that relies on the system too much, without
warning, in asituation of a very short headway that he/she cannot handle. Such a situation may lead to a
rear-end collision. Based on current sensor technology the probability of missing valid targets, having
incorrect measurements due to interference are fairly high."*'>' Problematic cases are: maintaining
track of the target around curves, under bridges and during lane changes where switching from one target
to another is necessary. The failure resulting from the sensor locking on invalid targets is less severe but
also crucial. In this case the RECW may get activated, the driver may get annoyed and possibly panic
since the vehicle is behaving in away not expected by the driver. In addition his’her steering performance
may be affected. The failure of the brake actuator may result in the activation of the RECW due to the
inability of the system to maintain the desired headway with engine torque alone. If the driver relies on
the system too much for initial soft braking, he/she may delay his/her action to apply the brakes leading
to a possible rear-end collision."” The failure of the throttle actuator doesn't pose any serious safety
concerns provided the system is designed so that the brakes kick in when the throttle alone fails to
maintain the desired headway. The failure of the controller or electronics may lead to a potential rear-end
collision if the driver is not attentive and not aware of the failure taking place.

The design requirements and recommendations for reducing the severity and occurrence ratings of failure
mode F1.3 generated by the FMEA are:

(F1.3.1) The system must be able to detect and accommodate intermittent sensor failures. The system
software must compensate for momentary loss of ranging capability. If the loss of ranging capability
cannot be masked or compensated for, the vehicle shall slow down and the driver shall be asked to
resume control. Redundant ranging sensors, not subject to common maode failures, with appropriate logic
may be required.

(F1.3.2) Theranging sensor must have an adequately wide field of view and employ suitable algorithms
to reduce the likelihood of missing or losing avalid target."*'® The driver must be notified when a target
is ambiguous and cannot be followed reliably and possibly be given the option to resume manual control.
Sensor redundancy might be needed.

(F1.3.3) The system must incorporate supervisory elements in software to perform range gating, target
discrimination and tests for reasonableness. The system must distinguish vehicles moving to adjacent
lanes and around curves in the same lane. A redundant ranging sensor not subject to common failure
modes with the appropriate logic may be required.
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(F1.3.4) The system must be able to detect brake actuator failures. The system must use sensors and
diagnostic programs to monitor the brake actuator. When an actuator malfunction is detected, the system
shall return to manual control and provide warning to the driver.

(F1.3.5) The system must be able to detect throttle actuator failures. The system must use sensors and
diagnostic programs to monitor the throttle actuator. When an actuator malfunction is detected, the
system shall return to manual control and provide warning to the driver.

(F1.3.6) The system must have supervisory elements (in hardware and software) or adequate
redundancies for controller electronics and software. When a controller malfunction is detected, the
system shall return to manual control and provide warning to the driver.

(F1.3.7) The system must be able to discriminate against gross errors from the ranging sensor. The
sensor and the controller must incorporate supervisory elements (in software) to perform tests for
reasonableness on sensor data. System shall provide warning and return control to the driver in case of a
detected sensor failure. Sensor redundancy and appropriate logic may be needed to totally eliminate the
possibility of undetected errors.

The ranging sensor requirements can be met if redundant sensors that are not subject to common mode
failures are employed with the appropriate logic. Two redundant sensors with proper diagnostics that
have the capability of distinguishing which of the two sensors has the correct reading when their readings
differ may be sufficient. The reliability and accuracy of the ranging sensor measurements can be
improved further if three ranging sensors based on different principles of operation and not subject to
common mode failures are used and the magjority rule is employed for selecting the appropriate sensor
output. The question whether two or three redundant sensors are necessary is a design issue that needsto
be resolved.

Potential Failure Mode F1.4 : The system fails to switch from maintaining speed to maintaining
headway despite the presence of a valid target within the default headway

The causes of the above failure mode are the results of the following components failing to performed as
designed:

(F1.4.1) Ranging sensor failsto detect avalid target (S=10, O=6)
(F1.4.2) Hardware or software failure of the SHM (S=9, 0=2)

The effect of the failure of the ranging sensor to detect a target within the default headway may lead to a
rear-end collision despite the fact that the driver is responsible for rear-end collision avoidance. The
collision could take place if the driver delays hig/her actions or simply doesn't pay attention since he/she
expects the system to provide an initial soft braking and a RECW when the headway becomes too small.
Based on current sensor technology the occurrence rating of such afailureisrelatively high. The effect
of the hardware or software failure of the SHM may lead to a small headway and activation of the
RECW. The severity of thisfailure could be high in situations where the driver relies too much on the
system and delays his/her braking actions by expecting the system to provide soft braking. On the other
hand if the driver doesn't rely on the RECW very much he/she may again delay his/her response thinking
that the warning is afalse one.

The design requirements and recommendations for reducing the severity and occurrence rating of the
failure of the above components are:
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(F1.4.1) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics.

(F1.4.2) The system must be able to detect controller electronics failures. The controller must have
supervisory elements (in hardware and software) or adequate redundancies. The system shall provide
warning and return control to the driver in case of failure.

Aswith the previous failure modes the reliability of the ranging sensor is the most crucial one. The type
of redundancies mentioned earlier can be used to improve the reliability of the ranging measurements.

Potential Failure Mode F1.5 : Failure to switch to speed maintenance mode when the target moves out
of the lane and becomes unsuitable to follow.

The above failure mode will take place when:

(F1.5.1) The ranging sensor locks on the original target even though it isno longer avalid one
due to lane changing or the sensor locks on another target that is not a valid one (S=8, O=6).
(F1.5.2) The hardware or software of the SHM fails (S=5, O=2)

The failure (F1.5.1) of the ranging sensor may arise under certain road configurations such as curves
where the neighboring lane isin the field of view of the sensor. Also roadway structures such as bridges
or signs may appear to the sensor asvalid targets. The potential effects of thisfailure are for the vehicle
to behave in away not expected by the driver, such as unnecessary deceleration, RECW activation. The
driver may get annoyed, panic and hisher steering performance may be affected. The severity of the
failure is S=8. Based on today's technology and on the use of the radar as the most likely accepted
ranging sensor the occurrence rating (0=6) is fairly high.!? The failure (F1.5.2) of the SHM isless
severe with a much lower occurrence rating. The reason is that failure of the SHM will cause the vehicle
to revert to the manual mode by disabling the SHM and slowing down the vehicle. Even though the
driver may get annoyed his/her safety may not be affected. The failure, however, will cause a disturbance
in the traffic flow and may affect the efficiency of the dedicated lane. Based on the reliability of similar
hardware and software components the occurrence rating is expected to be low.

The design requirements for reducing the severity and occurrence rating of the failures of the above
components are:

(F1.5.1) The system must be able to discriminate between valid and invalid targets. It may or may not
be possible to design aranging sensor to meet this requirement. If not, two redundant sensors not subject
to common mode failures must be used together with the appropriate diagnostics.

(F1.5.2) The system must be able to detect controller electronics failures. The controller must have

supervisory elements (in hardware and software) or adequate redundancies. System shall provide warning
and return control to the driver in case of a detected failure.

Potential Failure Mode F1.6.1 : Failure to switch from maintaining cruise speed to maintaining
roadway commanded target speed
The causes of the above failure mode are due to:

(F1.6.1.1) Loss of target speed information due to receiver malfunction(S=6, O=4)
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(F1.6.1.2) Vehicle does not receive target speed information due to loss of communication or
target speed is corrupted during communication(S=6, O=3)

The above failing components will affect safety and the efficiency of the dedicated lane. Safety is
affected by the vehicle operating at a speed that is not considered safe based on the current road and
traffic conditions. Efficiency is affected by the vehicle not operating at a speed that is optimal or near
optimal based on the traffic conditions. The severity of the failuresis not that critical assuming al the
other vehicle functions are healthy. The occurrence rating is fairly low due to the availability of reliable
short range communication devices."**

The design requirements and recommendations for reducing the effects of the above failures are:

(F1.6.1.1) The system must have supervisory elements in the controller software and receiver to detect
any receiver malfunction. The roadway must assist in testing receiver functionality. The driver shall be
notified that the vehicle is not receiving roadway target speed commands. If the receiver has a
malfunction the driver may be required to exit the lane.

(F1.6.1.2) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. The system must be able to accommodate
temporary loss of communication. The system must ensure data integrity by some error detection and

correction scheme (parity, checksum etc.). When a communication malfunction is detected, the system
shall notify the driver.

Potential Failure Mode F1.6.2: The system switches to headway maintenance in the absence of valid
target instead of switching from cruise control speed to maintaining target speed.
The possible cause of thisfailure is due to the following:

(F1.6.2.1) Ranging sensor detects an invalid target within the default headway (S=6, O=6)

The failure may lead to unnecessary deceleration and activation of the RECW. The driver may get
annoyed, panic and his’her steering performance may be affected.

The design requirements and recommendations are:
(F1.6.2.1) The system must be able to discriminate between valid and invalid targets.
Redundant sensors not subject to common mode failures must be used with appropriate
diagnostics.
Potential Failure Mode F1.7: The SHM cannot be enabled
The driver may not be able to enable or switch on the SHM due to:
(F1.7.1) Electronic malfunction. (S=6, O=2)
The result of thisfailure is that the vehicle can only be operated in the manual mode and the driver may
have to exit the dedicated lane. The failure will affect safety by annoying the driver and taking his’her

attention away from driving. In addition the vehicle hasto rely on the driver to adjust to the speed of the
dedicated lane and will therefore introduce a disturbance in the traffic flow that will affect the efficiency
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of the dedicated lane. Due to the reliability of current electronics the occurrence rating of thisfailureis
fairly low.
The design requirements and recommendations are:

(F1.7.1) The controller electronics must be sufficiently reliable. Diagnostics must be performed even
when the SHM isin the standby mode. The driver shall be notified if there is any malfunction detected.

Potential Failure Mode F1.8: The SHM cannot be disabled
The driver may not be able to disable the SHM due to:
(F1.8.1) Electronic or software malfunction (S=9, 0O=2)

With this failure the driver may have to apply braking in an effort to put the vehicle under control. He/she
may feel out of control of the vehicle for at least a short period of time which may cause annoyance,
panic and his’her steering performance and vigilance may be affected leading to a possible collision.

The design requirements and recommendations are:

(F1.8.1) The controller electronics must be sufficiently reliable. There must be redundant means of
disabling the SHM.

Based on current technology and similar systems the use of redundant means of disabling the SHM is
essential and feasible to implement. The most suitable method of disabling the SHM is a human factors
issue and needs to be studied.

H1.2 Rear-End Collision Warning
Potential Failure Mode F1.9.1: The system fails to provide rear-end collision warning
The RECW will fail to provide awarning to the driver if any one of the following failures take place:

(F1.9.1.1) The ranging sensor provides incorrect readings (S=9, O=6)

(F1.9.1.2) Incorrect calculation of time to collision (TTC) due to awrong estimate of the braking
capabilities of the vehicle and/or of the preceding one (S=9, O=6)

(F1.9.1.3) The threshold of the warning is set too high (S=9, O=5).

(F1.9.1.4) Warning device failure (S=9, O=3)

(F1.9.1.5) Preceding vehicle's braking information is corrupted or lost during communication,
due to noise, interference or blocking of communication (S=9, O=3)

F1.9.1.6) The preceding vehicle is unable to communicate its braking capabilities and intentions
(S=9, O=3)

The potential effect of the above failuresis for the headway to be too small and unsafe without the driver
being aware of it since he/she expectsto receive awarning if he/she isin the unsafe region. If the driver
relies on the warning too much arear-end collision is possible. Failure of the ranging sensor and
incorrect calculation of the TTC are the most severe failures with the higher occurrence rating. These
ratings are estimated based on today's technology and available ranging sensors. The calculation of the
correct TTC relies very much on the correct estimate of the braking capabilities of the vehicle and of the
preceding one. These capahilities depend on alot of factors including the friction between tires and road
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that can only be estimated with an approximation error. Slippery spots on the road may lead to alarge
variation of the friction coefficient that is difficult to estimate on time. It istherefore very likely that the
estimate of the braking capabilities of the vehicles will have alarge approximation error that will affect
the accuracy of the calculated TTC. The system will also fail to provide warning if the threshold of the
deviceis set high. Since the driver isthe one that adjusts the threshold the failure may be due to human
error or decision. Lack of communication of the braking intentions of the preceding vehicle may lead to
adelayed warning and a headway that is unsafe. If the driver relies too much on the warning and he/she
is not attentive a rear-end collision is possible.

The design requirements and recommendations are:

(F1.9.1.1) Theranging sensor and the controller must be very reliable. Redundant ranging sensors not
subject to common mode failures together with the appropriate logic may be necessary.

(F1.9.1.2) The system must perform tests of reasonableness of the estimated braking capabilities. The
system must be designed to tolerate some inaccuracies in the estimates of braking capabilities

(F1.9.1.3) Thedriver shall be able to select a headway that he/she is comfortable with. The default
threshold must be set to alow level.

(F1.9.1.4) The warning device must be reliable. Redundant warning delivery methods must be used.

(F1.9.1.5) The system must have diagnostic programs to test for reasonableness on received braking
information data and monitor the operation of communication devices. The system must be able to
accommodate temporary loss of communication. The system must ensure data integrity by some error
detection and correction scheme. (parity, checksum etc.)

(F1.9.1.6) The system must have diagnostic programs to monitor and detect the lack of information from
preceding vehicle. The system must be able to accommodate temporary loss of communication. When a
malfunction is detected, the system shall take that into account in calculating the TTC.

Potential Failure Mode F1.9.2 : System gives fal se warnings
The system may give false rear-end collision warnings due to the failure of the following components:

(F1.9.2.1) Ranging sensor provides incorrect information (S=5, O=6).

(F1.9.2.2) Incorrect calculation of TTC due to wrong estimate of braking capahilities of vehicle
and/or preceding vehicle (S=5, O=6)

(F1.9.2.3) The threshold of warning is set too low (S=5, O=5)

(F1.9.2.4) Preceding vehicle's braking information is corrupted or lost during communication,
due to noise, interference or blocking of communication (S=5, O=3)

The effect of false alarms or warnings on safety is less severe than no warnings. Too many false warnings
may annoy the driver, distract him/her from other driving tasks and reduce his’her confidence level. The
design requirements and recommendations that could be used to reduce the number of false dlarms are:

(F1.9.2.1) The ranging sensor must be very reliable. Redundant ranging sensors not subject to common
mode failures together with the appropriate logic may be necessary.
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(F1.9.2.2) The system must perform tests of reasonableness of the estimated braking capabilities. The
system must be designed to tolerate some inaccuracies in the estimates of braking capabilities.

(F1.9.2.3) Thedriver shall be able to select a headway that he/she is comfortable with. The default
threshold shall be set to alow level.

(F1.9.2.4) The system must have diagnostic programs to test for reasonableness on received braking
information data and monitor the operation of communication devices. The system must be able to
accommodate temporary loss of communication. The system must ensure data integrity by some error
detection and correction scheme. (parity, checksum etc.)
Potential Failure Mode F1.10: The RECW cannot be enabled
The driver may not be able to switch the RECW on due to:

(F1.10.1) Electronics failure (S=6, O=2)
The effect of such failure is that the driver may have to exit the dedicated lane and he/she will not receive
awarning when arear-end collision is imminent. The occurrence rating of such failureislow due to the
reliability of current electronics. The design requirements and recommendations are:
(F1.10.1) The controller electronics must be sufficiently reliable and must have supervisory elementsin
hardware. The driver shall be notified about the RECW operating mode.
Potential Failure Mode F1.11: The RECW cannot be disabled
The driver may fail to disable the RECW due to:

(F1.11.1) Electronics failure (S=3, O=2)

The effect of thisfailure is not severe and could only annoy some drivers. It will be annoying and
distractive, however, when the system has a high false alarm rate and the driver cannot disableit.

The design requirements and recommendations are:
(F1.11.1) The system electronics must be sufficiently reliable and must have supervisory elementsin
hardware. The warning device shall be such that the driver can turn it off easily in case he/she cannot
disable the RECW.
Potential Failure Mode F1.12: The threshold of the RECW cannot be adjusted
This failure mode may be due to:
(F1.12.1) Electronics failure (S=7, O=2)
The effect is that the driver may get annoyed and uncomfortable with the system if the default threshold

is set too low leading to many unnecessary warnings. If the threshold cannot be adjusted from a high
value to alower one the driver may no longer receive warnings when rear-end collisions are imminent.
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The design requirements and recommendations are:

(F1.12.1) The controller electronics must be sufficiently reliable. The threshold shall default to alow
level when the RECW is enabled for the first time.

Potential Failure Mode F1.13: The correct braking capabilities and intentions are not communicated to
the trailing vehicle.

The above failure mode may be the result of:

(F1.13.1) Failure or inaccuracies of sensors estimating braking capabilities and/or diagnostics
failure (S=9, O=6)
(F1.13.2) Transmitter failure (S=9, O=3)

The effect of these failuresis a delayed response of the RECW of the trailing vehicle and the possibility
of arear-end collision if the driver of the trailing vehicle is not attentive. The difficulty in estimating
accurately the braking capahilities of the vehicle accounts for the fairly high occurrence rating. The
design requirements and recommendations are:

(F1.13.1) The vehicle must have reliable sensors and diagnostics for estimating braking capabilities and
braking levels. The system must have diagnostics to monitor the performance of sensors and detect
malfunctions. The trailing vehicle shall be notified of the inability of vehicle to accurately estimate
braking capabilities and intentions. The driver shall be notified and possibly asked to exit the lane.

(F1.13.2) The system must be able to detect transmitter failures, by employing supervisory elementsin
hardware. The driver shall be notified and possibly asked to exit lane.

The accurate estimate of the braking capabilities of the vehicle is an issue that needs further research.
Multiple sensors may be necessary to measure all the variables that affect braking.
H1.3 Blind-spot warning
Potential Failure Mode F1.14.1: The systemis unable to provide warning
The system may fail to give awarning due to any one of the following factors:
(F1.14.1.1) Blind spot sensor failure (S=7, O=5)
(F1.14.1.2) Electronicsfailure or software failure (S=7, O=2)
(F1.14.1.3) Threshold has been set too high (S=7, O=4)
(F1.14.1.4) Warning delivery device failure (S=7, 0=2)

The effect of these component failures is that safety will be compromised during lane changing if the
driver relies too much on the warning. The design requirements and recommendations are:

(F1.14.1.1) Supervisory elements must monitor the output of the sensor for reasonableness and
consistency. The driver shall be notified when a malfunction is detected.
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(F1.14.1.2) Supervisory elementsin hardware and software must be used to detect software or hardware
failures. The driver shall be notified when a malfunction is detected.

(F1.14.1.3) The default threshold must be set to alow level. The driver shall be aware of the lack of
warnings due to the high threshold setting.

(F1.14.1.4) Thewarning device must be reliable. Redundant warning delivery methods shall be used.

Potential Failure Mode F1.14.2: The system gives false alarms
False alarms may be given by the system due to the following failures:

(F1.14.2.1) Blind spot sensor gives incorrect reading (S=5, O=5)

(F1.14.2.2) Electronicsfailure or software failure (S=5, O=2)

(F1.14.2.3) Threshold has been set too low (S=5, O=4)

(F1.14.2.4) System misinterprets driver intention to change lanes (S=5, O=7)

The above failures may lead to many false alarms that may distract the driver and reduce his’her
confidence level in the system. The design requirements and recommendations are:

(F1.14.2.1) Supervisory elementsin hardware and software must be used to monitor the sensor. The
driver shall be notified when a malfunction is detected.

(F1.14.2.2) Supervisory elementsin hardware and software must be used to detect software or hardware
failures. The driver shall be notified when a malfunction is detected.

(F1.14.2.3) Thedriver shall be able to select athreshold level that he/she is comfortable with. The
default threshold must be set to alevel appropriate for typical conditions.

(F1.14.2.4) A reliable method must be used to sense the intentions of the driver to change lanes or the
system must be redesigned to eliminate the necessity of sensing the driver's intentions.

If the system is on all the time the false alarm rate will be high due to the detection of vehiclesin the next
lane that are not threatening. If the warning is audible a high false alarm rate may be very undesirable to
the driver. If the warning is visual such as a head up display indicating the presence of an obstacle in the
blind spot a high "false" alarm rate may be acceptable but the warning may not be as effective. The BSW
must be active and ready to operate before the driver initiates lane changing. A method must be
developed that meets this requirement without introducing false alarms. Sensing the turn signal and
steering wheel angle is another method of detecting the intentions of the driver to change lanes and
activating the BSW. This method , however, may lead to a delayed warning that may not be effective.
Further research is needed in order to develop a method for activating the BSW."”

Potential Failure Mode F1.15 : The BSW cannot be enabled
The driver may not be able to switch the BSW on due to:
(F1.15.1) Electronics failure (S=6, O=2)

The effect of thisfailure is not safety critical provided the driver is aware that the BSW is not on.
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The design requirements and recommendations are:
(F1.15.1) The controller electronics must be sufficiently reliable and must have supervisory elementsin
hardware and software. The driver shall be notified of the BSW operating mode i.e.: on, off, malfunction.
Potential Failure Mode F1.16: The BSW cannot be disabled
The driver may not be able to disable the BSW dueto:
(F1.16.1) Electronics failure (S=3, O=2)
The design requirements and recommendations are:
(F1.16.1) The controller electronics must be sufficiently reliable. There shall be redundant methods to
disable the BSW.
Potential Failure Mode F1.17: The threshold of the BSW cannot be adjusted
The threshold of the BSW is adjusted by the driver. This adjustment may not be possible due to:
(F1.17.1) Electronics failure (S=6, O=2)
The effect of such failure is that the driver may feel uncomfortable with the current threshold. If the
threshold is high the driver may not receive warnings when he/she should and if it islow the driver may
receive many unnecessary warnings. Such response will be annoying and will reduce the level of
confidence in the system.
The design requirements and recommendations are:
(F1.17.1) The controller electronics must be sufficiently reliable. The threshold setting shall default to a
low level when the BSW is enabled for the first time. The driver shall be able to read and verify the
selected threshold setting.
H1.4 Driver Vehicle Roadway | nterface
Potential Failure Mode F1.18: Failure of the check-in function
The check-in function may failed to perform as designed due the following:
(F1.18.1) On-board diagnostics failed to detect afault in major functions of the vehicle (S=8,
0=3)
(F1.18.2) Driver ignores the results of on-board diagnostics (S=8, O=3)
(F1.18.3) On-board diagnostics made a wrong decision about a component or function that was

not at fault (S=5, O=2)

The effect of the first two failuresis that the vehicle will enter and operate in the dedicated lane without
being fit. The last failure will stop the vehicle from entering the dedicated lane even though it isfit. The
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severity of the first two failuresisfairly high . It will affect safety and efficiency especialy if the vehicle
staysin the lane for along time. The design requirements and recommendations are:

(F1.18.1) The diagnostic algorithms must be robust and highly reliable.

(F1.18.2) The roadway must be able to identify an unfit vehicle operating in the dedicated lane. Traffic
rules and regulations must be used to deter the driver from violating the rules.

(F1.18.3) On board diagnostics must be highly reliable. Redundancies and supervisory elements must
be considered for improving reliability.

Potential Failure Mode F1.19: Vehicle fails to enter the dedicated lane

The driver may fail to merge into the dedicated lane due to the following:

(F1.19.1) Dedicated lane is congested or driver is not able to merge due to high speed and/or
small headways in dedicated lane or driver doesn't have the required skills (S=5, O=4)

The effect of thisfailure is that the vehicle isrestricted from or delayed in entering the dedicated |ane.
Thiswill lead to possible congestion in the transition lane or entrance to the lane.

The design requirements and recommendations are:

(F1.19.1) Theroadway must be able to enforce lower speeds and larger headway near the entry points.
Driver skills for lane merging shall be tested as part of the licensing procedure.

Potential Failure Mode F1.20: Driver failsto respond to BSW and RECW

The driver may fail to respond to the BSW or RECW or both due to the following:

(F1.20.1) Driver ignores warning unintentionally or becomes confused (S=9, O=6)
(F1.20.2) Driver ignores warning intentionally due to high false alarm rate (S=8, O=6)

The potential effects of these failures are driver confusion that may lead to panic and/or inappropriate
response that in turn may lead to collisions. Of particular importance is the situation where both the BSW
and RECW are sending warnings at the same time. The severity and occurrence ratings of these effects
may be reduced by using the following design requirements and recommendations:

(F1.20.1) Thewarnings shall be very clear and unambiguous to the driver. Driver interface shall be as
simple as possible

(F1.20.2) Faseaarm rate must be very low. Warning signals shall be easily distinguishable from each
other. Warning threshold shall be adjustable by the driver.
Potential Failure Mode F1.21: Driver failsto respond to traffic information

The driver may fail to respond to traffic information provided by the roadway due to the following:
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(F1.21.1) Driver capability isimpaired or traffic information is unclear or confusing (S=4, O=5)
The effect of the failure is that the efficiency of the dedicated lane may be affected. Under some
circumstances safety may be affected if the driver ignores the advice from the roadway. The design
requirement is that:

(F1.21.1) The roadway traffic information shall be clear and brief.

Potential Failure Mode F1.22.1: Driver cannot exit the dedicated lane
The driver may not be able to exit the lane due to:

(F1.22.1) Congestion in the manual lane or the transition lane (S=4, O=5)
The effect is that the vehicle will remain in the dedicated lane. If the vehicle is exiting due to malfunction
of the automated functions, then the efficiency of the dedicated lane may be degraded. The design
requirement is that:
(F1.22.1) A dedicated transition lane or some form of regulation such as "yield to auto lane" must be
implemented to ensure easy exit even when traffic congestion exists in the manual lane. The roadway
must warn the driver of congestion ahead of time viatraffic information communication.
Potential Failure Mode F1.22.2: Driver doesn't exit the dedicated lane and operates in manual mode
In this case the driver misses the exit by failing to:

(F1.22.2) Perform the necessary steering action (S=4, O=5)

Since the driver remains in the lane and operates in manual mode the efficiency of the lane will be
affected. The recommendeation is that:

(F1.22.2) Law enforcement must be used when traffic rules are violated. If a vehicle operatesin the
manual mode and skips exits intentionally it will constitute a violation of the traffic laws.
Potential Failure Mode F1.23.1: System doesn't switch to manual control
The system may fail to revert to manual mode due to:

(F1.23.1) Hardware or software failure (S=6, O=4)
The effect of such failureis that the vehicle will remain in the automated mode under conditions that may
not be safe. For example the system may have to operate in the manua mode if road and/or
environmental conditions are such that the operation of sensors and communication devicesis unreliable.

By remaining in the automated mode safety may be affected. The design requirements and
recommendations are:
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(F1.23.1) The system shall have two independent ways to disable itself. The driver must be notified
whenever the mode of operation changes. The driver shall have more than one way of disabling the
system.
Potential Failure Mode F1.24: The system fails to notify the driver of current mode of operation.
The system may fail to notify the driver of the current mode of operation due to:

(F1.24.1) Electronic or software malfunction (S=9, O=2)
Such failure may confuse the driver, since the vehicle may be doing something different that is unknown
to the driver, cause annoyance, panic and loss of confidence to the system that will have negative
consequences on safety. The occurrence rating of the failureis very low due to the reliability of current
electronics and software.

The design requirements and recommendations are:

(F1.24.1) The eectronics and software of the SHM and interface with driver must be very reliable.
Redundancies and diagnostics must be used to improve reliability.

Vehicle, Driver Diagnostics and Maintenance

Vehicle Diagnostics

To guarantee an acceptable performance and reliability level for a future Automated Highway System
(AHS) architecture, without over-designing its components and without introducing unnecessary
redundancies, we will have to design and install athorough network of self testing capabilities and
diagnostics. Thisis the approach already taken by every vehicle manufacturer today,*® when they
introduce complex electronic systems on the car such as Electronic Fuel Injection, Electronic Engine
Management, Anti-Lock Brakes, and Air-bag deployment circuits. These systems have significant
responsibility for the handling and safety of the vehicle, yet it is not economical to over-design them with
multiple redundancies. The alternative approach taken is to design a sufficient number of tests and
diagnostics so that if there is failure or malfunction, it will be diagnosed and isolated as early as possible.

The level of diagnostic tests on the vehicle has been in a constantly increasing pattern since the advances
of electronic technology and integrated circuit technology allow the complexity of the electronic
subsystems of the vehicle to increase and cost to decrease, year after year. Since cost remains a factor
though, we tend to see more comprehensive self tests and diagnostics in more expensive and luxury type
car lines, regardless of manufacturer or country of origin.

One of the results of the FMEA isalist of recommended diagnostics for each function of component that
affects the SHM, RECW and the BSW. The need for these diagnostics follows the trend of adding
diagnostics in most electronic and subsystems as well as crucial mechanical and hydraulic parts for most
of the new vehicles.”* These diagnostics monitor performance, detect failures and keep the driver
informed about their operating status and the need for maintenance.

The most crucia diagnostics are those that affect safety. In ERSC 1 the diagnostics for the ranging
sensor, brake actuator, braking path and associated electronics and software are the most essential ones.
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The diagnostics for the reasonableness and accuracy of the ranging measurements are the most difficult to
develop especially in the case where only one ranging sensor is available. The sensor may have all the
self-tests and diagnostics, but it may have unreliable measurements due to curved roads, interference
from sensors in other vehicles etc.“? The requirement for two ranging sensors not subject to common
mode failures may help the development of reliable diagnostics. In this case the outputs of the two
sensors can be compared for consistency and a certain criterion be used to choose the one with the correct
response when the two responses are different. The development of such criterion using vehicle models
and expert techniques is an issue for further research.

The use of three ranging sensors not subject to common mode failures is a better alternative even though
more costly. In this case the mgjority rule can be used to select the correct measurement when one sensor
output differs from the others. When all three sensor outputs differ, a case of multiple failures, a criterion
could be used for the selection of the correct output or the system should stop relying on the sensors. An
executive controller could be used to monitor the actions of SHM and RECW as shown in figure 8. The
Controller is based on a vehicle model whose outputs are compared with those of the vehicle for
consistency.

ﬁ . Model outputs
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— | ——> Model —> Executive
Brake input Controller
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Figure 8: Overall diagnostics system.
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The executive controller can make decisions about the consistency of sensor measurements, actuator
response etc. Due to the availability of accurate vehicle models that have been validated with real data the
above method is quite feasible. The details of the executive controller and the level of accuracy and
reliability that can be achieved are issues that need further research.

Driver Diagnostics

In ERSC 1 there are no special demands for driver diagnostics that go beyond those that are researched
for manual driving.”*** The availability of the ranging sensor(s) and RECW, however, may be used to
monitor driver behavior for braking even during manual driving. The driver's reaction time for rear-end
collision avoidance could be estimated and used to improve the reliability of RECW.

Techniques such as neural networks ® may be used to model driver's behavior in braking. The driver will
be identified with an identification number that some recent vehicles already use for automatic
adjustment of mirrors, seats etc.*” The driver's model could be used in connection with diagnostics to
monitor driver's behavior in braking as shown in figure 9.
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Figure 9: Overall diagnostics system for driver.
The system may be able to assess the driver's reaction time to braking and use that for the minimum
value of the TTC or warn the driver when higher behavior is unsafe. More research is required to
develop and evaluate the effectiveness of such a system.

M ai ntenance Reguirements

The automotive industry has the goal of continuously improving product reliability, because it has been
proven to be a strong customer desire and a fundamental product characterizing attribute. Therefore the
manufacturers make efforts to design and build most vehicle components that are subjected to wear, so
that their expected lifetime will match or exceed the expected lifetime of the entire vehicle.® Thisis not
always possible though because designing every component to this requirement would require over-
designing certain components to the point of overburdening their cost. So it has become an accepted
practice that certain components like brake friction materials, clutch friction material and engine and
transmission lubricants will have to be replaced at certain periodic intervals.

The mean expected life or the Mean Time To Failure (MTTF) of electronic componentsistypically very
high, because the wear-out mechanism of electronic components are almost insignificant compared to
that of mechanical components subjected to loads.**® Wear-out mechanisms for €lectronic components
do exist, however. They affect mostly circuit areas that carry high current densities. Careful design of
such susceptible areas can minimize the consequences and bring the reliability of those areas to the same
level asthe rest of the system. With the proper design, wear-out effects on electronic circuits and
systems take very long to manifest. The current trend in most automobile companiesis for the electronic
components to be free of maintenance for at least 10 years or 150,000 miles.”> Thistrend is expected to
continue with the vehicles for ERSC 1. One particular areathat may affect maintenance is the alignment
of ranging sensors. Following the trend of low maintenance the ranging sensor(s) should be mounted so
that no frequent alignments are required.

Retrofitting

Retrofitting existing vehicles with the appropriate hardware to enable them to operate on automated lanes
is going to be a challenging task. Normally a car is never subjected to any major modifications during its
lifetime. Most service stations, both dealer owned and independent, prefer to repair faulty parts using
either original parts or parts that are fully compatible. They rarely perform any kind of retrofitting of
major subsystems.

One notable exception, the retrofitting of an air conditioning (A.C.) unit in a vehicle that is not already
equipped with oneis usually facilitated by the fact that most vehicles have been designed for the option
of having an air conditioner, but that option may have not been installed at the factory. Even though it is
relatively easy, retrofitting an air conditioner is quite expensive. Certain vehicle manufacturers were
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building cars with the option to be easily retrofitted with air-conditioning, but after the market analysis
showed them that this was an option that most customers wanted anyway, they decided it was more
economical to produce the vehicles with factory installed A.C.*

Retrofitting vehicles with components that affect the control and motion of the vehicle, which is the case
for ERSC 1, will be even a more challenging and costly proposition when compared with the retrofitting
of A.C.

Retrofitting a system of sensors, actuators computers and communication transceivers on an existing
vehicle may be a prohibitively expensive proposition. Practically all vehicles manufactured until today
have not been designed to accommodate the addition of so many new components. Furthermore each
make and each model poses a unique problem especially on the issue of retrofitting it with actuators for
throttle and brake control, by the fact that each model has adopted a different layout and arrangement of
critical engine components and driver controls. The retrofitting of the various components that affect the
control of the vehicle cannot be complete without several time consuming road tests. Such tests will
drive the cost even higher and make retrofitting a non feasible proposition.

An aternative strategy that stands to reason is that manufacturers might choose to build vehicles that are
"AHS ready by retrofitting” and provide all the mounting points and electrical connections for the sensors
actuators and computers except the AHS equipment itself. This might be a very desirable strategy for the
manufacturers in the early years of AHS when they are not certain of what the market demand for AHS
will be. Thisway, a customer who does not want or need AHS capability is not burdened with the cost of
these components but he has the assurance that his vehicle will not be obsolete if in the near future he
decides to participate in AHS. Retrofitting in this case may be less costly but road testing may still be
necessary and will drive up the cost. Most likely, vehicles built to be "AHS ready for retrofitting” will be
more expensive than those without this feature. Asaresult people will buy such vehiclesif they are
absolutely sure they will use AHS in the future although they cannot buy or use now for various reasons
such as cost, relocation etc.

Another possible category of vehicles that could be candidates for retrofitting for ERSC 1 are those that
are built independently of AHS but have features that are common to AHS. For example vehicles with
intelligent cruise control capability and a rear-end collision warning, developed independently of ERSC
1, that are capable of performing most of the functions of ERSC 1, could be retrofitted with roadway to
vehicle communication devices and blind spot warning sensors. Such retrofitting will require software
and possibly hardware changes as well as road testing and could also drive the cost high. The following
table summarizes the result of retrofitting for ERSC 1.
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Table 3: Retrofitting for ERSC 1.

Category of Vehicles Technically | Cost Expected Consumer
Feasible Acceptance

Vehicle with no ERSC 1 Yes Very High Unlikely

capabilities

Vehicle built for easy retrofit | Yes High Unlikely

Vehicle built independent of | Yes Moderate to high Questionable

ERSC 1 but have some depending on the

capabilitiesfor ERSC 1 extent of retrofitting

Theretrofitting of small electronics components such as communication devices may be feasible and
acceptable provided it is not costly and serves a good purpose.

Deployment Scenarios

ERSC 1 could become the first deployment stage of AHS if the reliability problems addressed in the
FMEA aswell as the associated liability problem®” are resolved and the car manufacturers and federal,
state and local governments come together to make such a system work by dedicating lanes and agreeing
on standards and protocols.

The car manufacturers both in USA, Europe and Japan are moving in the direction of developing vehicles
that can perform several of the important vehicle functions of ERSC 1. A system known as intelligent
cruise control with the capability of maintaining cruise speed and headway will soon be available as an
option in anumber of vehicles. Rear-end collision warnings and blind spot warnings have also been
developed and tested.“*** On the other hand, short range vehicle to roadside communication technologies
developed and tested during the past few years'**» make the roadway to vehicle communication function
easy to implement.

The deployment of these technol ogies independent of ERSC 1 will improve the understanding of the
technical and human factors issues involved and will test customer acceptance and popularity. The
driving force behind customer acceptance will most likely be safety and driver comfort.

The development, maturity and customer acceptance of the technologies relevant for ERSC 1
technologies will motivate the implementation of ERSC 1 in order to obtain benefitsin terms of
congestion management, capacity and safety. The implementation of ERSC 1 may take place under two
different scenarios.

In the first scenario almost all the vehicle, roadway and driver functions essential for ERSC 1 are aready
developed to be used in the same lanes with manually driven vehicles. Asthe number of the equipped
vehicles increases and the potential benefits are well understood and accepted it may make sense to the
federal, state and local governments to dedicate lanes to such vehiclesin order to realize these benefits.

In the second scenario ERSC 1 forms the first stage of AHS implementation that is developed by the
cooperation of government and automobile manufacturers. The government provides the dedicated lanes
and roadway instrumentation and automobile manufacturers produce the specially equipped vehicles.

ERSC 1 may not necessarily be implemented the way it is described in this report. For example for
liability reasons the roadway target speed command could be made to be an advisory for the driver rather
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than followed directly by the vehicle at the expense of reduced benefits of course. Another possible
modification is to have multiple dedicated lanes for ERSC 1.

In summary, the current and near term emerging technologies make it technically feasible to deploy
ERSC 1 asthefirst stage of AHS. Some of the difficulties of making it happen is the possible inability
to dedicate alane for AHS and the failure of the government and automobile manufacturers to work
together and make it happen. The experience and problems associated with the dedication of HOV lanes
could be used as a comparison.*®

Key Results and Conclusions

1. Despite the fact that the driver isfully responsible for all emergencies and is a back-up to all partialy
or fully automated functions a rear-end collision may still take place if certain functions fail to perform as
designed. In particular the ranging sensor measurements are the most susceptible ones to errors and the
most critical ones with respect to safety. Our design requirements and recommendations call for two to
three redundant ranging measurements that are not subject to common mode failures with the appropriate
diagnostics that allow the system to select the correct measurement. The ranging sensors must have a
wide field of view and easily distinguish between valid and invalid targets.

2. The brake actuator and braking path also needsto be highly reliable. The driver's expectation that the
system will apply soft braking in a potential rear-end collision situation may delay the driver's response
for rear-end collision avoidance."”

3. The accurate estimate of the braking capabilities of the vehicle is an issue that needs further research.
One of the most important factors of braking capability isthe friction coefficient between tires and the
road. It depends on many factors such as the type of tire, the tire pressure, the condition of the road, etc.
An accurate estimate of friction coefficient “* will help reduce the false alarm rate of the RECW and
improve its effectiveness.

4. The communication of the braking intentions of the preceding vehicle to the following one plays the
role of the red brake lightsin manual driving. It isan important feature that improves the reliability and
accuracy of the RECW. The best method of communication in this case that is not susceptible to
interference is atechnical issue that needs to be addressed.®"

5. The use of the blind spot warning in ERSC 1 is supposed to assist the driver during lane changing. The
effectiveness of the warning will depend on how and when it is given to the driver. Human factor studies
are required to resolve the above issue."”

6. The purpose of the rear-end collision warning (RECW) in ERSC 1 isto warn the driver to take action
and avoid arear-end collision. The RECW relies on the ranging sensor measurements that need to be
highly reliable. A non-reliable RECW system may give the driver afalse sense of security and be
responsible for rear-end collisions.** Redundant ranging sensors with awide field of view and with the
capability of distinguishing between valid and invalid targets and between threatening and non
threatening objects are essential. Further research is required to develop such reliable sensing systems.

7. All automated or partially automated functions and warnings shall have on board diagnostics that
monitor their performance and functionality. These diagnostics could be used even when the vehicleisin
the manual mode. As aresult the driver will be notified if his’her vehicleis not fit to operate in the
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dedicated lane before he/she approaches the lane. Therefore no elaborate and time consuming check-in
procedures may be required at the entrance to the dedicated lane.

8. For ERSC 1 no specia driver diagnostics are essential. The on-board ranging sensors, however, and
the associated software and hardware tools may be used to monitor and assess the performance of the
driver during manual driving and use the results to warn the driver in case of inappropriate behavior.

9. The driver interface with the vehicle functions and roadway should be clear and simple. Human factor
studies are required to understand the interface of the driver with the vehicle and roadway functions of
ERSC 1. Current human factors studies on intelligent cruise control systems may provide considerable
knowledge that is relevant to ERSC 1.

10. The trend of low maintenance vehicles is expected to continue with the vehicles for ERSC 1.

11. Retrofitting is expected to be an expensive proposition. It is unlikely that it will be accepted by the
users. Retrofitting of small electronic components that do not affect the motion and safety of the vehicle
may be feasible.

12. The deployment of AHS islikely to take place in stages by following an evolutionary path. Each
stage of deployment should provide to the user obvious benefits that will include effective congestion
control, lower accident rates, shorter travel time, higher capacity and lower pollution. For ERSC 1 to
form the first deployment stage of AHS the reliability problems identified by the FMEA should be
resolved. Furthermore, the state and/or federal government have to allocate a dedicated lane to AHS and
provide the required support by working together with automobile manufacturers. In addition, further
research isrequired on legal, liability and socia issues associated with such deployment.

SECTION 3 ERSC 2 ANALYSIS

Aswith ERSC 1 we analyze the vehicle operational issues and risks associated with ERSC 2 by first
developing a detailed description of the vehicle functions and interface with the roadway and driver that
we use to perform a system level FMEA. The results of the FMEA are used to discuss reliability,
redundancies, diagnostics, fault-tolerant designs, maintenance and the feasibility for deploying ERSC 2.
The issue of retrofitting vehicles that are not originally build for ERSC 2 for operation in ERSC 2 is
discussed. The section is concluded with alist of key findings and conclusions.

Vehicle Functions and Interface with Roadway and Driver

We present the specific functions and sub functions of the roadway vehicle and driver that we will
analyze for ERSC 2.

Operational Scenario

On-board vehicle diagnostics notify the driver whether the vehicle is fit to operate on the dedicated lane
well before reaching the lane. Once the vehicleis close to the dedicated lane it establishes
communication with the roadway and presents its fitness status and identification to the roadway. If the
vehicleisfit the roadway gives permission to enter the lane. The driver drives the vehicle to the entrance
of the dedicated lane and looks for a safe gap for merging the vehicle. The roadway coordinates the
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traffic and assists vehicles to merge into the lane by creating appropriate gaps. Once in the lane, the
driver accelerates to a desired speed and switches on the SHM and the rear-end collision avoidance
(RECA) functions, the blind spot warning, the lane departure warning and steering assist function. If
thereis no vehicle or obstacle within a certain range the SHM function maintains the current speed and
responds to driver commands for increasing it or decreasing it. If another vehicle is within the range of
the vehicle then the SHM establishes communication with that vehicle and calcul ates a safe headway to
be used for vehicle following. The safe headway is calculated based on the braking capabilities of the
vehicle, the information about the braking capabilities of the preceding vehicle obtained via
communications and any headway recommendation received from the roadway. The SHM adjusts the
vehicle speed in order to reach and maintain the calculated headway. The SHM responds to roadway
target speed commands provided the response does not lead to a reduction of the selected headway. The
switching from headway to speed maintenance is the same asin ERSC 1. The SHM uses engine torque
and soft braking to control the speed and headway. Hard braking is the responsibility of the RECA
function.

The RECA function monitors the actions and responses of the SHM and cal culates the minimum time to
collision (TTC). If the TTC becomes less or equal to the time required for bringing the vehicle to afull
stop without collision, the RECA provides the appropriate commands to the brake actuator by overriding
the actions of the SHM.

The driver cannot intervene in the operation of the SHM and RECA functions by overriding the actions
of the throttle and brake. The driver, however, can initiate a disabling procedure during which the SHM
function reduces the speed and increases the headway to some default values that are compatible with
driver skills and reaction times and warns the driver to resume control.

The function of the blind spot warning is the same asin ERSC 1. The lane departure warning senses the
position of the vehicle in the lane and warns the driver if the lateral deviation exceeds a certain threshold
that is adjusted by the driver. For thisfunction to work the roadway provides lane identification aids.
The steering assist function helps the driver with steering by correcting his/her steering inputs for better
stability of the lateral motion of the vehicle.*-**

At the end of the trip the driver initiates a check-out procedure by starting the disabling of the SHM and
RECA functions, that put him/her in a position that he/she can handle, and exits the lane. The driver may
be required to initiate a check-out procedure when any one of the functions such as the SHM or the
RECA and/or the lane departure warning are malfunctioning. A possible fall-back mode that may allow
the driver to remain in the lane for a period of time operating asin ERSC 1 isif the lane departure
warning is not working and/or the RECA can only operate asa RECW. In all other cases of
malfunctions the driver may be required to exit the lane as soon as possible using the next available exit.

The entry and exit configuration for ERSC 2 are the same as those for ERSC 1 and are shown in Figures
2,3

The development of the vehicle functions is achieved by starting with the high level functions described
in the above operational scenario. These are:

H2.1 Speed and Headway Maintenance and Rear-end Collision Avoidance
H2.2 Blind Spot Warning

H2.3 Lane Departure Warning

H2.4 Steering Assist

H2.5 Driver Vehicle Roadway Interface
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Raytheon

The main functions for ERSC 2 are presented below:

H2.1. Speed and Headway Maintenance and Rear-end Collision Avoidance.

The SHM and RECA functions interact with each other in order to provide a full-authority longitudinal
control. The functional block diagram of these two functionsis shown in figure 10.

V Coordination
“; with steering

Communication Communication
of braking of braking
capabilities capabilities Controller for > ABtrakte
and intentions and intentions ] > RECA crator
to trailing from preceding
vehicle vehicle
headway Controller for B Throttle
Sensors for recom. SHM —>| Actuator
relative speed
and spacing, >
vehicle speed, fall
brakllh,g back enable/disable ehenge speed
capabilities mode
Roadway Driver

target speed
Figure 10: Speed and headway maintenance and rear-end collision avoidance.

Inputs:
Vehicle speed from speed sensor
Relative speed and spacing from ranging sensor
Braking capabilities of vehicle aobtained using on board sensors
Braking capabilities and intentions of preceding (target vehicle) obtained via communications
Driver commands: enable, disable and speed/headway changes
Roadway commands: target speed, headway recommendations based on road conditions, traffic
status and environmental conditions.
Steering angle and preview road data.

Outputs:
Throttle actuator command
Brake actuator command
Mode of operation
Braking capabilities and intentions to trailing vehicle

Functional specifications:

The system calcul ates the safe headway based on the braking capabilities of the vehicle, the information
about the braking capabilities of the preceding vehicle obtained via communications and any headway
recommendation received from the roadway. The SHM adjusts the vehicle speed in order to reach and



Raytheon Task L Page 48

maintain the calculated headway. The SHM responds to roadway target speed commands provided the
response does not lead to a reduction of the selected headway. The switching from headway to speed
maintenance is the same asin ERSC 1. The SHM uses engine torque and soft braking to control the
speed and headway. Hard braking is the responsibility of the RECA function.

The RECA function monitors the actions and responses of the SHM and cal culates the minimum time to
collision (TTC). If the TTC becomes less or equal to the time required for bringing the vehicle to afull
stop without collision the RECA provides the appropriate commands to the brake actuator by overriding
the actions of the SHM.

The driver cannot intervene with the operation of the SHM and RECA functions by overriding the
actions of the throttle and brake. He/she can initiate a disabling procedure during which the SHM
function reduces the speed and increases the headway to some default value that is compatible with driver
skills and reaction times®'” and warns the driver to resume control.

The system uses steering angle data and preview road information to adjust speed around curves.
The main functions of the SHM and RECA and the functional and reliability requirements are:

F2.1 Calculate safe headway
The SHM uses information from on-board sensors that sense the vehicle's braking capabilities,
the braking capabilities of the preceding vehicle obtained via communication and headway
recommendations from the roadway to calculate a safe headway for vehicle following. The
calculation of the safe headway shall take into account all factors and worst case stopping
scenarios.

F2.2 Maintain cruise speed
The vehicle shall maintain a driver selected speed when no moving or stationary obstacles are
within a certain range. It shall respond to driver commands for changing the speed if thereis no
target speed from the roadway.

F2.3  Track and maintain roadway commanded target speed
The vehicle shall track and maintain the roadway commanded speed as long as no moving or
stationary obstacles are within a certain range.

F2.4  Maintain headway
The vehicle shall maintain the headway selected by the vehicle or the driver under all
environmental conditions, road geometry and freeway speeds.

F2.5  Switch from maintaining cruise speed to maintaining headway
When the system senses a valid target in the same lane that is within the calculated certain range
it shall switch to the following mode by maintaining a safe headway calculated by the vehicle.

F2.6  Switch from maintaining headway to maintaining cruise speed
When the target is no longer within the calculated default headway the system shall switch to
maintaining the current cruise speed.

F2.7  Switch from maintaining cruise speed to maintaining the roadway commanded
target speed. The system shall respond to roadway target speed commands by changing current
cruise speed to the target speed in a smooth manner provided no obstacle is within a certain range
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F2.8 Hard braking for rear-end collision avoidance
The system shall calculate the time to collision (TTC) continuously by monitoring the actions
and response of the SHM function, the status of the vehicle and of the preceding one. If the TTC
becomes less or equal to the time required for stopping without collision then it shall send the
appropriate command to the brake actuator to avoid a rear-end collision.

F2.9 Enable the SHM and RECA
Upon driver command the SHM and RECA shall both be switched on at the same time.

F2.10 Disable the SHM and RECA
Upon driver command the SHM and RECA functions shall be disabled by first reducing the
speed and increasing the headway to levels that are considered to be safe for manual driving.

F2.11 Communication of braking capabilities and intentions to the
trailing vehicle
The system shall communicate the vehicle's braking capabilities and intentions to the trailing
vehicle in the same lane under all freeway conditions.

F2.12 Speed control around curves
The system shall maintain vehicle stability and driving comfort around curves by adjusting
vehicle speed and headway under al environmental and road conditions. The system may use
preview road information from the roadway and steering angle information to generate the
appropriate commands for the throttle and brake actuators.

H2.2 Blind Spot Warning

The functional block diagram of the blind spot warning is shown in figure 11.

Blind-spot > Control Warnin
—> 9
Sensor I_) Logic
Enable/ Mode of Threshold
Disable Operation Adjustment
Driver SN . <— |
Intentions Driver

Figure 11: Blind-spot war ning.

Inputs:
Presence of vehiclein blind spot on either side of the vehicle detected by the blind spot sensor.
Driver's intentions used for activation of the system
Driver commands: enable, disable, threshold adjustment.

Outputs:
Warning to the driver
Mode of operation: on, off, malfunction
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Functional specifications:

The BSW provides awarning to the driver when amoving or stationary obstacle isin the blind spot
region on the side of the vehicle where the vehicle isturning. The BSW is activated by sensing the
intentions of the driver to change lanes. It responds to driver commands for enabling, disabling and
adjusting the threshold. The system informs the driver whether it is on or off and when amalfunctionis
detected by the on board diagnostics.

The specific functions of the BSW and reliability functional requirements are listed below:

F2.13 Warn Driver
The system shall sense the intentions of the driver to change lanes and provide an early warning
if an obstacle is present in the blind spot region on the side of the vehicle where the vehicle is
turning without false alarms.

F2.14 Enable BSW
Upon driver command the BSW shall switch on.

F2.15 Disable BSW
Upon driver command the BSW shall disable itself.

F2.16 Adjust Threshold
Upon driver command the size of the blind spot region sensed shall be adjusted as long as it does
not exceed a certain minimum threshold.
The function associated with the mode of operation is considered to be part of the driver vehicle roadway
interface.

H2.3. Lane Departure Warning

The functional block diagram of the lane departure warning (LDW) is shown in figure 12 below:

* Lane Preview
Data
Sensor Control
Measuring —> Logic
deviation from ™ Wamning
center of the lane,
vehicle heading Enable/ Mode of Threshold
steering angle Disable Operation Adjustment
Driver S

Figure 12: Lane Departure Warning.

Inputs:
Deviation from center of the lane and vehicle heading data
Steering angle, turn signal status
Preview information about the geometry of the roadway
Driver commands: enable, disable, threshold adjustment
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Outputs:
Warning to the driver
Mode of operation: on, off, malfunction

Functional specifications:

The system estimates the time-to-lane crossing (TLC). The TLC is the time necessary for the vehicle to
reach either edge of the lane. If the TLC isless than a certain default value the system provides a warning
to the driver. The default value is adjusted by the driver by changing the threshold of the LDW. The
system responds to driver commands for enabling and disabling itself and notifies the driver of its mode
of operation: on, off, malfunction.

The specific functions of the LDW and the functional requirements are listed below:

F2.17 Warn the driver
The system shall calculate the TLC continuously and provide a warning to the driver when the
TLC islessthan a certain default value adjusted by the driver. The default value shall be greater
than an a priori selected minimum value that takes into account the driver's reaction time to lane
departure warnings.

F2.18 Enable LDW
Upon driver command the LDW shall be switched on.

F2.19 Disable LDW
Upon driver command the LDW shall be disabled.

F2.20 Adjust threshold
Upon driver command the default value of the TLC shall be adjusted

H2.4. Steering Assist

The functional block diagram of the steering assist system is shown in figure 13 below:

3 . compensation Steering
ateral > Controller ' Steering for disturbance Input
Sensor Actuator P
Driver )
Steering Input

Figure 13: Steering Assist.
Inputs:
Lateral sensor measurements
Driver steering command

Outputs:
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Steering input to steering subsystem

Functional Specifications:

The steering assist system augments the driver's steering inputs in an effort to improve the vehicle's lane
keeping and lane changing performance and compensate for disturbances due to wind gust, road
geometry etc.

The main function and functional and reliability requirements of the steering assist system is:

F2.21 Assist steering

The system shall attenuate the effect of high frequency disturbances by properly augmenting the
driver's steering inputs.

H2.5. Driver, Vehicle, Roadway Interface

Figure 14 shows the block diagram of the driver interface with the vehicle and roadway.

Traffic Information Fall back
Merging coordination mode
Roadwa
Y Check-in v ¢
Exit lane w
< Driver B
Vehicle I ; ‘
On-board Threshold w
diagnostics E/D Adjustments
Mode of SHM [RECA HSW
Operation LDW

Figure 14: Driver interface with vehicle functions and roadway.

Inputs:
Traffic information from the roadway
Information from on board diagnostics and mode of operation
Warnings
Fall back mode instructions

Outputs:
Enable/Disable
Route selection
Manua control

The interface of the driver with the vehicle functions and roadway involve the following functions:

F2.22 Check-in
The driver responds to the on-board vehicle diagnostics and acknowledgment from roadway and
verifies whether his’her vehicle isfit to operate on the dedicated lane.



Raytheon Task L Page 53

F2.23 Enter the lane
The driver responds to the merging coordination and directions provided by the roadway, looks
for a safe gap and drives the vehicle into the dedicated lane. Once in the lane he/she synchronizes
the vehicle's speed and switches on the automated vehicle functions.

F2.24 Response to BSW and LDW
The driver responds to BSW and LDW by steering when the SHM and RECA functions are on
and by steering and braking when the RECA function is off.

F2.25 Response to traffic information
The driver processes roadway traffic information in order to make routing decisions and/or
assume full manual control if necessary.

F2.26 Exit the lane
The driver initiates check-out by starting a disabling procedure of the SHM and RECA functions.
The SHM reduces speed and increases headway and notifies roadway of the driver'sintention to
exit thelane. The driver drives the vehicle out of the dedicated lane . The system sends a
notification to the roadway.

F2.27 Fall back to ERSC 1
The vehicle functions revert to those of ERSC 1 in case of malfunctioning of the RECA function
or when roadway conditions are such that headway calculation by the SHM is not possible. The
system notifies the driver and reduces speed and increases headway to levels that the driver feels
comfortable with. It warns the driver to assume the responsibility of rear-end collision avoidance.

F2.28 Fall-back to manual control
During malfunction of any of the automatic functions or during exiting from the lane the vehicle
returns to the manua mode by reducing speed and increasing headway to comfortable levels and
by warning the driver to assume manual control.

F2.29 Notify driver of mode of operation
The system shall notify the driver of its mode of operation, of malfunctions and provide clear
instructions to the driver for changes in the mode of operation.

Failure Modes and Effects Analysis

The results of the FMEA for ERSC 2 are presented in table 13 of Appendix B. Below we present the
identified failure modes and their potential causes together with their severity and occurrence ratings.
We discuss their potential effects and give alist of design requirements and recommendations that could
be used to reduce the severity and occurrence ratings. The Severity (S) and Occurrence (O) ratings are
given in parentheses together with the potential causes of the failure modes. The significance and
explanation of these rating are discussed in Appendix A and are summarized in tables 1 and 2.

H2.1 Speed and Headway Maintenance and Rear-end Collision Avoidance.

Potential Failure Mode F2.1: Loss of ability to calculate correct value of safe headway
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The calculation of a safe headway to be used in vehicle following is one of the most critical functionsin
AHS. It has an impact on safety and capacity. The safe headway depends on alot of factors that include
the braking capabilities of the vehicle and those of the preceding vehicle, the friction coefficient between
the tires and the road, the delays and accuracy of brake actuators and sensors, the current speed,
computational delays etc.” In ERSC2 we assume that the vehicle is equipped with the appropriate
sensors and diagnostics that make the necessary measurements and estimation of the factors that affect
the safe headway. In addition the preceding vehicle communicates its braking capabilities and braking
intentions which are essentia in calculating the safe headway. The braking intentions of the preceding
vehicle help in minimizing the computational delay and therefore reduce the value of the safe headway.
The safe headway should be cal culated based on aworst case stopping scenario.”

The system may fail to calculate the safe headway to be used by the vehicle due to lack of information
from sensors and communication. It may also calculate an incorrect headway due to inaccurate
information and undetected faults of sensors. The following are potential causes that may lead to
incorrect or conservative estimates of the safe headway.

(F2.1.1) Detected malfunction or inability of the sensors to estimate the braking capabilities and
intentions of the preceding vehicle and/or vehicle (S=6, O=6)

(F2.1.2) Detected malfunction or loss of communication with preceding vehicle (S=6, O=6)
(F2.1.3) Faulty or inaccurate measurements of braking capabilities of vehicle and/or preceding
vehicle (S=10, O=6)

(F2.1.4) Incorrect braking capabilities and intentions are received through communication due to
interference or noise corruption (S=10, O=6)

(F2.1.5) Loss of communication with roadway and/or lack of headway recommendation (S=6,
0=4)

(F2.1.6) Loss of braking data information from preceding vehicle due to receiver malfunction
(S=6, O=4).

The effect of on time detected failures, such as (F2.1.1), (F2.1.2), is that the lack of information due to
the failures can be taken into account leading to alarger headway. A large headway has a negative
impact on capacity and efficiency of the lane.

The effect of undetected failures, such as (F2.1.3), (F2.1.4), on safety is severe. Such failures may lead
to short and unsafe headways with a high possibility of rear-end collision. They may also lead to larger
than necessary headways. In this case safety is not affected but the efficiency of the laneis.

The lack of roadway headway recommendation and/or loss of information about the braking intentions of
the preceding vehicle (Failures F2.1.5, F2.1.6) are considered to be detectable failures and therefore can
be taken into account in calculating the safe headway. In this case alarger headway may be used, which
may have a negative effect on the efficiency of the lane.

The design requirements and recommendations generated by the FMEA are:

(F2.1.1) The malfunction of sensors or gross inaccuracies in the estimation of the braking capabilities
must be detected fast. The system must fall back to the default headway that takes into account the
inaccuracies or malfunction of the sensors.

(F2.1.2) Diagnostics and built-in self tests must be used to guarantee a fast detection of the
communication failures. When a malfunction occurs the headway must be automatically increased to the
default safe level that takes into account the failure.
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(F2.1.3) The measurement of braking capahilities must be accurate and reliable. The consistency and
accuracy of these measurements must be monitored and taken into account in the calculation of the safe
headway.

(F2.1.4) The measurements of braking capabilities of all vehicles must be accurate. The system must
check the reasonableness of preceding vehicle's braking capabilities and take into account possible
inaccuracies and inconsistencies in calculating the safe headway.

(F2.1.5) The system must be able to accommodate the lack of headway recommendation from roadway .

(F2.1.6) The system must have supervisory elements and diagnostics that monitor the functionality of the
receiver and detect malfunctions. The malfunction of the receiver must be taken into account in
calculating the safe headway.

The accurate estimation and measurements of all the factors that affect the minimum safe headway isa
challenging problem that requires further research. One of the most important factorsis the friction
coefficient between the tires and the road. There are methods for estimating its value on line “* but
dippery spots along the lane due to snow or rain have to be detected a priori. The large variation of the
friction coefficient introduces a high variation in the value of the safe headway. Asaresult the use of a
conservative estimate of the friction coefficient by assuming a slippery road and vehicles with "bad" tires
will lead to a large and undesirable, from the point of view of capacity, headway. The issue of the
friction coefficient and the estimate of braking capabilities of the vehiclesis an important safety and
capacity issue and needs further research.

Potential Failure Mode F2.2.1: Loss of speed maintenance function.

The SHM may lose its ability to maintain a constant cruise speed if any one of the following components
failsto perform as designed:

(F2.2.1.1) The speed sensor gives erroneous readings (S=6, 0O=2)
(F2.2.1.2) The controller electronics or software fail (S=6, 0=2)
(F2.2.1.3) The throttle actuator fails (S=6, O=3)

(F2.2.1.4) The brake actuator fails (S=10, O=3)

The possible effects of these failures are for the vehicle to accelerate and decel erate above or below the
desired speed or maintain an incorrect constant speed. Such vehicle response may lead to the violation of
traffic rules. The driver may get annoyed and his/her steering performance may be affected.

The severity of these failuresisfairly low (S=6) and the occurrence rating varies from O=2 to O=3. The
exception isthe failure of the brake actuator that is given a severity S=10. The use of the brake is
essential in maintaining constant speed during steep downhill cruising situations. Failure of the brake
actuator may cause the vehicle speed to exceed the speed limit or decelerate rapidly when not expected,
causing possible panic to the driver. Failure of the brake actuator also implies that the RECA function is
not operational and therefore arear-end collision is possible if an obstacle appears in the lane. For the
failure of the speed sensor we assume that it will have no effect on the RECA function because the
RECA relies on relative distance and speed measurements more than on absol ute speed measurements
otherwise the severity rating of the failure (F2.2.1.1) has to be modified.

The design requirements and recommendations associated with failure mode F2.2.1 generated by the
FMEA arelisted as follows:
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(F2.2.1.1) Diagnostics and built in tests must perform atest for reasonableness on speed sensor data.
When a sensor malfunction is detected, the system shall return to manual control and provide warning to
the driver.

(F2.2.1.2) The system must have supervisory elements (in hardware and software) or adequate
redundancies for the controller electronics and software. When a controller malfunction is detected, the
system shall return to manual control and provide warning to the driver.

(F2.2.1.3) The system must use sensors and diagnostic programs to monitor the throttle actuator. When
an actuator malfunction is detected, the system shall return to manual control and provide warning to the
driver.

(F2.2.1.4) The system must use sensors and diagnostic programs to monitor the brake actuator.
Redundant brake actuators not subject to common mode failure must be employed together with the
appropriate logic and diagnostics that allow automatic switching from afailed actuator to a healthy one.
When an actuator malfunction is detected, the system shall return to ERSC 1 or manual control by using
the redundant healthy actuator to increase headway and reduce speed to some default values that are
comfortable for the driver. The driver shall be warned of the transition and given directions to assume
control.

Potential Failure Mode F2.2.2: System switches to headway maintenance (instead of maintaining cruise
speed) in the absence of valid target.

Thisfailure will take place when:

(F2.2.2.1) Theranging sensor detects an invalid target within a certain range of the vehicle while the
vehicle was at constant cruise speed. (S=8, O=6)

The potential effect of the failure is for the vehicle to change its speed using engine torque and braking
for no apparent to the driver reason. The RECA may also get activated. The driver may get annoyed,
panic and higher steering performance may be affected. The severity of thisfailureisrated as S=8 .
Based on current ranging sensor technology the occurrence of such failureis very likely and isgiven a
rating of O=6. The failure may take place around curves, going under bridges and under other road
configurations and traffic conditions. The failure may also be the result of interference with signals from
other ranging sensors or similar devices.

The design requirements and recommendations for reducing the severity and occurrence of failure mode
F2.2.2.1 generated by the FMEA are:

(F2.2.2.1) The system must be able to discriminate between valid and invalid targets.

The design requirement will be easier to meet if two ranging sensors that are not based on the same
principle of operation and are not subject to common mode failures are used together with the
appropriate logic and diagnostics. The outputs of the two sensors should be continuously monitored and
checked for reasonableness and consistency. A higher level controller should be used to decide which of
the two outputs is the correct one when the two outputs are different. If the controller cannot decide the
system shall follow the output that indicates the closer target and shall revert to manual control. The use
of three ranging sensors that are based on different principles of operation and not subject to common
mode failures may be a better way of improving the reliability of the ranging measurements. In this case
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the three outputs of the sensors are compared and the mgjority rule could be used to choose the output to
be used for control purposes.

Potential Failure Mode F2.3.1.1: Vehicle cannot maintain target speed as commanded by the roadway

The vehicle may lose its ability to maintain the roadway commanded
target speed if any one of the following components fails to perform as designed:

(F2.3.1.1) The speed sensor gives erroneous readings (S=6, 0O=2)

(F2.3.1.2) The controller electronics or software fail (S=6, 0=2)

(F2.3.1.3) The throttle actuator fails (S=6, O=3)

(F2.3.1.4) The brake actuator fails (S=10, O=3)

(F2.2.1.5) Vehicle doesn't receive target speed due to loss of communication or noise corruption
(S=6, O=3)

(F2.3.1.6) Receiver malfunction (S=6, O=3)

The potential effects of the vehicle not maintaining the target speed commanded by the roadway are
degradation of safety and efficiency. The vehicle may be cruising at a speed that is unsafe for the existing
traffic conditions. In another situation the vehicle may be cruising at alower speed holding traffic and
causing reduction in capacity and efficiency. The severity of these failuresis rated as S=6 with the
exception of F2.3.1.4 that is rated as S=10 due to the higher impact the brake actuator may have on
safety. Failure of the brake actuator implies that the RECA function is not operational which in turn
implies that arear-end collision is possible if an obstacle appearsin the lane. The occurrence rating is
very low due to the availability of mature technology that has already been tested in current cruise control
systems and short range communication systems .

The design requirements for reducing the severity and occurrence of failure mode F2.3.1 are the same as
those generated for failure mode F2.2.1 with the addition of the following:

(F2.3.1.5) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. The system must be able to accommodate
temporary loss of communication. The system must ensure data integrity by some error detection and
correction scheme (parity, checksum etc.). When a communication malfunction is detected the driver
shall be notified.

(F2.3.1.6) The system must have supervisory elementsin controller software and receiver to detect any
receiver malfunction. The roadway must assist in testing receiver functionality. Driver shall be notified
that vehicle is not receiving roadway target speed commands. If the receiver has a malfunction the driver
may be required to exit the lane.

Based on current communication technology the above requirements can be met and therefore the
severity and occurrence ratings of the failure can be drastically reduced.

Potential Failure Mode F2.4: The system cannot maintain desired headway

The SHM may fail to maintain the desired headway selected by the system due to the following:

(F2.4.1) Ranging sensor failsto provide signal. Intermittent or sudden loss of ranging capability.
(S=10, O=6)
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(F2.4.2) Ranging sensor loses target due to road curvature or insufficient target reflectiveness
(S=10, O=7)

(F2.4.3) Ranging sensor haslocked on aninvalid target (S=9, O=7)

(F2.4.4) Brake actuator failure. (Or intermittent failure to respond) (S=10, O=3)

(F2.4.5) Throttle actuator failure. (S=7, O=3)

(F2.4.6) Controller electronics or software failure. (S=9, O=2)

(F2.4.7) Ranging sensor gives erroneous readings (S=10, O=4).

The most serious effect of the above failuresis arear-end collision. Failure of the ranging sensor and/or
brake actuator implies that the RECA function is also ineffective and therefore arear-end collision may
be unavoidable. The most serious failure associated with the ranging sensor is the one where the sensor
fails to detect an obstacle within a certain range or provides alarger range reading due to interference
and/or malfunction. The case where the sensor provides a shorter range reading by locking on an invalid
target isless serious. In this case the RECA may be activated and the driver may get annoyed or panic
since the system is not performing as expected. His/her steering performance may be affected. A similar
effect may be caused by the failure of controller electronics and/or software. The failure of the throttle
actuator will not pose any safety concerns since the RECA will kick in when the TTC reaches a certain
value.

The design requirements and recommendations generated by the FMEA are:

(F2.4.1) The system must be able to detect and accommodate an intermittent sensor failure. The system
software must compensate for momentary loss of ranging capability. If the loss of ranging capability
cannot be masked or compensated for, the vehicle should slow down and the driver should be given a
warning to resume control. Redundant ranging sensors, not subject to common mode failures, with
appropriate logic must be used.

(F2.4.2) The sensor must have an adequately wide field of view and employ suitable algorithmsto
reduce the likelihood of missing or losing a valid target. Vehicle shall slow down and the driver must be
notified when target is ambiguous and cannot be followed reliably and possibly be given the option to
resume manual control. Sensor redundancy must be used to track targets around curves and minimize the
possibility of interference.

(F2.4.3) The system must incorporate supervisory elements in software to perform range gating, target
discrimination and tests for reasonableness. The system must distinguish vehicles moving to adjacent
lanes and around curves in the same lane. Redundant ranging sensors not subject to common failure
modes with appropriate logic are required.

(F2.4.4) The system must be able to detect brake actuator failures. The system must use sensors and
diagnostic programs to monitor the brake actuator. Redundant brake actuators that are not subject to
common mode failures with appropriate logic that allows automatic switching from afailed actuator to a
healthy one are essential.

(F2.4.5) The system must be able to detect throttle actuator failures. The system must use sensors and
diagnostic programs to monitor the throttle actuator. When an actuator malfunction is detected, the
system shall return to manual control and provide warning to the driver.

(F2.4.6) The system must have supervisory elements (in hardware and software) or adequate
redundancies. The system shall return control to the driver in case of failure by slowing down the vehicle
and increasing headway.
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(F2.4.7) The system must incorporate supervisory elements (in software) to perform tests for
reasonableness on sensor data. The system must provide warning and return control to the driver in case
of a detected sensor failure by reducing speed. Sensor redundancy may be needed to totally eliminate the
possibility of undetected errors.

The above requirements suggest redundancies for the ranging sensor and brake actuator. Two or even
three ranging sensors may be needed to meet the above requirements. The redundant sensors must not be
susceptible to common mode failures. Their outputs must be processed using appropriate logic in order
to select the correct one. Three ranging measurements may be necessary in order to select the correct
measurement by using the majority rule. If al three measurements are different, the one that gives the
shorter range for atarget shall be selected.

Two or three redundant brake actuators and paths are essentia in improving the reliability of braking.
The redundancies shall include the appropriate logic and diagnostics that allow automatic switching from
afaulty to a healthy brake actuator without affecting the performance of the SHM and RECA functions.

When aredundant sensor or brake actuator fails the vehicle shall be considered unfit to operate in the
lane and shall exit as soon as possible. The driver shall be notified in case of failure and be given the
appropriate instructions.

Based on today's sensor technology developed for intelligent cruise control applications and vehicle
following experiments more research in ranging sensors is required in order to meet the design
requirements described above.

Potential Failure Mode F2.5: Failure to switch to maintaining headway even when a valid target exists.

The system is supposed to switch from maintaining cruise speed to maintaining headway when a target
appears within a certain range. The system may fail to do so due to the following:

(F2.5.1) Ranging sensor failsto detect avalid target (S=10, O=5)
(F2.5.2) Hardware or software failure of the SHM (S=7, 0=2)

The effect of failure (F2.5.1) is a possible rear-end collision since the RECA function is also affected by
the same failure. The effect of faillure (F2.5.2) isless severe but also crucial since it may affect the
steering performance of the driver due to the unpredictable and irrational behavior of the system caused
by the failure.

The design requirements and recommendations are:

(F2.5.1) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics. In case of sensor failure
the system shall return control to the driver by slowing down the vehicle and providing warning.

(F2.5.2) The system must have supervisory elements (in hardware or software) or adeguate
redundancies. The system shall provide warning and return control to the driver in case of a detected
failure by reducing speed and increasing headway to levels that are comfortable for the driver.

Potential Failure Mode F2.6 : Failure to switch to speed maintenance mode when the original target
moves out of the lane and becomes unsuitable to follow, and no other valid target exists.
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When the target moves out of the sensing range or changes lane the system is supposed to switch to the
speed maintenance mode and maintain the current speed. The system may fail to switch due to the
following:

(F2.6.1) Ranging sensor locks on the original target or locks on another target which isinvalid
when the original target becomes unsuitable to follow (S=7, O=6)
(F2.6.2) Hardware or software failure of the SHM (S=7, 0=2)

The worst possible effect of the above failuresis for the RECA function to be activated when it should
not. The driver may be annoyed, panic and his/her steering performance may be affected.

The design requirements and recommendations generated by the FMEA are:

(F2.6.1) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics.

(F2.6.2) The system must be able to detect controller electronics failures. The controller must have
supervisory elements (in hardware) or adequate redundancies. The system shall provide warning and
return control to the driver in case of a detected failure.

Potential Failure Mode F2.7.1: Failure to switch from maintaining constant speed to maintaining
roadway commanded target speed.

The system is supposed to switch from cruising at current speed to maintaining the roadway commanded
target speed. Failureto do so may be due to the following:

(F2.7.1.1) Loss of target speed information input due to receiver malfunction (S=7, O=3).
(F2.7.1.2) Loss of roadway transmission capability or target speed is corrupted during
communication (S=7, O=3)

The above failures may affect safety and efficiency. The effect on safety is due to the vehicle operating
at a cruise speed that is unsafe according to the roadway and traffic conditions. The efficiency may aso
be affected by the vehicle operating with a non-optimal speed.

The design requirements and recommendations are:

(F2.7.1.1) The system must have supervisory elementsin the receiver and the controller software to
detect any receiver malfunction. The roadway must assist in testing receiver functionality. Driver shall be
notified when the vehicle is not receiving roadway target speed commands. If the receiver has a
malfunction the driver may be required to exit the lane.

(F2.7.1.2) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. System must be able to accommodate
temporary loss of communication. The system must ensure data integrity by some error detection and
correction scheme (parity, checksum etc.). The system must be able to accommodate momentary |oss of
roadway target speed command. When a communication malfunction is detected, the system shall notify
the driver and return to a default cruise speed.
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Potential Failure Mode F2.7.2: Instead of switching from cruise speed control to maintaining the
roadway commanded target speed it switches to headway maintenance.

The main cause of the above failure is due to:
(F2.7.2) Ranging sensor detects an invalid target. (S=7, O=6)

The above failure may cause unnecessary acceleration or deceleration and activation of the RECA,
confuse the driver and affect hisher steering performance.

The design requirements and recommendations are:

(F2.7.2) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures may be used.

Potential Failure Mode F2.8.1: Failure to take action on time for reducing the possibility of rear-end
collision.

The system may fail to apply hard braking in order to avoid or reduce the possibility of rear-end collision
due to the following:

(F2.8.1.1) The ranging sensor failsto provide signal or provides incorrect signal (S=10, O=5).
(F2.8.1.2) Loss of communication of braking intentions of preceding vehicle (S=10, O=5).
(F2.8.1.3) Controller electronics or software failure (S=10, O=2).

(F2.8.1.4) Brake actuator failure (S=10, O=3).

(F2.8.1.5) The calculated timeto collision (TTC) is larger than the actual TTC due to incorrect
measurement of braking capabilities (S=10, O=6).

(F2.8.1.6) Ranging sensor switches from avalid target to another one with completely different
operating status and braking capabilities e.g. preceding vehicle exits lane and next vehicle in lane
isdisabled (S=10, O=3).

All of the above failures have the maximum severity rate of S=10. Their effect is ahighly probable rear-
end collision. Basically the above failures render the RECA function ineffective. Since the driver is not
expected to serve as a back-up to the system arear-end collision cannot be avoided. The following
design requirements and recommendations call for adequate redundancies for al the components
hardware and software that affect the functionality of the RECA function:

(F2.8.1) The system must have redundant sensing inputs to reduce the probability of missing atarget to
essentially zero . If redundancy islogt, the system shall increase headway and reduce speed, warn the
driver and revert to ERSC1 or to manual mode.

(F2.8.1.2) A redundant method must be used to communicate the preceding vehicle's braking intention.
The calculated safe headway must take into account momentary loss of vehicle to vehicle
communication. If loss of communication is permanent, system shall take that into account in calculating
the safe headway.

(F2.8.1.3) The system must have supervisory elements in software and hardware and adequate
redundancies. When aredundancy is lost, the system shall increase headway and reduce speed to
comfortable levels and warn the driver to operate asin ERSC1 or manua mode.
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(F2.8.1.4) The system must have redundant braking actuators that are not subject to common mode
failures and appropriate diagnostics that allow the fast detection and accommodation of failures without
degrading the performance of the RECA function. When a redundant braking path fails the system shall
return to ERSC1 or manua mode and warn the driver appropriately. The transition to ERSC1 or manual
mode shall be done by first reducing speed and increasing headway to levels that are comfortable for the
driver.

(F2.8.1.5) The TTC must be accurate and conservative in order to accommodate possible inaccuraciesin
measurements. Independent estimates of TTC based on independent measurements must be used.

(F2.8.1.6) The system must be designed to account for the situations described in the failure cause
(F2.8.1.6). Vehicle to vehicle communication may be used to notify the trailing vehicle of condition
ahead or the system is designed so that exiting from the lane is possible only at designated points where
larger headways are imposed.

Requirements (F2.8.1.2) to (F2.8.1.5) call for substantial redundanciesin all hardware and software
components. The most significant ones are the redundancies in the ranging sensors, brake actuators and
sensors estimating braking capabilities. Despite these redundancies failure (F2.8.1.6) cannot be avoided
without redesigning the system. The failureis not due to any malfunctioning of the components but
rather isthe result of the proposed design. The failure may arise in the following situation. The
preceding vehicle, which has been followed, changes lane due to an obstacle such as a disabled vehicle in
thelane. That isthe driver of the preceding vehicle was capable of avoiding arear-end collision by using
steering. The following vehicle changes targets but finds itself within a short headway that is not large
enough for the RECA function to bring the vehicle to stop without callision. It is also not large enough
for the driver to act on time by steering the vehicle safely away from the obstacle. Thisfailure mode has
therefore several implications:

(i) The RECA function may have to be introduced together with lateral collision avoidance leading to a
fully automated vehicle.

(ii) The dedicated lane may have to exclude continuous entry exit configurations and use designated
entry and exit points where headways are large and speeds are low close to those points so that failure
(F2.8.16) cannot take place.

(iii) A more extensive communication network may have to be implemented with vehicle to vehicle and
roadway to vehicle communication. In such an environment the roadway should be able to detect
disabled vehicles and notify other vehicles. Vehicles should also notify the following vehicles of their
intentions to change lanes and of the status of their preceding vehicle.

The new potential failure modes associated with the above modifications, their causes and effects need
further research.

Potential Failure Mode F2.8.2: The RECA is activated unnecessarily.

The incorrect activation of the RECA may be due to following causes:

(F2.8.2) Incorrect range is sensed or incorrect TTC is calculated. (S=6, O=4)

The unnecessary activation of the RECA may annoy the driver, cause panic and affect his/her steering
performance. The design requirements are:
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(F2.8.2.2) The system must minimize the number of faulty activations of the RECA function as much as
possible. Independent ranging measurements and calculations of the TTC must be used.
Potential Failure Mode F2.9: SHM and RECA cannot be enabled
The possible cause of the above failureis:

(F2.9.1) Electronic malfunction. (S=7, O=2)
The effect is that the vehicle may fail the check-in test if the failure is detected by the on-board
diagnostics or the vehicle will have to exit the dedicated lane causing a disturbance to the traffic flow and
affecting efficiency.
The design requirements and recommendations are:
(F2.9.1) The controller electronics must be sufficiently reliable.
Diagnostics must be performed even when the SHM and RECA are in the standby mode. The driver shall
be notified of any detected malfunctions.
Potential Failure Mode F2.10.1: SHM and RECA cannot be disabled
The potential cause of the above failureis:

(F2.10.1) Electronic malfunction. (S=10, O=2)

The effect of the above failure is serious since the driver may feel out of control that could cause panic
and affect his/her performance for steering and other driving tasks.

The design requirements and recommendations are:
(F2.10.1) The controller electronics must be sufficiently reliable. The driver shall have redundant means

of turning off the SHM and RECA.. The switching off of the functions must follow the disabling
procedure so that the driver is not put in a situation he/she cannot handle.

Potential Failure Mode F2.10.2: SHM and RECA are disabled without first reducing speed and
increasing headway.
This malfunction may be caused by:

(F2.10.2) Software failure or failure of the brake actuator. (S=10, O=3)
The effect of the failure is serious and may lead to collision. In this case the driver may be putin a
situation of a short headway and high speed and be expected to assume manual control of the throttle and
brake. Most drivers may consider such situations dangerous and may not have enough time to act to

maintain full control of the vehicle.

The design requirements and recommendations are:
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(F2.10.2) The system must have redundancies in software and redundant braking actuator paths. The
system must be designed to fall back to a default speed and headway in a reliable manner when afailure
is detected before the SHM and RECA are disabled. The driver shall be notified.

Potential Failure Mode F2.11.1: Loss of communication of braking capabilities and intentions to trailing
vehicle
The potential cause of the above failure mode is due to:

(F2.11.1) Failure of transmitter. (S=10, O=3)
If the failure is detected fast enough the trailing vehicle will take that into account and increase its
headway. In this case efficiency will be affected. If undetected or detected late the calculated TTC of the
trailing vehicle may be large or incorrect leading to a possible rear-end collision.
The design requirements and recommendations are:
(F2.11.1) The system must have supervisory elements to monitor the transmitter. A redundant
transmitter may be necessary. If the transmitter fails permanently, the vehicle shall exit the lane.
Potential Failure Mode F2.11.2: The vehicle transmits incorrect braking capabilities or braking
intention to trailing vehicle.

The potential cause of the failure is due to:

(F2.11.2) Faulty or inaccurate measurements of braking capabilities and or braking intentions.
(S=10, O=6)

The effect of the above failure is a possible rear-end collision with the trailing vehicle due to the
inaccurate calculation of the TTC by the trailing vehicle.

The design requirement and recommendations are:

(F2.11.2) The measurement of braking capabilities must be accurate and reliable. The consistency and
accuracy of these measurements shall be monitored. Independent means for calculating braking
capabilities must be employed.

Potential Failure Mode F2.12.: The system fails to adjust speed around curves.

The system is designed to coordinate with steering and adjust speed around curvesin order to maintain
stability and driving comfort. Failure to do so may be due to the following:

(F2.12.1) Incorrect preview road data or incorrect steering angle information. (S=10, O=3)
(F2.12.2) Throttle and/or brake actuator failure. (S=10, O=3)
(F2.12.3) Controller electronics and/or software failure. (S=10, O=2)
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The potential effect of the above failuresis for the vehicle to go out of control and cause a major accident
or cause a considerable discomfort to the driver and passengers. The following design requirements and
recommendations are generated by the FMEA.

(F2.12.1) There must be more than one source of preview data and steering angle information not subject
to common mode failures.

(F2.12.2) The system must use sensor and diagnostic programs to monitor the throttle and brake
actuators. When a malfunction is detected the system shall slow down the vehicle and notify the driver.

(F2.12.3) The system must have supervisory elements or adequate redundancies for the controller
electronics and software. When a malfunction is detected the system shall slow down the vehicle and
notify the driver.
H2.2 Blind-spot warning
The failure modes, causes and effects as well as the design requirements and recommendations for the
BSW are the same asin ERSC1 and are repeated here for the sake of completeness.
Potential Failure Mode F2.13.1: The systemis unable to provide warning
The system may fail to give awarning due to any one of the following factors:

(F2.13.1.1) Blind spot sensor failure (S=7, O=5)

(F2.13.1.2) Electronics failure or software failure (S=7, O=2)

(F2.13.1.3) Threshold has been set too high (S=7, O=4)

(F2.13.1.4) Warning delivery device failures (S=7, O=2)

The effect of these component failures is that safety will be compromised during lane changing if the
driver relies too much on the warning. The design requirements and recommendations are:

(F2.13.1.1) Supervisory elements must monitor the output of the sensor for reasonableness and
consistency. The driver shall be notified when a malfunction is detected.

(F2.13.1.2) Supervisory elementsin hardware and software must be used to detect software or hardware
failures. The driver shal be notified when a malfunction is detected.

(F2.13.1.3) The default threshold must be set to alow level. The driver shall be aware of the lack of
warnings due to the high threshold setting.

(F2.13.1.4) The warning device must be reliable. Redundant warning delivery methods shall be used.

Potential Failure Mode F2.13.2: The system gives false BSW alarms
False alarms may be given by the system due to the following failures:

(F2.13.2.1) Blind spot sensor gives incorrect reading (S=5, O=5)
(F2.13.2.2) Electronicsfailure or software failure (S=5, O=2)
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(F2.13.2.3) Threshold has been set too low (S=5, O=4)
(F2.13.2.4) System misinterprets driver intention to change lanes (S=5, O=7)

The above failures may lead to many false alarms that may distract the driver and reduce his/her
confidence level on the system. The design requirements and recommendations are:

(F2.13.2.1) Supervisory elementsin hardware and software must be used to monitor the sensor. The
driver shall be notified when a malfunction is detected.

(F2.13.2.2) Supervisory elementsin hardware and software must be used to detect software or hardware
failures. The driver shall be notified when a malfunction is detected.

(F2.13.2.3) Thedriver shall be able to select athreshold level that he/she is comfortable with. The
default threshold must be set to alevel appropriate for typical conditions.

(F2.13.2.4) A reliable method must be used to sense the intentions of the driver to change lanes or the
system must be redesigned to eliminate the necessity of sensing driver's intentions.

If the system is on all the time the false alarm rate will be high due to the detection of vehiclesin the next
lane that are not threatening. If the warning is audible a high false alarm rate may be very undesirable to
the driver. If the warning is visual such as a head up display indicating the presence of an obstacle in the
blind spot a high "false" alarm rate may be acceptable but the warning may not be as effective. The BSW
must be active and ready to operate before the driver initiates lane changing. A method must be
developed that meets this requirement without introducing false alarms. Sensing the turn signal and
steering wheel angle is another method of detecting the intentions of the driver to change lanes and
activating the BSW. This method, however, may lead to a delayed warning that may not be effective.
Further research is needed in order to develop a method for activating the BSW."”
Potential Failure Mode F2.14 : The BSW cannot be enabled
The driver may not be able to switch the BSW on due to:

(F2.14.1) Electronics failure (S=6, O=2)
The effect of thisfailure is not safety critical provided the driver is aware that the BSW is not on.
The design requirements and recommendations are:
(F2.14.1) The controller electronics must be sufficiently reliable and must have supervisory elementsin
hardware and software. The driver shall be notified about changes in the BSW operating modei.e.: on,
off, malfunction.
Potential Failure Mode F2.15: The BSW cannot be disabled
The driver may not be able to disable the BSW dueto:

(F2.15.1) Electronics failure (S=3, O=2)

The design requirements and recommendations are:
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(F2.15.1) The controller electronics must be sufficiently reliable. There shall be redundant methods to
disable the BSW.

Potential Failure Mode F2.16: The threshold of the BSW cannot be adjusted
The threshold of the BSW is adjusted by the driver. This adjustment may not be possible due to:
(F2.16.1) Electronics failure (S=6, O=2)

The effect of such failure is that the driver may feel uncomfortable with the current threshold. If the
threshold is high the driver may not receive warnings when he/she should and if it islow the driver may
receive many unnecessary warnings. Such response will be annoying and will reduce the level of
confidence on the system.

The design requirements and recommendations are:

(F2.16.1) The controller electronics must be sufficiently reliable. The threshold setting shall default to a
low level when the BSW is enabled for the first time. The driver shall be able to read and verify the
selected threshold setting.

H2.3 Lane Departure Warning
Potential Failure Mode F2.17.1: Loss of lane departure warning function
The system may fail to provide a lane departure warning due to the following causes:

(F2.17.1.1) Loss of lane reference position due to damage or loss of roadway reference aids.
(S=9, O=5)

(F2.17.1.2) Lateral reference sensor fails or gives erroneous readings. (S=9, O=4)
(F2.17.1.3) Controller electronics or software failure. (S=9, 0O=2)

(F2.17.1.4) Warning delivery device failure. (S=9, 0=2)

The effect of these failuresis a departure of the vehicle from the center of the lane when the driver relies
too much on the warning and he/she is not very attentive.

(F2.17.1.1) Supervisory elementsin lateral sensor processor (in software) must be able to detect the loss
of reference. The driver shall be notified when roadway lane reference aids are lost. Redundant reference
aids may be necessary.

(F2.17.1.2) Supervisory elements must be used to monitor the response of the lateral reference sensor.
The driver must be notified if amalfunction is detected. A redundant lateral sensor with the appropriate
logic may be essential.

(F2.17.1.3) The system must have supervisory elements (in hardware and software) or adequate
redundancies. When a controller malfunction is detected, system shall notify the driver.

(F2.17.1.4) Thewarning device must be reliable. Redundant warning delivery methods shall be used.
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Potential Failure Mode F2.17.2: The system gives unnecessary warning.
The system may give false warnings due to the following causes:

(F2.17.2.1) Lateral reference reading sensor gives erroneous readings. (S=5, O=5)
(F2.17.2.2) Controller electronics or software failure. (S=5, 0=2)

The effects of these failures are not serious. They may distract and annoy the driver and reduce
confidence in the system. In some cases they may make the driver more attentive.

The design requirements and recommendations are:
(F2.17.2.1) The system must check the reasonableness of lateral sensor data by using an appropriate
vehicle dynamics model. Redundant lateral sensors may be necessary. If amalfunction is detected, the
driver shall be notified.
(F2.17.2.2) The system must have supervisory elements (in hardware and software). When a controller
malfunction is detected, the system shall notify the driver.
Potential Failure Mode F2.18: LDW cannot be enabled
The potential cause of the failureis:
(F2.18) Electronics malfunction failure. (S=6, O=2)
The effect is that the driver has to operate the vehicle without the LDW. Safety is compromised.
The design requirements and recommendations are:
(F2.18) The controller electronics must be sufficiently reliable. The driver shall be notified about the
change in LDW operating mode.
Potential Failure Mode F2.19: LDW cannot be disabled
The potential cause of the failure is due to:
(F2.19) Electronics malfunction. (S=3, O=2)
The driver may get annoyed by receiving unwanted warnings.

The design requirements and recommendations are:

(F2.19) Thedriver shall have aredundant way of turning the system off.

Potential Failure Mode F2.20: Threshold cannot be adjusted.

The potential cause of the failure may be due to:
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(F2.20) Electronics malfunction in the controller or the driver interface. (S=6, O=2)

The effect of the failureis that the driver may be uncomfortable with the current threshold and he/she
may disable the system.

The design requirements and recommendations are:

(F2.20) The eectronics must be sufficiently reliable. The default threshold must be at a high level when
the LDW isfirst enabled. Driver shall be able to read and verify the selected threshold setting.

H2.4 Steering assist
Potential Failure Mode F2.21: Can not assist driver in steering
The steering assist may fail to assist the driver due to the following:

(F2.21.1) Lateral sensor failure. (S=5, O=5)
(F2.21.2) Erratic steering actuator response or failure of steering actuator.  (S=5, O=3)
(F2.21.3) Controller electronics or software failure. (S=5, O=2)

The effect of the above failures are not serious. They may affect ride quality and increase driver
workload.

The design requirements and recommendations are:

(F2.21.1) The system must employ supervisory elements to detect sensor failures. Driver shall be
notified when a sensor malfunction is detected. Redundant lateral sensor and appropriate logic may be
necessary.

(F2.21.2) The system must employ supervisory elements and self diagnostics to monitor the steering
actuator. The system must be designed to accommodate steering actuator failures without causing the
vehicle to depart from the lane. When a failure is detected the system shall accommodate it or the
steering assist system shall be disconnected and the driver shall be notified.

(F2.21.3) The controller must be sufficiently reliable. If afailure is detected, the steering actuator must
be disconnected and the driver be notified. Controller and software redundancies may be necessary.
H2.5 Driver Vehicle Roadway | nterface
Potential Failure Mode F2.22: Failure of check-in function.
The check-in function may fail to perform as designed due to the following:
(F2.22.1) On-board diagnostics fail to detect a fault in major functions of the vehicle. (S=9, O=3)
(F2.22.2) Driver ignores the results of the on-board diagnostics. (S=9, O=3)

(F2.22.3) On-board diagnostics makes a wrong decision about a component or function that was
not at fault. (S=6, O=2)
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The effect of the first two failuresis that the vehicle will enter and operate in the dedicated lane without
being fit. The last failure will stop the vehicle from entering the dedicated lane even though it isfit. The
severity of the first two failuresisfairly high . It will affect safety and efficiency especialy if the vehicle
staysin the lane for long time. The design requirements and recommendations are:

(F2.22.1) Diagnostics algorithms must be robust and highly reliable. Roadway shall be able to detect an
unfit vehicle operating in the dedicated lane. Law enforcement can be used to deal with the violators.

(F2.22.2) The roadway shall be able to identify an unfit vehicle operating in the dedicated lane. Traffic
rules and regulations must be used to deter the driver from violating the rules.

(F2.22.3) On board diagnostics must be highly reliable. Redundancies and supervisory elements must be
considered for improving reliability

Potential Failure Mode F2.23: The driver failsto enter the lane or he/she enters the lane improperly
The driver may fail to merge into the dedicated lane due to the following:

(F2.23) Dedicated lane is congested or driver isnot able to merge due to high speed and/or
small gap in dedicated lane or driver doesn't have the required skills. (S=7, O=4)

The effect of the failure isthat the vehicle is restricted from or delayed in entering the dedicated lane.
Thiswill lead to possible congestion in the transition lane or entrance to the lane.

The design requirements and recommendations are:

(F2.23) Theroadway must enforce lower speeds and larger headways near the entry points. Driver skills
for merging into the dedicated lane should be tested as part of the licensing procedure.

Potential Failure Mode F2.24: Driver failsto respond to BSW and/or LDW

The driver may fail to respond to the BSW and/or LDW due to the following:

(F2.24.1) Driver ignores warning unintentionally or becomes confused. (S=10, O=4)
(F2.24.2) Driver ignores warning intentionally due to high false darm rate. (S=10, O=4)

The above failures have a serious impact on safety and in some cases may lead to collision. The failures
may be the result of human error. The system shall be designed so that it does not induce human errors.
The following design requirements and recommendations are generated:

(F2.24.1) Thewarnings shall be very clear and unambiguous to the driver. Driver interface shall be as
simple as possible.

(F2.24.2) Fase alarm rate must be very low. The warning signals must be easily distinguishable from

each other. The warning threshold shall be adjustable by the driver. The driver interface with the warning
devices shall be as simple as possible.

Potential Failure Mode F2.25: Driver failsto respond to traffic information



Raytheon Task L Page 71

The driver may fail to respond to traffic information provided by the roadway due to the following:
(F2.25.1) Driver capability isimpaired. (S=4, O=5)

The effect of the failure is that the efficiency of the dedicated lane may be affected. Under some

circumstances safety may be affected if the driver ignores the advice from the roadway. The design

requirement is that:

(F2.25.1) Roadway traffic information must be clear and brief.

Potential Failure Mode F2.26: The driver can not exit the lane.
The driver may not be able to exit the lane due to:
(F2.26.1) Congestion in manual lane or the transition lane. (S=6, O=5)

The effect is that the vehicle will remain in the dedicated lane. If the vehicleis exiting dueto
malfunction of the automated functions, then the efficiency of the dedicated lane may be degraded.

The design requirements and recommendations are:
(F2.26.1) A dedicated transition lane or some form of regulation such as "yield to auto lane" must be
implemented to ensure easy exit even when traffic congestion exists in the manual lane. The system must
warn the driver of congestion, ahead of time, via traffic information communication.
Potential Failure Mode F2.27.1: System does not fall back to ERSC1
The system may fail to revert to ERSC 1 operating mode due to:
(F2.27.1) Software failure. (5=10, 0=2)
The failure may affect safety depending on the situation.
The design requirements and recommendations are:
(F2.27.1) Reliable supervisory and diagnostics programs must be implemented. Redundant means for
returning to the ERSC 1 mode must be used.
Potential Failure Mode F2.27.2: Driver fails to assume role for ERSC 1.
The driver may fail to assume his/her role for ERSC 1 due to the following:

(F2.27.2.1) Warning delivery device failure. (5=10, O=2)
(F2.26.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)
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The effect of these failuresis apossible collision. If the vehicle reverts to ERSC 1 and the driver
operates asif the vehicleisin ERSC2 acollision is possible. The design requirements and
recommendations are:

(F2.27.2.1) Thewarning device must be reliable. Redundant warning delivery methods must be used.

(F2.27.2.2) Thewarnings and instructions to the driver must be clear and understandable and shall not
impose a heavy workload on the driver.

The question whether a driver can switch from one mode of operation to another within a short time by
following the warnings and instructions given by the vehicle is a human factors issue that requires further
research. Theissueismore crucial when the two often used modes of operation are manual and ERSC 2.
The driver may gain experience and be able to handle these two modes and the transition between them

but he/she may have little or no experience with ERSC 1. Another issue is whether the driver can
understand the different modes of operation and adjust to them fast enough.

Potential Failure Mode F2.28.1: System does not fall back to manual control
The system may fail to revert to manual control due to:
(F2.28.1) Controller software failure. (S=10, O=2)
Due to the above failure the vehicle may continue to be under automatic control when it should be under
manual control. The driver may try to disable the RECA and SHM functions. He/she may also get
confused, panic and cause an accident.
The design requirements and recommendations are:
(F2.28.1) Reliable supervisory and diagnostics programs must be used. Redundancies in hardware and
software may be necessary.
Potential Failure Mode F2.28.2: Driver fails to assume full manual control
The above failure may be caused by any one of the following factors:

(F2.28.2.1) Warning delivery device failure. (S=10, O=2)
(F2.28.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

Due to the above failure the vehicle may continue to be under automatic control when it should be under
manual control. Safety will be affected and collision is possible. The design requirements and
recommendations are:

(F2.28.2.1) Thewarning device must be reliable. Redundant warning delivery methods must be used.

(F2.28.2.2) Thewarnings and instructions must be clear and understandable. Driver workload must be
manageable.

According to the above requirements the system must be designed so that it does not induce human
errors. The method of instructing the driver to switch modes of operation when the vehicleis at
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relatively high speed and short headway is an important human factorsissue. Slowing down the vehicle
and increasing headway may reduce the workload of the driver but may have an adverse effect on
efficiency. Further research isrequired in order to find an optimum way in terms of efficiency and safety
to switch from ERSC 2 to the manua mode.

Potential Failure Mode F2.29: The system fails to notify the driver of correct mode of operation
The system is designed so that it notifies the driver of its mode of operation. For example whether the
SHM and RECA, BSW, LDW and steering assist functions are on, off or thereisamalfunction. Failure
of the system to do so may be due to:

(F2.29.1) Electronicsor software failure. (S=8, O=3)
Failure of the system to notify the driver of its correct mode of operation may lead to confusion. Asa
result the driver may decide to initiate a check-out procedure and exit the lane. The driver may also panic
under some situations where the wrong mode is displayed and cause an accident.

The design requirements and recommendations are:

(F2.29.1) The eectronics and software must be very reliable. Redundancies and on board diagnostics
must be used to improve reliability.

How much information the driver should be given about the operational status of the vehicle is an issue
that needs further research. The workload of the driver shall be low and manageable. Any information
given to the driver shall be clear, brief and easy to process at all speeds and headways.®*

Vehicle, Driver Diagnostics and Maintenance

Vehicle Diagnostics

The FMEA for ERSC2 gives an extensive list of design requirements and recommendations that involve
the use of diagnostics for ailmost al components, sensors, actuators and software that are used for the
functions of SHM, RECA, steering assist, BSW and lane departure warning. The use of diagnosticsis
essential in avoiding over designing the system with redundancies. Even though diagnostics may be less
costly than redundancies they still increase the cost as the number of the AHS functions increases.

The most crucia diagnostics for ERSC2 are those covering safety functions. These are the diagnostics
used for the RECA and SHM. In particular the functions associated with the calculation of the safe
headway, the ranging measurements and the brake subsystem need to be protected with redundancies and
on board diagnostics.

Asin ERSC1 the monitoring of the overall motion of the vehicle using an executive controller with
diagnostics that is based on a validated vehicle model as shown in figure 8, could be an essential feature
of the vehicle of ERSC2. These overall diagnostics will add an additional layer of safety by detecting and
accommodating failures that cannot be easily detected at the local component level.

Driver Diagnostics

In ERSC2 the driver is responsible for steering and he/she is expected to be aert. Driving, however, in a
single straight lane for along period of time such asin rural areas without having to pay attention to the
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longitudinal motion of the vehicle may cause drowsiness.”” The situation also exists in today's driving in
rural areas when the traffic is very light and the vehicle is on cruise control. In ERSC2, however, these
situations will appear more often due to the fully automated longitudinal motion of the vehicle and need
to be studied.

Another important issue is the effect of the fully automated longitudinal function on the steering
performance of the driver. His/her reaction time to lateral collision avoidance may increase. The question
whether on board driver diagnostics are essential in order to continuously monitor and assess the status of
the driver at ERSC2 is a human factors issue that needs to be addressed. Since in this situation the driver
is not performing any driving tasks the assessment of his/her alertness has to be done by checking
physical responses such as eye lid movement etc.””

In ERSC2 the system is designed so that the transition from the fully automated longitudinal control
function to the manual one is done by reducing speed and increasing headway to default levels that are
considered to be comfortable for the driver. The level of comfortable speed and headway will differ
depending on the status of the driver, i.e., how drowsy he/sheis etc. An effective method for assessing
the status and capability of the driver to resume manual control is needed since it will help in selecting
levels of speed and headway for the transitions in order to optimize safety and efficiency.

Maintenance

The trend of low maintenance that exists in today's vehicle is expected to continue and apply to the AHS
vehicles. Thistrend calls for very reliable components with long mean time to failure values and
extensive use of sensors and diagnostics. There is no doubt that the price of alow maintenance vehicle is
the high initial cost of the vehicle. The specific maintenance requirements for the various components of
ERSC2 are technology and equipment dependent and are difficult to develop at this stage. Thereisno
doubt that the automobile manufacturers will choose components and designs that do not require frequent
maintenance. For example the use of an optical method for sensing range where the driver isrequired to
clean the lens every time he/she drives the vehicle or whenever the lens gets dust will not be accepted.
Also the need for frequent alignment of aranging sensor may be areason for rejecting the sensor for the
proposed application.

Since electronic components have lower maintenance needs than mechanical and hydraulic components
that are more susceptible to wear, the increase in the number of electronicsin the vehiclesfor ERSC 2 is
not expected to increase the frequency of maintenance.

The addition of redundant braking paths and the impact the braking capabilities of the vehicles have on
safety may call for more frequent maintenance for things like brake fluids, and brake pads, tires etc.

The use of diagnostics to monitor the state of mechanical parts together with improvement of materials
will help minimize the need for frequent maintenance.

Retrofitting

Asin ERSCL, retrofitting of vehicles for ERSC2 is going to be costly and unacceptable to users and
automobile manufacturers. The question whether vehicles developed for ERSC1 can be upgraded to be
used for ERSC2 is worth raising. The answer is that technically such upgrading is feasible but is going to
be costly. The reason is that the design requirements for the ERSC2 vehicles are very different from
those for ERSC1 vehicles. For example an ERSCL vehicle has to go through major changes and testsin
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order to meet the required reliability levels for components such as brake actuators, ranging sensors and
the additional diagnostics that are essential for ERSC2. Table 4 summarizes the results of retrofitting for

ERSC2.
Table 4 Retrofitting for ERSC 2.

Category of Vehicles Technically Feasible Cost User Acceptance
VehicleswithnoERSC 1, |Yes Very High Unlikely

2 capabilities

Vehicleswith ERSC 1 but | Yes High Unlikely

not ERSC 2 capability

Vehicles built for easy Yes High Unlikely
retrofit

Vehicles built independent | Yes Moderate to high Questionable
of ERSC2 but have similar depending on the extent

capabilities for ERSC2 of retrofitting

Deployment Scenarios

ERSC2 can be considered as an upgrade of ERSC1 and could form a second deployment stage of AHS
provided the reliability problems addressed earlier are resolved.

ERSC2 will increase the capacity of the dedicated lane considerably since the headway chosen by the
vehicle is much smaller than that for ERSC1 (where the driver sets the headway) and the vehicle speed
commanded by the roadway could be kept above alower limit. Two of the major problems that need to
be resolved before ERSC2 is deployable are the problems of liability and human factors and safety
associated with the effect of the full authority longitudinal controller on the human driving tasks that
include steering and lateral collision avoidance. The problem of liability arises from the fact that the
vehicle chooses the headway and is responsible for rear-end collision, and the roadway chooses the
speed. One can imagine a series of accident situations where liability issues are likely to be raised with
the accident cause attributed to the vehicle and/or roadway. In some of these situations it may be difficult
to distinguish between the cause due to driver's error and the cause due to equipment failure or error. The
effect of the full authority longitudinal controller on the steering performance of the driver especially
during lateral collision avoidance situations is a human factors and safety issue that needs to be
addressed. The driver for example may fail to use steering to avoid arear end collision where braking
alone is not sufficient due to the short headway relative to his/her reaction time. One possible scenario is
to modify ERSC2 so that steering for lane changing is restricted to designated points where a different
headway and speed are selected and the vehicle and roadway functions are modified so that rear-end
collision avoidance using steering is not necessary along the lane. Such modifications may demand more
vehicle to vehicle and roadway to vehicle communications as well as roadway sensors to sense disabled
or unfit vehicles and obstacles along the lane and notify the vehicles upstream accordingly.

Another possible scenario isto add lateral collision avoidance and lane keeping and remove the human
driver from the driving loop completely. Such avehicle, however, becomes the same as the one used for
ERSCA4 to be discussed later on. Another obstacle to the deployment of ERSC2 is the increase in the cost
of the vehicle due to the considerable number of redundancies and diagnostics that are required for
reliable operation.
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Key Results and Conclusions

1. In ERSC2 a system on the vehicle calculates the safe headway to be used in vehicle following. The
size of the headway is such that the vehicle can always stop by using braking without colliding with the
preceding vehicle or an obstacle in the lane. The choice of headway has an impact on safety and capacity.
Safety calls for large headways. For a safe and efficient operation, a minimum safe headway that
guarantees collision free vehicle following under certain worst case scenarios,® depends on alot of
factors that include the braking capahilities of the vehicle and those of the preceding vehicle, the friction
coefficient between the tires and road, time delays and accuracy of brake actuators and sensors, current
vehicle speed, computational delays etc. The accurate estimation and measurements of al the factors that
affect the minimum safe headway is a challenging problem that requires further research. One of the most
important factorsis the friction coefficient between the tires and the road. Several methods have been
proposed for estimating its value on-line ®“* to be used for applications such as traction control. Slippery
spots along the lane due to snow or rain have to be detected a priori in order to be used for headway
calculations. The variation of the friction coefficient introduces a variation in the value of the minimum
safe headway. The use of a conservative estimates of the friction coefficient by assuming a slippery road
and vehicles with "bad" tires will lead to alarge and undesirable, from the point of view of capacity,
headway. The accurate estimate of the friction coefficient and of the braking capabilities of the vehicleis
an important safety and capacity issue that needs further research. The communication of the braking
intentions, such as braking for emergency, from the preceding vehicle to the following one plays the role
of the brake lightsin normal driving. It helps reduce the computational delay for detecting emergency
stops and the value of the minimum safe headway. The best method of communicating the braking
intentions to the following vehicle without interference is a design issue that needs to be addressed.

2. Thefull authority longitudinal controller for ERSC2 hasto be protected from all possible failures.
This requirement calls for a highly reliable system with multiple redundancies for the sensors, actuators,
electronic and software components. A block diagram of the envisioned full authority controller with its
redundanciesis shown in figure 15.
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Figure 15: Theblock diagram of the potential design of the full authority longitudinal controller.

The proposed design has two active channels that are designed so that they are not subject to common
mode failures. The executive controller and diagnostics monitor the two channels and switch from the
faulty one to the healthy onein case of failure in away that does not affect the performance of the
system. The ranging measurements have a third redundancy due to the higher susceptibility of the
ranging sensors to errors and inconsistencies. When one of the channels fails the vehicle shall be
considered unfit to operate in the lane and shall follow a check out procedure for exiting.

The diagram indicates the level of complexity that may be required in order to meet the reliability
requirements that are essential for the full authority longitudinal controller. That level of complexity is
expected to increase cost. The additional cost as a percentage of the cost of the vehicleis hard to evaluate
at this stage.

3. In ERSC2 the driver isresponsible for steering and lateral collision avoidance. The effect of the full
authority longitudinal controller on the steering performance of the driver especially during situations
where steering is essential for avoiding a rear-end collision is a human factors issue that needs to be
addressed. Furthermore the effect of hard braking during a rear-end collision avoidance situation on the
steering performance of the driver is aso a human factorsissue that needs to be addressed. The above
comments raise the question of whether the full authority longitudinal controller should be introduced
together with the full authority lateral controller.

4. The driver in ERSC2 shall not be put in a situation of a short headway and high speed, relative to
his/her reaction time, that he/she cannot handle. As aresult the transition from the full authority
longitudinal controller to the manual mode shall be completed after the system has increased the headway
and reduced the speed to some preset levels that are comfortable for the driver. The driver shall not have
adirect override of the longitudinal controller since that may put him/her in the situation of a short
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headway and high speed that he/she may not be able to handle. The driver, however, shall always be able
to initiate the transition from the automatic to manual mode as described above.

5. The full authority longitudinal controller reduces the workload of the driver considerably in highways
with no curves in urban and even more in rural areas possibly causing drowsiness that may affect driver's
performance in the normal driving tasks. Thisis ahuman factors issue that needs to be studied.

6. The use of the blind spot warning in ERSC2 is to assist the driver during lane changing. The
effectiveness of the warning will depend on how and when it is given to the driver. Human factors
studies are required to resolve this issue.

7. A lane departure warning assists the driver in keeping the vehicle in the center of the lane. The
accuracy of the warning depends on the accuracy of the sensing the position of the vehicle relative to the
center of the lane. The sensor requirements call for lane reference aids and sensors on the vehicle. These
hardware requirements increase infrastructure and vehicle cost. This cost hasto be traded off with the
potential safety benefits offered by the warning system. This trade off analysisis an issue that needs to be
resolved by further research.

8. All the automated and partially automated functions and warnings would have on board diagnostics to
monitor the performance and functionality. These diagnostics could be used even when the vehicleisin
the manual mode. As aresult the driver will be notified if his’her vehicleis not fit to operate in the
dedicated lane before he/she approaches the lane. Therefore no elaborate and time consuming check-in
procedures are required at the entrance to the dedicated lane of AHS.

9. The transition from ERSC2 mode of operation to ERSC1 may take place when the RECA function is
no longer reliable due to environmental conditions, component failure etc. This switching mode of
operation raises severa questions that need to be addressed. The main question is whether the driver can
switch from one mode of operation to another within a short time by following the warnings and
instructions given by the vehicle. The transition is more critical when the driver is used to operating in
ERSC2 and manual mode and ERSC1 operation israre. The driver is not expected to understand the
details of the different modes of operation and adjust to them fast enough. Human factors studies need to
be performed in order to examine the feasibility of switching from one ERSC to alower one.

10. The system must be designed so that it is not inducing human errors. The operation of the system
shall appear simple to the driver and the interface, instructions and warnings shall be clear, brief and
understandabl e without overloading the driver to the point that his/her driving tasks are affected. This
requirement puts alimit as to how much information the system may display to the driver. Further
research is required to develop the vehicle driver interface through on board displays.

11. Retrofitting vehicles with no ERSC 2 capahilities to operate in ERSC2 is an expensive proposition
that is not expected to be acceptable by users and automobile manufacturers. The upgrading of ERSC1
vehiclesto ERSC2 is also going to be expensive due to the additional functions and redundancies
required for ERSC2. An ERSC2 vehicle is almost a new design when compared with the vehicle for
ERSC 1.

12. The low maintenance trend of today's vehiclesis expected to continue for ERSC2 vehicles by the use
of more electronics and on board diagnostics that monitor the equipment and provide warning for
maintenance. These diagnostics will add to the acquisition cost of the vehicle. The lane reference aids,
however, provided by the roadway have to be maintained and be available under almost all
environmental conditions. The maintenance cost taken up by the roadway could be very high.
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SECTION 4 ERSC 3 ANALYSIS

Aswith ERSC 1 and 2 in this section we present the details of the operation of ERSC 3 and specify the
vehicle functions and interface with the driver and roadway as well as the functional and reliability
requirements. We perform a system level FMEA in order to study the need for redundancies, diagnostics
and identify possible deficiencies in the proposed functions of the system. The FMEA allows us to study
reliability and maintenance issues and assess the potential for deploying ERSC 3 and for retrofitting. The
section is concluded with alist of key findings and conclusions.

Vehicle Functions and Interface with Roadway and Driver

As with the previous ERSCs we start with a specific operating scenario for ERSC 3 that we use to
develop the vehicle functions and the functions associated with the interaction of the vehicle with the
roadway and driver.

Operational Scenario

The fitness of the vehicle to operate in the dedicated lane is evaluated constantly through on board
vehicle diagnostics even when the vehicle is operating on manual lanes. When the vehicle approaches
the dedicated lane it establishes communication with the roadway and presents its fitness status. The
driver indicates his/her intention to enter the lane. If the vehicle isfit the roadway issues a permission to
enter the lane. The driver looks for a safe gap and drives the vehicle into the dedicated lane. The
roadway coordinates the merging of vehiclesin the lane by controlling traffic via speed and headway
commands for the vehicles operating in the lane and green and red signals for the merging vehicles. The
lateral collision warning (LCW) is on during entry to the lane in order to assist the driver to merge safely.
Once in the lane the driver switches on the automatic functions which are the SHM, RECA, and lane
keeping (LK). The SHM, RECA operate asin ERSC 2. The LK function takes over steering in order to
keep the vehicle in the center of the lane. The operation of the vehicle is "feet-off", "hands-off* and the
driver has no direct overriding capabilities. He/she can disable the SHM, RECA and LK functions by
initiating a check-out procedure. In this case the SHM function reduces speed and increases headway to
alevel which is comfortable for the driver and warns the driver to take over the throttle and brake.
Similarly the LK system warns the driver to assume manual steering and allows him/her to start
providing steering inputs. These inputs are augmented by the LK function in order to keep the lateral
deviation from the center of the lane to within certain limits. The less correction the driver steering
inputs require the more authority over steering is given to the driver until the LK function switches off
completely and the driver isin full control of the vehicle. When the check-out procedure is complete the
driver with the aid of the LCW drives the vehicle out of the dedicated lane. The roadway is informed
when the vehicle intends to exit and when the exit maneuver is completed. If the driver fails the check-
out procedure repeatedly the vehicle guides itself to a special ramp or shoulder lane where it stops and
notifies the roadway. During operation in the dedicated lane the on-board diagnostics continuously
monitor the fitness of the vehicle functions. The diagnostics may signal a check-out procedure in case of
malfunctions and warn the driver appropriately. The system allows vehicles operating on fall-back
modes in the dedicated lane at least for short periods of time, without affecting the safety of the fit
vehicles. The fall-back modesinclude: operation asin ERSC 2, operation asin ERSC 1 and manual
operation. The entry and exit configurations for ERSC 3 are the same as those for ERSC 1, 2 and are
shown in figures 2, 3.
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Aswith the previous ERSCs we start with the following high level vehicle functions that we use to
generate the vehicle functions associated with ERSC 3.

H3.1
H3.2
H3.3
H3.4

Speed and Headway Maintenance and Rear-End Collision Avoidance
Lane Keeping
Lateral Collision Warning

Driver, Vehicle, Roadway Interface

H3.1 Speed and Headway Maintenance and Rear-End Collision Avoidance.

The block diagram of the SHM and RECA is shown in figure 16.

Y

Communication
of braking
capabilities
and intentions
to trailing
vehicle

Page 80

Coordination
Lane
Keeping
Communication
of braking Brake
capabilities Controller for Actuator
and intentions 3 RECA
from preceding
vehicle
headway Controller for | Throttle
Sensors for recom. SHM +—>| Actuator
relative speed
and spacing, >
vehicle speed, mode change speed
brakin
o g of enable/disable
capabilities operation
Roadway

target speed

Driver

Figure 16: Speed and headway maintenance and rear-end collision avoidance.

Inputs:

Vehicle speed from speed sensor
Relative speed and spacing from ranging sensor
Braking capabilities of vehicle obtained using on board sensors
Braking capabilities and intentions of preceding (target vehicle) obtained via communications
Driver commands: enable, disable and speed/headway changes
Roadway commands: target speed, headway recommendations based on road conditions, traffic
status and environmental conditions.

Steering angle and preview road data.

Outputs:

Throttle actuator command
Brake actuator command

Mode of operation displayed to the driver

Braking capabilities and intentions to trailing vehicle
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Functional specifications:

The system calculates the safe headway based on the braking capabilities of the vehicle, the information
about the braking capabilities of the preceding vehicle obtained via communication and any headway
recommendation received from the roadway. The SHM adjusts the vehicle speed in order to reach and
maintain the calculated headway. The SHM responds to roadway target speed commands provided the
response does not lead to a reduction of the selected headway. The switching from headway to speed
maintenance isthe same asin ERSC 1, 2. The SHM uses engine torque and soft braking for controlling
the speed and headway. Hard braking is the responsibility of the RECA function.

The RECA function monitors the actions and responses of the SHM and cal culates the minimum time to
collision (TTC). If the TTC becomes less or equal to the time required for bringing the vehicle to afull
stop without collision the RECA provides the appropriate commands to the brake actuator overriding the
actions of the SHM.

The driver cannot intervene in the operation of the SHM and RECA functions by overriding the actions
of the throttle and brake. He/she can initiate a disabling procedure during which the SHM function
reduces the speed and increases the headway to some preset values that are compatible with driver skills
and reaction times and warns the driver to resume control.

The system interacts with the lane keeping function in order to adjust speed and maintain stability and
riding comfort around curves.

The main functions of the SHM and RECA and the functional and reliability requirements are:

F3.1 Calculate safe headway
The SHM uses information from on-board sensors that sense vehicle's braking capabilities, the
braking capabilities of the preceding vehicle obtained via communication and headway
recommendations from the roadway to calculate a safe headway for vehicle following. The
calculation of the safe headway shall take into account all factors and worst case stopping
scenarios.

F3.2 Maintain cruise speed
The vehicle shall maintain a driver selected speed when no moving or stationary obstacles are
within a calculated certain range. It shall respond to driver commands for changing the speed.

F3.3  Track and maintain roadway commanded target speed
The vehicle shall track and maintain the roadway commanded speed when no moving or
stationary obstacles are within a calculated certain range, as long as the driver selected headway
or the minimum safe headway is not violated.

F3.4 Maintain headway
The vehicle shall maintain the headway selected by the vehicle under all environmental
conditions, road geometry and freeway speeds.

F3.5  Switch from maintaining cruise speed to maintaining headway
When the system senses a valid target in the same lane within a certain range it shall switch to
the following mode and maintain a safe headway calculated by the vehicle.

F3.6  Switch from maintaining headway to maintaining cruise speed
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When the target is no longer valid (or within range) the system shall switch to maintaining the
current cruise speed.

Switch from maintaining cruise speed to maintaining the roadway commanded

target speed

The system shall respond to roadway target speed commands by changing current cruise speed to
the target speed in a smooth manner provided no obstacle is within a certain range

Hard braking for rear-end collision avoidance

The system shall calculate the time to collision (TTC) continuously by monitoring the actions
and response of the SHM function, the status of the vehicle and of the preceding one. If the TTC
becomes less or equal to the time required for stopping without collision then it shall send the
appropriate command to the brake actuator to avoid a rear-end collision.

Enable the SHM and RECA
Upon driver command the SHM and RECA shall both be switched on at the same time.

Disable the SHM and RECA
Upon driver command the SHM and RECA functions shall be disabled by first reducing the
speed and increasing the headway to levels that are safe for manual driving.

Communication of braking capabilities and intentions to the

trailing vehicle

The system shall communicate the vehicle's braking capabilities and intentions to the trailing
vehicle in the same lane under all freeway conditions.

Coordination with lane keeping and steering

The SHM and RECA shall coordinate with lane keeping and steering in order to adjust speed and
maintain vehicle stability and riding comfort around curves.

Lane Keeping

The functional block diagram of lane keeping is shown in figure 17.

Inputs:

Lateral 1 > Controller | NG Steering
sensors —>> Actuator
mode
of coordination

T ,— . E/D
operation ¢

Roadway lane
reference aids
and preview
information

Driver SHM and RECA

Figure 17: Lanekeeping.

Deviation from center of the lane
Vehicle heading data (yaw rate, slip angle)
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Preview information about the geometry of the roadway
Driver commands; enable, disable
Vehicle speed, brake actuator position from SHM and RECA

Outputs:
Command to steering actuator
Mode of operation displayed to the driver
Steering angle and steering intentions to SHM and RECA

Functional specifications:

The system uses inputs from lateral sensors that sense the position of the vehicle relative to the center of
the lane, the yaw rate and the dip angle and preview information about the geometry of the road ahead.
It calculates and sends the appropriate control commands to the steering actuator so that the vehicle
remains in the center of the lane while traveling at highway speed. The system interacts with the SHM
and RECA so that steering around curves is coordinated with speed in order to maintain vehicle stability
and riding comfort. The system is switched on by the driver during entry to the dedicated |ane provided
the lane has the appropriate reference aids required by the on board lateral sensors. The driver cannot
override the system while in the dedicated lane but he/she can initiate a check-out procedure that
gradually disables the system provided the driver isfit to take over steering. The fitness of the driver is
assessed by the system by allowing the driver some authority over steering. The driver'sinputs are
augmented by the system so that the performance of the vehicle is within certain bounds. The driver's
authority over steering isincreased gradually depending on his/her performance until the driver isin full
control. The system notifies the driver of its mode of operation i.e., on, off, stand by, malfunction.

The specific functions of lane keeping and functional and reliability requirements are listed below:

F3.13 Keep vehiclein the center of lane
The system shall keep the vehicle in the center of the lane at al highway speeds, under all
roadway and environmental conditions and during all modes of operation of the SHM and RECA
functions.

F3.14 EnableLK
Upon driver command the LK function shall switch on.

F3.15 DisableLK
Upon driver command the LK function shall initiate a check-out procedure (see check-out
function F3.24) and disable itself when the driver assumes full authority of steering for lane

keeping.

H3.3 Latera Collision Warning

The functional block diagram of the LCW is shown in figure 18.
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Lateral closing

rate and position
sensor for —> Control 3 Warning
surrounding —> logic
vehicles
Mode
,_ ED Th.reshold of
adjustment operation
Turn signal and
steering inputs Driver D S—

Figure 18: Lateral collision warning.

Inputs:
Lateral sensor measurements: lateral closing rate and position of surrounding vehicles
Intentions of driver to change lanes by sensing steering inputs, turn signa
Driver commands: enable, disable, threshold adjustment

Outputs:
Warning
Mode of operation displayed to the driver

Functional Specifications:

The system senses the position and closing rates of vehiclesin adjacent lanes and calculates the time to
collision (TTC) during lane changing maneuvers.

It warns the driver when the TTC isless than his/her reaction time or below a certain default value. The
activation of the warning could be done by monitoring the turn signal and steering inputs. The threshold
of the system is adjusted by the driver within certain limits that have to be selected based on human
factors studies and experiments. The system is switched on and off by the driver. The system notifies
the driver of its mode of operation i.e., whether it is on, off or whether there is a malfunction.

The specific functions and functional and reliability requirements are listed below:

F3.16 Warndriver
The system shall use the lateral sensor information to calculate the TTC in the lateral direction
for a potential lane changing maneuver. The system shall monitor the intentions of the driver to
change lanes and shall provide a warning to the driver before the execution of the maneuver and
when the TTC is less than a certain default or driver selected value.

F3.17 Enable LCW
Upon driver command the LCW shall switch on to the standby mode.

F3.18 Disable LCW
Upon driver command the LCW shall switch-off.

F3.19 Adjust threshold
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The driver shall be able to adjust the threshold of the LCW according to his reaction times and
lane changing capabilities in order to reduce the number of unnecessary warnings. The
adjustment shall be done within certain limits cal culated using human factors considerations.

Driver Vehicle Roadway |nterface

Figure 19 shows the interface of the driver with the vehicle and roadway

Inputs:

Traffic Information Fall back
Merging coordination mode
Roadway
Check-in v v
M_ Warning
Exit lane
Driver <
Vehicle ,ﬁ
on-board T Threshold
diagnostics E/D Adjustment
Mode of SHM [RECA LK LCW
operation

Figure 19: Driver interface with vehicle and roadway.

Traffic information from the roadway

Information from on board diagnostics and mode of operation
Lateral collision warning

Fall back mode instructions

Outputs:

Enable/Disable, Threshold adjustments
Route selection
Manual control for entry, exit

The interface of the driver with the vehicle functions and roadway involve the following functions and
regquirements:

F3.20

F3.21

Check-in

On board diagnostics continuously check the fitness of the vehicle to operate on the dedicated
lane and notify the driver of the fitness status of the vehicle for AHS operation. When the driver
reguests to check-in, the vehicle presents its fitness status and identification to the roadway via
vehicle to roadway communication. If the vehicle isfit the roadway sends an acknowledgment
that the vehicle passed the check-in test.

Enter the lane

The driver responds to the merging coordination and directions provided by the roadway, looks
for a safe gap and drives the vehicle into the dedicated lane. The merging of the vehicle into the
dedicated lane is aided by the lateral collision warning function. Once in the lane he/she
switches on the automated vehicle functions and driving becomes "hands-off", "feet-off".
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Response to LCW
The driver responds to the LCW during lane changing maneuvers by using steering, throttle and
brakes.

Response to traffic information
The driver processes roadway traffic information in order to make routing decisions and/or
assume full manual control or alower ERSC if necessary.

Check-out

The driver initiates a check-out procedure. The SHM reduces speed and increases headway and
notifies the roadway of the driver's intention to leave the lane. The driver iswarned to take over
lane keeping and throttle and brake control. The transition from automatic to manual control is
done under the supervision of the automated functions of the vehicle as follows. After the check-
out procedure initiation the driver actions are monitored and supervised by the system. The
driver inputsto the throttle, brake and steering are augmented by those of the SHM, RECA and
LK functionsin order to maintain the stability and performance of the vehicle. If the driver's
performance is acceptable the driver is gradually given more authority until the transition to
manual control isfully completed. If the driver fails the check-out procedure repeatedly the
vehicle guidesitself to a special exit ramp or shoulder lane, stops and notifies the roadway.

Exit the lane
When the check-out procedure is successful the driver assumes manual control and drives the
vehicle out of the dedicated lane. The system sends a notification to the roadway.

Fall back to ERSC 2

The vehicle functions revert to those of ERSC 2 in case of detected malfunctions of the LK
function or in case the roadway cannot provide lane reference aids. The transition is done after
the driver takes over steering successfully.

Fall back to ERSC 1

The vehicle functions revert to those of ERSC 1 when the RECA function becomes inaccurate
due to the inability of the system to assume responsibility of rear-end collisions. The driver is
warned to take over steering and supervise throttle and braking. The transition of lane keeping
and throttle, brake control to driver is done asin the check-out procedure.

Fall back to manual control

During check-out or when certain vehicle functions or their redundant paths are not functioning
properly the driver is required to assume manual control. The driver is given the appropriate
warning to start the check-out procedure and transition to manual control.

Notify driver of mode of operation
The system shall notify the driver of the current mode of operation of all the automated
functions.

Failure Modes and Effects Analysis

The results of the FMEA for ERSC 3 are analyzed and used to identify the need for redundancies, vehicle
diagnostics, human factors issues, technical issues and risks and future research items. The FMEA tables
are presented in table 14 of Appendix B.
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In this section we present the identified potentia failure modes, list their causes and discuss their effects.
We list a set of design requirements and recommendations that could be followed in order to reduce the
severity and occurrence ratings and identify issues and risks as well asissues for future research.

H3.1 Speed and Headway Maintenance and Rear-End Collision Avoidance.
Potential failure Mode F3.1 : Loss of ability to calculate correct value of safe headway

Asin ERSC 2 the calculation of the safe headway by the system isvery critical. In ERSC 3 is even more
critical due to the fact that the lane keeping function is also automated and driving is "feet-off", "hands-
off". A failurein the longitudinal direction due to the incorrect calculation of the safe headway may lead
to failuresin the lateral direction with catastrophic consequences. Asin ERSC 2 the causes for failure
mode F3.1 are the same and are listed below for the sake of completeness:

(F3.1.1) Detected malfunction or inability of the sensors to estimate the braking capabilities and
intentions of the preceding vehicle. (S=6, O=6)

(F3.1.2) Detected malfunction or loss of communication with preceding vehicle. (S=6, O=6)
(F3.1.3) Faulty or inaccurate measurements of braking capabilities of vehicle or the preceding
vehicle. (5=10, O=6)

(F3.1.4) Incorrect braking capabilities and intentions are received through communication due to
interference or noise corruption. (S=10, O=6)

(F3.1.5) Loss of communication with roadway and/or lack of headway recommendation. (S=6,
0=4)

(F3.1.6) Loss of braking data information from preceding vehicle due to receiver malfunction.
(S=9, O=4)

The effect of the early detected failures such as (F3.1.1), (F3.1.2), (F3.1.5) is degradation of efficiency
since the lack of information, taken into account in calculating the headway, leads to a larger headway.
Undetected failures and failures detected late such as (F3.1.3), (F3.1.4), (F3.1.6) may lead to an incorrect
calculation of headway. If such headway is smaller than what is required to stop without a collision a
rear-end collision may take place.

The design requirements and recommendations are:

(F3.1.1) The malfunction of sensors or gross inaccuracies in the estimation of the braking capabilities
must be detected fast. The system must fall back to the default headway that takes into account the
inaccuracy or malfunction of the sensors.

(F3.1.2) Diagnostics and built-in self tests must be used to guarantee a fast detection of any
communication failure. When a malfunction occurs the headway must be automatically increased to the
default safe level that takes into account the failure.

(F3.1.3) The measurement of braking capahilities must be accurate and reliable. The consistency and
accuracy of these measurements must be monitored and taken into account in the calculation of the safe
headway.
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(F3.1.4) The measurements of braking capabilities of all vehicles must be accurate. The system must
check the reasonableness of preceding vehicle's braking capability and take into account possible
inaccuracies and inconsistencies in calculating the safe headway.

(F3.1.5) The system must be able to accommodate the lack of headway recommendation from roadway .

(F3.1.6) The system must have supervisory elements and diagnostics that monitor the functionality of the
receiver. The malfunction of the receiver must be taken into account in calculating the safe headway.

Asin ERSC2 the accurate estimation and measurements of al factors that affect headway is an issue that
requires further research. A conservative estimation of the safe headway will lead to large headways that
will affect capacity. The criticality of the calculation of the correct safe headway is so high that multiple
methods must be used to calculate and evaluate it. The roadway may have to play amore activerolein
informing vehicles of the expected tire to road friction coefficients, the presence of disabled and/or unfit
vehiclesin the lane ahead etc.

Potential failure Mode F3.2.1: Loss of speed maintenance function.

The SHM may lose its ability to maintain a constant cruise speed if any one of the following components
failsto perform as designed:

(F3.2.1.1) Speed sensor gives erroneous or variable readings. (S=9, 0O=2)

(F3.2.1.2) Controller electronics or software failure. (S=9, O=2)

(F3.2.1.3) Throttle actuator failure. (S=8, O=3)

(F3.2.1.4) Brake actuator failure (brake cannot be applied or brake is continuously applied).
(S=10, O=3)

The potential effect of the above failuresis the inability of the vehicle to obey the traffic rules for speed
limits. In addition the system may not be able to adjust speed around curves. Since the driver isno
longer a back-up the system may fail to maintain stability and driving comfort around curves by
coordinating with the lane keeping function. In the case of failure (F3.2.1.4) the vehicle may fail to slow
down around a curve and may go out of control and lead to multiple collisions.

The design requirements and recommendations are:

(F3.2.1.1) Diagnostics and built-in tests must perform atest for reasonableness on sensor data. When
sensor malfunction is detected, system shall switch to manual control by warning the driver and
following the check-out procedure.

(F3.2.1.2) The system must have supervisory elements (in hardware and software) or adequate
redundancies. When a controller malfunction is detected, system shall switch to manual control by
warning the driver and following the check-out procedure.

(F3.2.1.3) The system must use sensors and diagnostic programs to monitor the throttle actuator. When
an actuator malfunction is detected, system shall switch to manual control by warning the driver and
following the check-out procedure.

(F3.2.1.4) The system must use sensors and diagnostic programs to monitor the brake actuator.
Redundant brake actuators not subject to common maode failures must be employed together with the
appropriate logic and diagnostics that allow automatic switching from afailed actuator to a healthy one.



Raytheon Task L Page 89

When an actuator malfunction is detected, system shall switch to manual control by warning the driver
and following the check-out procedure.

The most severe failure is that of the brake actuator. Such failure implies that the RECA function is not
effective and the system may not be able to slow down around curves. The effect of the failure of the
throttle actuator is mitigated by the use of braking which can override the actions of the throttle in speed
control. The design requirements call for redundancies and extensive diagnostics both in hardware and
software. The most crucial redundancies are those of the brake actuator as described by requirement
(F3.2.1.3).

Potential failure Mode F3.2.2: System switches to headway maintenance in the absence of valid target.
The possible cause of the above failure is due to:
(F3.2.2.1) Ranging sensor detects an invalid target within a certain range

The potential effect of the failure is unnecessary deceleration and activation of the RECA function which
may lead to degradation of riding comfort and efficiency.

The design requirements and recommendations are:

(F3.2.2.1) The system must be able to discriminate between valid and invalid targets.

Aswith ERSC2 the design requirement will be easier to meet if two ranging sensors that are not subject
to common mode failures are used together with the appropriate logic and diagnostics. The outputs of the
two sensors should be continuously monitored and checked for reasonableness and consistency. A higher
level controller should be used to decide which of the two outputs is the correct one when the two outputs
are different. If the controller cannot decide the system shall follow the output that indicates the closer
target and shall revert to manual control. The use of three ranging sensors that are based on different
principles of operation and not subject to common mode failures may be a better way of improving the
reliability of the ranging measurements. In this case the three outputs of the sensors are compared and the
majority rule could be used to choose the output to be used for control purposes.

Potential failure Mode F3.3.1: Vehicle cannot maintain target speed as commanded by the roadway.

The vehicle may lose its ability to maintain the roadway commanded target speed if any one of the
following components fails to perform as designed.

(F3.3.1.1) Speed sensor gives erroneous readings. (S=9, 0=2)

(F3.3.1.2) Controller electronics or software failure. (S=9, O=2)

(F3.3.1.3) Throttle actuator failure. (S=8, O=3)

(F3.3.1.4) Brake actuator failure. (S=10, O=3)

(F3.3.1.5) Vehicle does not receive target speed due to loss of communication or target speed is
corrupted during communication. (S=8, O=3)

(F3.3.1.6) Loss of target speed information due to receiver malfunction. (S=8, O=3)

The potential effects of the vehicle not maintaining the target speed commanded by the roadway are
degradation of safety and efficiency. The vehicle may be cruising at a speed that is unsafe for the existing
traffic conditions. In another situation the vehicle may be cruising at alower speed holding traffic and
causing reduction in capacity and efficiency. Failures (F3.3.1.1), (F3.3.1.2) may also imply that the
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system may not be able to adjust speed around curves and thus affect the performance of the lane keeping
function. The brake actuator failure implies that the RECA function is not effective and therefore the
vehicle is no longer capable of avoiding rear-end collisions.

The design requirements and recommendations are:

(F3.3.1.1) Diagnostics and built-in tests must perform atest for reasonableness on sensor data. When
sensor malfunction is detected, system shall switch to manual control by warning the driver and
following the check-out procedure.

(F3.3.1.2) The system must have supervisory elements (in hardware or software) or adequate
redundancies. When a controller malfunction is detected, system shall switch to manual control by
warning the driver and following the check-out procedure.

(F3.3.1.3) The system must use sensors and diagnostic programs to monitor the throttle actuator. When
an actuator malfunction is detected, system shall switch to manual control by warning the driver and
following the check-out procedure.

(F3.3.1.4) The system must use sensors and diagnostic programs to monitor the brake actuator.
Redundant brake actuators not subject to common mode failures must be employed together with the
appropriate diagnostics that allow automatic switching from afailed actuator to a healthy one. When an
actuator malfunction is detected, system shall switch to manual control by warning the driver and
following the check-out procedure.

(F3.3.1.5) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. System must be able to accommodate
temporary loss of communication. The system must ensure data integrity by some error detection and
correction scheme. (parity, checksum etc.) When a communication malfunction is detected the system
shall fall back to a default lower speed if there is no valid target to follow. The driver shall be notified of
the loss of communication.

(F3.3.1.6) The system must have supervisory elementsin controller software and receiver to detect any
receiver malfunction. The roadway must assist in testing receiver functionality. Driver shall be notified
that vehicle is not receiving roadway target speed commands. If the receiver has a malfunction the driver
may be required to initiate a check-out procedure and exit the lane.

Potential failure Mode F3.3.2: System switches to headway maintenance in the absence of valid target.
The cause of the above failure mode may be due to:

(F3.3.2) The ranging sensor detects an invalid target within a certain range. (S=7, O=6)

The potential effect of the failure is degradation of riding comfort and efficiency due to the unnecessary
use of deceleration and possible activation of the RECA function.

The design requirements and recommendations are:

(F3.3.2) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics. Aswith ERSC 2 the
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ranging measurements must be accurate and reliable. Redundant ranging sensors with appropriate logic
and diagnostics are essential in meeting the high reliability standards.

Potential failure Mode F3.4: The system cannot maintain desired headway
The SHM may fail to maintain a desired headway selected by the system due to the following:

(F3.4.1) Ranging sensor failsto provide signal. Intermittent or sudden loss of ranging capability.
(S=10, O=6)

(F3.4.2) Sensor losestarget due to road curvature or insufficient target reflectiveness. (S=10,
0=7)

(F3.4.3) Ranging sensor haslocked on aninvalid target. (S=7, O=7)

(F3.4.4) Brake actuator failure. (Or intermittent failure to respond) (S=10, O=3)

(F3.4.5) Throttle actuator failure. (S=8, O=3)

(F3.4.6) Controller electronics or software failure. (S=9, O=2)

(F3.4.7) Ranging sensor gives erroneous readings. (S=10, O=4)

The most serious effect of the failuresis arear-end collision. Failure of the ranging sensors and/or the
brake actuator implies that the RECA function is also ineffective and therefore arear-end collision may
be unavoidable. The most serious failure associated with the ranging sensor is the one where the sensor
fails to detect an obstacle within a certain range or provides alarger range reading due to interference
and/or malfunction. A rear-end collision may also cause the vehicle to depart the lane, go out of control
leading to multiple collisions. Failures (F3.4.3), (F3.4.5) are less serious as far as safety is concerned but
they may affect efficiency and riding comfort.

The design requirements and recommendations are:

(F3.4.1) The system must be able to detect and accommodate intermittent sensor failures. The system
software must compensate for momentary loss of ranging capability. If the loss of ranging capability
cannot be masked or compensated for, the vehicle shall slow down and switch to manual control by
following the check-out procedure. Redundant ranging sensors, not subject to common mode failures,
with appropriate logic must be used.

(F3.4.2) The sensor must have an adequately wide field of view and employ suitable agorithms to reduce
the likelihood of missing or losing a valid target. Vehicle shall slow down and switch to manual control
when target is ambiguous and cannot be followed reliably. Sensor redundancies must be used to track
targets around curves and minimize the possibility of interference.

(F3.4.3) The system must incorporate supervisory elements in software to perform range gating, target
discrimination and tests for reasonableness. The system must distinguish vehicles moving to adjacent
lanes and around curves in the same lane. Redundant ranging sensors not subject to common failure
modes with appropriate logic may be required.

(F3.4.4) The system must be able to detect brake actuator failures. The system must use sensors and
diagnostic programs to monitor the brake actuator. Redundant brake actuators that are not subject to
common mode failures with appropriate logic must be used. When a redundant braking path fails the
system shall initiate a check-out procedure.
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(F3.4.5) The system must be able to detect throttle actuator failures. The system must use sensors and
diagnostic programs to monitor the throttle actuator. When an actuator malfunction is detected, the
system shall switch to manual control by warning the driver and following the check-out procedure.

(F3.4.6) The system must have supervisory elements (in hardware and software) or adequate
redundancies. The system shall switch to manua control by warning the driver and following the check-
out procedure when failure is detected.

(F3.4.7) The system must incorporate supervisory elements (in software) to perform tests for
reasonableness on sensor data. The system shall switch to manual control by warning the driver and
following the check-out procedure when failure is detected.

The above requirements call for significant redundancies for the ranging sensor and brake actuator. The
level of required reliability for the ranging sensor and brake actuator is much higher for ERSC 3 dueto
the effect a rear-end collision may have on lane keeping. It is unlikely that under a severe rear-end
collision the lane keeping function will manage to keep the vehicle in the lane. Since driving is "feet-
off", "hands-off" the driver is not expected to play any constructive role during emergencies. Asaresult
arear-end collision may cause the vehicle to depart the lane, go out of control and collide with vehicles
in adjacent lanes.® It is therefore very important that the probability of arear-end collision be reduced
to almost zero by introducing two or even three redundant paths for the brakes and two or three redundant
ranging sensors with the appropriate diagnostics and logic. The system shall be considered unfit to
operate in the automated mode if any one of the redundant paths fails.

A design issue associated with the redundant brake actuators that needs further research is how to design
the system to switch from afailed path to a redundant healthy one without degrading the braking
performance.

Another issue is how to design the lane keeping function so that it is robust with respect to disturbances
that take place during arear-end collision. It isunlikely that the lane keeping function can be designed
not to be affected by any rear-end collision. This raises the question whether lane keeping and RECA
can be deployed together without an automated lateral collision avoidance system.

Potential failure Mode F3.5: Failure to switch from maintaining speed to maintaining headway even
when a valid target exists.

The system is supposed to switch from maintaining cruise speed to maintaining headway when a target
appears within a certain range. The system may fail to do so due to the following:

(F3.5.1) Ranging sensor failsto detect avalid target. (S=10, O=5)
(F3.5.2) Hardware or software failure of the SHM. (S=9, O=2)

The effect of failure (F3.5.1) is apossible rear-end collision that may cause the vehicle to depart the lane
and go out of control. The effect of failure (F3.5.2) is less severe provided the RECA function is healthy.
It may affect, however, efficiency and riding comfort.

The design requirements and recommendations are:

(F3.5.1) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics. In case of sensor failure
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the system shall switch to manual control by providing awarning to the driver, slowing down and
following the check-out procedure.

(F3.5.2) The system must have supervisory elements (in hardware or software) or adequate
redundancies. The system shall switch to manual control by warning driver and following a check-out
procedure in case of a detected failure.

Potential failure Mode F3.6: Failure to switch to speed maintenance mode when the original target
moves out of the lane and becomes unsuitable to follow, and no other valid target exists.

When the target moves out of the sensing range or changes lane, the system is supposed to switch to
maintaining the current speed. The system may fail to switch due to the following:

(F3.6.1) Ranging sensor locks on the original target or locks on another target which isinvalid
when the original target becomes unsuitable to follow. (S=8, O=6)
(F2.6.2) Hardware or software failure of the SHM. (S=8, O=2)

The effect of the above failures is unnecessary acceleration or deceleration and activation of the RECA
function that may lead to degradation of riding comfort and efficiency. The design requirements and
recommendations are:

(F3.6.1) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics.

(F3.6.2) The system must be able to detect controller electronics failures. The controller must have
supervisory elements (in hardware) or adequate redundancies. System shall switch to manual control by
warning the driver and following a check-out procedure in case of a detected failures.

Potential failure Mode F3.7.1: Failure to switch to maintaining roadway commanded target speed.

The system is supposed to switch from cruising at current speed to maintaining the roadway commanded
target speed. Failureto do so may be due to the following:

(F3.7.1.1) Loss of target speed information input due to receiver malfunction. (S=8, O=3)
(F3.7.1.2) Loss of roadway transmission capability or target speed is corrupted during
communication. (S=8, O=3)

The effect of the above failures is degradation of efficiency and safety since the vehicle does not switch
to an optimal and/or safer speed based on current traffic and roadway conditions.

The design requirements and recommendations are:

(F3.7.1.1) The system must have supervisory elementsin controller software and receiver to detect any
receiver malfunction. The roadway must assist in testing receiver functionality. The driver shall be
notified that vehicle is not receiving roadway target speed commands. If the receiver has a malfunction
the driver may be required to initiate a check-out procedure and exit the lane.

(F3.7.1.2) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. The system must be able to accommodate
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temporary loss of communication. The system must ensure data integrity by some error detection and
correction scheme (parity, checksum etc.). The system must be able to accommodate momentary |oss of
roadway target speed command. When a communication malfunction is detected, the system shall fall
back to a default lower speed if there is no valid target to follow. The driver shall be notified of the loss
of communication.

Potential failure Mode F3.7.2: Switching to headway maintenance instead of switching from cruise
control speed to maintaining the roadway target speed command..

The main cause of the above failure is due to:
(F3.7.2) Ranging sensor detects an invalid target. (S=8, O=6)

The above failure may cause unnecessary acceleration or braking and activation of the RECA function
leading to a possible degradation of riding comfort and efficiency.

The design requirements and recommendations are:

(F3.7.2) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used.

Potential failure Mode F3.8.1: Failure of the RECA function to take action on time.

The system may fail to apply hard braking in order to avoid rear-end collision or reduce the possibility of
one due to the following:

(F3.8.1.1) Ranging sensor failsto provide signal or providesincorrect signal. (S=10, O=5)
(F3.8.1.2) Loss of communication of braking intentions of preceding vehicle. (S=10, O=5)
(F3.8.1.3) Controller electronics or software failure. (S=10, O=2)

(F3.8.1.4) Brake actuator failure. (S=10, O=3)

(F3.8.1.5) Calculated timeto collision (TTC) is larger than actual TTC due to incorrect
measurement of braking capahilities. (S=10, O=6)

(F3.8.1.6) Ranging sensor switches from a valid target to another one with completely different
operating status and braking capabilities e.g. preceding vehicle exits lane and next vehicle in lane
is disabled. (5=10, O=3)

The effect of the above failures are catastrophic. Failure of the RECA function may easily lead to arear-
end collision that may cause the vehicle to depart the lane, go out of control and collide with additional
vehicles in the same and/or other lanes.

The design requirements and recommendations are:

(F3.8.1) The system must have redundant sensing inputs to reduce the probability of missing atarget to
essentially zero . If redundancy is lost, the system shall increase headway and reduce speed and switch to
manual control. The system and lane keeping function shall be designed so that the vehicle doesn't depart
the lane during rear-end collisions.

(F3.8.1.2) A redundant method must be used to communicate the preceding vehicle's braking intention.
The calculated safe headway must take into account momentary loss of vehicle to vehicle
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communication. If loss of communication is permanent, system shall take that into account in
calculating the safe headway.

(F3.8.1.3) The system must have supervisory elements in software and hardware and adequate
redundancies. When aredundancy is lost, the system shall increase headway and reduce speed to
comfortable levels and warn the driver to operate at ERSC1 or the manual mode and exit the lane as soon
aspossible.

(F3.8.1.4) The system must have redundant braking actuators that are not subject to common mode
failures and appropriate diagnostics that allow the fast detection and accommodation of failures without
degrading the performance of the RECA function. When a redundant braking path fails the system shall
switch to ERSC1 or manua mode and warn the driver appropriately. The transition to ERSC1 or manual
mode shall be done by first reducing speed and increasing headway to levels that are comfortable for the
driver.

(F3.8.1.5) The TTC must be accurate and conservative in order to accommodate possible inaccuraciesin
measurements. Independent estimates of TTC based on independent measurements must be used. The
system and lane keeping function shall be designed so that the vehicle doesn't depart the lane during rear-
end collisions.

(F3.8.1.6) The system must be designed to account for such situations. Vehicleto vehicle
communication may be used to notify the trailing vehicle of conditions ahead or the system must be
designed so that exiting from the lane is possible only at designated points where larger headways are
imposed.

The FMEA results raised several important safety issues that are discussed below.

The RECA function shall be highly reliable. To achieve a high level of reliability considerable
redundancies for the sensors, brake actuators, hardware and software components and diagnostics are
required. Thisrequirement will increase complexity and introduce new failure modes that require further
study.

A rear-end collision or even hard braking may cause the vehicle to depart the lane. Since the driver isno
longer considered to be a backup for steering or braking, alane departure may cause the lane keeping

function to fail or become ineffective causing the vehicle to go out of control. This may lead to multiple
collisions with vehicles in the same and/or other lanes. This safety issue raises the question whether the
RECA and the lane keeping functions can operate together without a lateral collision avoidance function.

The analysis also indicates that the lane keeping function shall be designed to be robust with respect to
disturbances that arise during hard braking applied by the RECA and during moderate rear-end collisions.

One of the major deficiencies of ERSC 3 is that neither the vehicle nor the driver are considered to be
responsible for collision avoidance using steering. This deficiency makes ERSC 3 non deployable unless
the functions of the vehicle and roadway as well as the roadway configurations are modified.

Potential failure Mode F3.8.2: The RECA is activated unnecessarily.

The incorrect activation of the RECA may be due to the following causes:

(F3.8.2) Incorrect range is sensed or incorrect TTC is calculated. (S=7, O=4)
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The false activation of the RECA may affect riding comfort and efficiency.
The design requirements and recommendations are:
(F3.8.2) The system must minimize the number of faulty activations of the RECA function as much as
possible. Independent ranging measurements and calculations of the TTC must be used. Activation of the
RECA shall not affect the performance of the lane keeping function and shall not cause the vehicle to
depart the lane.
Potential failure Mode F3.9: SHM and RECA cannot be enabled
The possible cause of the above failureis:

(F3.9) Electronic malfunction. (S=7, O=2)
The effect of the above failure is that the vehicle cannot operate in the dedicated lane. It will either fail
the check-in test or the driver has to drive it away from the entrance to AHS. Failure of the SHM and
RECA may cause a disturbance at the entrance to the lane or inside the lane and may affect efficiency.
The design requirements and recommendations are:
(F3.9) The controller electronics must be sufficiently reliable.
Diagnostics must be performed even when the SHM and RECA are in the standby mode. The driver shall
be notified of any detected malfunctions.
Potential failure Mode F3.10.1: SHM and RECA cannot be disabled
The potential failure cause of the above failureis:

(F3.10.1) Electronic malfunction. (S=10, O=2)
The effect of the above failure is possible panic and confusion to the driver during the transition from
automatic to manual mode that may affect his’her performance such as steering or taking over the lane
keeping function.
The design requirements and recommendations are:
(F3.10.1) The controller electronics must be sufficiently reliable. The driver shall have redundant means

of turning off the SHM and RECA.. Switching off of the functions must follow the disabling procedure so
that the driver isnot put in a situation he/she cannot handle.

Potential failure Mode F3.10.2: SHM and RECA are disabled without first reducing speed and
increasing headway.
This malfunction may be caused by:

(F3.10.2) Software failure or failure of the brake actuator. (S=10, O=3)
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The effect of thisfailureis serious and may lead to collision. It may put the driver in a situation of high
speed and short headway that he/she cannot handle.

The design requirements and recommendations are:

(F3.10.2) The system must have redundancies in software and redundant braking actuator paths. The
system must be designed to fall back to a default speed and headway in areliable manner when afailure
is detected before the SHM and RECA are disabled.

Potential failure Mode F3.11.1: Loss of communication of braking capabilities and intentions to the
trailing vehicle

The potential cause of the above failure mode is due to:
(F3.11.1) Failure of transmitter. (S=10, O=3)

If the failure is detected fast enough the trailing vehicle is supposed to take that into account and increase
its headway. In this case efficiency will be affected. If undetected or detected late the computed TTC of
the trailing vehicle may be large and incorrect leading to a possible rear-end collision that may cause both
vehicles to depart the lane and go out of control.

The design requirements and recommendations are:

(F3.11.1) The system must have supervisory elements to monitor the transmitter. Redundant transmitters
may be necessary. If the transmitter fails permanently, the vehicle shall exit the lane. The lane keeping
function and system must be designed so that the vehicle does not go out of control due to rear end
collisions.

Potential failure Mode F3.11.2: The vehicle transmits incorrect braking capabilities and/or braking
intentions to trailing vehicle.

The potential cause of the failure is due to:

(F3.11.2) Faulty or inaccurate measurements of braking capabilities and/or braking intentions.
(S=10, O=6)

The effect of the above failure is a possible rear-end collision with the trailing vehicle due to the
inaccurate calculation of the TTC by the trailing vehicle. The rear-end collision may cause vehicles to
depart the lane and go out of control.

The design requirements and recommendations are:

(F3.11.2) The measurement of braking capabilities must be accurate and reliable. The consistency and
accuracy of these measurements shall be monitored. Independent means for calculating braking
capabilities must be employed. The lane keeping function and system must be designed so that the
vehicle doesn't go out of control due to rear end collisions.
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Potential failure Mode F3.12: Loss of coordination with lane keeping and steering

The system is suppose to adjust speed depending on the steering angle by coordinating its actions with
the lane keeping function. Failure to do so may be due to:

(F3.12) Electronics or Software failure. (S=10, O=3)
The effect of the failure is the possibility of the vehicle to depart the lane and go out of control.
The design requirements and recommendations are:

(F3.12) Redundancies in electronics and software must be used. When afailure is detected the vehicle
shall dow down excessively around curves, increase headway and the driver shall be warned to initiate a
check out procedure.

Potential failure Mode F3.13: Loss of lane keeping capability
The lane keeping function may fail to perform as designed due to the following:

(F3.13.1) Failure to detect vehicle's lateral position due to malfunction of sensor or roadway lane
reference aid. (S=10, O=5)

(F3.13.2) Lane preview information is not available. (S=8, O=3)

(F3.13.3) Control software or electronics failure. (S=10, O=2)

(F3.13.4) Steering actuator failure. (S=10, O=3)

The effect of the above failuresis catastrophic with the exception of (F3.13.2) where the vehicle may be
able to accommodate the failure by slowing down and falling back to alower ERSC since the detection
of the failure can be fast. Loss of the lane keeping capability may automatically cause the vehicle to
depart the lane and go out of control. The driver, even if alert, may not have sufficient time to react and
take over steering.

The design requirements and recommendations are:

(F3.13.1) The system must have redundant measurements of the lateral position of the vehicle.

Redundant sensors and reference aids may be required with the appropriate diagnostics and logic. When a
redundant component fails the system shall warn the driver and switch to manual control or to alower
ERSC.

(F3.13.2) The system must have redundant means of obtaining preview information. In the absence of
preview information the system shall warn the driver and switch to alower ERSC.

(F3.13.3) All electronic components and software must have redundancies and appropriate diagnostics to
detect failures. When afailure of aredundant component is detected the system shall switch to a lower
ERSC and warn the driver. Detection and accommodation of failures shall be fast and shall not affect the
performance of the lane keeping function.

(F3.13.4) Redundant steering actuators and components with the appropriate diagnostics and logic must
be used. When aredundant component fails the system shall warn the driver to assume manual control
of the steering function by following a check-out procedure.
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The switching from a redundant path that failed to a healthy one must be automatic so that the lane
keeping performance is not affected. Further research is needed to develop such systems using hardware
and software designs and control systems techniques.

The availability of sensors and lane reference aids that can be used at all highway speeds under all road
and environmental conditions is atechnical issue that needs further research. Despite recent successful
experiments in lane keeping™*? the design and reliability requirements generated by the FMEA cannot
be met with today's sensor technology within affordable cost constraints.

Another issue is the effect of other functions such as RECA on lane keeping and the effect of lane
keeping on RECA. Bath functions must be designed to be robust with respect to disturbances caused by
these functions.

Potential failure Mode F3.14: Lane keeping cannot be enabled.

A possible cause of the above failure is due to:

(F3.14) Controller electronic circuitry or software failure. (S=6, O=2)

This failure doesn't have any significant effect on safety. The vehicle may fail the check-in test or may
have to operate at alower ERSC if alowed into the AHS facility.

The design requirements and recommendations are:
(F3.14.1) The controller electronics and software must be sufficiently reliable. Diagnostics must be
performed even when the LK isin the standby mode and the driver shall be notified of detected
malfunctions.
Potential failure Mode F3.15.1: LK cannot be disabled
A possible cause of the above failureis:

(F3.15.1) Electronic and/or software malfunction. (S=8, O=2)
The effect of the failure is that the driver may panic since he/she cannot control the situation. He/she
may bring the vehicle to a stop by disabling the SHM and RECA functions and therefore disturb the
traffic.
The design requirements and recommendations are:
(F3.15.1) The controller electronics must be sufficiently reliable. The driver shall have redundant means
of disabling the LK. The disabling of the LK function shall follow the check-out procedure.
Potential failure Mode F3.15.2: LK is disabled suddenly without following the check-out procedure.

A possible cause of the above failureis:

(F3.15.2) Electronic and/or software failure. (S=10, 0O=2)
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The sudden disabling of the lane keeping function may put the driver in a situation he/she cannot handle.
Even if the driver isaert his’her reaction time may not be short enough to take over steering and stop the
vehicle from departing the lane.

The design requirements and recommendations are:

(F3.15.2) All electronic components and software must have redundancies and appropriate diagnostics to
detect failures. When afailure of a redundant component is detected the system shall switch to alower
ERSC and warn the driver. Detection and accommodation of failures shall be fast and shall not affect the
performance of the lane keeping function.

H3.3 Lateral Collision Warning
Potential failure Mode F3.16.1: Cannot provide LCW.
The system may fail to provide alateral collision warning due to the following causes:
(F3.16.1.1) Sensor failure to detect lateral range and range rate of "threatening” vehicles. (S=9,
0=5)
(F3.16.1.2) Control software or electronics failure. (S=9, O=2)
(F3.16.1.3) Thethreshold is set too high. (S=9, O=4)
(F3.16.1.4) Warning output device failure. (S=9, O=3)
(F3.16.1.5) The calculated TTC isincorrect. (S=9, O=6)

The result of the above failure could be a collision with other vehicles if the driver relies on the system
too much.

The design requirements and recommendations are:
(F3.16.1.1) Supervisory elements and diagnostic programs must be used to monitor the reasonableness
of the sensor measurements. Redundant sensors may be needed. The driver shall be notified of any

malfunction.

(F3.16.1.2) Software and electronics must be reliable. Redundancies must be employed to improve
reliability. The driver shall be notified of any malfunction.

(F3.16.1.3) Supervisory element is needed to check threshold. The default level of threshold must be
low. The level of the threshold and its consequences shall be visible to the driver.

(F3.16.1.4) The warning device must be reliable. Redundant warning methods must be used.

(F3.16.1.5) There shall be independent methods of calculating the TTC. The most conservative estimate
of TTC shall be used.

The most important issuesin LCW are the following:

(i) When and how to give the warning. The warning must be given before the driver starts changing
lanes in order to give him/her enough time to react. If the LCW is on all the time the driver may be
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receiving many unnecessary warnings due to the moving vehiclesin the neighboring lane. If these
warnings are audible the driver may be disturbed, get annoyed and switch the system off. A visual
warning using a display may be less distractive in this situation. Human factors studies are essential in
determining the type of warning.

(ii) The ability of the system to identify threatening vehicles and calculate the TTC is atechnical issue
that needs to be studied. Due to the high bandwidth of steering any vehicle in the neighboring lane could
be classified as threatening.

(iii) The sensor requirements for LCW are also atechnical issue that needs further study. The sensors
should cover more than 180Y degrees field of view, identify all moving objects, their closing rates and
classify them as threatening or non-threatening.

Potential failure Mode F3.16.2: Give frequent false warnings

This failure may be due to the following causes:

(F3.16.2.1) Threshold istoo low. (S=6, O=5)
(F3.16.2.2) Control software malfunction or warning device failure. (S=6, O=2)

The effect of these failures are not significant as far as safety is concerned. They may distract the driver,
annoy him/her and force him/her to switch the system off.

The design requirements and recommendations are:

(F3.16.2.1) Thedriver shall be able to select athreshold level that he/she feels comfortable with. The
default threshold must be set to alevel appropriate for typical conditions.

(F3.16.2.2) The number of false alarms must be minimized by improving the reliability of hardware and
software components. Redundant components and appropriate diagnostics may be used to improve
reliability.
Potential failure Mode F3.17: The LCW cannot be enabled.
The potential causeis:

(F3.17) Electronic circuitry or software failure. (S=5, 0=2)
The effect is that the driver has to operate the vehicle without the LCW. Safety is compromised.
The design requirements and recommendations are:
(F3.17) The system must have sufficiently reliable electronic circuitry and software. Redundancies shall
be used to achieve ahigh level of reliability.

Potential failure Mode F3.18: LCW cannot be disabled.

The potential causeis:
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(F3.18) Electronic circuitry failure. (S=3, 0=2)
The effect of the failureis minor. The driver may get distracted and annoyed.
The design requirements and recommendations are:
(F3.18) The system must have very reliable electronic circuitry. The driver shall have redundant means
of turning off the LCW.
Potential failure Mode F3.19: LCW Threshold cannot be adjusted.
(F3.19) Electronics or failure. (S=6, O=2)

The effect is that the driver may be uncomfortable with the currently selected threshold. He/she may get
annoyed.

The design requirements and recommendations are:

(F3.19) The controller electronics and software must be sufficiently reliable. The threshold setting shall
default to alow level when the LCW is enabled for the first time or when afailure is detected. Driver
shall be able to read and verify the selected threshold setting.

H3.4 Driver Vehicle Roadway | nterface
Potential failure Mode F3.20: Failure of check-in function.
The check-in function may fail to perform as designed due to the following:

(F3.20.1) On-board diagnostics fail to detect a fault in major functions of the vehicle. (S=9, O=3)
(F3.20.2) Driver ignores the results of the on-board diagnostics and/or roadway considers the
vehicle to be fit when it is not. (S=9, O=3)

(F3.20.3) On-board diagnostics make a wrong decision about a component or function that was
not at fault. (S=6, O=2)

The effect of the first two failuresis that the vehicle may enter and operate in the dedicated lane without
being fit. The last failure will stop the vehicle from entering the dedicated lane even though it isfit. The
severity of the first two failuresisfairly high . It will affect safety and efficiency especialy if the vehicle
staysin the lane for long time.

The design requirements and recommendations are:

(F3.20.1) Diagnostic algorithms must be robust and highly reliable. The roadway must be able to detect
an unfit vehicle operating in the dedicated lane.

(F3.20.2) The roadway must be able to identify an unfit vehicle operating in the dedicated lane. Traffic
rules and regulations must be used to deter the driver from violating the rules.
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(F3.20.3) On board diagnostics must be highly reliable. Redundancies and supervisory elements must be
considered for improving reliability.

Potential failure Mode F3.21: Driver fails to enter the lane

The driver may fail to merge into the dedicated lane due to the following:

(F3.21) Dedicated lane is congested or driver is not able to merge due to high speed and/or small
headways in dedicated lane or driver doesn't have the required skills. (S=5, O=4)

The effect of thisfailure is that the vehicle isrestricted from or delayed in entering the dedicated |ane.
Thiswill lead to possible congestion in the transition lane or entrance to the lane.

The design requirements and recommendations are:

(F3.21) Theroadway must be able to enforce lower speeds and larger headways near the entry points.
Driver skillsfor lane merging shall be tested as part of the licensing procedure.

Potential failure Mode F3.22: Driver fails to respond to LCW.

The driver may fail to respond to the warning due to the following:

(F3.22.1) Driver ignores warning unintentionally or becomes confused. (S=10, O=4)
(F3.22.2) Driver ignores warning intentionally due to high false alarm rate. (S=10, O=4)

If the driver ignores the warning when he/she should not, a collision with vehicles in other lanes may
take place.

The design requirements and recommendations are:

(F3.22.1) The warnings must be very clear and unambiguous to the driver.

(F3.22.2) Thefalse alarm rate must be very low. The warning signals must be easily distinguishable

from each other. The warning threshold shall be adjustable by the driver. The driver interface shall appear

simpleto the driver.

Potential failure Mode F3.23: Driver fails to respond to traffic information

The driver may fail to respond to traffic information provided by the roadway due to the following:
(F3.23) Driver capability isimpaired. (S=5, O=5)

The roadway may provide information about traffic ahead that may influence the decision of the driver to

change lanes, exit etc. Failure to respond to the roadway information may affect roadway capacity and

congestion control.

The design requirements and recommendations are:
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(F3.23) Theroadway traffic information shall be clear and brief.

Potential failure Mode F3.24.1: Vehicle doesn't initiate or respond to a check-out request.
The above failure mode may be due to any one of the following causes:

(F3.24.1.1) Controller failed to recognize check-out initiation input. (S=9, O=2)

(F3.24.1.2) Controller software failure. (S=9, O=2)

(F3.24.1.3) Warning delivery device failure. (S=7, 0=2)
The effect of the above failuresis that the vehicle will continue operating in the lane. For the first two
failures, where the driver is aware of the failure, the effect is more severe since the driver may feel
helpless, panic or try to interfere with the automated functions of the system.
The design requirements and recommendations are:

(F3.24.1.1) The system must be sufficiently reliable. Some redundancy to initiate check-out is needed.

(F3.24.1.2) The system must have supervisory elements in hardware and software. Once afailureis
detected the system shall switch to alower ERSC and warn the driver.

(F3.24.1.3) The warning device must be reliable. Redundant warning delivery methods must be used.

Potential failure Mode F3.24.2: Driver fails to pass check-out test.

The driver is given full authority of the vehicle functions provided he/she passes the check-out test. The
driver may fail the check-out test due to:

(F3.24.2) Driver'sfailure in handling throttle, brake, and steering properly during check-out. (S=7, O=4)

The effect of the failure isthat the vehicle will either continue operating or will guide itself to a special
exit ramp or shoulder of the lane, stop and notify the roadway.

The design requirements and recommendations are:
(F3.24.2) The handling of the throttle, brake, and steering during check-out must be no more difficult
than in normal manual driving.
Potential failure Mode F3.25.1: The driver can not exit the lane.
The driver may not be able to exit the lane due to:
(F3.25) Congestion in manual lane or the transition lane. (S=6, O=5)

The effect is that the vehicle will remain in the dedicated lane. If the vehicleis exiting dueto
malfunction of the automated functions, then the efficiency of the dedicated lane may be degraded.

The design requirements and recommendations are:
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(F3.25) A dedicated transition lane or some form of regulation such as "yield to auto lane" must be
implemented to ensure easy exit even when traffic congestion exists in the manual lane. Must warn the
driver of congestion ahead of time viatraffic information communication.

Potential failure Mode F3.26.1: Vehicle doesn't fall back to ERSC2 even when it is necessary

The system is designed to fall back to ERSC 2 when the lane keeping function is no longer considered to
be reliable due to environmental and/or roadway conditions. Failure to do so may be due to:

(F3.26.1.1) Software failure. (S=10, O=2)

The effect of the failure is degradation of safety and the possibility of collision due to the degradation of
the reliability of the lane keeping function.

The design requirements and recommendations are:

(F3.26.1) Reliable supervisory and diagnostics program must be implemented.

Potential failure Mode F3.26.2: Driver fails to assume role for ERSC 2
The driver may fail to take over steering and operate asin ERSC due to:

(F3.26.2.1) Warning delivery device failure. (S=10, O=2)
(F3.26.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

The effect of the above failuresis degradation of safety and the possibility of collision due to degradation
of reliability of the lane keeping function which could be the main reason for falling back to ERSC 2.

The design requirements and recommendations are:
(F3.26.2.1) The warning device must be reliable. Redundant warning delivery methods must be used.

(F3.26.2.2) The warnings must be clear and distinguishable from each other.

Potential failure Mode F3.27.1: System does not fall back to ERSC1 when it should
The system may fail to revert to ERSC 1 when the RECA function is no longer reliable due to:
(F3.27.1) Software failure. (S=10, O=2)

The effect of thisfailure isthe possibility of rear-end collision due to the loss of reliability of the RECA
function that was the probable reason for reverting to ERSC 1.

The design requirements and recommendations are:

(F3.27.1) Reliable supervisory and diagnostic programs must be implemented for reliable transition to
ERSC 1.
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Potential failure Mode F3.27.2: Driver failsto assume roles for ERSC 1

When the system falls back to ERSC 1 the driver is warned to assume responsibility for rear-end
collision avoidance. The driver may fail to do so due to:

(F3.27.2.1) Warning delivery device failure. (S=10, O=2)

(F3.27.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)
The effect of the failure is the possibility of rear-end collision since the RECA function is no longer
operating and the driver is not aware of it.
The design requirements and recommendations are:

(F3.27.2.1) The warning device must be reliable. Redundant warning delivery methods must be used.

(F3.27.2.2) The warnings must be clear and distinguishable from each other.

Potential failure Mode F3.28.1: System does not fall back to manual control when it should.

The system is designed to fall back to manual control when certain basic functions fail to operate.
Failure to do so may be due to:

(F3.28.1) Software failure. (S=10, 0=2)

The effect of the failure could be catastrophic if the vehicle functions for lane keeping and/or RECA are
no longer reliable and the system does not switch to manua mode.

The design requirements and recommendations are:

(F3.28.1) Reliable supervisory and diagnostics program must be implemented.

Potential failure Mode F3.28.2: Driver fails to assume full manual control.
The driver may fail to assume responsibilities for manual control due to:

(F3.28.2.1) Warning delivery device failure. (S=10, O=2)
(F3.28.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

The effects are the same as those with failure mode F3.28.1.
The design requirements and recommendations are:
(F3.28.2.1) The warning device must be reliable. Redundant warning delivery methods must be used.

(F3.28.2.2) The warnings must be clear and distinguishable from each other.
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The question whether a driver can switch from one mode of operation to another within a short time by
following the warnings and instructions given by the system is a human factors issue that requires further
research. Another issue is whether the driver can understand the different modes of operation and adjust
to them fast enough.

Potential failure Mode F3.29: Fail to notify driver of correct mode of operation
The system is designed so that it notifies the driver of its mode of operation. For example, whether the
SHM, RECA, LK, and LCW are on, off or thereis a malfunction. Failure of the system to do so may be
due to:

(F3.29) Electronics or software failure. (S=8, O=3)
Failure of the system to notify the driver of its correct mode of operation may lead to confusion. Asa
result the driver may decide to initiate a check-out procedure and exit the lane. The driver may also panic
under some situations where the wrong mode is displayed and cause an accident.

The design requirements and recommendations are:

(F3.29) The electronics and software must be very reliable. Redundancies and on board diagnostics may
be used to improve reliability.

The amount of information the driver should be given by the system is an issue that needs further

research. The workload of the driver shall be low and manageable. Any information given to the driver
shall be clear, brief and easy to process at all speeds and headways.

Vehicle, Driver Diagnostics and Maintenance

Vehicle diagnostics.

The FMEA for ERSC3 gives an extensive list of design requirements and recommendations that involve
an extensive list of diagnostics for the fully and partially automated vehicle functions. The most crucial
diagnostics are those related to the SHM, RECA and lane keeping functions that directly affect safety.

The on board diagnostics shall continuously monitor all functions and their redundancies during manual
and automated mode. The monitoring of redundant paths can be made possible by having them activated
either continuously or periodically. The diagnostics for the lane keeping function may pose a problem
due to the reliance of the function on the lane reference aids. While the vehicle actuators and electronic
components can be monitored the sensors that sense the location of the vehicle in the lane can only be
checked in the presence of lane reference aids. Thisis an issue that needs to be addressed. A possible
solution isto equip lanes leading to the AHS lane with lane reference aids that alow the on board vehicle
diagnostics to test their sensors and equipment even during manual mode and before entering the AHS
lane. Another possible solution is to perform the diagnostics at the entry point during the check-in
procedure. The entry point could be a dedicated ramp equipped with lane reference aids.

Asin ERSC1 and 2 the overall motion of the vehicle can be monitored by an executive controller with
diagnostics using a validated vehicle model as shown in figure 8. This overall controller and diagnostics
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structure adds an additional layer of safety by detecting and accommodating failures that cannot be easily
detected at the local component level.

Driver Diagnostics.

In ERSC3 driving on the AHS lane is "feet-off", "hands-off". Asaresult the driver may fall asleep, read
a paper and forget about upcoming driving tasks. Since the driver is responsible for lane changing and
routing, alevel of aertnessisrequired in order to avoid missing the exit or to prepare for exiting by
changing lanes. This level of aertness should be constant when the vehicle is in motion because the
system is not aware of the destination of the vehicle and the intentions of the driver. How to keep the
driver dert is an issue that needs to be resolved. A possible solution is to develop a method that monitors
the driver status and keeps him/her alert all the time. Another solution is for the system to have a
navigation capability. In this case the driver needs to be aerted only when alane change or exiting
maneuver needs to be performed.

In addition to the above the driver also needs to be aerted to initiate check-out during malfunctions,
transition to alower ERSC, etc. The most effective method for alerting the driver is an issue that needs
further research. During check-out the driver is given partial authority for lane keeping and longitudinal
control, his’her actions are monitored and the authority is increased depending on his’her performance.
Thisisadirect method for assessing driver's readiness to resume manual control.

A driver's behavioral model and diagnostics may be used to assess the driver's ability to take over as
shown in figure 9. The feasibility, effectiveness and technical details of the method need to be
researched.

Maintenance

Asin previous ERSCs the trend of low maintenance will call for reliable components with long mean
time to failure and low maintenance needs. These requirements will increase the initia cost of the
vehicle. The use of additional electronicsis not expected to increase the frequency of maintenance. The
recommended use of redundant steering mechanisms may affect maintainability depending whether the
mechanism is electronic or mechanical and hydraulic.

Another maintenance requirement is that of the lane reference aids. The infrastructure should be
responsible for maintaining them in order to support lane keeping under all environmenta conditions.
The maintenance cost will depend on the type of lane reference aids used. The choice of the lane
reference aids should take into account the maintenance cost in addition to reliability and technical
issues.

Retrofitting

Retrofitting vehicles for ERSC3 is going to be expensive and undesirable to users and automobile
manufacturers. The upgrade of vehicles built for ERSC1, ERSC2, or ERSC3 is aso going to be costly
due to the different design requirements, redundancies, and hardware and software components. Table 5
summarizes the results of retrofitting for ERSC3.
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Table 5: Retrofitting for ERSC 3.

Category of Vehicles Technically Feasible Cost User Acceptance
VehicleswithnoERSC 1, |Yes Very High Unlikely

2, 3 capabilities

Vehicleswith ERSC 1 Yes High Unlikely
capability

Vehicles with ERSC 2 Yes High Unlikely
capability

Vehicles built for easy Yes High Unlikely
retrofit

Vehicles built independent | Yes Moderate to high Questionable
of ERSC3 but with same depending on the extent

capabilities of retrofitting

Deployment Scenarios

ERSC3 can be considered as an evolution of ERSC2 where the lane keeping task is automated and a
lateral collision avoidance warning is introduced. The deployment of ERSC3 as an intermediate stage of
AHS raises several questions. The main question is whether it is possible from the reliability and human
factors point of view to deploy afull authority longitudinal controller together with an automated lane
keeping controller and rely on the driver for lateral collision avoidance. Even if the equipment is 100%
reliable, situations can be found in ERSC3 where a rear-end collision cannot be avoided without steering.
Since driving is "feet-off", "hands-off", we can not assume that the driver is always aert and capable of
acting fast enough to avoid a collision using steering especially at short headways and high speeds.
Furthermore, if we give the driver such an override capability over lane keeping, problems such as
accidental disabling of lane keeping by the driver will raise other safety issues. For ERSC3 to be
deployable certain major functional modifications need to be introduced in order to avoid putting the
driver in unsafe situations. One possible modification isto introduce lateral collision avoidance in
ERSC3. Another modification is to change the roadway and the operation of the AHS lane so that the
probability of using steering for collision avoidance during the automated mode is reduced to amost
zero. The study of such modificationsis atopic for research. Another possible scenario that is worth
studying is the introduction of lane keeping without a full-authority longitudinal control. The incentive
for such a system could be safety.

Key Results and Conclusions

1. The calculation of the minimum safe headway in ERSC3 is more critical than in ERSC2. Thereason is
that the use of an incorrect headway may lead to a rear-end collision which can cause the lane keeping
function to fail, the vehicle to go out of control and collide with vehicles in other lanes. The accurate
evaluation of all factors that affect the minimum safe headway is an issue that needs to be carefully
researched. Multiple methods that are not subject to common mode failures, errors and inaccuracies must
be used to calculate the minimum safe headway. A level of conservatism must be used in choosing the
headway. The roadway may have to play a more active rolein informing vehicles of the road condition
such as the range of friction coefficients between vehicle tires and the road, the presence of disabled
and/or unfit vehiclesin the lane ahead, etc. The roadway may also have to maintain the AHS lane in good
condition.
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2. Thereliability requirements for the SHM and RECA functions are even higher in ERSC3 since failure
of the functionsto perform as designed may cause failure in the lane keeping function with catastrophic
consequences. In this case the vehicle may depart the lane, go out of control and cause multiple
collisions. The SHM and RECA should be in continuous interaction with the lane keeping function in
order to coordinate speed around curves and maintain vehicle stability. The potential design of afull
authority longitudinal controller as shown in figure 15 may be improved with the addition of another
redundant control channel and diagnostics for interaction with the lane keeping function. The system
shall be considered unfit to operate in the AHS lane if any one of the redundant control channels has
failed. The technical details and diagnostics of these designs are topics that need to be researched. There
is no doubt that the reliability requirements call for complex designs both in hardware and software that
will increase the cost of the vehicle considerably. A design issue associated with the redundant control
channels that needs further research is how to design the system to switch from afailed control channel
to a healthy one without degrading the performance of the longitudinal controller.

3. A crucial issue and risk in ERSC3 is the effect a rear-end collision may have on lane keeping. It is
unlikely that under a severe rear-end collision the lane keeping function will manage to keep the vehicle
in the lane. Since driving is "feet-off," "hands-off" the driver is not expected to play any constructive role
during emergencies. A rear-end collision may cause the vehicle to depart the lane, go out of control and
collide with vehicles in adjacent lanes. The design of the lane keeping function so that it is robust with
respect to disturbances that take place during arear-end collision is an issue that needs further research.
Therisk isthat it is unlikely for the lane keeping function not to be affected by a severe rear-end
collision.

4. The failure of the lane keeping function to keep the vehicle in the center of the lane during a rather
strong rear-end collision raises the question whether lane keeping and RECA can operate together
without an automated lateral collision avoidance function.

5. In ERSC3 the driver cannot be responsible for lateral collision avoidance when the vehicleisin the
automated mode. The reason isthat driving is "feet-off," "hands-off" and therefore the driver may not be
alert to respond fast enough to alateral collision warning. The system cannot avoid collisionsin the case
where steering is required for collision avoidance. Such situations may appear in ERSC3. One particular
example is when a preceding vehicle avoids collision with an obstacle or disabled vehicle in the lane by
changing lanes leaving the following vehicle in a situation of a short headway where a rear-end collision
cannot be avoided. A possible solution isto restrict lane changing to designated sections where headways
are longer and develop aroadway to vehicle and vehicle to vehicle communication system that informs
vehicles of expected maneuvers, presence of unfit vehicles and/or obstacles, etc. Another possible
solution is to introduce an automated lateral collision avoidance function at ERSC3.

6. The driver cannot be a back-up to alane keeping function. It takes a much shorter time than the human
reaction time for the vehicle to depart the lane during afailure. A vehicle lane departure due to the failure
of the lane keeping function could be catastrophic. The vehicle may go out of control and cause multiple
collisions in adjacent lanes. The lane keeping function must be highly reliable. This high level of
reliability calls for considerable redundancies in sensors, actuators, components and software that will
increase the complexity and the cost of the vehicle. A potential design of areliable lane keeping
controller is shown in figure 20.
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Figure 20: Block diagram of a potential lane keeping controller.

The figure shows two parallel control channels. These channels shall not be susceptible to common mode
failures. The need for athird independent control channel is an issue that needs further study. The use of
three different lateral sensors and lane keeping reference aids may be essential in deciding which of the
three sensors give the correct measurements. An important technical issue that needs to be resolved is
how to switch from afailed control channel to a healthy one without affecting the performance of the
lane keeping function. The time constants involved are very short which gives avery limited time for
detection and accommodation of failures. A special automatic control system may be designed to keep
both channels active by weighting their outputs and allowing for automatic detection and accommodation
of failures. The vehicle shall be considered unfit to operate in the AHS lane if any one of the redundant
channelsfails.

7. The driver shall not be allowed to override the lane keeping function while the vehicle is operating
automatically in the longitudinal direction. The reason is that a sudden disabling of the lane keeping
function may put the driver in a situation he/she cannot handle due to the short headway and high speed
used and the short time constants involved in steering. The driver, however, shall be able to request the
disabling of the lane keeping function. In such cases the disabling should be done by following a check-
out procedure where the steering capabilities of the driver are assessed before a complete transition to
manual control. In addition the headway and speed shall fall back to preset values that are comfortable
for the driver before the driver takes over steering.

8. Despite the reported success of several lane keeping experiments today's sensor technology is not yet
mature to meet the requirements for reliable lane keeping. Further research and experiments with
different sensor technologies for lane keeping are essential.

9. The lateral collision warning (LCW) is designed to assist the driver during lane changing and merging.
The most important issues associated with the LCW are the following:

(i) When and how to give the warning. The warning must be given before the driver starts changing lanes
in order to give him/her enough time to react. If the LCW is on all the time, the driver may be receiving
many unnecessary warnings due to the moving vehicles in neighboring lanes. If these warnings are
audible the driver may be distracted, get annoyed and eventually switch the system off. A visual warning
using a display may be less distractive in this situation. Human factors studies are essential in
determining the most appropriate type of warning.
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(ii) The ability of the system to identify threatening vehicles and calculate the TTC is atechnical issue
that needs to be studied. Due to the fast dynamics of steering any vehicle in the neighboring lane could
be classified as threatening.

(iii) The sensor requirements for LCW is also atechnical issue that needs further study. The sensor
should cover more than 180 degree field of view, identify all moving objects, their closing rates and
classify them as threatening or non-threatening. These requirements cannot be met with current sensor
technology within the constraints of reasonable cost.

10. Asin the previous ERSCs the fall back mode from one ERSC to alower one is a human factors issue
that needs to be studied. The principal question iswhether the driver can understand the different modes
of operation and adjust to them fast enough.

11. The system shall notify the driver of its main mode of operation. Such information assists the driver
to understand what the system is doing. The issue here is how much information should be displayed to
the driver without increasing his/her workload beyond manageable levels.

12. In ERSC3 the driver may be sleeping, reading a paper, etc. The system has to aert him/her in order to
inform him/her of certain malfunctions or provide him/her with traffic information. The system, however,
will not be able to aert the driver to change lanes for exiting at the end of the trip sinceit is not assumed
to be equipped with a navigation system. This means that the driver should be continuously alert for
route selection or the system should be equipped with navigation capability.

13. Asin the previous ERSCs, retrofitting vehicles for ERSC3 is an expensive proposition. Upgrading
vehicles for ERSC2 to ERSC3 is aso going to be costly due to the extensive redundancies and different
functions that are needed for ERSC3.

14. The low maintenance trend for current vehiclesis expected to continue with vehicles equipped for
ERSC 3.

15. For ERSC 3 to be deployable certain vehicle functions and the roadway functions and configuration
need to be modified. The lack of alateral collision avoidance function is the main deficiency of ERSC 3.

SECTION 5 ERSC 4 ANALYSIS

The analysis for ERSC 4 follows the same steps as in the previous ERSCs. We first specify the vehicle
operation of ERSC 4 and the vehicle functions and interface with the driver and roadway as well as the
functional requirements. We then perform a system level FMEA that provides us with alist of potential
failure modes, their potential causes and effects and alist of design requirements and recommendations.
The results of the FMEA are used to discuss reliability, redundancies, diagnostics, maintenance,
retrofitting, and possible deployment scenarios. The section is concluded with alist of key findings and
conclusions.

Vehicle and Interface with Roadway and Driver Functions

With the introduction of the lane changing capability in ERSC4 the vehicle becomes fully automated.
Automatic lane changing allows the introduction of multiple dedicated automated lanes. The following
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operational scenario is used to develop the vehicle functions and their interface with the roadway and
driver.

Operational Scenario

The fitness of the vehicle to operate on AHS is displayed constantly through on board diagnostics when
the vehicle is operating either manually or automatically. When the vehicle approaches the AHS facility
it establishes communication with the roadway in order to verify its performance capabilities. The
intentions of the driver to enter the AHS are communicated to the roadway together with the vehicle's
fitness status and identification. If the vehicleisfit the driver is notified and instructed to drive the
vehicle to the entry point or area and switch on the automated mode. The automated mode includes the
SHM, LK, lane changing and collision avoidance functions, self-navigation and route selection and
vehicle-to-vehicle and vehicle-to-roadway communication for maneuver coordination. The vehicleis
therefore fully instrumented with full navigation capabilities that make it similar to an autonomous robot.

Once the automated mode is switched on, the vehicle uses its on-board sensors and functions to merge
itself into the automated lanes. The roadway assists in merging by coordinating traffic via speed and
headway control. The desired destination of the vehicle isindicated by the driver at check-in and can be
changed by the driver during automated driving. The vehicle uses this information together with traffic
flow information received from the roadway to navigate itself and reduce travel time. The navigation
commands, such as lane changes check-out, exit, etc., are carried out by the automated
lateral/longitudinal control functions of the vehicle. The lane changing is performed using the on-board
sensors and actuators in order to avoid possible collisions with other vehicles. Vehicle-to-vehicle
communication is used to coordinate the maneuvers of vehicles and assist lane changes by following
certain "right of way" protocols.

Once the automated mode is switched-on the driver has no direct override capability. The driver,
however, may initiate a check-out procedure that will allow him/her to regain manual control. The
check-out procedure initiated by the driver involves the following functions:

The driver indicates his/her intention to exit AHS. The vehicle guidesitself to atransition lane or special
ramp and warns the driver to assume manual control. The driver'sinputsi.e. steering, braking and
throttle are monitored and corrected by the system in order to maintain vehicle stability and performance.
If the performance of the driver is acceptable the system increases hisher level of authority until the
transition to manual control is complete. If the driver's performance is not acceptable the level of
authority given to the driver remains the same or is decreased and the driver is given another chance. If
the driver fails the check-out test within the available time limits the vehicle guides itself to a special
shoulder lane or area and stops. At the same time it notifies the roadway. The roadway is also notified
when the check-out procedure completes successfully.

A check-out procedure at the end of the trip isinitiated by the vehicle by first alerting the driver with a
warning to assume manual control. The driver's inputs are monitored and augmented by the system and
authority is gradually given to the driver depending on his/her performance as described above. If the
driver cannot be alerted or fails the test for assuming manual control the vehicle guidesitself to a special
shoulder lane or ramp and stops.

The roadway provides target speed commands, headway recommendations and traffic information to
vehicles. It coordinates merging and manages incidents.

The vehicles respond to target speed commands and headway recommendations the same way asin
previous ERSCs.
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The functional block diagram shown in figure 21 indicates the interaction of the vehicle's automated
functions with the roadway, driver and other vehicles.
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Figure 21: Functional block diagram of vehicle functions and interface with roadway, driver and
neighboring vehicles.

The main high level functions associated with ERSC4 are:

H4.1 Navigation Functions
H4.2 Automated Lateral/L ongitudinal Control
H4.3 Driver Vehicle Roadway Interface

The high-level function H4.2 include the SHM, lane keeping, lane changing, and collision avoidance,
both in the lateral and longitudinal directions. Some of these functions are similar to those in the
previous ERSCs. Since the operation of ERSCA4 is different from the previous ones, the purpose of these
functions and the way they interact with other functions are also different. As before we use the above
high-level functions to generate the vehicle functions and sub-functions and their interaction with the
driver, roadway and other vehicles for ERSCA.

H4.1 Navigation Functions

The functional block diagram of the navigation system is shown in figure 22.
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Figure 22: Functional block diagram of vehicle navigation system.

Inputs:
Traffic flow information from roadway
Trip destination
Position and speed of vehicle

Outputs:
Lane change commands
Check-out and exit commands

Functional Specifications

The on-board navigation system computes the route for the vehicle by using real time traffic flow
information in order to minimize travel time. It sends the appropriate commands such as lane change,
check-out and exit to the automated lateral/longitudinal control system. The system accepts driver inputs
for trip destination at check-in and at any time during traveling.

The main functions of the navigation system and the functional and reliability requirements are:

F4.1 Locate absolute position of vehicle
The system shall locate the position of the vehicle relative to the roadway at each time under all
roadway and environmental conditions.

F4.2 Compute vehicle's route
The system shall use the trip destination indicated by the driver and the traffic flow information
sent by the roadway to determine the optimum route for the vehicle.

F4.3 Generate commands for lateral/longitudinal control
The system shall use the selected route to issue navigational commands for the
lateral/longitudinal controller. These commands include lane changing, check-out and exiting.

F4.4 Enable Navigation
Upon driver's command the navigation functions shall switch on during check-in.

FA.5 Disable Navigation
Upon driver's command the navigation functions switches off.

H4.2 Automated Lateral/Longitudinal Control

The functional block diagram of the automated lateral/longitudinal functionsis shown in figure 23.
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Figure 23: Functional block diagram of automated lateral/longitudinal control.

Inputs:
Longitudinal measurements. speed, relative speed and spacing, acceleration.
Lateral measurements: yaw rate, steering angle, preview, lateral acceleration.
Roadway commands: target speed, headway recommendations, merging coordination.
Navigation commands: lane change, check-out, exit.
Other vehicles: braking capabilities and intentions, lane change, and merging intentions.
Driver commands; enable at check-in, disable at check-out.

Outputs:
Commands to brake, throttle and steering actuators.
Notify driver and roadway of mode of operation.
Braking capabilities and intentions, lane change and merging intentions to other vehicles.

Functional Specifications:

The automated lateral/longitudinal control system includes the SHM, LK, lane changing functions and
the combined lateral and longitudinal collision avoidance function. The system is responsible for the
lateral and longitudinal motion of the vehicle and for avoiding collisions with all moving and stationary
obstacles. It takes inputs from the vehicle navigation system for lane changing, check-out and exiting. It
responds to target speed commands, roadway recommendations and merging coordination commands
from the roadway. It communicates its braking capabilities and braking, lane changing and merging
intentions to other neighboring vehicles and receives the corresponding information from the surrounding
vehicles.

It responds to driver's inputs for switching on during check-in and switching off during check-out.

The main functions and functional and reliability requirements of the lateral and longitudinal control
system are:

F4.6 Calculate safe headway
The system uses information from on-board sensors that sense vehicle's braking capabilities, the
braking capabilities of the preceding vehicle obtained via communication and headway
recommendations from the roadway to calculate a safe headway for vehicle following. The
calculation of the safe headway shall take into account all factors and worst case stopping
scenarios.
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FA4.7 Maintain speed
The vehicle shall track and maintain the roadway commanded speed as long as no valid target is
present.

F4.8 Maintain headway
The vehicle shall maintain the headway selected by the vehicle under all environmental
conditions, road geometry and freeway speeds.

F4.9 Switch from maintaining speed to maintaining headway
When the system senses a valid target in the same lane that is within certain range it shall switch
to the following mode by maintaining a safe headway calculated by the vehicle.

F4.10 Switch from maintaining headway to maintaining cruise speed
When the target moves out of the sensing range or changes lane the system shall switch to
maintaining roadway commanded speed.

F4.11 Keep vehiclein the center of lane
The system shall keep the vehicle in the center of the lane at al highway speeds, under all
roadway and environmental conditions and during all modes of operation of the lateral and
longitudinal controller.

F4.12 Coordinate lane change with other vehicles
The system shall coordinate alane change maneuver with neighboring vehicles by
communicating its identification, operational status and intention to change lane. The system
shall also accept similar lane change information from other vehicles and assist them during lane
changing by obeying the traffic rules and the established "right of way."

F4.13 Synchronize speed and headway for lane change
The system shall synchronize its speed and headway to be ready for alane change maneuver or to
assist other vehicles during lane change.

F4.14 Change lane
The system shall use its on-board sensors and controllers to change lanes after functions F4.12,
F4.13 are compl eted.

F4.15 Switch from lane changing to longitudinal control
The system shall position the vehicle in the center of the lane after alane change maneuver is
completed and switch to the speed or headway maintenance, and lane keeping mode.

F4.16 Combined lateral and longitudinal collision avoidance.
The system shall avoid colliding with any moving or stationary obstacle by monitoring the
motion of the vehicle relative to the surroundings and providing the appropriate commands to the
steering, throttle and brake actuators. The system shall use on-board sensors and vehicle to
vehicle communication to learn about the capabilities of the vehicles and their intentions for
braking, lane changing. It shall calculate the TTC from all directions. If the TTC becomes less
than a certain value then it shall send the appropriate commands to the brake, throttle and
steering actuators.

F4.17 Switch from collision avoidance function to normal operation
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A collision avoidance maneuver may bring the vehicle to afull stop or placeit in a different lane
or make it deviate from its normal operation. The purpose of this function isto bring the vehicle
back to the speed or headway maintenance and lane keeping function by using its on-board
sensors and vehicle-to-vehicle communications.

F4.18 Enable the lateral/longitudinal
Upon driver's command during check-in the lateral/longitudinal functions shall switch on.

F4.19 Disable the lateral/longitudinal functions

The lateral/longitudinal functions shall switch off after the driver has passed the check-out test
and assumed full manual control.

H4.3 Driver Vehicle Roadway Interface

The high level functional block diagram of the driver interface with vehicle and roadway is shown in
figure 24.

Mode of operation Trip destination

Driver

check-out ¢ ¢check—in
check-out I

Roadway E a VehiCle (
interface

check-in

Figure 24: Functional block diagram of driver interface with vehicle and roadway.
The following functions are associated with the interface of the driver with the vehicle and roadway.

F4.20 Check-in
Driver shall use the on-board diagnostics to check the fitness of the vehicle to operate on the
AHS facility. The vehicle shall establish communication with the roadway via vehicle-to-
roadway communication and present its fitness status and identification to the roadway. If the
vehicleisfit the roadway shall send an acknowledgment that the vehicle passed the check-in test
and is ready to enter the AHS facility.

F4.21 Enter AHS
If the vehicle passes the check-in test the driver shall drive the vehicle to the entrance of the AHS
facility, enter the trip destination and switch on the automated mode. The vehicle shall drive
itself by using its on-board sensors and communications with the roadway and other vehicles.

F4.22 Merge into the automated lanes
The vehicle shall merge into the automated lane by communicating with other vehicles and the
roadway in order to coordinate its maneuvers. Each maneuver shall be followed provided it is
considered to be safe by the on-board sensors.

F4.23 Change of trip destination
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The driver shall be able to change its trip destination while the vehicle isin the automated mode
without interfering with the automated functions. The new trip destination input shall be fed into
the navigation system that cal culates the route of the vehicle based on the new destination.

F4.24 Alert driver for check-out
At the end of the trip the vehicle shall alert the driver to initiate a check-out procedure.

F4.25 Check-out
The driver shall initiate a check-out procedure after he/she has been aerted and warned by the
system or after he/she has made a decision to abort the automated operation. The check-out
procedure involves the gradual transition from the automated mode to the manual mode by
transferring control to the driver depending on his'her driving performance. The check-out
procedure starts by allowing the driver to provide small steering and throttle/brake inputs. These
inputs are augmented by the system in order to maintain vehicle stability and performance. If the
driver performance is acceptable he/she is given additional authority over steering, throttle and
brake until the system switches to manual mode. If the driver fails the check-out procedure by
not performing well enough or by not responding at all, then the vehicle guides itself to a special
ramp or shoulder of alane, bringsitself to afull stop and notifies the roadway. The roadway is
also notified when the check-out procedure starts and ends. The vehicle can aso initiate a check-
out procedure if the driver cannot be alerted by the system. In this case the vehicle guides itself
to a specia ramp or shoulder, stops and notifies the roadway. The check-out procedure may
take place in a special transition lane or in aslow lane or specia ramp.

F4.26 Exit lane
After passing the check-out test the driver assumes manual control of the vehicle and exits the
AHS facility. The vehicle sends a notification to the roadway when the exit is completed.

F4.27 Fall back to ERSC 3
The vehicle functions shall switch to those of ERSC 3 when the lane changing function and/or
the overall collision avoidance function become inaccurate or their redundant pathsfail. The
transition involves an initial warning to the driver and monitoring of his/her actions. If the driver
isfit to operate asin ERSC 3 the system completes the transition. If not the system initiates a
check-out procedure.

F4.28 Fall back to ERSC 2
The vehicle functions shall switch to those of ERSC 2 when the lane keeping function becomes
inaccurate or when aredundant path fails. The transition involves an initial warning to the driver
to assume the driving role required by ERSC 2 (i.e. steering). After the warning the system shall
be monitoring the driver's performance. If the driver isalert, and his performance is acceptable
then the transition is complete. If the driver cannot be alerted or he/she repeatedly fails the test
the vehicle will be guided to a stop.

F4.29 Fall back to ERSC 1
The vehicle functions shall switch to those of ERSC 1 when the RECA function becomes
inaccurate due to the inability of the system to assume responsibility for avoiding rear-end
collisions. The transition involves an initial warning for the driver to assume the driving role
required by ERSC1 (i.e. steering and collision avoidance). After the warning the system shall be
monitoring the driver's performance. If the driver responds and his performance is acceptable,
then the transition to ERSC 1 is complete. If the driver cannot be alerted or he/she repeatedly
fails the test the system the vehicle will be guided to a stop.
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F4.30 Fall back to manual control
When certain vehicle functions such as SHM are not functioning properly or the roadway and
environmental conditions are inappropriate for automated operation the system shall switch to
manual mode. The transition involves an initial warning for the driver to resume manual control
of all vehicle functions. After the warning the system shall be monitoring the driver's
performance. If the driver responds and his performance is acceptable, then the transition to
manual mode is complete. If the driver cannot be alerted or he/she repeatedly fails the test the
vehicle will be guided to a stop.

4.31 Mode of Operation
The system shall continuously notify the driver of its mode of operation i.e. on, off, normal,
emergency, malfunction, etc.

Failure Modes and Effects Analysis

The FMEA tables for ERSC 4 are presented in table 15 of Appendix B. Theresults of the FMEA isalist
of identified potential failure modes, their possible causes and effects, their severity (S) and occurrence
(O) rating and a list of design requirements and recommendations. The design requirements and
recommendations involve the need for redundancies, diagnostics, reliable sensors, actuators, electronics
and software, and suggestions for modifying vehicle functions etc.

Below we present alist of the identified potential failure modes, and we discuss their potential causes and
effects. We also present alist of design requirements and recommendations and discuss the issues and
risks associated with ERSC 4.

H4.1 Navigation Functions

Potential Failure Mode F4.1: The on-board system cannot locate the correct absolute position of
vehicle.

The navigation system of the vehicle relies on the measurement of the absolute position of the vehiclein
the roadway. Failure to locate the current position of the vehicle at each time may be due to the
following causes:

(F4.1.1) Absolute position sensor failure (detected) (S=5, O=4)
(F4.1.2) Absolute position sensor gives erroneous readings. (S=7, O=4)

The effect of the failure is that the navigation of the vehicle may be affected or lost leading to longer
travel time and causing frustration to the driver. If the failure is detected the driver may be asked to take
over navigation.

The design requirements and recommendations are:

(F4.1.1) Supervisory elements are needed to monitor the position sensor. Redundant methods shall be
used to calculate the position of the vehicle. The driver shall be warned to take over navigation tasks
when afailure is detected. The driver shall be able to provide navigation commands without interfering
with the automated functions.
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(F4.1.2) Supervisory elements are needed to monitor the reasonableness of the sensor measurements.
Roadway to vehicle or vehicle to vehicle communication can help check the reasonableness of the sensor
data by using other vehicles positions.

Based on today's navigation devices ““ that are being developed independent of AHS the above design
regquirements can be met by using reference points on the roadway to obtain redundant measurements and

improve accuracy. The loss of vehicle navigation capability is not considered to cause any safety hazards
if al other vehicle functions are healthy.

Potential Failure Mode F4.2.1: The on-board system cannot compute vehicle's route.

The on-board system may fail to compute the route of the vehicle due to any one of the following causes:
(F4.2.1.1) Absolute position sensor failure (Detected) (S=5, O=4)
(F4.2.1.2) Traffic flow information is not available. (S=5, O=4)

(F4.2.1.3) Failure in software (S=5, O=2)

The effects of the above failures are not safety critical. They may lead to an increase in travel time,
frustrate the driver and force him/her to take over navigation.

The design requirements and recommendations are:
(F4.2.1.1) Supervisory elements are needed to monitor the position sensor. In case of failure the driver
shall be warned and be able to choose the route manually without interfering with the operation of the

other automated functions.

(F4.2.1.2) Traffic flow information must be updated continuously. The vehicle shall be able to compute
the vehicle's route in the absence of traffic flow information.

(F4.2.1.3) All the software units shall be carefully tested. Detection methods shall be used to detect
failures and warn the driver to take over navigation.

Based on today's navigation devices and technology the above requirements can be met. The loss of
vehicle navigation capability is not expected to cause any safety hazards.

Potential Failure Mode F4.2.2: Wrong route is computed.

The system may compute awrong route for the vehicle due to the following causes:

(F4.2.2.1) Wrong absolute position is sensed. (S=5, O=4)
(F4.2.2.2) Failure in communication with roadway. (S=5, O=4)

The effect of the above failure is not safety critical. It may increase travel time, take the driver in the
wrong destination or get the vehicle lost without been able to recover. It may frustrate the driver and
eventually force him/her to take over navigation.

The design requirements and recommendations are:

(F4.2.2.1) The computed route shall be displayed to the driver .
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(F4.2.2.2) The system shall be able to detect communication failures and warn the driver to take over
navigation.

Potential Failure Mode F4.3: The navigation system does not generate correct commands for lateral
and longitudinal control.

The navigation system may fail to generate correct commands for lane changing, check-out and exit due
to the following causes:

(F4.3.1) Absolute position sensor fails or gives erroneous readings (S=5, O=4)
(F4.3.2) Navigation software failure (S=5, O=2)

The effect of the above failuresis not safety critical. The travel time may increase or the vehicle may get
lost, and force the driver to take over navigation.

The design requirements and recommendations are:

(F4.3.1) Supervisory elements are needed to monitor the position sensor. Redundant methods shall be
used to calculate the position of the vehicle. The driver shall be warned of the failure and given the
authority to take over navigation and generate the commands for lat./long. control.

(F4.3.2) All the software units shall be carefully tested. Detection methods shall be used to detect failures
and warn the driver to take over navigation and generate the commands for the lat./long. control.
Potential Failure Mode F4.4: The system cannot enable navigation.

The navigation system may fail to switch on at check-in due to:

(F4.4) Electronic circuitry or software failure. (S=5, O=2)

The effect of thisfailure is not safety critical. The vehicle may not be allowed to operate on the AHS
facility.

The design requirements and recommendations are:
(F4.4) Electronic circuitry and software shall be sufficiently reliable. The driver may have to ask for
permission to operate on AHS without a navigation system.
Potential Failure Mode F4.5: The system cannot disable navigation.
The navigation system may fail to switch off due to:
(F4.5) Electronic circuitry failure (S=1, O=2)

Thisfailure has no effect on safety. 1t may distract the driver if the navigation system continuesto give
commands and warnings to him/her that are no longer useful.
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The design requirements and recommendations are:

(F4.5) The electronic circuitry shall be sufficiently reliable.
H4.2 Automated L ateral/Longitudinal Control

Potential Failure Mode F4.6: Loss of ability to calculate correct value of safe headway

Asin ERSC 2 and 3 the system may fail to calculate the correct value of safe headway due to the
following:

(F4.6.1) Detected malfunction or inability of the sensors to estimate the braking capabilities and
intentions of the preceding vehicle. (S=6, O=6)

(F4.6.2) Detected malfunction or loss of communication with preceding vehicle (S=6, O=6)
(F4.6.3) Faulty or inaccurate measurements of braking capabilities of vehicle or preceding
vehicle (S=10, O=6)

(F4.6.4) Incorrect braking capahilities and intentions from preceding vehicle are received through
communication due to interference or noise corruption (S=10, O=6)

(F4.6.5) Loss of communication with roadway and/or lack of headway recommendation (S=6,
0=4)

(F4.6.6) Loss of braking data information from preceding vehicle due to receiver malfunction.
(S=9, O=4)

The effect of the early detected failures such as (F4.6.1), (F4.6.2), (F4.6.5) is degradation of efficiency
due to the choice of alarger headway that accounts for the lack of information due to the failures.
Undetected failures or failures detected late may lead to the calculation of a headway that is unsafe.
Unsafe headways may be the cause of collisions.

The design requirements and recommendations are:

(F4.6.1) The malfunction of sensors or gross inaccuracies in the estimation of the braking capabilities
must be detected early as possible. The system must fall back to some default headway that takes into
account aworst case scenario of inaccuracy or malfunction of the sensors.

(F4.6.2) Diagnostics and built-in self tests must be used to guarantee a early detection of communication
failures. When a malfunction occurs the headway must be automatically increased to some preset safe
level that takes into account the failure.

(F4.6.3) The measurement of braking capabilities must be accurate and reliable. The consistency and
accuracy of these measurements must be monitored and taken into account in the calculation of the safe
headway .

(F4.6.4) The measurements of braking capabilities of all vehicles must be accurate. The system must
check the reasonableness of preceding vehicle's braking capabilities and take into account possible
inaccuracies and inconsistencies in calculating the safe headway.

(F4.6.5) The system must be able to accommodate the lack of headway recommendation from roadway.
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(F4.6.6) The system must have supervisory elements and diagnostics that monitor the functionality of the
receiver and detect malfunctions. The malfunction of the receiver must be taken into account in
calculating the safe headway.

Asin ERSC2 and 3 an accurate estimation and measurements of all factors that affect headway is an
issue that requires further research. A conservative estimation of the safe headway will lead to large
headways that will affect capacity. The criticality of the calculation of the correct safe headway is so
high that multiple methods must be used to calculate and evaluate it. The roadway may have to play a
more active role in informing vehicles of the of the expected friction coefficient, the presence of disabled
and/or unfit vehiclesin the lane ahead etc. Since the vehicle is equipped with a collision avoidance
system, certain rear-end collisions can be avoided by steering therefore in certain cases an unsafe
headway may not be as serious as in previous ERSCs without lateral collision avoidance.

Potential Failure Mode F4.7.1: Loss of speed maintenance function.

The SHM may lose its ability to maintain a constant roadway commanded speed if any one of the
following components fail to perform as designed:

(F4.7.1.1) Speed sensor gives erroneous readings. (S=10, O=2)

(F4.7.1.2) Controller electronics or software failure. (S=9, O=2)

(F4.7.1.3) Throttle actuator failure. (S=10, O=3)

(F4.7.1.4) Brake actuator failure (brake cannot be applied or brake is continuously applied)
(S=10, O=3)

(F4.7.1.5) Vehicle does not receive target speed due to loss of communication or target speed is
corrupted during communication. (S=8, O=3)

(F4.7.1.6) Loss of target speed information due to receiver malfunction (S=8, O=3)

The potential effect of the above failuresis the inability of the vehicle to obey the traffic rules for speed
limits. Failures such as (F4.7.1.1), (F4.7.1.3, 4) may also imply that the collision avoidance function
failed which means collisions cannot be avoided. Furthermore around curves the system may not be able
to adjust speed which can lead to the vehicle going out of control and colliding with vehicles in other
lanes.

The design requirements and recommendations are:

(F4.7.1.1) Diagnostics and built-in tests must perform atest for reasonableness on sensor data.
Redundant speed sensors not subject to common mode failures must be used. When sensor malfunction
is detected, the system shall switch to manual control by warning the driver and following the check-out
procedure.

(F4.7.1.2) The system must have supervisory elements (in hardware and software) or adequate
redundancies. When a controller malfunction is detected, the system shall switch to manual control by
warning the driver and following the check-out procedure.

(F4.7.1.3) The system must use sensors and diagnostic programs to monitor the throttle actuator. When
an actuator malfunction is detected, the system shall switch to manual control by warning the driver and
following the check-out procedure. Redundant throttle actuators not subject to common mode failures
must be used with appropriate logic and diagnostics.



Raytheon Task L Page 125

(F4.7.1.4) The system must use sensors and diagnostic programs to monitor the brake actuator.
Redundant brake actuators not subject to common maode failures must be employed together with the
appropriate logic and diagnostics that allow automatic switching from afailed actuator to a healthy one.
When an actuator malfunction is detected, the system shall switch to manual control by warning the
driver and following the check-out procedure

(F4.7.1.5) The system must have diagnostic programs to test for reasonableness on received target speed
data and monitor the operation of communication devices. The system must be able to accommodate
temporary loss of communication. The system must ensure data integrity by some error detection and
correction scheme (parity, checksum etc.). When a communication malfunction is detected the system
shall fall back to a default lower speed if thereis no valid target to follow.

(F4.7.1.6) The system must have supervisory elementsin controller software and receiver to detect any
receiver malfunction. The roadway must assist in testing receiver functionality. If thereceiver hasa
malfunction the driver may be required to initiate a check-out procedure and exit the lane.

The most severe failures are those of the speed sensor, throttle and brake actuators. Such failures imply
that the collision avoidance function may be ineffective and the adjustment of speed around curves may
not be possible. The design requirements call for redundancies and extensive diagnostics both in
hardware and software.

Potential Failure Mode F4.7.2: System switches to headway maintenance in the absence of valid target.
The possible cause of the above failure is due to:
(F4.7.2.1) Ranging sensor detects an invalid target within a certain range (S=9, O=6)

The potential effect of the failure is unnecessary acceleration, deceleration or activation of the collision
avoidance function which may lead to degradation of riding comfort and efficiency.

The design requirements and recommendations are:

(F4.7.2.1) The system must be able to discriminate between valid and invalid targets.

Aswith ERSC2, 3 the design requirement will be easier to meet if two ranging sensors that are not
subject to common mode failures are used together with the appropriate logic and diagnostics. The
outputs of the two sensors should be continuously monitored and checked for reasonableness and
consistency. A higher level controller should be used to decide which of the two outputs is the correct
one when the two outputs are different. If the controller cannot decide, the system shall follow the output
that indicates the closer target and shall switch to manual control by warning the driver and following a
check-out procedure. The use of three ranging sensors that are based on different principles of operation
and not subject to common mode failures may be a better way of improving the reliability of the ranging
measurements. In this case the three outputs of the sensors are compared and the majority rule can be
used to choose the output to be used for control purposes.

Potential Failure Mode F4.8: The system cannot maintain headway

The SHM may fail to maintain a desired headway selected by the system due to the following:
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(F4.8.1) Ranging sensor failsto provide signal. Intermittent or sudden loss of ranging capability.
(S=10, O=6)

(F4.8.2) Sensor loses target due to road curvature or insufficient target reflectiveness. (S=10,
0=7)

(F4.8.3) Ranging sensor has locked on aninvalid target. (S=7, O=7)

(F4.8.4) Brake actuator failure. (Or intermittent failure to respond) (S=10, O=3)

(F4.8.5) Throttle actuator failure. (S=10, O=3)

(F4.8.6) Controller electronics or software failure. (S=10, O=2)

(F4.8.7) Ranging sensor gives erroneous readings. (S=10, O=4)

The most serious effect of the above failuresis arear-end collision. Failure of the ranging sensors and/or
the brake, throttle actuator implies that the collision avoidance function is also ineffective and therefore a
rear-end collision may be unavoidable. The most serious failure associated with the ranging sensor is the
one where the sensor fails to detect an obstacle within the default headway or provides a larger range
reading due to interference and/or malfunction. A rear-end collision may cause the vehicle to go out of
control leading to multiple collisions.

The design requirements and recommendations are:

(F4.8.1) The system must be able to detect and accommodate an intermittent sensor failure. The system
software must compensate for momentary loss of ranging capability. If the loss of ranging capability
cannot be masked or compensated for, the vehicle shall slow down and switch to manual control by
following a check-out procedure. Redundant ranging sensors, not subject to common mode failures, with
appropriate logic must be used.

(F4.8.2) The ranging sensor must have an adequately wide field of view and employ suitable algorithms
to reduce the likelihood of missing or losing a valid target. Vehicle shall dow down and switch to
manual control when target is ambiguous and cannot be followed reliably. Sensor redundancies must be
used to track targets around curves and minimize the possibility of interference.

(F4.8.3) The system must incorporate supervisory elements in software to perform range gating, target
discrimination and tests for reasonableness. The system must distinguish vehicles moving to adjacent
lanes and around curves in the same lane. Redundant ranging sensors not subject to same failure mode
with appropriate logic must be used.

(F4.8.4) The system must be able to detect brake actuator failures. The system must use sensors and
diagnostic programs to monitor the brake actuator. Redundant brake actuators that are not subject to
common mode failures with appropriate logic must be used. When a redundant braking path fails the
system shall initiate a check-out procedure.

(F4.8.5) The system must be able to detect throttle actuator failures. The system must use sensors and
diagnostic programs to monitor the throttle actuator. Redundant throttle actuators that are not subject to
common mode failures must be used. When an actuator malfunction is detected, the system shall switch
to manual control by warning the driver and following the check-out procedure.

(F4.8.6) The controller must have supervisory elements (in hardware and software) or adequate
redundancies. The system shall switch to manual control by warning the driver and following the check-
out procedure when failure is detected.

(F4.8.7) The system must incorporate supervisory elements (in software) to perform tests for
reasonableness on sensor data. Redundant ranging sensors not subject to common mode failures must be
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used. The system shall switch to manual control by warning the driver and following the check-out
procedure when failure is detected.

The above requirements call for significant redundancies for the ranging sensor, throttle, brake actuators
controller electronics and software as well as diagnostics and supervisory elements. Failure of the
throttle or brake actuator implies that the collision avoidance function is ineffective. A high level of
reliability is therefore essential.

Potential Failure Mode F4.9: Failure to switch to maintaining headway even when a valid target exists.

The system is supposed to switch from maintaining cruise speed to maintaining headway when a target
appears within a certain range. The system may fail to do so due to the following:

(F4.9.1) Ranging sensor failsto detect avalid target. (S=10, O=5)
(F4.9.2) Hardware or software failure of the SHM. (S=9, O=2)

The effect of failure (F4.9.1) is apossible rear-end collision that may cause the vehicle to depart the lane
and go out of control. The effect of failure (F4.9.2) is less severe provided the collision avoidance is
healthy. It may affect, however, efficiency and riding comfort.

The design requirements and recommendations are:

(F4.9.1) The system must be able to discriminate between valid and invalid targets. Redundant sensors
not subject to common mode failures must be used with appropriate diagnostics. In case of sensor
failures the system shall switch to manual control by providing a warning to the driver, slowing down
and following the check-out procedure.

(F4.9.2) The system must have supervisory elements (in hardware or software) or adequate redundancies.
The system shall switch to manual control by warning the driver and following a check-out procedure in
case of a detected failure.

Potential Failure Mode F4.10: Failure to switch to speed maintenance mode when the original target
moves out of the lane and becomes unsuitable to follow, and no other valid target exists.

When the target moves out of the sensing range or changes lane from the sensing range the system is
suppose to switch to the speed maintenance mode by maintaining the roadway command speed. The
system may fail to switch due to the following:

(F4.10.1) Ranging sensor locks on the origina target or locks on another target which isinvalid
when the original target becomes unsuitable to follow. (S=8, O=6)
(F4.10.2) Hardware or software failure of the SHM (S=8, O=2)

The effect of the above failures is unnecessary acceleration, deceleration or activation of the collision
avoidance function that may lead to degradation of riding comfort and efficiency.

The design requirements and recommendations are:

(F4.10.1) The system must be able to discriminate between valid and invalid targets. Redundant
sensors not subject to common mode failures must be used with appropriate diagnostics.
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(F4.10.2) The system must be able to detect controller electronics failures. The controller must have
supervisory elements (in hardware) or adequate redundancies. The system shall switch to manual mode
by warning the driver and following a check-out procedure in case of detected failures.

Potential Failure Mode F4.11: Loss of lane keeping capability
The lane keeping function may fail to perform as designed due to the following:

(F4.11.1) Failure to detect vehicle's lateral position due to malfunction of sensor or roadway lane
reference aid. (S=10, O=5)

(F4.11.2) Lane preview information is not available. (S=8, O=3)

(F4.11.3) Control software or electronics failure. (s=10, O=2)

(F4.11.4) Steering actuator failure. (S=10, O=3)

The effect of the above failuresis catastrophic with the exception of (F4.11.2) where the vehicle may be
able to accommodate the failure by slowing down and switching to alower ERSC since the detection of
the failure is possible. Loss of the lane keeping capability may automatically cause the vehicle to depart
the lane and go out of control especially in the case of failure (F4.11.4). The collision avoidance function
may be activated but its effectivenessis questionable. In the case of the steering actuator failure, braking
alone may not be sufficient to control the vehicle and bring it to afull stop without collision. The reason
isthat the failure of the steering function may leave very little time for detection and decision making.
Application of the brakes when the steering function fails may cause the vehicle to spin or overturn with
catastrophic consequences.

The design requirements and recommendations are:

(F4.11.1) The system must have redundant measurements of the lateral position of the vehicle.
Redundant sensors and reference aids may be required with the appropriate diagnostics and logic. When a
redundant component fails the system shall switch to manual control or lower ERSC and warn the driver.

(F4.11.2) The system must have redundant means of obtaining preview information. In the absence of
preview information the system shall switch to alower ERSC and warn the driver.

(F4.11.3) All electronic components and software must have redundancies and appropriate diagnostics to
detect failures. When afailure of a redundant component is detected the system shall switch to alower
ERSC and warn the driver. Detection and accommodation of failures shall be fast and shall not affect the
performance of the lane keeping function

(F4.11.4) Redundant steering actuators and associated components with the appropriate diagnostics and
logic must be used. When aredundant component fails the system shall warn the driver to assume
manual control of the steering function by following a check-out procedure.

Potential Failure Mode F4.12: Loss of coordination of lane changing with other vehicles.

The system may fail to coordinate lane changing with other vehicles due to:

(F4.12.1) Loss of vehicle to vehicle communication (S=9, O=3)
(F4.12.2) Coordination software failure (S=9, O=2)
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The effect of the above failure is unnecessary disturbance in the traffic flow and degradation of
efficiency. The collision avoidance function may be activated. Collision is possibleif the vehicletriesto
change lanes without coordination with other vehicles.

The design requirements and recommendations are:

(F4.12.1) Vehicles shall have supervisory programs to check communications. If afailure takes place
either in transmitting or receiving signals, the vehicle shall be advised to check out. Roadway may be
used as a backup for coordination

(F4.12.2) The system software must be tested thoroughly for all possible situations before implemented.
Some redundancies in software may be necessary i.e., similar algorithms are implemented using different
software tools.

Potential Failure Mode F4.13: The system cannot synchronize vehicle speed and headway during lane
change.

The potentia causes are:
(F4.13.1) Failure in getting position and/or velocity of vehicles in adjacent lane. (S=10, O=4)
(F4.13.2) Control software or electronics faillure. (S=10, 0O=2)
(F4.13.3) Throttle actuator or brake actuator failure. (S=10, O=4)
The possible effect of the above failuresis that the lane change may not take place. Another possible
effect is that the lane change is attempted causing activation of the collision avoidance function that may
fail to avoid certain collisions.
The design requirements and recommendations are:
(F4.13.1) The system shall have the capability to sense the position and velocity of multiple vehicles
both in front and in adjacent lanes. Supervisory elements and adequate redundancies are needed. The

system shall fall back to lower ERSCs when malfunction is detected.

(F4.13.2) The system shall have supervisory elements and adequate redundancies. The system shall warn
the driver to check out when malfunction is detected.

(F4.13.3) Sensors and diagnostic programs are needed to monitor throttle and brake actuator actions.
Redundant actuators must be used. Driver shall be warned to check out when failure is detected.
Potential Failure Mode F4.14: Loss of lane change function
The possible causes of thisfailure are:

(F4.14.1) Lateral sensor failure (S=10, O=4)

(F4.14.2) Control software or electronics failure (S=10, O=2)
(F4.14.3) Steering actuator failure (S=10, O=3)
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The effect of the first two failures (F4.14.1), (F4.14.2) is that the lane change may be aborted if failures
are detected early. If failures are not detected early a lane change may be attempted, the collision
avoidance function may be activated and collision may take place. Failure of the steering actuator could
be catastrophic due to the high bandwidth of the steering subsystem and the fact that without steering the
collision avoidance function may be ineffective.

The design requirements and recommendations are:

(F4.14.1) Redundant lateral sensors must be used. Diagnostics shall be used to detect failures before the
initiation of alane change.

(F4.14.2) The system shall have supervisory programs (in hardware and software) and adequate
redundancies. Diagnostics shall be used to detect failures before the initiation of alane change.

(F4.14.3) Redundant steering actuators are required. Sensors and diagnostic program are needed to
monitor steering actuator actions. Switching from one redundant path to another shall not affect steering
performance. If aredundant path fails a check out procedure shall be initiated.

Potential Failure Mode F4.15: Vehicle fails to resume lane keeping and longitudinal control after
moving to the new lane.

The potential causes of thisfailure are:

(F4.15.1) The lateral position sensor gives erroneous readings (the vehicle does not know it has
reached the desired lane). (S=10, O=3)

(F4.15.2) Control software failure. (S=10, O=2)

(F4.15.3) The SHM function fails. (S=10, O=5)

The effect of the above failuresis a possible disturbance of the traffic flow and activation of the collision
avoidance function bringing the vehicle to afull stop. Collision with other vehiclesis possible.

The design requirements and recommendations are:

(F4.15.1) Supervisory elements and adequate redundancies are needed for the lateral sensor
measurements. When failure is detected the vehicle shall stop and warn the driver to assume manual
control and exit AHS.

(F4.15.2) Supervisory programs shall be used. All control software units must be tested for full range of
inputs before implemented. When failure is detected the vehicle shall stop and warn the driver to take
over control and exit AHS.

(F4.15.3) The system shall have supervisory and redundant elements that detect and accommodate SHM
function failures. In case of failure the vehicle shall stop, warn the driver to take over control and exit
AHS.

Potential Failure Mode F4.16: Loss of combined lateral and longitudinal collision avoidance

Theloss of the collision avoidance function may be due to the following failures:
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(F4.16.1) Loss of communication with surrounding vehicles (S=10, O=3)

(F4.16.2) On-board sensors fail to detect surrounding vehicles' positions speeds and intentions.
(S=10, O=4)

(F4.16.3) Control software or electronics failure (S=10, O=2)

(F4.16.4) Brake or throttle or steering actuator failure (S=10, O=4)

(F4.16.5) The calculation time to collision is incorrect (S=10, O=7)

The potential effect of the above failures is catastrophic. Multiple collisions may take place if the
collision avoidance function fails to perform as designed.

The design requirements and recommendations are:

(F4.16.1) Supervisory elements are needed to monitor communications. Driver shall be warned to check
out when communication capability is lost.

(F4.16.2) Redundant lateral and longitudinal sensors are needed. The system shall continuously monitor
the reasonableness of sensor data. The driver shall be warned to check out when aredundant path fails.

(F4.16.3) System supervisory elements both in software and hardware must be used. All software shall be
tested for full range of inputs.

(F4.16.4) Sensors and diagnostic program are needed to monitor actuator response. Redundant brake,
throttle and steering actuators are needed.

(F4.16.5) All factors affecting the calculation of TTC as well as the discrepanciesinvolved in evaluating
these factors shall be taken into account. Redundant methods shall be used to calculate TTC.

Potential Failure Mode F4.17: The system cannot go back to normal operation after the activation of
the collision avoidance function.

The potential cause of thisfailureis:

(F4.17) Control software failure in switching logic (S=8, 0O=2)

The effect of thisfailure is that the vehicle may come to afull stop unnecessarily and traffic may be
disturbed. The driver may have to intervene and take over control of the vehicle.

The design requirements and recommendations are:

(F4.17) The control software must be reliable. It shall be tested under all possible conditions before
implemented. Redundant software tools must be used.

Potential Failure Mode F4.18: The automatic lateral/longitudinal control functions cannot be enabled.
The potential cause of the above failureis:

(F4.18) Electronic circuitry failure (S=6, 0O=2)
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The above failure may cause the vehicle to fail the check-in test or the driver may have to drive the
vehicle manually out of the entry area of the AHS.

The design requirements and recommendations are:
(F4.18) The electronic circuitry must be sufficiently reliable. The driver shall be notified about the
vehicle's operating mode.
Potential Failure Mode F4.19: The automatic lateral/longitudinal control functions cannot be disabled.
The system may fail to disable the lateral/longitudinal functions due to anyone of the following:
(F4.19.1) Electronic circuitry failure (S=8, O=2)
(F4.19.2) Driver does not handle throttle, brake, and steering properly and fails to pass the check-

out test. (S=6, 0=4)

The effect of the above failuresis that the system may not be able to transfer control to the driver and
stay in the auto lane until it reaches its destination or it runs out of gas.

The design requirements and recommendations are:
(F4.19.1) The electronic circuitry must be sufficiently reliable. Some redundancy is needed.
(F4.19.2) The handling of the throttle, brake, and steering during check-out shall be no more difficult
than in normal driving. Supervisory elements are needed to monitor driver operation.
H4.3 Driver Vehicle Roadway | nterface
Potential Failure Mode F4.20: Failure of check-in function.
The check-in function may fail to perform as designed due to the following:
(F4.20.1) On-board diagnostics fail to detect a fault in major functions of the vehicle. (S=9, O=3)
(F4.20.2) Roadway failed to detect that vehicleis not fit for AHS. (S=9, O=3)
(F4.20.3) On-board diagnostics make a wrong decision about a component or function that was
not at fault. (S=6, O=2)
The effect of the first two failuresis that the vehicle may enter and operate in the auto |anes without
being fit. The last failure will stop the vehicle from entering the dedicated lane even though it isfit. The
severity of the first two failuresisfairly high . It will affect safety and efficiency especialy if the vehicle
staysin the lane for long time.

The design requirements and recommendations are:

(F4.20.1) The diagnostic algorithms shall be robust and highly reliable. The roadway shall be ableto
detect an unfit vehicle operating in the auto-lane.

(F4.20.2) The roadway shall be able to identify unfit vehicles at check-in.
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(F4.20.3) The diagnostic algorithms shall be highly reliable. The system shall repeat the diagnostic
checking if the vehicleis rejected.
Potential Failure Mode F4.21: The vehicle cannot enter AHS
The potential cause of the failure is the following:
(F4.21.1) Thereis not enough gap at the entry point or entry area. (S=4, 0=2)
The effect of the failure is that the driver has to drive the vehicle away from the area.
The design requirements and recommendations are:
(F4.21.1) The entry areato AHS shall have enough space to accommodate the vehicles. Vehicles shall
be notified in advance of the availability of space.
Potential Failure Mode F4.22: The vehicle cannot merge into the auto lane.
The vehicle may fail to merge into the automated lanes due to the following:

(F4.22.1) Roadway failsto coordinate a gap. (S=4, O=4)
(F4.22.2) On board sensors give incorrect measurements. (S=4, O=6)

The effect of the failure is a possible delay of the vehicle at the entry area causing frustration to the
driver.

The design requirements and recommendations are:

(F4.22.1) The roadway shall have redundant algorithms and back-up modes for coordination of vehicle
speeds and headway.

(F4.22.2) Check-in tests shall be able to test correctness and functionality of on-board sensors.

Potential Failure Mode F4.23.1: Driver inputs wrong destination to the navigation system.
This failure may be due to:
(F4.23.1) Driver error (S=5, O=4)
The effect is that the driver may not get to the desired destination. Travel time may be increased.
The design requirements and recommendations are:
(F4.23.1) The destination and the computed route shall be displayed to the driver. Driver's attention shall

be called whenever anew route is calcul ated.

Potential Failure Mode F4.23.2: Driver cannot change the trip destination.
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The driver may not be able to change the trip destination due to:
(F4.23.2) Input device failure. (S=5, 0O=2)

The potential effect of thisfailure isthat the navigation system cannot be used and the driver may be
required to take over navigation or check-out.

The design requirement is:

(F4.23.2) Theinput device shall be sufficiently reliable.

Potential Failure Mode F4.24: System does not alert driver to check out when necessary.
The system may fail to alert the driver for check-out due to:

(F4.24) Software failure (S=10, O=2)
(F4.24) Warning delivery device failure (S=10, O=3)

Due to the above failures the vehicle may stay under automatic control and miss the destination exit. If
the reason for check-out is malfunction collision may be possible.

The design requirements and recommendations are:
(F4.24.1) The system shall have reliable diagnostic algorithms.

(F4.24.2) Adequate redundant warning delivery devices are needed.

Potential Failure Mode F4.25.1: Vehicle does not initiate or respond to a check out request.
The above failure mode may be due to any one of the following causes:

(F4.25.1.1) Controller failed to recognize check-out initiation input. (S=7, O=2)

(F4.25.1.2) Controller software failure. (S=7, O=2)

(F4.25.1.3) Warning delivery device failure. (S=6, 0=2)
The effect of the above failuresis that the vehicle will continue operating in the auto lane. For the first
two failures where the driver is aware of the failure the effect is more severe since the driver may feel
helpless, panic or try to interfere with the automated functions of the system.
The design requirements and recommendations are:

(F4.25.1.1) The system shall be sufficiently reliable. Some redundancy to initiate check-out is needed

(F4.25.1.2) The system shall have supervisory elements in software. Once afailure is detected the vehicle
shall automatically slow down and stop, and warn the driver to take over.

(F4.25.1.3) Warning device shall bereliable. Redundant warning delivery methods shall be used.
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Potential Failure Mode F4.25.2: Driver failsto pass check-out test.

The driver is given full authority of the vehicle functions provided he/she passes the check-out test. The
driver may fail the test due to:

(F4.25.2) Driver'sfailure in handling throttle, brake, and steering properly during check-out.
(S=7, O=6)

The effect of the failure is that the vehicle will either continue operating or will guide itself to a special
exit ramp or shoulder of the lane, stop and notify the roadway.

The design requirements and recommendations are:
(F4.25.2) The system shall employ driver status diagnostics. Supervisory programs are needed to monitor
driver'sresponse. The handling of throttle, brake, and steering during check-out shall be no more
difficult than in normal manual driving.
Potential Failure Mode F4.26: Driver cannot drive the vehicle to the exit of the auto lane.
The driver may not be able to exit the auto lane due to:

(F4.26) Not enough gap in manual lane. (S=7, O=6)

The effect is that the vehicle will remain in the auto lane. If the vehicle is exiting due to malfunction of
the automated functions, then the efficiency and safety of the system may be degraded.

The design requirements and recommendations are:

(F4.26) A dedicated transition lane or some form of regulation such as "yield to auto lane" shall be
implemented to ensure easy exit even when traffic congestion exists in the manual lane. The system and
driver shall be warned of congestion ahead of time via traffic information communication.

Potential Failure Mode F4.27.1: The system does not fall back to ERSC3 even when it is necessary.

The system is designed to fall back to ERSC 3 when the automatic lane changing function or lateral
collision avoidance is no longer reliable. Failure of the system to fall back to ERSC 3 may be due to:

(F4.27.1) Software failure (S=10, O=2)

The failure may cause the system to operate asin ERSC 4 even though it should not. The operation may
therefore be unreliable leading to possible collisions.

The design requirement is:

(F4.27.1) Reliable supervisory and diagnostics program shall be implemented.
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Potential Failure Mode F4.27.2: Driver failsto assume responsihility for lane changing and navigation
when lane change function or overall collision avoidance function become inaccurate or their redundant
paths fail.

The possible causes are:

(F4.27.2.1) Warning delivery device failure. (S=10, O=2)
(F4.27.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

The failure may cause the system to operate asin ERSC 4 even though it should not. The operation may
therefore be unreliable leading to possible collisions.

The design requirements and recommendations are:

(F4.27.2.1) The warning device shall be reliable. Redundant warning delivery methods shall be used.
(F4.27.2.2) The warnings shall be clear and distinguishable from each other. The warning shall be very
effectivein exercising driver's attention.

Potential Failure Mode F4.28.1: The system does not fall back to ERSC2 even when it is necessary.

The system is designed to fall back to ERSC 2 when the lane keeping function is no longer considered to
be reliable due to environmental and/or roadway conditions. Failure to do so may be due to:

(F4.28.1) Software failure (S=10, 0=2)

The effect of the failure is degradation of safety and the possibility of collision due to the degradation of
the reliability of the lane keeping function.

The design requirements and recommendations are:

(F4.28.1) Reliable supervisory and diagnostics program shall be implemented.

Potential Failure Mode F4.28.2: Driver fails to assume roles for ERSC 2
The driver may fail to take over steering and operate asin ERSC 2 due to:

(F4.28.2.1) Warning delivery device failure (S=10, O=2)
(F4.28.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

The effect of the above failuresis degradation of safety and the possibility of collision due to the
degradation of the reliability of the lane keeping function which could be the main reason for falling back
to ERSC 2.

The design requirements and recommendations are:

(F4.28.2.1) The warning device shall bereliable. Redundant warning delivery methods shall be used.



Raytheon Task L Page 137

(F4.28.2.2) The warnings shall be clear and distinguishable from each other. The warning shall be very

effectivein exercising driver's attention.

Potential Failure Mode F4.29.1: The system does not fall back to ERSC1 even when it is necessary.

The system may fail to revert to ERSC 1 when the RECA function is no longer reliable due to:
(F4.29.1) Software failure (S=10, O=2)

The effect of thisfailureisthe possibility of rear-end collision due to the low reliability of the RECA
function that was the main possible reason for reverting to ERSC 1.

The design requirements and recommendations are:

(F4.29.1) Reliable supervisory and diagnostics program shall be implemented.

Potential Failure Mode F4.29.2: Thedriver failsto assume roles for ERSC1.

When the system falls back to ERSC 1 the driver is warned to assume responsibility for rear-end
collision avoidance. The driver may fail to do so due to:

(F4.29.2.1) Warning delivery device failure (S=10, O=2)
(F4.29.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

The effect of the failure is the possibility of rear-end collision since the RECA function is no longer
operating and the driver is not aware of it.

The design requirements and recommendations are:

(F4.29.2.1) The warning device shall bereliable. Redundant warning delivery methods shall be used.
(F4.29.2.2) The warnings shall be clear and distinguishable from each other. The warning shall be very
effectivein exercising driver's attention.

Potential Failure Mode F4.30.1: System does not fall back to manual even when it is necessary.

The system is designed to fall back to manual control when certain basic functions fail to operate.
Failure to do so may be due to:

(F4.30.1) Software failure (S=10, 0=2)

The effect of the failure could be catastrophic if the vehicle functions for lane keeping and/or RECA are
no longer reliable and the system does not switch to manua mode.

The design requirements and recommendations are:

(F4.30.1) Reliable supervisory and diagnostics program shall be implemented.
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Potential Failure Mode F4.30.2: Driver failsto assume roles for manual control.
The driver may fail to assume responsibilities for manual control due to:

(F4.30.2.1) Warning delivery device failure (S=10, O=2)
(F4.30.2.2) Driver ignores the warning unintentionally or becomes confused. (S=10, O=5)

The effects and design requirements and recommendations are the same as with failure mode F4.30.1.
The question whether a driver can switch from one mode of operation to another within a short time by
following the warnings and instructions given by the system is a human factors issue that requires further
research. Another issue is whether the driver can understand the different modes of operation and adjust
to them fast enough.
Potential Failure Mode F4.31: Failureto notify driver of correct mode of operation.
The potential cause of the failureis:

(F4.31) Electronics or software failure. (S=9, O=2)
Failure of the system to notify the driver of its correct mode of operation may lead to confusion. Asa
result the driver may decide to initiate a check-out procedure and exit the lane. The driver may also panic
under some situations where the wrong mode is displayed and cause an accident.

The design requirements and recommendations are:

(F4.31) The electronics and software must be very reliable. Redundancies and on board diagnostics may
be used to improve reliability.

The amount of information given to the driver by the system is an issue that needs further research. The

workload of the driver should be low and manageable. Any information given to the driver should be
clear, brief and easy to process at al speeds and headways.*

Vehicle, Driver Diagnostics and Maintenance

Vehicle Diagnostics

The FMEA gives an extensive list of diagnostics for all automated functions of the vehicle. Every single
function that affects the motion of the vehicle has to be protected with redundancies and/or extensive
diagnostics. The complexity of the vehicle of ERSCA4 in terms of hardware and software is very high.

The monitoring of redundancies is also essentia since for safety reasons the failure of the most important
redundant paths shall signal the initiation of check-out and eventual exit of the vehicle from AHS. This
implies that the redundant paths may need to be activated continuously or occasionally for monitoring
purposes. The roadway and all vehicles must assist each other in monitoring their functions and
components such as lane reference aids, communications, software etc. This close interdependence
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implies that common standards need to be established and vehicle functions and performance while on
AHS must be as similar as possible.

Asin the previous ERSCs the overall motion of the vehicle can be monitored by an executive controller
using a validated vehicle model as shown in figure 8. This overall executive controller and diagnostics
structure adds an additional layer of safety by detecting and accommodating failures that cannot be easily
detected at the local component level. If vehicles have similar performance their models of motion are
similar and therefore their behavior is predictable if their inputs and intentions are communicated among
vehicles. Other vehicles models may be used for a second level of diagnostics and monitoring.

The design of diagnostics and the use of vehicle models for diagnostic purposes are all technical issues
that depend on the specific system design and need to be researched.

Driver Diagnostics

Since driving is fully automated the driver may be sleeping, reading a paper etc. The system hasto alert
the driver for check-out and when it is time for transition to alower ERSC or manual mode. Once the
driver is dert the system has to determine whether the driver isfit to assume manual control of al or
certain vehicle functions. The best method for alerting the driver and the best method for assessing
hig/her fitness are human factors issues that need to be addressed.

In our approach we concluded that a feasible method for ng the fitness of the driver isto have
him/her perform certain driving tasks under the supervision of the system and gradually increase the
driver's authority over these driving tasks depending on his/her performance. Such a method calls for
special hardware and software designs and driver's models and its practicality and effectiveness requires
further research.

Maintenance

Asin the previous ERSCs the trend of low maintenance will apply to vehicles for ERSC4 too. Reliable
components and software with long mean time to failure and extensive diagnostics which can detect the
need for maintenance are essential. These requirements will increase the initia cost of the vehicle
considerably. The use of extensive electronic components and the replacement of mechanical and
hydraulic components with electronic ones will keep maintenance needs very low.

The maintenance of the roadway such as lane reference aids, communications etc. which isthe

responsibility of the infrastructure is also essential and will be costly especially at places where
environmental conditions are not favorable.

Retrofitting
Retrofitting vehicles for ERSCA4 is going to be expensive and undesirable to the users and automobile

manufacturers. The design and reliability requirements for ERSC4 are unique and upgrading vehicles
build for lower ERSCsis also going to be costly.

The following table summarizes the results for retrofitting.
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Table 6 Retrofitting for ERSC4

Category of Vehicles Technically Feasible Cost User Acceptance
VehicleswithnoERSC 1, |Yes Very High Unlikely

2, 3 capabilities

VehicleswithERSC 1, 2,3 | Yes High Unlikely
capabilities

Vehicles built for easy Yes High Unlikely

retrofit

Vehicles built independent | Yes High Unlikely

of ERSC4 but with some

capabilities

Deployment Scenarios

In ERSCA4 the vehicleis fully automated and self guided and behaves as a fast moving robot. It does
receive assistance from the roadway and other vehicles for performing certain maneuvers but it relies on
its on-board sensors for any movement it makes.

The deployment of fully automated vehicles poses alot of problems that need to be resolved. These
problems are technical, legal, social and economic. In this study we have concentrated on the technical
problems. Our analysis calls for extensive redundancies, diagnostics and sensors that can see and process
much more information than a human can and much faster. It is unlikely to meet these strict requirements
with today's technology or with the near future technology and still come up with vehicles and a roadway
system where the trade-off between benefits and cost is reasonable. The sensor and processing
regquirements are enormous and unique. It is very difficult to emulate the senses of a good driver,
especially his decision making in unpredictable situations. Whether ERSC4 will evolve from the
previous ones is an issue that needs further study. There is no doubt that the deployment of any fully or
partially automated function will help study and understand the technical, legal, social and economic
issues involved and help the evolution process towards a fully automated vehicle and roadway system.
The design and development of ERSC4, however, may not follow by upgrading the vehicles for ERSC3
due to the difference in performance and reliability requirements.

Key Results and Conclusions

1. Theissuesinvolved in ERSC4 from the point of view of reliability are enormous. All functions that
affect the mation of the vehicle have to have multiple redundancies with appropriate diagnostics so that
failures can be detected and accommodated without degradation of performance. In particular the
longitudinal and lateral sensors, the throttle, brake and steering subsystems have to have double or triple
if not more redundanciesin order to meet the strict reliability requirementsin ERSCA4. The degree of
redundancy depends on the design choices and the maturity of technology and needs to be studied.

2. Despite the use of communications and navigation capahilities of the vehicle, the vehicle has to rely on
its on-board sensors for any movement it makes. The sensors emulate the driver's senses and are required

to process information fast, accurately and reliably. These requirements are difficult to meet with today's

technology under the constraint of affordability.
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3. The calculation of the position and speed of the vehicle relative to other vehiclesin other lanesisa
crucia and risky issue that needs to be studied. The calculation of the safe headway involves the
measurement of avariety of factors whose effect could be hard to measure with sufficient accuracy. Lane
changing accuracy is another issue. The relative position and speed of the vehicle before, during and
after the lane change is completed depends on alot of factors that could be hard to predict or evaluate. A
high level of conservatism may be necessary in order to overcome possible discrepancies and
inaccuracies.

4. The calculation of the timeto collision (TTC) for collision avoidance purposesis a very difficult
problem. In aroadway with multiple lanes where vehicles are free to change lanes anywhere, anytime,
every vehicle within certain range could be classified as threatening, leading to very short TTC and
resulting in unnecessary activation of the collision avoidance function. One way to avoid these situations
isto use vehicle to vehicle communications where vehicles continuously communicate their
identification, position, speed, acceleration and intentions to all vehicles within a certain range. Such a
communication system will require alarge bandwidth which may be difficult to obtain. An alternative
way that preserves bandwidth is to communicate only significant changesin, or intentions to change
velocity and/or lane position.

5. In amultilane automated environment it is absolutely essential that vehicles coordinate their
movement and most important their lane changes with each other. Such coordination implies the need for
some form of communication between the vehicles and the existence of some protocols that defines
unambiguously priorities and sequences of events. A protocol that is robust and allocates prioritiesin an
unambiguous manner has to be developed. Furthermore, the communication medium is a problem that
has to be solved in conjunction with the communication protocol, since the two together constitute
essentially a wireless data network. 1ssues such as bandwidth allocation and utilization, capacity, range,
immunity to interference and reliability are things that deserve further investigation. A large bandwidth
may be required in order to meet the reliability and functionality requirements for ERSC 4.

6. The longitudinal ranging sensor that might satisfy the needs of ERSC1, 2 and 3 may not be sufficient
for ERSCA4. In ERSCA4 it is absolutely essential to sense other vehicles with a high degree of accuracy and
reliability. Existing sensor technology might not be sufficient for the requirements of ERSC4 in terms of
target resolution, accuracy and reliability. Since sensor failure of any kind cannot be tolerated under any
circumstance, multiple sensors employing different sensing methods will certainly be required.

7. The problem of sensing the position of the vehicle within the lane has not yet been solved
satisfactorily. Several methods have been proposed based on different methods and operating principles
such as magnetic paint, magnetic nails, electromagnetic signals from embedded wires, optical recognition
and radar, but none of them has demonstrated either sufficient reliability and robustness in sensing or
cost effectiveness. More research will definitely be needed in this area.

8. With the envisioned scenario of dense traffic moving at high speeds, despite the collision avoidance
methods that may be available on the vehicle, afew collisions may be unavoidable. In today's freeways
even aminor collision creates amajor traffic disturbance that affects thousands of vehicles when the
drivers stop to survey the damage and exchange insurance information. In an automated highway
environment with vehicle to vehicle communication capability one can envision that in the event of a
minor collision that does not affect the drivability of the vehicles involved, the exchange of vehicle and
insurance information takes place through the vehicle to vehicle communication device. In the case of
major collisions the roadway is expected to be responsible for managing the accident.

9. A critical issue associated with accident avoidance and coordination of traffic between vehiclesisthe
choice of protocol that defines the right of way among vehicles and clearly defines the priorities of the
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vehicle control algorithm. At ERSC4 each vehicle is afree agent that is allowed to select an optimal path
according to its own criteria. A problem arises whenever the vehicle is facing a potentially threatening
situation, or an imminent collision threat. The vehicle controller has the obligation to coordinate the path
of the vehicle with every other vehicle within close range, but in the event of imminent collision there
may not be enough time for such negotiation or the negotiation may result in dead-lock. Clearly the
controller may choose a path that minimizes the collision risk to itself but creates an increased risk for
several other vehicles in the neighborhood, while the optimal solution for the system as a whole might be
to let that vehicle suffer more damage in the interest of minimizing the effect on aglobal level (for the
region affected). The liability problems associated with this are really complicated.

10. Another important issue is how to deal with vehicles that are not equipped for ERSC4 once they
manage to merge into the automated lanes of ERSC4 by bypassing the check-in procedures or vehicles
whose hardware fails to perform after they have merged. This problem though is partialy covered by the
fallback function analysis.

11. An issue that needs further study is to identify what is the best method of alerting the driver to
resume control of the vehicle for check-out and how far before the car reaches the check-out point. An
associated problem is how to deal with adriver and vehicle that fails the check out procedure. Should the
vehicle be taken to the next exit? Should the system guide the vehicle to the exit anyway and stop the
vehicle? The best way might be to lead the vehicle to a stop at the end of the exit ramp, regardless of
whether the driver passed or not the alertness and readiness test. The issue isthat if the driver does not
resume driving at that point, he will create a backup of traffic behind him, so methods have to be devised
to circumvent that problem. With this method the check-out procedure may be unnecessary. The driver
has to resume manual control by restarting the vehicle. The method, however, is expected to affect
efficiency in urban areas with frequent exits. It may, however, be feasible and attractive in rural aress.

12. The assumption of fall-back modes where the driver will be alerted and instructed to assume
responsibility of certain driving tasks raises many crucial human factors issues that need to be studied. In
ERSC 4 afail-soft failure of a particular driving function or redundant path may require driver's
assistance to guide the vehicle to the next exit. Will driver's be able to understand the different modes of
possible operations and act fast when need to?

13. Inafully automated vehicle environment drivers shall not be able to override any of the automated
vehicle functions that affect the motion of the vehicle. Otherwise they may find themselvesin a situation
they cannot handle. The driver, however, should be able to request a return to manual control by first
following a check-out procedure that puts the vehicle in a position where manual control is safe.

14. The vehicle for ERSC 4 will be highly instrumented with electronic components. Due to the low
mai ntenance requirements of electronic components the current low trend of maintenance could continue
with the AHS vehicles.

15. Aswith the previous ERSCs the retrofitting of vehicles not built for ERSC 4 is going to be
expensive and unacceptable to users. The retrofitting of any component that affects the motion of the
vehicle is expected to be very costly. The upgrading of vehicles built for ERSC 3 or 2 or 1 to those of
ERSC 4 isaso going to be costly due to the additional hardware and software tools and redundancies
used for the vehicle of ERSC 4.
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SECTION 6 ERSC 5 ANALYSIS

ERSC 5isasmall extension of ERSC 4 where the responsibility of vehicle navigation is given to the
roadway. The roadway based vehicle navigation is not expected to affect the lateral and longitudinal
functions of the vehicle. Asaresult thereisaconsiderable overlap between ERSC 4 and 5. Our anaysis
will follow the same procedure asin ERSC 4 but it will concentrate on the issues related to roadway
based vehicle navigation in order to avoid duplication.

Vehicle and Interface with Roadway and Driver Functions

ERSC 5 issimilar to ERSC 4 asfar as the basic vehicle functions are concerned. The number of
functions of the roadway, however, increases to include optimization of traffic flow by controlling lane
changes and coordinating vehicle maneuversin general. The following operational scenario describes the
functions of the vehicle associated with the new roadway functions.

Operational Scenario

The fitness of the vehicle to operate on AHS is displayed constantly through on-board diagnostics when
the vehicle is operating either manually or automatically. When the vehicle approaches the AHS facility
it establishes communication with the roadway in order to verify its communication capabilities. The
intentions of the driver to enter the AHS facility are communicated to the roadway together with the
vehicle's fitness status and identification. If the vehicleisfit the driver is notified and instructed to drive
the vehicle to the entry point or area, enter his/her trip destination and switch on the automated mode.
The automated mode includes all the functions presented in ERSC 4. The only difference isthat the
navigation function now receives direct routing commands from the roadway. In ERSC 5 the roadway
determines the routes of the individual vehicles according to their destinationsin an effort to minimize
traffic disturbances and optimize the efficiency of the traffic network. The roadway computes the precise
route of each vehicle on line and gives commands for lane changes, exiting and other relevant
coordination maneuvers. The commands are communicated to the on-board navigation function, checked
for consistency and passed on to the lateral/longitudinal automated functions for execution. Asin ERSC
4 the vehicle responds to the navigation commands by relying on its own sensors for safety. The driver
may change its trip destination while on the automated driving mode. These changes are communicated
to the roadway to be taken into account in calculating the optimum route for the vehicle. The vehicle
communicates to the roadway its position and speed continuously with time. Thisinformation is used by
the roadway to compute optimum routes for vehicles and provide the appropriate navigation commands.

Apart from the roadway navigation commands all other functions that include lateral and longitudinal
control check-out and exit are the same as in ERSC 4.

The functional block diagram shown in figure 25 indicates the interaction of the vehicle's automated
functions with the roadway, driver and other vehicles.
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Figure 25: Functional block diagram of vehicle functions and interface with roadway, driver and
neighboring vehicles.

The main high level functions associated with ERSC 5 are the same as in ERSC 4 with the addition of
the roadway navigation function as listed below.

H5.1 Roadway Navigation Functions

H5.2 Vehicle Navigation Functions

H5.3 Automated Lateral/L ongitudinal Control
H5.4 Driver Vehicle Roadway |nterface

H5.1 Roadway Navigation Functions

Figure 26 shows the functional block diagram of the roadway navigation functions.

Network traffic
information Navigation
¢ commands to:
Vehicle 1 (SPD) Vehicle 1
Vehicle 2 (SPD) Roadway Vehicle 2
) Navigation '
Vehicle N (SPD) Vehicle N
% |

Figure 26: Roadway navigation function (SPD) = (speed, position and destination)

Inputs:
Identification, speed, position, and trip destination from each vehicle in each lane for a specified
section of the automated highway consisting of an arbitrary number of vehicles N.
Traffic flow and traffic network information.

Outputs:
Lane change, check-out, exit commands to each vehicle
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Functional Specification:

The roadway navigation system calcul ates the route of each vehicle and issues commands for lane
change, check-out, exit to each individual vehicle in order to optimize the efficiency of the AHS. It
receives the identification, position, speed and destination from each vehicle in a specified section of
AHS aswell astraffic flow network information from a central station. It performs the optimization and
calculates the optimum route of each vehicle that results to an efficient operation of AHS.

The specific functions and functional and reliability requirements are:

F5.1 Receive position, speed and destination from a very large number of vehicles.
The roadway shall receive the identification, position, speed and trip destination from each
vehicle continuoudly with time and shall identify where each vehicleis at each instant of time.

F5.2 Calculate navigation commands for each vehicle.
The roadway shall use network traffic flow information and the vehicle operational status at each
time to calculate the navigation commands for each vehicle.

F5.3 Send navigation commands to each vehicle

The roadway shall send navigation commands to each vehicle. These commands include change
|ane, check-out, exit.

H5.2 Vehicle Navigation Functions

The functional block diagram of the vehicle navigation system is shown in Figure 27.

Identification, speed, position, trip destination

Y

Navigation commands Navigation commands
Roadway > >
Navigation Lat/ Long
] Trip destination System System
Driver >

Figure 27: Functional block diagram of vehicle navigation system.

Inputs:
Roadway navigation commands: lane change, check-out, exit
Driver: trip destination

Outputs:

Navigation commands to lateral/longitudinal system.
Identification, speed, position, trip destination to roadway .

Functional Specifications
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The vehicle navigation system communicates the identification, speed, position, and destination of the
vehicle to the roadway and receives navigation commands from the roadway. It checks the roadway
commands for consistency and passes them on to the lateral/longitudinal system for execution. The
system acts as a backup to navigation system.

The specific functions and functional and reliability requirements of the vehicle navigation system are
listed below:

F5.4 Send vehicle identification, position, speed and trip destination to roadway
The system shall send the identification, position, speed and trip destination of the vehicle to the
roadway during specified intervals of time.

F5.5 Receive navigation commands from roadway
The system shall be able to receive navigation commands from the roadway.

F5.6 Check validity of navigation commands
The navigation system shall check the validity of the roadway navigation commands. If they are
not consistent it shall send a message to the roadway.

F5.7 Transfer navigation commands to the lateral and longitudinal control function.
The system shall transfer the roadway navigation commands to the lateral/longitudinal control
system.

F5.8 Enable Navigation
Upon driver's command the navigation functions shall switch on during check-in.

F5.9 Disable Navigation
Upon driver's command the navigation functions switches off.

H5.3 Automated Lateral/Longitudinal Control

The functional block diagram of the automated lateral/longitudinal functionsis shown in figure 28.

Roadway Vehicle
Driver Navigation
Other Vehicles
— ¢ ¢ Brake
Longitudinal Actuator
Sensors _)
Controller Throttle
el Actuator
Sensors Steering
Actuator

Figure 28: Functional block diagram of automated lateral/longitudinal control.
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Inputs:
Longitudinal measurements. speed, relative speed and spacing, acceleration.
Lateral measurements: yaw rate, steering angle, preview, lateral position, closing rates and position
of vehicles or objects in other lanes.
Roadway commands: target speed, headway recommendations, merging coordination.
Navigation commands: lane change, check-out, exit.
Other vehicles: braking capabilities and intentions, lane change, and merging intentions.
Driver commands; enable at check-in, disable at check-out.

Outputs:
Commands to brake, throttle and steering actuators.
Notify driver and roadway of mode of operation.
Braking capabilities and intentions, lane change and merging intentions to other vehicles.

Functional Specifications:

The automated lateral/longitudinal control system includes the SHM, LK, lane changing functions and
the combined lateral and longitudinal collision avoidance function. The system is responsible for the
lateral and longitudinal motion of the vehicle and for avoiding collision with all moving and stationary
obstacles. It takes inputs from the vehicle navigation system for lane changing, check-out and exiting. It
responds to target speed commands, roadway recommendations and merging coordination commands
from the roadway. It communicates the braking capahilities and braking, lane changing and merging
intentions of the vehicle to other neighboring vehicles and receives the corresponding information from
the surrounding vehicles. It responds to driver'sinputs for switching on during check-in and switching
off during check-out.

The main functions and functional and reliability requirements of the lateral and longitudinal control
system are:

F5.10 Calculate safe headway
The system uses information from on-board sensors that sense the vehicle's braking capabilities,
the braking capabilities of the preceding vehicle obtained via communication and headway
recommendations from the roadway to calculate a safe headway for vehicle following. The
calculation of the safe headway shall take into account all factors and worst case stopping
scenarios.

F5.11 Maintain speed
The vehicle shall track and maintain the roadway commanded speed as long as no valid target is
present.

F5.12 Maintain headway
The vehicle shall maintain the headway selected by the vehicle under all environmental
conditions, road geometry and freeway speeds.

F5.13 Switch from maintaining speed to maintaining headway
When the system senses a valid target in the same lane that is within certain range it shall switch
to the following mode by maintaining a safe headway calculated by the vehicle.

F5.14 Switch from maintaining headway to maintaining cruise speed
When the target moves out of the sensing range or changes lane the system shall switch to
maintaining roadway commanded speed.
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F5.15 Keep vehiclein the center of lane
The system shall keep the vehicle in the center of the lane at al highway speeds, under all
roadway and environmental conditions and during all modes of operation of the lateral and
longitudinal controller.

F5.16 Coordinate lane change with other vehicles
The system shall coordinate alane change maneuver with neighboring vehicles by
communicating its identification, operational status and intentions to change lane. The system
shall also accept similar lane change information from other vehicles and assist them during lane
changing by obeying the traffic rules and the established "right of way."

F5.17 Synchronize speed and headway for lane change
The system shall synchronize its speed and headway to be ready for alane change maneuver or to
assist other vehicles during lane change.

F5.18 Change lane
The system shall use its on-board sensors and controllers to change lanes after functions F5.16,
F5.17 are compl eted.

F5.19 Switch from lane changing to longitudinal control
The system shall position the vehicle in the center of the lane after alane change maneuver is
completed and switch to the speed or headway maintenance, and lane keeping mode.

F5.20 Combined lateral and longitudinal collision avoidance.
The system shall avoid colliding with any moving or stationary obstacle by monitoring the
motion of the vehicle relative to the surroundings and providing the appropriate commands to the
steering, throttle and brake actuators. The system uses on-board sensors and vehicle to vehicle
communication to learn about the capabilities of the vehicles and their intentions for braking,
lane changing. It calculatesthe TTC from all directions. If the TTC becomes less than a certain
value then it sends the appropriate commands to the brake, throttle and steering actuators.

F5.21 Switch from collision avoidance function to normal operation
A collision avoidance maneuver may bring the vehicle to afull stop or placeit in a different lane
or make it deviate from its normal operation. The purpose of this function isto bring the vehicle
back to the speed or headway maintenance and lane keeping function by using its on-board
sensors and vehicle-to-vehicle communications.

F5.22 Enable the lateral/longitudinal functions
Upon driver's command during check-in the lateral/longitudinal functions shall switch on.

F5.23 Disable the lateral/longitudinal functions

The lateral/longitudinal functions shall switch off after the driver has passed the check-out test
and assumed full manual control.

H5.4 Driver Vehicle Roadway Interface

The high level functional block diagram of the driver interface with vehicle and roadway is shown in
figure 29.
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Mode of operation Trip destination

Driver

check-out ¢ ¢check—in
check-out I

Roadway E a VehiCle (
interface

check-in

Figure 29: Functional block diagram of driver interface with vehicle and roadway.
The following functions are associated with the interface of the driver with the vehicle and roadway.

F5.24 Check-in
Driver shall use the on-board diagnostics to check the fitness of the vehicle to operate on the
AHS facility. The vehicle shall establish communication with the roadway via vehicle-to-
roadway communication and present its fitness status and identification to the roadway. If the
vehicleisfit the roadway shall send an acknowledgment that the vehicle passed the check-in test
and is ready to enter the AHS facility.

F5.25 Enter AHS
If the vehicle passes the check-in test the driver shall drive the vehicle to the entrance of the AHS
facility, enter the trip destination and switch on the automated mode. The vehicle shall drive
itself by using its on-board sensors and communications with the roadway and other vehicles.

F5.26 Merge into the automated lanes
The vehicle shall merge into the automated lane by communicating with other vehicles and the
roadway in order to coordinate its maneuvers. Each maneuver shall be followed provided it is
considered to be safe by the on-board sensors.

F5.27 Change of trip destination
The driver shall be able to change its trip destination while the vehicle isin the automated mode
without interfering with the automated functions. The new trip input shall be fed into the
navigation system that calculates the route of the vehicle based on the new destination.

F5.28 Alert driver for check-out
At the end of the trip the vehicle shall alert the driver to initiate a check-out procedure.

F5.29 Check-out
The driver shall initiate a check-out procedure after he/she has been aerted and warned by the
system or after he/she has made a decision to abort the automated operation. The check-out
procedure involves the gradual transition from the automated mode to the manual mode by
transferring control to the driver depending on his'her driving performance. The check-out
procedure starts by allowing the driver to provide small steering and throttle/brake inputs. These
inputs are augmented by the system in order to maintain vehicle performance. If the driver
performance is acceptable he/she is given additional authority over steering, throttle and brake
until the system switches to manual mode. If the driver fails the check-out procedure by not
performing well enough or by not responding the vehicle guides itself to a special ramp or
shoulder of alane, bringsitself to afull stop and notifies the roadway. The roadway is also
notified when the check-out procedure starts and ends. The vehicle can also initiate a check-out
procedure if the driver cannot be alerted by the system. In this case the vehicle guidesitself to a
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special ramp or shoulder, stops and notifies the roadway. The check-out procedure may take
place in a special transition lane or in aslow lane or specia ramp.

F5.30 Exit lane
After passing the check-out test the driver assumes manual control of the vehicle and exits the
AHS facility. The vehicle sends a naotification to the roadway when the exit is completed.

F5.31 Fall back to ERSC 4
The vehicle functions shall switch to those of ERSC 4 when the roadway navigation system fails
to provide navigation commands for the vehicle.

F5.32 Fall back to ERSC 3
The vehicle functions shall switch to those of ERSC 3 when the lane changing function and/or
the overall collision avoidance function becomes inaccurate or their redundant paths fail. The
transition involves an initial warning to the driver and monitoring of his’her actions. If the driver
isfit to operate as required in ERSC 3 the system completes the transition. If not the system
initiates a check-out procedure.

F5.33 Fall back to ERSC 2
The vehicle functions shall switch to those of ERSC 2 when the lane keeping function becomes
inaccurate or when aredundant path fails. The transition involves an initial warning to the driver
to assume the driving role required by ERSC 2 (i.e. steering). After the warning the system shall
be monitoring the driver's performance. If the driver isalert, and his performance is acceptable
then the transition is complete. If the driver cannot be alerted or he/she repeatedly fails the test
the vehicle will be guided to a stop.

F5.34 Fall back to ERSC 1
The vehicle functions shall switch to those of ERSC 1 when the RECA function becomes
inaccurate due to the inability of the system to assume responsibility for avoiding rear-end
collisions. The transition involves an initial warning for the driver to assume the driving role
required by ERSCI (i.e. steering and collision avoidance). After the warning the system shall be
monitoring the driver's performance. If the driver responds and his performance is acceptable,
then the transition to ERSC 1 is complete. If the driver cannot be alerted or he/she repeatedly
fails the test the system the vehicle will be guided to a stop.

F5.35 Fall back to manual control
When certain vehicle functions such as SHM are not functioning properly or the roadway and
environmental conditions are inappropriate for automated operation the system shall switch to
manual mode. The transition involves an initial warning for the driver to resume manual control
of all vehicle functions. After the warning the system shall be monitoring the driver's
performance. If the driver responds and his performance is acceptable, then the transition to
manual mode is complete. If the driver cannot be alerted or he/she repeatedly fails the test the
vehicle will be guided to a stop.

F5.36 Mode of Operation

The system shall continuously notify the driver of its mode of operation i.e. on, off, normal,
emergency, malfunction, etc.

Failure Modes and Effects Analysis
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ERSC 5 is an extension of ERSC 4 and involves al the functions of ERSC 4 associated with the high
level functions; automated lateral and longitudinal control and Driver Vehicle Roadway interface with the
addition of the roadway navigation functions and the fall back to ERSC 4 function. The results of the
FMEA for ERSC 5 presented in table 16 of Appendix B has therefore a considerable overlap with those
of ERSC 4. Below we present and discuss the failure modes and results of the FMEA that are unique to
ERSC 5 and do not overlap with those of ERSC 4 in order to avoid repetition.

Potential Failure Mode F5.1: The roadway navigation system does not receive position, speed and
destination information from any vehicle.
The roadway may not be able to receive any information from the vehicles due to:

(F5.1) Roadway communication failure (S=7, O=3)

The potential effect of thisfailure isthe loss of roadway navigation capability that may affect the
efficiency of AHS. The vehicles have to rely on their own navigation systems for routing.

The design requirements and recommendations are:

(F5.1) The roadway must have redundant communication systems. The vehicle shall have their own
navigation system as a backup to the roadway system. The roadway shall have independent means of
measuring the position and speed and learning the identification of each vehicle.

Potential Failure Mode F5.2: Loss of ability to calculate correct navigation commands for each vehicle

The roadway may fail to calculate the correct navigation commands for each vehicle due to:

(F5.2.1) Software or electronicsfailure (S=7, O=4)
(F5.2.2) Lack of network traffic information (S=7, O=2)

The effect of the above failuresis a possible loss of optimality in the operation of AHS.

The design requirements and recommendations are:

(F5.2.1) Supervisory elements (in hardware and software) are needed to monitor the navigation process.
Each vehicle shall be notified when a malfunction in the roadway navigation system is detected. Vehicles
shall notify the roadway if navigation commands are inconsistent with their destination.

(F5.2.2) Reliable network communication shall be implemented.

Potential Failure Mode F5.3.1: The roadway navigation system cannot send navigation commands to

any vehicle.

The potential causes, effects and design requirements and recommendations are the same as with failure
mode F5.1.
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Potential Failure Mode F5.4: The vehicle can not send vehicle position, speed, and destination to
roadway.

The potentia causes of the above failure are:

(F5.4.1) Vehicleis unable to determine its position. (S=8, O=3)
(F5.4.2) On-board transmitter failure. (S=4, O=3)

The potential effect of failure (F5.4.1) is the possible loss of navigation capability for both the roadway
and vehicle due to the inability of the vehicle to determine its absolute position. The effect of failure
(F5.4.2) that is due to the transmitter on the vehicle is the potential 1oss of the roadway navigation
function which may have a negative effect on efficiency and optimality of AHS. In this case the vehicle
has to rely on its own navigation system.

The design requirements and recommendations are:

(F5.4.1) Redundant methods to determine absolute position are needed. The vehicle may send a position
relative to another vehicle when it is unable to determine its absolute position.

(F5.4.2) Supervisory elements are needed to monitor the transmitter. The vehicle shall be asked to check
out if transmitter fails.
Potential Failure Mode F5.5: The vehicle can not receive navigation commands from roadway.

The vehicle may fail to receive navigation commands from the roadway due to the following possible
cause:

(F5.5) Vehiclereceiver failure (S=7, O=4)

The potential effect of the failure is loss of the roadway navigation function that may have an adverse
effect on the efficiency of AHS.

The design requirements and recommendations are:
(F5.5) Supervisory elements are needed to monitor communications. Redundant receivers may be
required.
Potential Failure Mode F5.6: The vehicle navigation system can not check validity of roadway
navigation commands.
The potential cause of thisfailure is due to:

(F5.6) Software failures or the lack of traffic information. (S=7, O=2)

Due to the failure the vehicle may follow the wrong route leading to an increased travel time.

The design requirements and recommendations are:
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(F5.6) The navigation commands shall also be presented to the driver. When a new route is computed,
driver shall be notified.

Potential Failure Mode F5.7: The vehicle navigation system can not transfer navigation commands to
lateral and longitudinal controller.
The failure may be due to:

(F5.7) Coordination software failure (S=7, O=2)

The potential effect isloss of the navigation function of the vehicle. The driver may have to take over
navigation.

The design requirements and recommendations are:

(F5.7) Supervisory programs are needed to monitor the navigation commands and lateral, longitudinal
controller actions.

Potential Failure Mode F5.31: Roadway navigation not available but system does not fall back to ERSC
4

The potential causes of this failure are:

(F5.31.1) Software failure (S=7, O=2)
(F5.31.2) Vehicle navigation system failure (S=7, O=3)

The potential effects of these failures is the loss of vehicle navigation capability. The driver may haveto
take over navigation.

The design requirements and recommendations are:
(F5.31.1) Reliable supervisory and diagnostics program shall be implemented.
(F5.31.2) The vehicle navigation system shall use redundancies to improve reliability

Therest of the potential failure modes, their causes and effects are the same asin ERSC 4.

Vehicle, Driver Diagnostics and Maintenance

The vehicle and driver diagnostics and maintenance discussions presented in ERSC 4 hold for ERSC 5
too.

In ERSC 5 the roadway will be responsible for maintaining the operation and functionality of its
navigation systems. Redundanciesin the roadway equipment may be necessary in order to improve
reliability but also for performing maintenance without disrupting the system operation.
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Retrofitting

As with the previous ERSCs retrofitting is going to be expensive and unacceptable to users. The
upgrading of vehicles built for ERSC 4 to operate for ERSC 5 may be feasible. The reason is that the
roadway based vehicle navigation functions are not found to affect safety. Furthermore, the vehicle for
ERSC 4 is dready heavily equipped with electronics and therefore the addition of afew more will
constitute a small percentage increase in the cost of the vehicle.

Deployment Scenarios

In ERSCS the vehicleis fully automated and the roadway is fully instrumented and the roadway assumes
the responsibility of calculating navigation commands for each vehicle. To assist the roadway in this
task, each vehicle must frequently send information about its current status to the roadway. Therefore, the
vehicle will periodically update its position, speed and destination information. The roadway must
process the information it receives from all the vehicles within its range of authority and compute and
update navigation commands for each vehicle with the goal of optimizing traffic density and efficiency
for al the vehiclesinvolved. The vehicle is also equipped with its own navigation instruments and
sensors which enable it to execute the commands received from the roadway accurately and efficiently.

The deployment of ERSC 5 may be possible after a successful deployment of ERSC 4. The issues
involved, however, are a'so enormous. Will the roadway be able to process a huge amount of
information and optimize vehicle motion so that the overall system is efficient but not at the expense of
increased travel time for alarge number of vehicles? The development of optimization algorithms to deal
with the dynamic environment of ERSC 5 will be a challenging problem. It will require bigger and faster
computers and most likely a highly decentralized decision making process in order to manage the large
amount of data.

The roadway in ERSC 5 may be highly instrumented in order to have an independent method of
measuring the position, speed and identification of each vehicle. Otherwise the roadway may not be able
to identify vehicles with lost communication capability. This requirement will increase the infrastructure
cost and delay deployment of ERSC 5.

Key Results and Conclusions

The key results and conclusions developed for ERSC 4 are applicable to ERSC 5 with the addition of the
following:

1. In ERSC 5 the roadway is required to process a large number of datathat may require larger and faster
computers than what is available today. The computational requirements for the roadway controller need
to be researched.

2. The optimization of traffic by choosing the route and issuing navigation commands for each vehicle
could be an intractable problem from the theoretical point of view. Some decentralized decision making
may be necessary and sub optimal solutions may be more redlistic.

3. The roadway may have to be heavily instrumented in order to have redundant means of measuring the
position and speed of each vehicle. Such instrumentation will increase costs and needs for maintenance.
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4. The retrofitting of vehicles for ERSC 5 is going to be expensive. The upgrade of vehicles built for
ERSC 4 to be used for ERSC 5 may be feasible.

SECTION 7 CONCLUSIONS

In this report we study and analyze the vehicle operational issues associated with the development and
deployment of vehicles for five evolutionary representative system configurations (ERSCs). In ERSC 1
the driver isresponsible for al collision avoidance and steering functions. In ERSC 2 we introduce a full
authority longitudinal control with the driver responsible for steering and lateral collision avoidance. In
ERSC 3 the lane keeping function is automated and the driver is responsible for lane changing only. In
ERSC 4 the vehicleis fully automated, self-guided with navigation capabilities and the driver is not
required to perform any driving function during normal operation on AHS. In ERSC 5 the roadway is
responsible for vehicle navigation by selecting the route of each vehicle based on its destination in away
that optimizes the efficiency of AHS. The issues addressed are associated with reliability and the need
for redundancies, vehicle and driver diagnostics, retrofitting, maintenance and deployment scenarios. A
system level failure mode and effects analysis (FMEA) is used to study reliability and the need for
redundancies and diagnostics for each ERSC.

Below we list the overall key findings, issues and risks developed in this report according to the area of
emphasis. The results and conclusions that are specific to each ERSC are presented before at the end of
each section that is devoted to the analysis of the individual ERSC .

Reliability

1. The reliability requirements for the vehicle functions increase considerably as we go from ERSC 1 to
ERSC 5. Figure 30 gives an indication of the number of potential failure modes with the highest severity
rating generated by the FMEA for each ERSC. The biggest jump occurs when we go from ERSCL1 to
ERSC2. In ERSC1 the driver is a back-up for the speed and headway maintenance (SHM) function
which is the main automated vehicle function in ERSC 1. The driver isresponsible for collision
avoidance and steering. As aresult the number of potential vehicle failure modes with high severity is
fairly small. By moving to ERSC2 where we introduce a full authority longitudinal controller that
calculates on line the vehicle headway, a considerably larger number of high severity failure modesis
possible. Table 7 givesalist of al the basic vehicle functions and subsystems that need redundanciesin
order to meet the required reliability levels and reduce the severity of the potential failure modes. The
number of redundancies increases considerably as we automate additional driving functions by going
from ERSC 1 to a higher one.

2. Redundancies aone will not achieve the high level of reliability that is essential for AHS.
Appropriate diagnostics and control logic are essential in switching from a faulty redundant path to a
healthy one without degrading performance and safety. Figures 15, 20 show simple block diagrams of
redundant designs for a full authority longitudinal control and automatic lane keeping. The figures
indicate the level of complexity that may be required for reliable operation.

3. A vehicle shall not be considered fit to operate on AHS if any one of the redundant pathsis faulty. As
aresult all redundant paths shall have diagnostics that monitor their functionality. The monitoring is
possibleif all redundant paths are activated during vehicle operation. Special designs and control
techniques need to be devel oped to make such operations possible. The control techniques may be also
used for fast detection and accommodation of failures.
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4. The vehicle functions shall be designed so that during normal operation and transitions the driver is
never placed in a situation he/she cannot handle. For this reason the driver shall not have the capability
of overriding automated driving functions such as the full authority longitudinal controller, the lane
keeping and lateral controller. The driver, however, shall be able to request atransition to manual
control. The system shall respond to this request if conditions are safe by following a check-out
procedure during which the vehicle adjusts its speed and headway to comfortable for human driving
levels and the driver takes over control gradually provided he/she isfit to operate the vehicle.

5. Our analysisindicates that all automated vehicle functions have to be protected from failures by using
redundancies and on board diagnostics. Vehicles will not rely on the roadway to check their functionality
and reliability. The redundancies and on board diagnostics will alow the monitoring of the vehicle
components and subsystems even during manual driving. Asaresult no time consuming and elaborate
on site check-in tests may be required. The driver may be notified before even reaching AHS whether
his/her vehicle isfit to operate on AHS.

Number of
A Potential
Failure Modes
— with Highest
Severity

ERSC1 ERSC2 ERSC 3 ERSC 4 ERSC 5

Figure 30: The number of potential failure modes with the highest severity rating generated by the
FMEA.
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Vehicle functions and/or ERSC1 | ERSC2 | ERSC3 | ERSC4 | ERSC5
subsystems

Longitudinal measurements X XX XX XX XX
(speed, range, relative speed)

Controller Electronics and X XX XX XX XX
Software

Disahility of Automated Functions X X X X X
Calculation of Headway XX XX XX XX
Vehicleto Vehicle X X XX XX
Communication

Brake Subsystem X X XX XX
Roadway Lane Reference Aids X XX XX XX
Lateral Position Sensor X XX XX XX
Steering Subsystem XX XX XX
Lateral Measurements for Lane X XX XX
Changing

Throttle Subsystems X X
Vehicle to Roadway X
Communication

6. The development of fully automated vehicles that can operate reliably at high speeds with today's
technology within reasonable cost constraints is unrealistic. Despite several successful experimentsin
vehicle following and lane keeping the current sensor technology is not yet mature to meet the functional
and reliability requirements of automated vehicles.

7. The choice of a safe headway to be used for vehicle following so that no rear-end collision takes place
when the preceding vehicle brakes during collision avoidance maneuvers depends on alot of factors that
include the braking capabilities of the vehicles involved, sensor/actuator characteristics, the friction
coefficient between tires and the road, the speed of the vehicles etc. The on line reliable measurement of
these factorsis an issue that needsto be resolved. A conservative choice may lead to alarge headway
that will affect capacity and efficiency whereas a short headway will have a negative impact on safety.
For ERSC2 to ERSCS5 we assume that the vehicle selects the headway by taking into account all relevant
factors obtained through measurements and from vehicle to vehicle communication. This raises severa
liability issues that need to be resolved. The sensitivity of the minimum safe headway with respect to
differences in velocity, braking capabilities, friction coefficient etc. makes it impossible to have very low
headways (of the order of 0.3 sec or lower) and still guarantee a collision-free vehicle following.

8. In our approach we assume that the headway is chosen so that vehicle following is collision free under
normal operation. We assume that no low DV collisions are acceptable. As aresult the organization of
vehicle into platoons of a specified size with very small inter vehicle space is not considered to be
necessary.

9. The selection of the headway by the vehicle in ERSC2 to ERSCS raises serious liability issues that
need to be resolved. If the goal of AHS isto increase capacity the selection of the headway should not be
left to the driver due to the randomness in human choices and the possibility of having considerably
larger than necessary headways.
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10. The evolution of vehicle functions from ERSC1 to ERSC5 does not imply that vehicle built for a
lower ERSC can be upgraded to be used for higher ERSCs. The design and reliability requirements differ
from one ERSC to another considerably. Asaresult each ERSC calls for new designs, vehicle functions,
subsystems, and components.

11. Every vehicle function that affects the motion of the vehicle and/or has an impact on safety has to be
designed so that it never puts the driver in a situation he/she cannot handle. Such situations were
identified in ERSC2 and ERSC3 and modification of the vehicle and roadway functions were proposed to
eliminate them.

12. The use of warnings in ERSC 1 to 3 together with automated driving functions raises several
important human factors issues that need to be studied. For example when and how to give warnings,
especially those warnings associated with lane departure and lane changing. How do warnings affect the
driving tasks of the driver and his/her interface with the automated functions? What if two or more
warnings are activated the same time causing confusion or panic to the driver?

13. Therole of the driver during fall-back modes poses several human factors issues that need to be
addressed. The fall-back from ERSC 5 to ERSC 4 doesn't pose any problem to safety. The fall-back
from ERSC 4 to ERSC 3 or lower requires the driver to assume the responsibility of certain driving tasks.
Whether the driver can understand the different modes of operation and is able to switch from one mode
to another and perform his/her duties are human factors issues that need to be studied. These studies may
conclude that the only possible mode that the driver can understand and adjust fast is the manua mode.
Thiswill imply that a malfunction in the automatic lane changing function of avehiclein ERSC 4 will
require the vehicle to return to manual mode and the driver to drive the vehicle to the exit by going
through automated lanes. Such an approach will raise several human factors and safety issues that need
to be addressed. The driver interface with the vehicle functions and roadway should be clear and simple.
Human factors studies are required to understand the interface of the driver with the vehicle and roadway
functions. Current human factors studies on intelligent cruise control systems may provide considerable
knowledge in this direction.

14. A considerable number of technical issues need to be resolved before deploying afull authority
longitudinal controller or an automated |ane keeping controller or afull authority lateral controller.

15. Despite the avail ability of various sensors for intelligent cruise control, sensor technology is still not
mature to meet the functional and reliability requirements involved in the implementation of afull
authority longitudinal control.

16. Automated lane keeping shall keep the vehicle in the center of the lane under all highway speeds,
environmental and traffic conditions and roadway configurations. This requirement cannot be met with
today's "affordable" sensor technology despite the reported success of several lane keeping experiments.

17. Automated lane changing is one of the most difficult functions due to the tremendous sensor
requirements involved. The sensors have to cover awide field of view, process information fast and
distinguish between threatening and non threatening situations. Emulating the human driver's sensesin
this case is a challenging technical problem that needs to be resolved. Vehicleto vehicle
communications may be necessary in addition to all other sensor requirementsin order to resolve the
problem at least theoretically. The use of alarge bandwidth communication system may be necessary in
order to meet al the reliability requirements.

18. Collision avoidance is another important function that involves serious issues and risks. In ERSC 4,
5 where vehicles change lanes automatically while calculating the time to collision and distinguishing
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between threatening and non threatening vehicles or obstaclesis a difficult if not impossible task. In
such an environment any vehicle in the vicinity could be classified as threatening. The use of vehicleto
vehicle communications may help alleviate some of the problems but it is not clear whether all the
reliability requirements can be met. Communications will not be helpful in the cases of obstacles other
than avehicle or vehicles that are still in motion but lost their communication capability.

19. The roadway based navigation of vehiclein ERSC 5 requires the acquisition and processing of a
tremendous amount of data. It is unlikely that the computing requirements can be met with today's
computer technology especialy if the computations are performed by a central computer. Furthermore,
the optimization of a dynamic system such as traffic flow on the vehicle level could be an intractable
theoretical problem. More research isrequired in order to study the feasibility of optimizing traffic flow
characteristics by controlling the motion of individua vehicles.

Vehicle diagnostics

20. Our analysis calls for a significant number of built-in tests and on-board diagnostics to monitor the
functionality and health of all automated functions and of the components that affect them, as well asthe
health and their redundant paths. Every vehicle function that affects the motion and safety of the vehicle
has to be protected from failures by using redundancies and extensive diagnostics. On-board diagnostics
can be used to detect failures or malfunctions fast and help isolate them as early as possible.

21. The availability of fairly accurate vehicle models may be used to develop an executive controller with
intelligent diagnostics that can monitor the overall motion of the vehicle, detect and isolate failures that
may not be easily detectable on the component level. Figure 8 shows the block diagram of such a
system.

22. The availability of relatively low cost electronics and computers makes the use of extensive
diagnostics possible and desirable. The current trend in today's vehicle designsiis the use of extensive
diagnostics for components such as electronic fuel injection, electronic engine management, anti-lock
brakes etc. Thistrend isexpected to continue and dominate in the development of vehiclesfor ERSC 1
to 5.

Driver diagnostics

23.In ERSC 1, 2 the driver isresponsible for steering and is expected to be alert. Asaresult there are no
special demands for driver diagnostics that go beyond those that are researched for manual driving. For
ERSC 3 and above driving is "feet off", " hands-off". The driver needs to be alerted and resume control
of certain driving functions during malfunctions, check-out or during fall-back modes. The assessment
of the fitness of the driver to assume manual control istherefore anissue. Our review of the driver
diagnostics tools and devices researched and proposed in the literature suggest that an efficient method of
assessing the fitness of the driver is to have him/her perform actual driving tasks. Our analysis indicates
that the automated vehicle functions can be designed to allow the driver to interact with them during
check-out by allowing him/her some authority over the control functions without affecting vehicle
performance. The driver's behavior can then be monitored and his/her authority over the control of the
vehicle increased or decreased accordingly depending on his'her performance. The design of such a
system requires considerable research efforts in the area of design, controls, and human factors.

24. The availability of sensors on vehicles provides the flexibility of designing in-vehicle systems for
monitoring driving behavior during manual driving as explained in Figure 9. This monitoring could be
used for check-in purposes.
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25. The AHS such as the one used for ERSC 3, 4, 5 could be designed so that the vehicle is guided to a
special exit ramp, brought to afull stop and to warn the driver to take over the controls of the vehicle.
Such adesign will eliminate the need for assessing the fitness of the driver to resume manual control
while the vehicleisin motion. The possibility of having frequent congested exit ramps as aresult of this
method, however, cannot be excluded.

Maintenance

26. The automotive industry has the goal of continuously improving product reliability, because it has
been proven to be a strong customer desire and a fundamental product characterizing attribute. Therefore
the manufacturers make efforts to design and build most vehicle components that are subjected to wear,
so that their expected lifetime will match or exceed the expected lifetime of the entire vehicle."” Thisis
not always possible though, because designing every component to meet this requirement would require
over-designing certain components to the point of overburdening their cost. So it has become an accepted
practice that certain components like brake friction materials, clutch friction material and engine and
transmission lubricants will have to be replaced at certain periodic intervals.

The mean expected life or the Mean Time To Failure (MTTF) of eectronic componentsistypically very
high, because the wear-out mechanisms of electronic components are amost insignificant compared to
that of mechanical components subjected to loads. Wear-out mechanisms for electronic components do
exist, however. They affect mostly circuit areas that carry high current densities. Careful design of such
susceptible areas can minimize the consequences and bring the reliability of those areas to the same level
astherest of the system. With the proper design, wear-out effects on electronic circuits and systems take
very long to manifest.

The majority of the technologies required to equip a vehicle for AHS operation relies on electronic
systems with inherently high MTTF. The mechanical components required for AHS are predominantly
electromechanica or hydraulic actuators, which also have relatively high MTTF. Therefore, thereisno
identifiable component of the vehicle that will become the "weak link" of AHS operation, at least not
because of its hardware failure rate. The outlook for the current and future vehicle seems to suggest that
periodic maintenance of AHS components of the vehicle does not seem to be essential to guarantee the
required reliability levels. Current vehicle electronics are designed to be free of maintenance for most of
the life of the vehicle e.g. 10 years or 150,000 miles. Thistrend is expected to continue with vehicles for
AHS where the number of electronic components will be considerably higher due to the higher number of
automated functions and the replacement of many mechanical and hydraulic parts with electronic ones.

Retrofitting

27. Retrofitting today's vehicles with major components such as air conditioning units is expensive and
not popular. The retrofitting of smaller components such as audio systems (radio) is more popular.
Retrofitting major subsystems such as power steering and automatic transmission even though
technically feasible is costly and very uncommon in today's vehicles. This current trend in today's
vehicles suggests that the retrofitting of vehicles that were produced before the vehicles for an ERSC
were developed even though technically feasible is going to be expensive. It isunlikely that it will be
desirable to users and automobile manufactures. 1n general the retrofitting of any component that affects
the motion and safety of the vehicle is going to be costly. The different reliability requirements for each
ERSC also suggest that the retrofitting of a vehicle built for one ERSC to be used for a higher ERSC is
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also going to be costly. The retrofitting of small electronic devices such as communication and
navigation devices, displays may be feasible provided it is not costly and serves a purpose.

Deployment Scenarios

28. All the ERSCs call for an integration of the vehicle automated functions with the roadway functions
in order to improve traffic flow efficiency. For such an integration to be possible the government has to
work closely with the automobile manufacturers.

29. Due to the overwhelming technical issues involved in the development and deployment of fully
automated vehicles, vehicle control will follow an evolutionary path. The vehicle for ERSC 1 isanatural
evolution of the current vehicles and could be used in afirst deployment stage of AHS. For such a
deployment to be possible the government has to work closely with the automobile manufacturersin
order to establish standards and resolve potential liability issues.

30. ERSC 2 and 3 pose several design deficiencies from the point of view of reliability and need to be
modified in order to become possible candidates for deployment.

31. The deployment of ERSC 4 and 5 does not seem to be feasible in the near future due to the
tremendous reliability requirements, the lack of mature and affordable sensor technology and the lack of
clear understanding of the issues involved without the experience from the deployment of simpler AHS
architectures. Even if the cost is not an issue the deployment of ERSC 4 or 5 from the technical point of
view is avery challenging problem.
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APPENDIXA. RELIABILITY ANDSAFETY ANALYSIS: THE FMEA APPROACH.

In this Appendix we present the notation and basic concepts of reliability and safety analysis that we
employed in our study of reliability of the proposed five ERSCs.

A1l. Definitions
Availability:

The availability of a system as afunction of time, A(t), isthe probahility that the system is operational at
the instant of time, t. If the limit of this function exists ast goes to infinity, it expresses the expected
fraction of time that the system is available to perform as intended.

Activities such as preventive maintenance and repair reduce the time that the system is available to the
user. Availability istypically used as afigure of merit in systems in which service can be delayed or
denied for short periods without serious consequences.

Reliability:

The reliability of a system as afunction of time, R(t), is the conditional probability that the system has
survived the interval [0,t], given that it was operational at time t=0. Reliability is used to describe
systems in which repair cannot take place (such as a satellite in orbit), or the system is serving a critical
function and service cannot be delayed or lost even for the duration of arepair, or the repair is
prohibitively expensive.

In general, it is more difficult to build a highly reliable system than a highly available one because of the
more stringent requirements imposed by the reliability definition. An even more stringent definition than
R(t), sometimes used in aerospace applications, is the maximum number of failures, anywherein the
system, that the system can tolerate and still function correctly.

A2.Categories of faults and failures

Failure: Absence of expected action or performance. Also used to describe a physical change in the state
of hardware.

Fault: Erroneous state of the system, either hardware or software, resulting from failure of components,
physical interference from the environment, operator error or incorrect design.

Malfunction: Manifestation of afault in the operation of the system. The malfunction may occur some
distance from the fault site.

Permanent: Describes afailure, fault or malfunction that is continuous and stable. In mechanica
systems and computer hardware, permanent failure reflects an irreversible physical change. The word
hard may be used interchangeably with permanent.

Intermittent: Describes afault or malfunction that is only occasionally present due to unstable hardware
or software or due to varying conditions of a mechanical component. An intermittent problem may
manifest itself randomly or as a function of load or activity.
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Transient: Describes afault or malfunction resulting from temporary environmental conditions. (Such
as extreme environmental conditions.) The distinction from intermittent faults is sometimes difficult.

A permanent failure may lead to a permanent fault. Intermittent faults can be caused by unstable,
marginally stable, or incorrect designs. Environmental conditions can lead to transient faults.

A3.Methodsfor Failure Analysis

The reliability and availability of a system isimproved if the number of potential failures and their
effects on the functionality of the system isreduced. Therefore, in order to improve reliability we first
need to identify potential failures and understand their origin and effects on the performance of the
system. Once the system is defined and its basic functions and components are identified one can start
thinking about possible failure modes and their effects. Several systematic methods have been devel oped
that aid this thought process. Below we give a summary of some of the most popular methods:

a. Failure Modes and Effects Analysis (FMEA)

FMEA is a systematic approach that employs a tabular method to aid the thought process for identifying
potential failure modes and their effects.

b. Fault Tree Analysis (FTA)

FTA isadeductive analytical technique that uses a graphical "tree" to show cause-effect relationships
between a single failure and the various contributing causes. The tree shows the logical branches from
the single failure at the top of the tree, to the root cause(s) at the bottom of the tree.

¢. Cause and Effect Diagrams

A Cause and Effect Diagram is a deductive analytical technique that uses a graphical "fishbone" to show
the Cause-Effect relationships between a failure and the various contributing causes. Thefailureis
shown on the right side of the fishbone chart and the major causes are listed to the | eft.

d. Failure Mode Analysis (FMA)

FMA is adiscipline systematic approach to quantify the failure modes, failure rate, and root causes of
known failures. It isbased upon historical information including warranty data, field data, service data,
and/or process data.

The above methods are used separately or to complement each other depending on the application. In our

study we concentrate on the FMEA approach used by most engineers in the automotive industry. A
detailed description of the FMEA approach is presented below.

A4.The FEMEA Approach

A failure analysis can be done at the system level, design level or process level. The failure analysis done
at the system level helps select the optimum system design alternatives.



Raytheon Task L Page 168

The System Failure Mode Analysisis used to analyze Systems and subsystems in the early concept or
design stages. Therefore it focuses on potential failure modes associated with the functions performed by
a System, and includes any interaction of the system with any other systems or subsystems.

The Design Failure Mode Analysisis used to analyze products before they are ready for production.
Therefore it focuses on potential failure modes of products or hardware designs, caused by design errors
or design deficiencies.

The process Failure Mode Analysis is used to analyze manufacturing and assembly processes. Therefore
it focuses on potential product failure modes caused by manufacturing or assembly process deficiencies.

In our approach the system FMEA is the appropriate one to use since we are in the early stage of design.
Benefits of an FMEA

By ranking the failure mode occurrence probabilities (even when the exact probabilities are not known or
available) we can estimate whether the chosen system design alternative can achieve itsreliability target.
Another benefit is that the analysis identifies potential failure modes caused by system interaction with
other systems and subsystems.

A key result of the FMEA analysisisthat for every single failure mode we compute arisk priority index.
The procedure of computing and associating a priority number to each failure mode provides one of the
primary benefits of the process. The goa of the analysisisto identify the components or subsystems
whose design needs to be changed or improved upon to increase their reliability and safety of operation.
In alarge and complex system it would not be possible to redesign every little part. There is not enough
resources, time, engineers and money to do this. For that reason, the components that are most critical
need to be scientifically singled out. A thorough FMEA done by experienced people can accomplish this
task and find which components and which failure modes should be tackled first and improved upon. It
can aso help determine if hardware redundancy is required. Furthermore, the FMEA forms the basis for
system failure diagnostic procedures and initiates the development of system fault management
techniques.

The FMEA tables

There are several ways that the Failure Modes and Effects Analysis can be presented and that includes
unformatted text. Typically though the analysisis presented in atable format that facilitates both the
analysis phase and the usability of the results.

Each row in the FMEA table presents a single failure mode and attempts to associate a priority index to
it. Indoing that we have to consider the potential effects of that particular failure, weighted by the
relative severity. We also must consider the potential causes of that failure, weighted by their relative
probability of occurrence. Therefore the risk priority number (RPN) for a particular failure mode is the
product of the Severity and Occurrence ratings. RPN numbers themselves have no value or meaning.
RPNs are used only to rank the potential system design deficiencies. Table 8 shows the FMEA table that
we use in this study.
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Table 8: The FMEA table.

System Potential Potential S | Potentia O | Design Reg. RPN
Function Faillure Mode | Effects Causes Recommend.

The first column lists the system function, which is the design intent or purpose of the system. Functions
may a so include safety requirements or general system constraints.

The second column lists the potential failure mode. Typically afailure mode would be the loss of the
corresponding system function. Sometimes it can also be expressed as the negative of the system
function.

The third column lists the potential effects of the failure. A potential effect of afailure isthe consequence
of a system failure mode in terms of its impact on system operation and on other subsystems. For a
system, the failure effect is generally the manner in which the system user observes or experiences the
system failure mode.

The fourth column describes the severity of the effect. Severity is arating of the seriousness of the effect

of the potential system failure mode. Severity applies only to the effect of afailure mode. The severity
ratings are explained in table 9.

Table 9: Severity rating for system level FMEA

Effect Rating Criteria

Negligible Negligible Effect

Very Slight Very dight effect on vehicle or System performance
Slight Slight effect on vehicle or System performance

1
2
3
Minor 4 Minor effect on vehicle or System performance
Moderate 5 Moderate effect on vehicle or System performance
6

Significant Vehicle performance degraded but operable and safe
Partial loss of System function, but operable
Major 7 Vehicle performance severely affected but drivable
and safe. System function impaired
Serious 8 Vehicle inoperable, but safe. System inoperable
Very Serious 9 Potential safety related vehicle failure
Able to stop without mishap. Gradual failure.
Hazardous 10 Potentially hazardous failure. Safety related, sudden failure

The fifth column lists the potential causes of failure. The cause of a system failure mode is the system
design deficiency that resultsin the failure mode. The system block diagram has to be referred to help
identify causes of potential system failure modes. The block diagram shows the major functional
elements and subsystems required to perform the system function. In analyzing each element of the block
diagram we must include the inputs and outputs in addition to the element itself. An element failure
mode will be identified as the inability of the element to perform its intended function. A system failure
mode can be caused by one or more element failure modes or by the interaction between elements or the
interaction between an element with other systems or the environment.
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Analyzing the system interfaces and interactions is very important and helps identify potential system
failure modes caused by these interactions. In addition to the block diagram elements, human factors are
an important source of causes of potential failure modes at the system level and must be included in the
analysis.

Typical causes of failure modes include the following:

- Premature operation

- Failureto start at the prescribed time

- Failure to stop at the prescribed time

- Intermittent operation

- Loss of output to function during operation

- Degradation of output or operational capability

- Strategic or logic software errors

- Unwanted interactions with other elements, systems or the environment

The sixth column describes the occurrence rating. The occurrence is a rating corresponding to the rate at
which a cause and its resultant failure mode could occur over the lifetime of the system. Assuming single
point failures and assuming that the causes of afailure mode are independent leadsto that if a cause

occurs afailure mode will occur. The occurrence rating is not affected by the ability to detect and correct
afailure mode. The occurrence ratings are explained in table 10.

Table 10: Occurrence rating for system level FMEA

Occurrence Rating Criteria Failure Rate

Almost 1 Failure unlikely. History of similar designs < 1in 1500000

impossible shows no failures

Remote 2 Very few failures likely 1in 150000

Very Slight 3 Few failureslikely 1in 2000

Slight 4 Infrequent failures likely

Low 5 Some failures likely 1in 400

Medium 6 Regular failures likely 1in80

Moderately 7 Frequent failures likely 1in20

High

High 8 Many failures likely lin7

Very High 9 Failuresvery likely 1in3

Almost Certain 10 Failures almost certain to occur. >1in3
History of similar designs shows many failures.

The seventh column lists design requirements and recommendations. These are the system design
approaches that need to be taken to reduce the Severity or the Occurrence rating or both. The intent isto
eliminate system design deficiencies and eliminate potential system failure modes. The recommended
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actions will generally seek to eliminate or reduce the causes of system failure modes, control or manage
system failure modes and mitigate the effects of system failure modes. Design and Diagnostic
requirements, and design actions can be listed. Typical system design actions may include the following:

- Add redundant subsystems that allow the system to continue operating at the same functiona level
if asubsystem fails.

- Provide other modes of system operation that allow system operation to continue at the same or
at adegraded functional level.

- Add built-in devices to aert the operator to take action that will prevent or get pasta  system failure
mode or mitigate its effect.

The eighth column has the computed Risk Priority Number (RPN). The RPN is the product of the
Severity and Occurrence ratings. RPN numbers themselves have no value or meaning. RPNs are used
only to rank the potential System design deficiencies. The criticality of afailure mode is evaluated by
considering all factors such as severity, occurrence and RPN.

The mapping of the criticality ratings of the FMEA to the ratings developed during the Vehicle
Operational Mini-Conference held in July 1994 at the University of Southern California are shown in
table 11.

Table 11: Mapping of severity ratings.
FMEA Severity Rating Equivalent Safety Criticality Rating From
Mini-Conference
1 No Safety Impact
1 No Safety Impact
1 No Safety Impact
1 No Safety Impact
2 Negligible Collision
2 Negligible Collision
2 Negligible Collision
2 Negligible Collision
3 Minor Collision
4 Major Damage
5 Multiple deaths in multiple vehicles

o
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Appendix B: FMEA Tables for each ERSC
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Table 12: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-1)
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actuator failure.

use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN

or subfunction Mode Recommendations

H1.1 Speed and

Headway

Maintenance

(SHM)

F1.1 Maintain cruise | F1.1.1 Lossof speed | F1.1.1.1 Vehicle 6 | F1.1.1.1 Speed sensor F1.1.1.1 Diagnosticsand 12

speed. maintenance function. | accelerates above or gives erroneous or built in tests must perform a
decelerates below desired variable readings. (0% test for reasonableness on

speed instead of to 10% steady state sensor data. When sensor

maintai ning constant error istypical of speed malfunction is detected,

speed or maintains sensors. Sudden system shall return to manual

incorrect level of constant variation israre) control and provide warning

speed. Driver may be to the driver.

annoyed. Traffic rules

may be violated.

F1.1.1.2 As above. 6 | F1.1.1.2 Controller F1.1.1.2 The system must 12
electronics or software have supervisory elements (in
failure. hardware and software) or

adequate redundancies.
When a controller
malfunction is detected,
system shall return to manual
control and provide warning
to the driver.
F1.1.1.3 As above. 6 | F1.1.1.3 Throttle F1.1.1.3 The system must 18
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maintai ning constant
speed or maintains
incorrect level of constant
speed. Safety and
efficiency are
compromised.

typical of speed sensors.
Sudden variation is
rare)

malfunction is detected,
system shall return to manual
control and provide warning
to the driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.1.1.4 Vehicle 8 | F1.1.1.4 Brake actuator F1.1.1.4 The system must 24
accelerates above desired failure (brake cannot be use sensors and diagnostic
speed or decelerates applied or brake is programs to monitor the
below desired speed. continuously applied) brake actuator. When an
Driver may panic. Speed actuator malfunction is
limit may be exceeded. detected, system shall return
to manual control and
provide warning to the
driver.
F1.1.2 System F1.1.2.1 Sudden change |8 |F1.1.2.1 Ranging sensor F1.1.2.1 System must be able | 48
switchesto headway | in speed. Unnecessary detects an invalid target to discriminate between valid
maintenance in the braking and rear-end within the default and invalid targets.
absence of valid collision warning is headway Redundant ranging sensors
target. activated. Driver may not subject to common mode
panic and his steering failures must be used with
performance may be appropriate diagnostics.
affected.
F1.2 Maintain target | F1.2.1 Vehicle cannot | F1.2.1.1 Vehicle 6 | F1.2.1.1 Speed sensor F1.2.1.1 Diagnosticsand 12
speed. maintain target speed | accelerates above or gives erroneous built in tests must perform a
as commanded by the | decelerates below desired readings. (0% to 10% test for reasonableness on
roadway. speed instead of steady state error is sensor data. When sensor
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F1.2.1.2 Sameasin
F1.2.1.1

F1.2.1.2 Controller
electronics or software
failure.

F1.2.1.2 The system must
have supervisory elements (in
hardware or software) or
adequate redundancies.

When a controller
malfunction is detected,
system shall return to manual
control and provide warning
to the driver.

12

Fl1.2.1.3 Sameasin
F1.2.1.1

F1.2.1.3 Throttle
actuator failure.

F1.2.1.3 The system must
use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.

18

F1.2.1.4 Sameasin
F1.2.1.1

F1.2.1.4 Brake actuator
failure.

F1.2.1.4 The system must
use sensors and diagnostic
programs to monitor the
brake actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.

24
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F1.2.1.5 Vehicle travels
too fast which is unsafe or
too slow which reduces

capacity.

F1.2.1.5 Vehicle does
not receive target speed
due to loss of
communication or
target speed is corrupted
during communication.

F1.2.1.5 System must have
diagnostic programsto test for
reasonabl eness on received
target speed data and monitor
the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. | The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.) When a communication
malfunction is detected the
driver shall be notified.

18

F1.2.1.6 As above

F1.2.1.6 Loss of target
speed information due
to receiver malfunction

F1.2.1.6 System must have
supervisory elementsin
controller software and
receiver that detect any
receiver malfunction. The
roadway must assist in testing
receiver functionality.
Driver shall be notified that
vehicle is not receiving
roadway target speed
commands. If the receiver
has a malfunction the driver
may be required to exit the
lane.

18
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become too large or too
small, unexpectedly.
Rear-end collision is
possible.

Intermittent or sudden
loss of ranging
capability.

for an intermittent sensor
failure.

System software must
compensate for momentary
loss of ranging capability. If
the loss of ranging capability
cannot be masked or
compensated for, the vehicle
shall slow down and the
driver shall be asked to
resume control. Redundant
ranging sensor, not subject to
common mode failures, with
appropriate logic may be
reguired.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.2.2 System F1.2.2 Sudden changein |8 [ F1.2.2 Ranging sensor F1.2.2 System must be able | 48
switchesto headway | speed. Unnecessary detects an invalid target to discriminate between valid
maintenance in the braking and rear-end within the default and invalid targets.
absence of valid collision warning is headway Redundant ranging sensors
target. activated. Driver may not subject to common mode
panic and his steering failures must be used with
control may be affected. appropriate diagnostics.
F1.3 Maintain F1.3 Cannot maintain | F1.3.1 SHM stops 10 | F1.3.1 Ranging sensor F1.3.1 System must beable |60
headway headway operating. Headway may failsto provide signal. to detect and accommodate
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or decelerates vehicle
unexpectedly . The
RECW may be activated.
The driver may get
annoyed, panic and
his/her steering
performance may be
affected.

has locked on invalid
target.

incorporate supervisory
elementsin software to
perform range gating, target
discrimination and tests for
reasonableness. System must
distinguish vehicles moving
to adjacent lanes and around
curvesin the same lane.

A redundant ranging sensor
not subject to same failure
with appropriate logic may
be
reguired.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.3.2 SHM switchesto | 10 | F1.3.2 Sensor loses F1.3.2 The sensor must have | 70
speed maintenance mode target due to road an adequately wide field of
even if avalid target curvature or insufficient view and employ suitable
exists. Rear-end collision target reflectiveness. algorithms to reduce the
ispossibleif driver is not likelihood of missing or
attentive. losing avalid target.
Driver must be notified
when target is ambiguous and
cannot be followed reliably
and possibly be given the
option to resume manual
control. Sensor redundancy
might be needed
F1.3.3 SHM accelerates |9 [ F1.3.3 Ranging sensor F1.3.3 The system must 63
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System reverts to manual
mode, unexpectedly.
Driver may be annoyed.
Potential rear-end
collision.

electronics or software
failure

supervisory elements (in
hardware and software) or
adequate redundancies.
When a controller
malfunction is detected,
system shall return to manual
control and provide warning
to the driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.3.4 System may fail to [ 9 | F1.3.4 Brake actuator F1.3.4 System must beable |27
maintain selected failure. (Or intermittent to detect brake actuator
headway, and headway failure to respond) failures. The system must use
may become too small. sensors and diagnostic
The RECW may be programs to monitor the
activated. brake actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.
F1.3.5 System may fail to | 6 | F1.3.5 Throttle actuator F1.3.5 System must beable |18
maintain selected failure. to detect throttle actuator
headway, and headway failures. The system must use
may become too large or sensors and diagnostic
the system uses braking in programs to monitor the
an effort throttle actuator.
to maintain desired When an actuator
headway. In some cases malfunction is detected,
the RECW may get system shall return to manual
activated. The driver may control and provide warning
get annoyed, panic and to the driver.
his/her steering
performance may be
affected
F1.3.6 SHM disengages. |9 | F1.3.6 Controller F1.3.6 The system must have | 18
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valid target exists.

vehicle Or obstacleis
possible.

not subject to common mode
failures must be used with
appropriate diagnostics.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.3.7 SHM accelerates | 10 | F1.3.7 Ranging sensor F1.3.7 System must be able | 60
or decelerates vehicle gives erroneous to discriminate against gross
unexpectedly. Headway readings. errors from the ranging
becomes too small or too sensor. The sensor and the
large. The RECW may controller must incorporate
have inappropriate supervisory elements (in
response. If the driver is software) to perform tests for
not attentive collision reasonableness on sensor
with the leading vehicleis data.
possible. System shall provide
warning and return control to
the driver in case of a
detected sensor failure.
Sensor redundancy and
appropriate logic may be
needed to totally eliminate
the possibility of undetected
errors.
F1.4 Switch from F1.4 Failure to switch | F1.4.1 Headway may 10 | F1.4.1 Ranging sensor F1.4.1 System must beable |60
maintaining speed to | mode. Stay at cruising | become too small. If the failsto detect avalid to discriminate between valid
mai ntai ning (maintaining speed) driver is not attentive target. and invalid targets. A
headway. mode even when a collision with the leading Redundant ranging sensor
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speed maintenance.

moves out of the lane
and becomes
unsuitable to follow.

maintenance mode in the
absence of avalid target
in the same lane. The
RECW may get activated.
Driver may get annoyed,
panic and his’her

steering performance may
be affected.

or by following an exit
ramp. Thereis no other
valid target. Ranging
sensor locks on the
original target even
after it becomes
unsuitable to follow or
locks on another target
which isnot avalid
target.

Redundant ranging sensor
not subject to common mode
failures must be used with
appropriate diagnostics.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.4.2 The headway may |9 |F1.4.2 Hardware or F1.4.2 System must beable |18
become too small. The software failure of the to detect controller
RECW may get activated SHM. electronics failures. The
and the driver may have controller must have
to override the system. supervisory elements (in
hardware and software) or
adequate redundancies.
System shall provide
warning and return control to
the driver in case of failure.
F1.5 Switch from F1.5 Failure to switch | F1.5.1 Vehicle speed 8 | F1.5.1 Target became F1.5.1 System must be able | 48
headway to speed maintenance | variesinstead of unsuitable to follow by to discriminate between valid
maintenance to mode when the target | switching to speed moving to adjacent lane and invalid targets. A
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maintaining cruise
speed to maintaining
atarget speed
commanded by the
roadway.

respond to the
roadway target speed
command

adjust speed as
commanded by the
roadway. Speed may be
higher than the conditions
permit or lower than
optimal. Efficiency and
safety are compromised.

speed information due
to receiver malfunction.

supervisory elementsin
controller software and
receiver that detect any
receiver malfunction. The
roadway must assist in testing
receiver functionality.

Driver shall be notified that
vehicle is not receiving
roadway target speed
commands. If the receiver has
amalfunction the driver may

be required to exit the lane.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F1.5.2 SHM switchesto |5 | F1.5.2 Hardware or F1.5.2 System must be abletq 10
manual mode instead of software failure of the detect controller electronics
switching to speed SHM failures. The controller must
maintenance mode. Driver have supervisory elements (in
may get annoyed. hardware) or adequate
redundancies.
System shall provide warning
and return control to the driver
in case of adetected failure
F1.6 Switch from F1.6.1 Failureto F1.6.1.1 SHM failsto 6 | F1.6.1.1 Loss of target F1.6.1.1 System must have |24
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F1.6.1.2 SHM maintains
current speed which may
be higher than conditions
permit or lower than
optimal. Efficiency and
safety are compromised.

6

F1.6.1.2 Vehicle does
not receive target speed
due to loss of
communication or
target speed is corrupted
during communication.

F1.6.1.2 System must have
diagnostic programs to test
for reasonableness on
received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.) When a communication
malfunction is detected,
system shall notify the driver
and return to a default cruise
speed.

18

F1.6.2.1 System
switches to headway
maintenance in the
absence of valid
target.

F1.6.2.1 Sudden changein
speed. Unnecessary
braking and rear-end
collision warning is
activated. Driver may
panic and his steering
control may be affected.

F1.6.2.1 Ranging sensor
detects an invalid target
within the default
headway.

F.1.6.2.1 System must be able
to discriminate between valid
and invalid targets. Redundant
ranging sensors not subject to
common mode failures must
be used with appropriate

diagnostics.

36
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disabled.

override the SHM
controller. The vehicle
accelerates or decelerates
or maintains speed and
the driver can only use
braking to control the
vehicle. Very annoying to
the driver and under
certain

conditions driver may
panic and cause a
collision.

software malfunction.

electronics must be
sufficiently reliable.

There must be redundant
means of disabling the SHM

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F1.6.2 Switching to F1.6.2 Brake may be 8 | F1.6.2 Ranging sensor F1.6.2 System must be able | 48
headway maintenance | unnecessarily applied. detects an invalid target. to discriminate between valid
instead. Vehicle may suddenly and invalid targets.
change speed. Rear-end Redundant ranging sensors
collision warning may be not subject to common mode
activated. Driver may be failures may be required.
panic and driver's steering
capability may be affected.
F1.7 Enable SHM F1.7 SHM cannot be | F1.7.1 SHM is not 6 | F1.7.1 Electronic F1.7.1 The controller 12
enabled available to the driver. malfunction. electronics must be
Vehicle can only be sufficiently reliable.
operated in manual mode. Diagnostics must be
performed even when the
SHM isin the standby mode.
The driver shall be notified if
there is any malfunction
detected.
F1.8 Disable SHM F1.8 SHM cannot be | F1.8.1 Driver cannot 9 | F1.8.1 Electronic or F1.8.1 The controller 18
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devicefailure.

must be reliable.
Redundant warning delivery
methods must be used.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
H1.2 Rear-end
Coallision Warning
F1.9 Warn the F1.9.1 Failureto F1.9.1.1 Headway may 9 | F1.9.1.1 Ranging sensor F1.9.1.1 Theranging sensor | 54
driver. provide rear-end become too short and provides incorrect and the controller must be
collision warning. unsafe. Rear-end collision information. very reliable.
ispossibleif the driver Redundant ranging sensor
relies too much on the not subject to common
warning instead of his/her failures together with the
sight. appropriate logic may be
necessary.
F1.9.1.2 Sameasabove |9 |F1.9.2Incorrect F1.9.2. System must perform | 54
calculation of TTC tests of reasonableness of the
(Time To Collision) due estimated braking
to wrong estimate of capabilities.
braking capabilities of System must be designed to
vehicle and/or tolerate some inaccuracies in
preceding one. the estimates of braking
capabilities
F1.9.3 Same as above. 9 | F1.9.1.3 The threshold F1.9.1.3 Thedriver shall be |45
of warning is set too able to select a headway that
large. he/she is comfortable with.
The default threshold must be
set to alow level.
F1.9.1.4 Sameasabove. |9 [F1.9.1.4Warning F1.9.1.4 Warning device 27
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.9.15 Sameasabove |9 [F1.9.1.5 Preceding F1.9.1.5 System must have |27
vehicle's braking diagnostic programs to test
information is corrupted for reasonableness on
or lost during received braking information
communication, due to data and monitor the
noise, interference or operation of communication
blocking of devices. System must be able
communication. to accommodate temporary
loss of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.)
F1.9.1.6 Vehiclecannot |9 |F1.9.1.6 Vehicle cannot F1.9.1.6 System should have | 27
identify an emergency identify an emergency diagnostic programsto
stop stop monitor the operation of the
fast enough. Delayed fast enough. Delayed communication devices.
rear-end collision rear-end collision System should be ableto
warning. Collisionis warning. Collisionis accommodate temporary loss
possibleif driver relies possibleif driver relies of communication.
too much on the warning too much on the When amalfunction is
and is not attentive. warning and is not detected, the transmitter
attentive. and/or a backup transmitter
should notify vehicles behind
to increase headway by
transmitting a special
message.

F1.9.2 Falsewarnings | F1.9.2 Driver may be 5 | F1.9.2.1 Ranging sensor F1.9.2.1 Theranging sensor | 30
distracted and driver's provides incorrect and must be very reliable.
confidence may be information. Redundant ranging sensor not
reduced. subject to common failures

together with the appropriate
logic may be necessary.
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vehicle's braking
information is corrupted
or lost during
communication, due to
noise, interference or
blocking of
communication.

diagnostic programs to test
for reasonableness on
received braking information
data and monitor the
operation of communication
devices. System must be able
to accommodate temporary
loss of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.)

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F1.9.2.2 Sameasabove. |5 [F1.9.2.2Incorrect F1.9.2.2 System must 30
calculation of TTC due perform tests of
to wrong estimate of reasonableness of the
braking capabilities of estimated braking
vehicle and/or capabilities.
preceding vehicle. System must be designed to
tolerate some inaccuraciesin
the estimates of braking
capabilities.
F19.2.3 Sameasabove. |5 [F1.9.2.3 Thethreshold F1.9.2.3 Thedriver shall be |25
of warning is set too able to select a headway that
low. he/she is comfortable with.
The default threshold shall
be set to alow level.
F1.9.24 Sameasabove. |5 [F1.9.2.4 Preceding F1.9.2.4 System must have |15




Raytheon

Task L

Table 12: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-1)

Page 188

System Function | Potential Failure | Potential Effects S | Potential Causes a Design Requirements | RPN
or subfunction Mode b. Recommendations
F1.10 Enable Rear | F1.10 RECW cannot | F1.10.1 Driver does not 6 | F1.10.1 Electronics F1.10.1 The controller 12
End Coallision be enabled receive warning when a failure electronics must be
Warning (RECW) Read End Collision is sufficiently reliable and must
imminent. have supervisory elementsin
hardware.
Driver shall be notified about
the RECW operating mode.
F1.11 Disable F1.11 RECW cannot | F1.11.1 Driver cannot 3 | F1.11.1 Electronics F1.11.1 The controller 6
RECW be disabled avoid receiving warnings failure electronics must be
and may get annoyed and sufficiently reliable and must
distracted. have supervisory elementsin
hardware. The warning
device shall be such that the
driver can turn it off easily in
case he/she cannot disable
the RECW.
F1.12 Adjust F1.12 Threshold F1.12.1 The RECW 7 | F1.12.1 Electronics F1.12.1 The controller 14
Threshold cannot be adjusted. function may belost if failure electronics must be
the threshold is set too sufficiently reliable. The
high. Driver may be threshold shall default to a
uncomfortable with the low level when the RECW is
system selected headway enabled for the first time.
threshold, and may be
annoyed if the threshold
is set too low and cannot
be changed.
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by employing supervisory
elementsin hardware,
adjacent to the transmitter.
The trailing vehicle shall be
notified of the inability of
vehicle to accurately estimate
braking capabilities and
intentions. The driver shall

be notified and possibly
asked to exit lane.

System Function | Potential Failure | Potential Effects S | Potential Causes a Design Requirements | RPN
or subfunction Mode b. Recommendations
F1.13 Communicate | F1.13 Failure to F1.13.1 Trailing vehicle |9 | F1.13.1 Sensor and/or F1.13.1 The vehicle must 54
braking capabilities | communicate correct | cannot identify an diagnostics failure have reliable sensors and
and intentions to braking capabilities emergency stop fast diagnostics for estimating
trailing vehicle. and intentions to enough. Delayed rear-end braking capahilities and
trailing vehicle. collision warning to the braking levels. The system
driver of trailing vehicle. must have diagnostics to
Collision is possible if monitor the performance of
driver relies too much on sensors and detect
the warning and he/she is malfunctions. The trailing
not attentive. vehicle shall be notified of
the inability of vehicle to
accurately estimate braking
capabilities and intentions.
The driver shall be notified
and possibly asked to exit
lane.
F1.13.2 Same as above. 9 | F1.13.2 Transmitter F1.13.2 System must be able | 27
failure. to detect transmitter failures,
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

H1.3 Blind-spot
war ning

F1.14 Warn Driver.

F1.14.1 Unableto
provide warning

F1.14.1.1 Safety is
compromised during lane
changing if driver relies
on the warning too much.

F1.14.1.1 Blind spot
sensor failure.

F1.14.1.1 Supervisory
elements must monitor the
output of the sensor for
reasonableness and
consistency. The driver shall
be notified when a
malfunction is detected.

35

F1.14.1.2 Same as above.

F1.14.1.2 Electronics
failure or software
failure.

F1.14.1.2 Supervisory
elements in hardware and
software must be used to
detect software or hardware
failures. The driver shall be
notified when a malfunction
is detected.

14

F1.14.1.3 Same as above.

F1.14.1.3 Threshold has
been set too high.

F1.14.1.3 The default
threshold must be set to alow
level. The driver shall be
aware of the lack of warnings
due to the high threshold
setting.

28

F1.14.1.4 Same as above.

F1.14.1.4 Warning
delivery device failure.

F1.14.1.4 Warning device
must bereliable.

Redundant warning delivery
methods shall be used.

14
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been set too low.

able to select athreshold
level that he/sheis
comfortable with. The
default threshold must be set
to alevel appropriate for
typical conditions.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F1.14.2 Fase F1.14.2.1 Theremay be |5 |F1.14.2.1Blind spot F1.14.2.1 Supervisory 25
warnings. too many false alarms Sensor gives incorrect elements in hardware and
which distract the driver reading. software must be used to
and reduce his/her monitor the sensor. The
confidence level. driver
shall be notified when a
malfunction is detected.
F1.14.2.2 Sameasabove. |5 |[F1.14.2.2 Electronics F1.14.2.2 Supervisory 10
failure or software elements in hardware and
failure. software must be used to
detect software or hardware
failures. The driver shall be
notified when a malfunction
is detected.
F1.14.2.3 Same asabove. |5 | F1.14.2.3 Threshold has F1.14.2.3 Thedriver shall be | 20
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Threshold.

cannot be adjusted.

uncomfortable with the
currently selected
threshold or the threshold
may be inappropriate for
the prevailing conditions.

failure

electronics must be
sufficiently reliable. The
threshold setting shall default
to alow level when the BSW
is enabled for the first time.
The driver shall be able to
read and verify the selected
threshold setting.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F1.14.2.4 Sameasabove. |5 [F1.14.2.4 System fails F1.14.2.4 A reliable method | 35
to sense correct must be used to sense correct
intentions of driver to intentions of driver to change
change lanes lanes or the system must be
redesigned to eliminate the
necessity of sensing driver's
intentions.
F1.15 Enable Blind | F1.15 BSW cannot be | F1.15.1 Driver does not 6 | F1.15.1 Electronics F1.15.1 The controller 12
Spot Warning enabled. receive warning when a failure electronics must be
(BSW) lateral collisionis sufficiently reliable and must
imminent. Safety is have supervisory elementsin
degraded. hardware and software.
Driver shall be notified about
changesin the BSW
operating mode.
F1.16 Disable BSW | F1.16 BSW cannot be | F1.16.1 Driver cannot 3 | F1.16.1 Electronics F1.16.1 The controller 6
disabled avoid receiving warnings, failure electronics must be
may experience sufficiently reliable. There
annoyance or discomfort. shall be redundant methods
to disable the BSW.
F1.17 Adjust BSW [ F1.17 BSW Threshold | F1.17.1 Driver may be 6 | F1.17.1 Electronics F1.17.1 The controller 12
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alowed to enter the lane,
even though it isfit.

diagnostics made a
wrong decision about a
component or function
that was not at fault.

diagnostics must be highly
reliable. Redundancies and
supervisory elements must be
considered for improving
reliability.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN

or subfunction Mode Recommendations

H1.4 Driver

Vehicle Roadway

I nterface

F1.18 Check-in F1.18 Failure of F1.18.1 Vehicleis 8 | F1.18.1 On-board F1.18.1 Diagnostics 24
check-in function. operating in the dedicated diagnostics failed to algorithms must be robust

lane even though it detect afault in major and highly reliable.

should not. functions of the vehicle. Roadway shall be able to

detect an unfit vehicle
operating in the dedicated
lane.

F1.18.2 Same as above. 8 | F1.18.2 Driver ignores F1.18.2 Roadway must be 24
the results of on-board able to identify an unfit
diagnostics. vehicle operating in the

dedicated lane.
Traffic rules and regulations
must be used to deter the
driver from violating the
rules.
F1.18.3 Vehicleis not 5 | F1.18.3 On-board F1.18.3 On board 10
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.19 Enter thelane | F1.19 Vehicle cannot | F1.19.1 Disturbance in 5 | F1.19.1 Dedicated lane F1.18.1 Roadway must be 20
enter the lane. the transition lane or is congested or driver is able to enforce lower speeds
entrance to the dedicated not able to merge dueto and larger headway near the
lane. Driver may get high speed and/or small entry points. Driver skillsfor
annoyed. Vehicle headways in dedicated lane merging shall be tested
restricted from operating lane or driver does not as part of the licensing
in the dedicated lane. have the required skills. procedure.
F1.20 Respond to F1.20 Driver failsto | F1.20.1 Vehicle and 9 | F1.20.1 Driver ignores F1.20.1 Thewarningsshal |54
BSW and RECW. respond to BSW and | system safety is degraded. warning unintentionally be very clear and
RECW. Potentially dangerous or becomes confused. unambiguous to the driver.
situations and collisions Driver interface shall be as
may result. simple as possible.
F1.20.2 Same as above. 8 | F1.20.2 Driver ignores F1.20.2 Falsealarm rate 48
warning intentionally must be very low. Warning
due to high false alarm signals shall be easily
rate. distinguishable from each
other. Warning threshold
shall be adjustable by the
driver. Driver interface shall
appear smple to the driver.
F1.21 Respond to F1.21 Driver failsto | F1.21.1 Roadway 4 | F1.21.1 Driver F1.21.1 Roadway traffic 20
traffic information respond to traffic efficiency and vehicle capability isimpaired or information shall be clear
information. safety is degraded. traffic information is and brief.
unclear or confusing
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F1.22 Exit thelane [ F1.22.1 Driver can not | F1.22.1 Vehicle has to 4 | F1.22.1 Congestion in F1.22.1 Dedicated transition | 20
exit the dedicated remain in the dedicated manual lane or the lane or some form of
lane. lane. System performance transition lane. regulation such as "yield to
is degraded. auto lane" must be
implemented to ensure easy
exit even when traffic
congestion happensin the
manual lane. Must warn the
driver, of congestion ahead
of time viatraffic
information communication.
F1.22.2 Driver does F1.22.2 Vehicleremains |4 | F1.22.2 Driver failsto F1.22.2 Law enforcement 20
not exit the dedicated | in the dedicated lane. perform the necessary must be used when traffic
lane and operatesin System performanceis steering action. rules are violated.
manual mode. degraded. May violate
traffic regulations and
result in accidents.
F1.23 Fall back to F1.23.1 Systemdoes | F1.23.1Vehiclemay be |6 |F1.23.1 Hardware or F1.23.1 System shall have 24
manual control not switch to manual | under automatic control software failure. two independent ways to
mode. mode even after it should disable itself. The driver
have switched to the must be notified of the
manual mode. Safety may change of mode of operation.
be compromised. The driver shall have more
than one way of disabling the
system.
F1.24 Notify driver | F1.24 The system fails | F1.24.1 Driver may get 9 | F1.24.1 Electronic or F1.24.1 The electronics and 18
of mode of operation | to notify driver of confused, become software malfunction software must be very
correct mode of inattentive, get annoyed, reliable. Redundancies and
operation panic. His’her steering diagnostics must be used to
performance may be improve reliability.
affected.
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large headway is used and
efficiency is affected

braking capabilities of
vehicle and/or
preceding vehicle

The consistency and
accuracy of these
measurements must be
monitored and taken into
account in the calculation of
the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
H2.1 Speed and
Headway Mainte-
nance and Rear -
end Collision
Avoidance.
F2.1 Calculate safe | F2.1 Loss of ability to | F2.1.1 Headway issetto |6 | F2.1.1 Detected F2.1.1 The malfunction of 36
headway calculate correct value | the default value. malfunction or inability SEensors or gross inaccuracies
of safe headway Efficiency is affected. of the sensorsto in the estimation of the
estimate the braking braking capabilities must be
capabilities and detected fast. The system
intentions of the must fall back to the default
preceding vehicle headway that takes into
and/or vehicle. account the inaccuracies or
malfunction of the sensors.
F2.1.2 Headway issetto |6 |F2.1.2 Detected F2.1.2 Diagnostics and built- | 36
the default value. malfunction or loss of in self tests must be used to
Efficiency is affected. communication with guarantee a fast detection of
preceding vehicle the communication failures.
When a malfunction occurs
the headway must be
automatically increased to
the default safe level that
takes into account the failure
F2.1.3 Unsafe headway is | 10 | F2.1.3 Faulty or F2.1.3 The measurement of | 60
used and rear-end inaccurate braking capabilities must be
collision ispossible or a measurements of accurate and reliable.
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the default value if failure
is detected . Efficiency is
affected. If failureis not
detected safety is affected
due to possible use of an
unsafe headway.

datainformation from
preceding vehicle due to
receiver malfunction.

supervisory elements and
diagnostics that monitor the
functionality of the receiver
and detect malfunctions. The
malfunction of the receiver
must be taken into account in
calculating the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.1.4 Unsafe headway is | 10 | F2.1.4 Incorrect braking F2.1.4 The measurements of | 60
used and rear-end capabilities and braking capabilities of all
collision is possible or intentions is received vehicles must be accurate.
large headway is used and through communication The system must check the
efficiency is affected. due to interference or reasonableness of preceding
noise corruption vehicle's braking capability
and take into account
possible inaccuracies and
inconsistencies in calculating
the safe headway.
F2.1.5 Headway is 6 |F2.1.5Lossof F2.1.5 System must be able 24
increased in order to communication with to accommodate the lack of
maintain safety level. roadway and/or lack of headway recommendation
Efficiency is affected. headway from roadway .
recommendation
F2.1.6 Headway issetto | 6 |[F2.1.6 Lossof braking F2.1.6 System must have 24
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actuator failure.

use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN

or subfunction Mode Recommendations

F2.2 Maintain cruise | F2.2.1 Lossof speed | F2.2.1.1 Vehicle 6 | F2.2.1.1 Speed sensor F2.2.1.1 Diagnostics and 12

speed. maintenance function. | accelerates above or gives erroneous or built in tests must perform a
decelerates below desired variable readings. (0% test for reasonableness on

speed instead of to 10% steady state sensor data. When sensor

maintai ning constant error istypical of speed malfunction is detected,

speed or maintains sensors. Sudden system shall return to manual

incorrect level of constant variation israre) control and provide warning

speed. Driver may be to the driver.

annoyed. Traffic rules

may be violated.

F2.2.1.2 As above. 6 | F2.2.1.2 Controller F2.2.1.2 The system must 12
electronics or software have supervisory elements (in
failure. hardware and software) or

adequate redundancies.
When a controller
malfunction is detected,
system shall return to manual
control and provide warning
to the driver.
F2.2.1.3 As above. 6 | F2.2.1.3Throttle F2.2.1.3 The system must 18
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maintai ning constant
speed or maintains
incorrect level of constant
speed. Safety and
efficiency are
compromised.

typical of speed sensors.
Sudden variation is
rare)

malfunction is detected,
system shall return to manual
control and provide warning
to the driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.2.1.4 Vehicle 10 | F2.2.1.4 Brake actuator F2.2.1.4 The system must 30
accelerates above desired failure (brake cannot be use sensors and diagnostic
speed or decelerates applied or brake is programs to monitor the
below desired speed. continuously applied) brake actuator. When an
Driver may panic. Speed actuator malfunction is
limit may be exceeded. detected, system shall return
to manual control and
provide warning to the
driver.
F2.2.2 System F2.2.2.1 Sudden change |8 |F2.2.2.1 Ranging sensor F2.2.2.1 System must be able | 48
switchesto headway | in speed. Unnecessary detects an invalid target to discriminate between valid
maintenance in the braking and rear-end within the default and invalid targets.
absence of valid collision warning is headway Redundant ranging sensors
target. activated. Driver may not subject to common mode
panic and his steering failures must be used with
performance may be appropriate diagnostics.
affected.
F2.3 Maintain target | F2.3.1 Vehicle cannot | F2.3.1.1 Vehicle 6 | F2.3.1.1 Speed sensor F2.3.1.1 Diagnosticsand 12
speed. maintain target speed | accelerates above or gives erroneous built in tests must perform a
as commanded by the | decelerates below desired readings. (0% to 10% test for reasonableness on
roadway. speed instead of steady state error is sensor data. When sensor
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.3.1.2 Sameasin
F2.3.1.1

F2.3.1.2 Controller
electronics or software
failure.

F2.3.1.2 The system must
have supervisory elements (in
hardware or software) or
adequate redundancies.

When a controller
malfunction is detected,
system shall return to manual
control and provide warning
to the driver.

12

F2.3.1.3 Sameasin
F2.3.1.1

F2.3.1.3 Throttle
actuator failure.

F2.3.1.3 The system must
use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.

18

F2.3.1.4 Sameasin
F2.3.1.1

10

F2.3.1.4 Brake actuator
failure.

F2.3.1.4 The system must
use sensors and diagnostic
programs to monitor the
brake actuator. When an
actuator malfunction is
detected, system shall return
to manual control and
provide warning to the
driver.

30
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.3.1.5 Vehicle travels
too fast which is unsafe
or too slow which
reduces capacity.

6

F2.3.1.5 Vehicle does
not receive target speed
due to loss of
communication or
target speed is corrupted
during communication.

F2.3.1.5 System must have
diagnostic programs to test
for reasonableness on
received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.) When a communication
malfunction is detected the
driver shall be notified.

18

F2.3.1.6 SameasF2.2.1.5

F2.3.1.6 Loss of target
speed information due
to receiver malfunction

F2.3.1.6 System must have
supervisory elementsin
controller software and
receiver that detect any
receiver malfunction. The
roadway must assist in testing
receiver functionality.
Driver shall be notified that
vehicle is not receiving
roadway target speed
commands. If the receiver
has a malfunction the driver
may be required to exit the
lane.

18




Raytheon

Task L

Table 13: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-2)

Page 202

become too large or too
small, unexpectedly.
Rear-end collision is
possible.

Intermittent or sudden
loss of ranging
capability.

an intermittent sensor failure.
System software must
compensate for momentary
loss of ranging capability. If
the loss of ranging capability
cannot be masked or
compensated for, the vehicle
shall slow down and the
driver shall be given a
warning to resume control.
Redundant ranging sensors,
not subject to common mode
failures, with appropriate
logic may be required.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.3.2 System F2.3.2 Sudden changein |8 [ F2.3.2 Ranging sensor F2.3.2 System must be able | 48
switchesto headway | speed. Unnecessary detects an invalid target to discriminate between valid
maintenance in the braking and RECA is within the default and invalid targets.
absence of valid activated. Driver may headway Redundant ranging sensors
target. panic and his steering not subject to common mode
control may be affected. failures must be used with
appropriate diagnostics.
F2.4 Maintain F2.4 Cannot maintain | F2.4.1 SHM stops 10 | F2.4.1 Ranging sensor F2.4.1 System must beable | 60
headway headway operating. Headway may failsto provide signal. to detect and accommodate




Raytheon

Task L

Table 13: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-2)

Page 203

System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.4.2 SHM switchesto
speed maintenance mode
even if avalid target
exists. Rear-end collision
ispossibleif driver is not
attentive.

10

F2.4.2 Sensor |oses
target due to road
curvature or insufficient
target reflectiveness.

F2.4.2 The sensor must have
an adequately wide field of
view and employ suitable
algorithms to reduce the
likelihood of missing or
losing avalid target. Vehicle
shall slow down and the
driver must be notified when
target is ambiguous and
cannot be followed reliably
and possibly be given the
option to resume manual
control. Sensor redundancy
may be needed to track
targets around curves and
minimize the possibility of
interference.

70

F2.4.3 SHM accelerates
or decelerates vehicle
unexpectedly . The
RECA may be activated.
The driver may get
annoyed, panic and
his/her steering
performance may be
affected if he/she gets
confused with what the
system is supposed to be
doing.

F2.4.3 Ranging sensor
has locked on an
invalid target.

F2.4.3 The system must
incorporate supervisory
elementsin software to
perform range gating, target
discrimination and tests for
reasonableness. System must
distinguish vehicles moving
to adjacent lanes and around
curvesin the same lane.
Redundant ranging sensors
not subject to same failure
mode with appropriate logic
may be required.

63
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maintain selected
headway. Braking or the
RECA function is used to
avoid violating the
minimum safe headway.
Efficiency is
compromised. The
vehicle may have to exit
the lane.

failure.

able to detect throttle
actuator failures. The system
must use sensors and
diagnostic programs offer to
monitor the throttle actuator.
When an actuator
malfunction is detected,
system shall return to manual
control and provide warning
to the driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.4.4 System may fail to | 10 | F2.4.4 Brake actuator F2.4.4 System must beable | 30
maintain selected failure. (Or intermittent to detect brake actuator
headway. failure to respond) failures. The system must use
Rear-end collision is sensors and diagnostic
possible. programs to monitor the
brake actuator. Redundant
brake actuators that are not
subject to common mode
failures with appropriate
logic are essential.
F2.4.5 System may fail to | 7 | F2.4.5 Throttle actuator F2.45 Thesystemmustbe |21
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or decelerates vehicle
unexpectedly. Headway
becomes too small or too
large. The RECA
function may be turned
on and off unexpectedly.
Rear-end collision is
possible.

gives erroneous
readings.

incorporate supervisory
elements (in software) to
perform tests for
reasonableness on sensor
data. The system must
provide warning and return
control to the driver in case
of a detected sensor failure
by reducing speed. Sensor
redundancy may be needed to
totally eliminate the
possibility of undetected
errors.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.4.6 Headway may 9 | F2.4.6 Controller F2.4.6. The system must 18
become too large or too electronics or software have supervisory elements (in
small. The RECA may be failure. hardware and software) or
activated. The driver may adequate redundancies.
be required to resume System shall return control
control and drive the to the driver in case of failure
vehicle out of the lane. by slowing down the vehicle
The driver's steering and increasing headway.
performance may be
affected.
F2.4.7 SHM accelerates | 10 | F2.4.7 Ranging sensor F2.4.7 The system must 40
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.5 Switch from
maintaining cruise
speed to maintaining
headway

F2.5 Failure to switch
to maintaining
headway even when a
valid target exists.

F2.5.1 Headway may
become too small without
the RECA function been
activated. Rear-end
collision is possible.

10

F2.5.1 Ranging sensor
fails to detect avalid
target.

F2.5.1 System must be able
to discriminate between valid
and invalid targets.
Redundant ranging sensors
not subject to common mode
failures must be used with
appropriate diagnostics. In
case of sensor failure the
system shall return control to
the driver by slowing down
the vehicle and providing
warning.

50

F2.5.2 Headway may
become too large or too
small. The RECA may be
turned on and off in an
effort to keep the
headway within safe
level. Driver may be
annoyed and driver's
steering performance may
be affected.

F2.5.2 Hardware or
software failure of the
SHM.

F2.5.2 The system must
have supervisory elements (in
hardware or software) or
adequate redundancies.
System shall provide warning
and return control to the
driver in case of adetected
failure by reducing speed and
increasing headway to levels
that are comfortable for the
driver.

14
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varies instead of being
constant in the absence of
avalid target. The RECA
function may be impaired
or may be activated
unexpectedly. The SHM
may switch to manual
mode instead of switching
to speed maintenance
mode. Driver may get
annoyed.

software failure of the
SHM

detect controller electronics
failures. The controller must
have supervisory elements (in
hardware) or adequate
redundancies. System shall
provide warning and return
control to the driver in case of
a detected failure

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.6 Switch from F2.6 Failure to switch | F2.6.1 Vehicle speed 7 | F2.6.1 Ranging sensor F2.6.1 System must beable |42
mai ntai ning to speed maintenance | variesinstead of being locks on the original to discriminate between valid
headway to mode when the constant in the absence of target or locks on and invalid targets.
maintaining cruise | original target moves | avalid target. The RECA another target which is Redundant ranging sensors
speed. out of the lane and function may be activated invalid when the not subject to common mode
becomes unsuitable to | unexpectedly. Driver may original target becomes failures must be used with
follow, and no other be annoyed and driver's unsuitable to follow. appropriate diagnostics.
valid target exists. steering performance may
be affected.
F2.6.2 Vehicle speed 6 | F2.6.2 Hardware or F2.6.2 System must be abletq 14
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F2.7.1.1

roadway transmission
capability or target
speed is corrupted
during communication

diagnostic programsto test
for reasonableness on
received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme (parity, checksum
etc.). The system must be
able to accommodate
momentary |oss of roadway
target speed command. When
a communication
malfunction is detected,
system shall notify the driver
and return to a default cruise
speed.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.7 Switch from F2.7.1 Failureto F2.7.1.1 System fails to 7 | F2.7.1.1 Loss of target F2.7.1.1 System must have |21
maintaining cruise | switch to maintaining | adjust speed as speed information input supervisory elementsin
speed to maintaining | roadway commanded | commanded by the due to receiver controller software and
roadway target speed. roadway. Speed may be malfunction. receiver that detect any
commanded target higher than the conditions receiver malfunction. The
speed. permit or lower than roadway must assist in
optimal. Efficiency and testing receiver functionality.
safety are compromised. Driver shall be notified that
vehicle is not receiving
roadway target speed
commands. If the receiver
has a malfunction the driver
may be required to exit the
lane.
F2.7.1.2 Sameasin 7 | F2.7.1.2 Loss of F2.7.1.2 System must have 21
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calculated headway
becomes unsafe. Rear-end
collision is possible.

communication of
braking intentions of
preceding vehicle

must be used to
communicate

the preceding vehicle's
braking intention. The
calculated safe headway must
take into account momentary
loss of vehicle to vehicle
communication. If loss of
communication is permanent,
system shall take that into
account in calculating the
safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.7.2 Switching to F2.7.2 Brake may be 7 | F2.7.2 Ranging sensor F2.7.2 System must be able | 42
headway maintenance | unnecessarily applied. detects an invalid target. to discriminate between valid
instead. Vehicle may suddenly and invalid targets.
change speed. Rear-end Redundant ranging sensors
collision avoidance may not subject to common mode
be activated. Driver may failures may be required.
be panic and driver's
steering capability may
be affected.
F2.8 Hard braking F2.8.1 Failureto take | F2.8.1.1 Rear-end 10 | F2.8.1.1 Ranging sensor F2.8.1 The system must have | 50
for rear-end action on time collision failsto provide signal or redundant sensing inputsto
collision avoidance. provides incorrect reduce the probability of
signal. missing atarget to essentially
zero . If redundancy islost,
the system shall increase
headway and reduce speed,
warn the driver and revert to
ERSC1 or to manual mode.
F2.8.1.2 Originally 10 | F2.8.1.2 Loss of F2.8.1.2 A redundant method | 50
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.8.1.3 Rear-end
collision

10

F2.8.1.3 Controller
electronics or software
failure

F2.8.1.3 The system must
have supervisory elementsin
software and hardware and
adequate redundancies.
When aredundancy islost,
the system shall increase
headway and reduce speed to
comfortable levels and warn
the driver to operate asin
ERSC1 or manual mode.

20

F2.8.1.4 Rear-end
collision

10

F2.8.1.4 Brake actuator
failure

F2.8.1.4 The system must
have redundant braking
actuators that are not subject
to common mode failures and
appropriate diagnostics that
allow the fast detection and
accommodation of failures
without degrading the
performance of the RECA
function. When aredundant
braking path fails the system
shall return to ERSC1 or
manual mode and warn the
driver appropriately. The
transition to ERSC1 or
manual mode shall be done
by first reducing speed and
increasing headway to levels
that are comfortable for the
driver.

30
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driver. Vehicle can only
be operated in manual
mode.

sufficiently reliable.
Diagnostics must be per-
formed even when the SHM
and RECA are in the standby
mode. The driver shall be
notified of any detected
malfunctions.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F2.8.1.5 Rear end 10 | F2.8.1.5 Calculated F2.8.1.5 TTC must be 60
collision time to collision (TTC) accurate and conservative in
islarger than actual order to accommodate
TTC dueto incorrect possible inaccuracies in
measurement of braking measurements.
capabilities. Independent estimates of
TTC
based on independent
measurements must be used.
F2.8.1.6 TheTTCisso 10 | F2.8.1.6 Ranging sensor F2.8.1.6 The system must be | 30
short that arear-end switches from avalid designed to account for such
collision can not be target to another one Situations. Vehicleto vehicle
avoided without steering. with completely communication may be used
different operating to notify trailing vehicle of
status and braking condition ahead or the system
capability e.g. is designed so that exiting
preceding vehicle exits from the lane is possible only
lane and next vehiclein at designated points where
laneis disabled. larger headways are imposed.
F2.8.2 The RECA is | F2.8.2 Driver may be 6 | F2.8.2 Incorrect rangeis F2.8.2.2 The system must 24
activated annoyed and Driver's sensed or incorrect TTC minimize the number of
unnecessarily. steering performance may is calculated. faulty activations of the
be affected. RECA function as much as
possible. Independent
ranging measurements and
calculations of the TTC must
be used.
F2.9 Enable the F2.9 SHM and RECA | F2.9.1 SHM and RECA is| 7 | F2.9.1 Electronic F2.9.1 The controller 14
SHM and RECA cannot be enabled not available to the malfunction. electronics must be
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F2.10 Disable the F2.10.1 SHM and F2.10.1 Driver cannot 10 | F2.10.1 Electronic F2.10.1 The controller 20
SHM and RECA RECA cannot be override the SHM malfunction. electronics must be
disabled controller and may panic, sufficiently reliable.
and driver's steering The driver shall have
performance may be redundant means of turning
affected. off the SHM and RECA. The
switching off of the functions
must follow the disabling
procedure so that the driver is
not put in a situation he/she
cannot handle.
F2.10.2 SHM and F2.10.2 Driver may be 10 | F2.10.2 Software failure F2.10.2 The system must 30
RECA are disabled put in a situation of short or failure of the brake have redundanciesin
without first reducing | headway and high speed actuator software and redundant
speed and increasing | that he/she cannot handle braking actuator paths. The
headway. in case of emergencies. system must be designed to
Callision is possible. fall back to a default speed
and headway in areliable
manner when afailureis
detected before the SHM
and RECA are disabled.
F2.11 Communicate | F2.11.1 Loss of F2.11.1 If detected by 10 | F2.11.1 Failure of F2.11.1 The system must 30
braking capability communication with | trailing vehicle its transmitter have supervisory elements to
and intention to trailing vehicle headway may be monitor the transmitter.
trailing vehicle. increased in order to Redundant transmitter may
maintain safety level. be necessary.
Efficiency is affected. If If the transmitter fails
undetected or detected permanently, the vehicle
too late the TTC of shall exit the lane.
trailing vehicle may be
too large leading to a
possible collision
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When amalfunction is
detected system shall slow
down the vehicle and notify
the driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.11.2 Transmit F2.11.2 Trailing vehicle |10 | F2.11.2 Faulty or F2.11.2 The measurement of | 60
incorrect braking may calculate and use inaccurate braking capabilities must be
capabilities or braking | unsafe headway, or may measurements of accurate and reliable.
intention to trailing apply insufficient brake, braking capabilities The consistency and
vehicle. leading to a possible rear- and/or braking intention accuracy of these
end collision. measurements shall be
monitored. |ndependent
means for calculating braking
capabilities must be
employed.
F2.12 Speed control | F2.12 Failure to adjust | F2.12.1 Vehiclegoesout |10 | F2.12.1 Incorrect F2.12.1 There must be more | 30
around curves speed around curves. | of control or driving preview road data or than one source of preview
comfort is seriously incorrect steering angle data and steering angle
affected. information. information not subject to
common mode failure.
Sameas F2.12.1 10 | F2.12.2 Throttle and/or F2.12.2 The system must use | 30
brake actuator failure. sensor and diagnostic
programs to monitor the
throttle and brake actuators.
When amalfunction is
detected the system shall
slow down the vehicle and
notify the driver.
Sameas F2.12.1 10 | F2.12.3 Controller F2.2.1.2 The system must 20
electronics and for have supervisory elements or
software failure. adequate redundancies.
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

H2.2 Blind-spot
war ning

F2.13 Warn Driver.

F2.13.1 Unableto
provide warning

F2.13.1.1 Safety is
compromised during lane
changing if driver relies
on the warning too much.

F2.13.1.1 Blind spot
sensor failure.

F2.13.1.1 Supervisory
elements must monitor the
output of the sensor for
reasonableness and
consistency. The driver shall
be notified when a
malfunction is detected.

35

F2.13.1.2 Same as above.

F2.13.1.2 Electronics
failure or software
failure.

F2.13.1.2 Supervisory
elements in hardware and
software must be used to
detect software or hardware
failures. The driver shall be
notified when a malfunction
is detected.

14

F2.13.1.3 Same as above.

F2.13.1.3 Threshold has
been set too high.

F2.13.1.3 The default
threshold must be set to alow
level. The driver shall be
given awarning when the
threshold is set at a high
level.

28

F2.13.1.4 Same as above.

F2.13.1.4 Warning
delivery device failure.

F2.13.1.4 Warning device
must bereliable. Redundant
warning delivery methods
shall be used.

14
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.13.2 False
warnings.

F2.13.2.1 There may be
too many false alarms
which distract the driver
and reduce his/her
confidence level.

F2.13.2.1 Blind spot
Sensor gives incorrect
reading.

F2.13.2.1 Supervisory
elements in hardware and
software must be used to
monitor the sensor. The
driver

shall be notified when a
malfunction is detected.

25

F2.13.2.2 Same as above.

F2.13.2.2 Electronics
failure or software
failure.

F2.13.2.2 Supervisory
elements in hardware and
software must be used to
detect software or hardware
failures. The driver shall be
notified when a malfunction
is detected.

10

F2.13.2.3 Same as above.

F2.13.2.3 Threshold has
been set too low.

F2.13.2.3 Thedriver shall be
able to select athreshold
level that he/sheis
comfortable with. The
default threshold must be set
to alevel appropriate for
typical conditions.

20

F2.13.2.4 Same as above.

F2.13.2.4 System fails
to sense correct
intentions of driver to
change lanes

F2.13.2.4 A reliable method
must be used to sense correct
intentions of driver to change
lanes or the system must be
redesigned to eliminate the
necessity of sensing driver's
intentions.

35

F2.14 Enable Blind
Spot Warning
(BSW)

F2.14 BSW cannot be
enabled.

F2.14.1 Driver does not
receive warning when a
lateral collisionis
imminent. Safety is
degraded.

F2.14.1 Electronics
failure

F2.14.1 The system
electronics must be
sufficiently reliable and must
have supervisory elementsin
hardware and software.
Driver shall be notified about
changesin the BSW
operating mode.

12
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.15 Disable BSW | F2.15 BSW cannot be | F2.15.1 Driver cannot 3 | F2.15.1 Electronics F2.15.1 The system 6
disabled avoid receiving warnings, failure electronics must be
may experience sufficiently reliable. There
annoyance or discomfort. shall be redundant methods
to disable the BSW.
F2.16 Adjust BSW [ F2.16 BSW Threshold | F2.16.1 Driver may be 6 | F2.16.1 Electronics F2.16.1 The controller 12
Threshold. cannot be adjusted. uncomfortable with the failure electronics must be
currently selected sufficiently reliable. The
threshold or the threshold threshold setting shall default
may be inappropriate for to alow level when the BSW
the prevailing conditions. is enabled for the first time.
The driver shall be able to
read and verify the selected
threshold setting.
H2.3Lane
Departure
Warning
F2.17 Warn Driver. |F2.17.1Lossof lane | F2.17.1 Vehicle may 9 | F217.1.1Lossof lane F2.17.1.1 Supervisory 45
departure warning depart from lane and reference position due elementsin lateral sensor
function possibly have a collision to processor (in software) must
if the driver isinattentive damage or loss of be able to detect the loss of
roadway reference aids. reference. The driver shall
be notified when roadway
lane reference aids are | ost.
Redundant reference aids
may be necessary.
Sameasin F2.17.1.1 9 |F2.17.1.2 Lateral F2.17.1.2 Supervisory 36
reference sensor fail or elements must be used to
gives erroneous monitor the response of the
readings. lateral reference sensor. The
driver must be notified if a
malfunction is detected. A
redundant lateral sensor with
the appropriate logic may be
essential.
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electronics or software
failure

have supervisory elements (in
hardware and software).
When a controller
malfunction is detected,
system shall notify the driver.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
Sameasin F2.17.1.1 9 | F2.17.1.3 Controller F2.17.1.3 The system must 18
electronics or software have supervisory elements (in
failure hardware and software) or
adequate redundancies.
When a controller
malfunction is detected,
system shall notify the driver.
Sameasin F2.17.1.1 9 | F2.17.1.4 Warning F2.17.1.4 Warning device 18
delivery device failure must be reliable. Redundant
warning delivery methods
shall be used.
F2.17.2 Give F2.17.2 Theremay betoo |5 |F2.17.2.1 Lateral F2.17.2.1 Thesystem must |25
unnecessary warning. | many false alarms. Driver reference reading sensor check the reasonabl eness of
may be distracted. gives erroneous sensor data by using an
Driver's confidence may readings. appropriate vehicle dynamics
be reduced. model. If amalfunctionis
detected, the driver shall be
notified.
5 | F2.17.2.2 Controller F2.17.2.2 The system must 10
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.18 Enable LDW | F2.18 LDW cannot be | F2.18 Driver has to 6 | F2.18 Electronics F2.18 The controller 12
enabled assume full responsibility malfunction failure. electronics must be
and exercise more sufficiently reliable. Driver
caution. shall be notified about the
change in LDW operating
mode.
F2.19 Disable LDW | F2.19 LDW cannot be | F2.19 Driver may get 3 | F2.19 Electronics F2.19 The system must be 6
disabled annoyed by receiving malfunction. sufficiently reliable. The
unwanted warnings. driver shall have a redundant
way of turning the system
off.
F2.20 Adjust F2.20 Threshold F2.20 Driver may be 6 | F2.20.1 Electronics F2.20.1 The electronics must | 12
threshold cannot be adjusted. uncomfortable with the malfunction in the be sufficiently reliable. The
current selected threshold controller or the driver default threshold must be at a
or the threshold may be interface low level when LDW isfirst
inappropriate for current enabled. Driver shall be able
situation. to read and verify the
selected threshold setting.
H2.4 Steering assist
F2.21 Assist driver | F2.21 Can not assist F2.21 Ride quality may 5 | F2.21.1 Lateral sensor F2.21.1 System must employ | 30
in steering. driver in steering. be degraded. Driver's failure supervisory elements to
workload may be detect sensor failures. Driver
increased. shall be notified when a
sensor malfunction is
detected. Redundant lateral
sensor and appropriate logic
may be necessary.
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F2.21.2 Erratic steering
actuator response or
failure of steering
actuator .

F2.21.2 System must employ
supervisory elements and self
diagnostics to monitor the
steering actuator. The system
must be designed to
accommodate steering
actuator

failures without causing the
vehicle to depart from the
lane. When the failure is
detected the system shall
accommodeate it or the
steering assist system shall be
disconnected and the driver
shall be notified.

18

F2.21.3 Controller
electronics or software
failure

F2.21.3 Controller must be
sufficiently reliable. If a
failure is detected, the
steering actuator must be
disconnected and the driver
be notified. Controller and
software redundancies may
be necessary.

12

H2.5 Driver
Vehicle Roadway
Interface

F2.22 Check-in

F2.22 Failure of
check-in function.

F2.22.1 Vehicleis
operating in the dedicated
lane even though it
should not.

F2.22.1 On-board
diagnostics fail to detect
afault in major
functions of the vehicle.

F2.22.1 Diagnostics
algorithms must be robust
and highly reliable.
Roadway shall be able to
detect an unfit vehicle
operating in the dedicated
lane. Law enforcement can
be used to deal with the
violators
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warning intentionally
due to high false alarm
rate.

be very low. Warning signals
must be easily
distinguishable from each
other. Warning threshold
shall be adjustable by the
driver. Driver interface shall
be as simple as possible

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.22.2 Vehicleis 9 | F2.22.2 Driver ignores F2.22.2 Roadway shall be 27
operating in the dedicated the results of the on- able to identify an unfit
lane even though it board diagnostics. vehicle operating in the
should not. dedicated lane. Traffic rules
and regulations must be used
to deter the driver from
violating the rules.
F2.22.3 Vehicleis not 6 | F2.22.3 On-board F2.22.3 On board diagnostics | 12
allowed to enter the diagnostics make a must be highly reliable.
dedicated lane even wrong decision about a Redundancies and
though it isfit. component or function supervisory elements must be
that was not at fault. considered for improving
reliability
F2.23 Enter the lane | F2.23 Driver failsto | F2.23 Disturbanceinthe |7 | F2.23 Dedicated laneis F2.23 Roadway must 20
enter the lane or enter | transition lane or entrance congested or driver is enforce lower speeds and
the lane improperly to the dedicated lane. not able to merge dueto larger headways near the
Driver may get annoyed. high speed and/or small entry points. Driver skillsfor
Vehicle restricted from headways in dedicated merging into the dedicated
operating in the dedicated lane or driver does not lane shall be tested as part of
lane. have the required skills. the licensing procedure.
F2.24 Response to F2.24 Driver failsto | F2.24 System safety is 10 | F2.24.1 Driver ignores F2.24.1 Thewarningsshal |40
BSW and LDW respond to BSW degraded. Collision with warning unintentionally be very clear and
and/or LDW avehiclein an adjacent or becomes confused. unambiguous to the driver.
lane during a lane change Driver interface shall be as
maneuver is possible. simple as possible.
10 | F2.24.2 Driver ignores F2.24.2 False alarm rate must | 40
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the warning
unintentionally or
becomes confused.

instructions must be clear and
understandable. Driver's
workload must be
manageable

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.25 Respond to F2.25 Driver failsto | F2.25 Roadway 4 | F2.25 Driver capability F2.25 Roadway traffic 20
traffic information respond to traffic efficiency and vehicle isimpaired. information must be clear
information safety is degraded. and brief.
F2.26 Exit thelane | F2.26 Thedriver can | F2.26 Vehicle hasto 6 | F2.26 Congestion in F2.26 Dedicated transition 30
not exit the lane. remain in the dedicated manual lane or the lane or some form of
lane. System performance transition lane regulation such as "yield to
is degraded. auto lane" must be
implemented to ensure easy
exit even when traffic
congestion happensin the
manual lane. Must warn the
driver, of congestion ahead
of time viatraffic
information communication.
F2.27 Fall back to F2.27.1 System does | F2.27.1 Safety is 10 | F2.27.1 Software failure F2.27.1 Reliable supervisory | 20
ERSC1. not fall back to compromised. Collisionis and diagnostics programs
ERSC1. possible. must be implemented.
Redundant means for
returning to the ERSC1 mode
must be used.
F2.27.2 Driver failsto | F2.27.2 Safety is 10 | F2.27.2.1 Warning F2.27.2.1 Warning device 20
assume role for ERSC | compromised. Collisionis delivery device failure must be reliable. Redundant
1 possible. warning delivery methods
must be used.
10 | F2.27.2.2 Driver ignores F2.27.2.2 Thewarningsand | 50
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of mode of operation

driver of correct mode
of operation.

confused and given the
impression that the
vehicle does not behave
as expected. The driver
may decide to initiate a
check-out procedure and
exit the lane. The driver
may also panic and cause
acollision under some
situations.

software failure.

software must be very
reliable. Redundancies and
on board diagnostics must be
used to improve reliability.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F2.28 Fall back to F2.28.1 Systemdoes | F2.28.1.1 Vehicle may be | 10 | F2.28.1.1 Controller F2.28.1.1 Reliable 20
manual control not fall back to under automatic control software failure supervisory and diagnostics
manual control when it should be under programs must be used.
manual control. Safety is Redundancies in hardware
compromised. and software may be
necessary.
F2.28.2 Driver failsto | F2.28.2 Asin F2.28.1 10 | F2.28.2.1 Warning F2.28.2.1 Warning device 20
assume full manual delivery device failure must be reliable. Redundant
control. warning delivery methods
must be used.
10 | F2.28.2.2 Driver ignores F2.28.2.2 Sameasin 50
the warning F2.27.2.2.
unintentionally or
becomes confused.
F2.29 Notify driver | F2.29 Fail to notify F2.29.1 Driver may get 8 | F2.29.1 Electronics of F2.29.1 The electronicsand | 24
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large headway is used
and efficiency is
affected

braking capabilities of
vehicle and/or
preceding vehicle

The consistency and
accuracy of these
measurements must be
monitored and taken into
account in the calculation
of the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
H3.1 Speed and
Headway Mainte-
nance and Rear -
end Collision
Avoidance.
F3.1 Calculate safe | F3.1 Loss of ability to | F3.1.1 Headway isset |6 | F3.1.1 Detected F3.1.1 The malfunction of | 36
headway calculate correct value | to the default value. malfunction or inability SEensors or gross
of safe headway Efficiency is affected. of the sensorsto inaccuracies in the
estimate the braking estimation of the braking
capabilities and capabilities must be
intentions of the detected fast. The system
preceding vehicle must fall back to the default
and/or vehicle. headway that takes into
account the inaccuracies or
malfunction of the sensors.
F3.1.2 Headway isset |6 | F3.1.2 Detected F3.1.2 Diagnostics and 36
to the default value. malfunction or loss of built-in self tests must be
Efficiency is affected. communication with used to guarantee a fast
preceding vehicle detection of the
communication failures.
When a malfunction occurs
the headway must be
automatically increased to
the default safe level that
takes into account the
failure
F3.1.3 Unsafe headway | 10 | F3.1.3 Faulty or F3.1.3 The measurement 60
is used and rear-end inaccurate of braking capabilities must
collision ispossible or a measurements of be accurate and reliable.

Page 223
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the default value if failure
is detected . Efficiency is
affected. If failureis not
detected safety is affected
due to possible use of an
unsafe headway.

datainformation from
preceding vehicle due to
receiver malfunction.

supervisory elements and
diagnostics that monitor the
functionality of the receiver
and detect malfunctions. The
malfunction of the receiver
must be taken into account in
calculating the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.1.4 Unsafe headway is | 10 | F3.1.4 Incorrect braking F3.1.4 The measurements of | 60
used and rear-end capabilities and braking capabilities of all
collision is possible or intentions is received vehicles must be accurate.
large headway is used and through communication The system must check the
efficiency is affected. due to interference or reasonableness of preceding
noise corruption vehicle's braking capability
and take into account
possible inaccuracies and
inconsistencies in calculating
the safe headway.
F3.1.5 Headway is 6 | F3.1.5Lossof F3.1.5 System must be able | 24
increased in order to communication with to accommodate the lack of
maintain safety level. roadway and/or lack of headway recommendation
Efficiency is affected. headway from roadway .
recommendation
F3.1.6 Headway issetto |9 |[F3.1.6 Lossof braking F3.1.6 System must have 36
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used to control speed.
Vehicle may be at low
speed affecting capacity
and efficiency.

actuator failure.

use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall switch
to manual control by warning
the driver and following the
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN

or subfunction Mode Recommendations

F3.2 Maintain cruise | F3.2.1 Lossof speed | F3.2.1.1 Vehicle 9 | F3.2.1.1 Speed sensor F3.2.1.1 Diagnostics and 18

speed. maintenance function. | accelerates above or gives erroneous or built in tests must perform a
decelerates below desired variable readings. (0% test for reasonableness on

speed instead of to 10% steady state sensor data. When sensor

maintai ning constant error istypical of speed malfunction is detected,

speed or maintains sensors. Sudden system shall switch to

incorrect level of constant variation israre) manual control by warning

speed. Driver may be the driver and following the

annoyed. Traffic rules check-out procedure.

may be violated. The lane

keeping function may be

affected especially around

Ccurves.

F3.2.1.2 As above. 9 | F3.2.1.2 Controller F3.2.1.2 The system must 18
electronics or software have supervisory elements (in
failure. hardware and software) or

adequate redundancies.
When a controller
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.

F3.2.1.3 Brakingmay be (8 [F3.2.1.3 Throttle F3.2.1.3 The system must 24
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.2.1.4 Vehicle 10 | F3.2.1.4 Brake actuator F3.2.1.4 The system must 30
accelerates above desired failure (brake cannot be use sensors and diagnostic
speed or decelerates applied or brake is programs to monitor the
below desired speed. continuously applied) brake actuator. Redundant
Speed limit may be brake actuators not subject to
exceeded. The lane common mode failures must
keeping function will be be employed together with
affected around curves. the appropriate logic and
Vehicle may go out of diagnostics that allow
control around curves. automatic switching from a
failed actuator to a healthy
one. When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
F3.2.2 System F3.2.2.1 Sudden change |9 | F3.2.2.1 Ranging sensor F3.2.2.1 System must be able | 54
switchesto headway | in speed. Unnecessary detects an invalid target to discriminate between valid
maintenance in the braking .RECA may be within the default and invalid targets.
absence of valid activated. Driving headway Redundant ranging sensors
target. comfort and efficiency not subject to common mode
are affected. failures must be used with
appropriate diagnostics.
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F3.2.1.3

actuator failure.

use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall switch
to manual control by warning
the driver and following the
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.3 Maintain target | F3.3.1 Vehicle cannot | F3.3.1.1 Vehicle 9 | F3.3.1.1 Speed sensor F3.3.1.1 Diagnostics and 18
speed as maintain target speed | accelerates above or gives erroneous built-in tests must perform a
commanded by the | as commanded by the | decelerates below desired readings. test for reasonableness on
roadway. roadway. speed instead of sensor data. When sensor
maintai ning constant malfunction is detected,
speed or maintains system shall switch to
incorrect level of constant manual control by warning
speed. Safety and the driver and following the
efficiency are check-out procedure.
compromised. The lane
keeping function may be
affected around curves.
F3.3.1.2 Sameasin 9 | F3.3.1.2 Controller F3.3.1.2 The system must 18
F3.3.1.1 electronics or software have supervisory elements (in
failure. hardware or software) or
adequate redundancies.
When a controller
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
F3.3.1.3 Sameasin 8 | F3.3.1.3 Throttle F3.3.1.3 The system must 24
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F3.3.1.4 Sameasin
F3.2.1.4

10

F3.3.1.4 Brake actuator
failure.

F3.3.1.4 The system must
use sensors and diagnostic
programs to monitor the
brake actuator. Redundant
brake actuators not subject to
common mode failures must
be employed together with
the appropriate logic and
diagnostics that allow
automatic switching from a
failed actuator to a healthy
one. When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.

30

F3.3.1.5 Vehicletravels
too fast which is unsafe or
too slow which reduces
capacity. Speed may be
faster than what road
conditions permit. It may
affect the performance of
the lane keeping function.

F3.3.1.5 Vehicle does
not receive target speed
due to loss of
communication or
target speed is corrupted
during communication.

F3.3.1.5 System must have
diagnostic programsto test
for reasonableness on
received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.) When a communication
malfunction is detected the
system shall fall back to a
default lower speed if thereis
no valid target to follow. The
driver shall be notified of the
loss of communication.

24
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F3.3.1.6 Same as F3.3.1.5

F3.3.1.6 Loss of target
speed information due
to receiver malfunction

F3.3.1.6 System must have
supervisory elementsin
controller software and
receiver that detect any
receiver malfunction. The
roadway must assist in testing
receiver functionality. Driver
shall be notified that vehicleig
not receiving roadway target
speed commands. If the
receiver has a malfunction the
driver may be required to
initiate a check-out procedure
and exit the lane.

24

F3.3.2 System
switches to headway
maintenance in the
absence of valid
target.

F3.3.2 Sudden changein
speed. Unnecessary
braking and RECA may
be activated. Riding
comfort and efficiency
are affected.

F3.3.2 Ranging sensor
detects an invalid target
within the default
headway

F3.3.2 System must be able
to discriminate between valid
and invalid targets.
Redundant ranging sensors
not subject to common mode
failures must be used with
appropriate diagnostics.

42
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speed maintenance mode
even if avalid target
exists. Rear-end collision
ispossible. Vehicle may
depart the lane, go out of
control and cause
multiple collisions.

target due to road
curvature or insufficient
target reflectiveness.

an adequately wide field of
view and employ suitable
algorithms to reduce the
likelihood of missing or
losing avalid target. Vehicle
shall slow down and
transition to manual control
when target is ambiguous and
cannot be followed reliably.
Sensor redundancies must be
used to track targets around
curves and minimize the
possibility of interference.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.4 Maintain F3.4 Cannot maintain | F3.4.1 SHM stops 10 | F3.4.1 Ranging sensor F3.4.1 System must beable | 60
headway headway operating. Headway may failsto provide signal. to detect and accommodate
become too large or too Intermittent or sudden an intermittent sensor failure.
small, unexpectedly. loss of ranging System software must
Rear-end collision is capability. compensate for momentary
possible. Vehicle loss of ranging capability. If
may depart the lane, go the loss of ranging capability
out of control and cause cannot be masked or
multiple compensated for, the vehicle
collisions. shall slow down and
transition to manual control
by following check-out
procedure. Redundant
ranging sensors, not subject
to common mode failures,
with appropriate logic must
be used.
F3.4.2 SHM switchesto | 10 | F3.4.2 Sensor loses F3.4.2 The sensor must have | 70
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maintain selected
headway.

Rear-end collision is
possible. Vehicle

may depart the lane, go
out of control and cause
multiple

collisions.

failure. (Or intermittent
failure to respond)

to detect brake actuator
failures. The system must use
sensors and diagnostic
programs to monitor the
brake actuator. Redundant
brake actuators that are not
subject to common mode
failures with appropriate
logic must be used. When a
redundant braking path fails
the system shall initiate a
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.4.3 SHM accelerates |7 | F3.4.3 Ranging sensor F3.4.3 The system must 49
or decelerates vehicle has locked on an incorporate supervisory
unexpectedly . The invalid target. elements in software to
RECA may be activated. perform range gating, target
Riding comfort and discrimination and tests for
efficiency may be reasonableness. System must
affected. distinguish vehicles moving
to adjacent lanes and around
curvesin the same lane.
Redundant ranging sensors
not subject to same failure
mode with appropriate logic
may be required.
F3.4.4 System may fail to | 10 | F3.4.4 Brake actuator F3.4.4 System must beable | 30
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or decelerates vehicle
unexpectedly. Headway
becomes too small or too
large. The RECA
function may be turned
on and off unexpectedly.
Vehicle may depart lane,
go out of control and
cause multiple collisions.

gives erroneous
readings.

incorporate supervisory
elements (in software) to
perform tests for

reasonabl eness on sensor
data. System shall switch to
manual control by warning
the driver and following the
check-out procedure when
failure is detected.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.4.5 System may fail to | 8 | F3.4.5 Throttle actuator F3.4.5 Thesystem must be |24
maintain selected failure. able to detect throttle
headway. Braking or the actuator failures. The system
RECA function is used to must use sensors and
avoid violating the diagnostic programsto
minimum safe headway. monitor the throttle actuator.
When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
F3.4.6 System may fail to | 9 | F3.4.6 Controller F3.4.6 The system must have | 18
maintain selected electronics or software supervisory elements (in
headway. Braking or the failure. hardware and software) or
RECA function is used to adequate redundancies.
avoid violating the System shall switch to
minimum safe headway. manual control by warning
System may fail to adjust the driver and following the
speed around curves check-out procedure when
leading to possible lane failureis detected.
departure and collision.
F3.4.7 SHM accelerates | 10 | F3.4.7 Ranging sensor F3.4.7 The system must 40
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become too large or too
small. The RECA
function may be impaired
or may be turned on and
off in an effort to keep
the headway within safe
level. Riding comfort and
efficiency are affected.
The lane keeping function
around curves may be
affected.

software failure of the
SHM.

have supervisory elements (in
hardware or software) or
adequate redundancies.
System shall switch to
manual control by warning
driver and following a check-
out procedure in case of a
detected failure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.5 Switch from F3.5 Failure to switch | F3.5.1 Headway may 10 | F3.5.1 Ranging sensor F3.5.1 System must beable |50
maintaining cruise | to maintaining become too small without failsto detect avalid to discriminate between valid
speed to maintaining | headway even when a | the RECA function been target. and invalid targets.
headway valid target exists. activated. Rear-end Redundant ranging sensors
collision is possible. not subject to common mode
Vehicle may depart the failures must be used with
lane, go out of control appropriate diagnostics. In
and cause multiple case of sensor failure the
collisions. system shall switch to
manual control by providing
awarning to the driver
slowing down and following
the check-out procedure.
F3.5.2 Headway may 9 | F3.5.2 Hardware or F3.5.2 The system must 18
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maintaining cruise
speed to maintaining
roadway
commanded target
speed.

switch to maintaining
roadway commanded
target speed.

adjust speed as
commanded by the
roadway. Speed may be
higher than the conditions
permit or lower than
optimal. Efficiency and
safety are compromised.
It may affect the
performance of lane
keeping function.

speed information input
due to receiver
malfunction.

supervisory elementsin
controller software and
receiver that detect any
receiver malfunction. The
roadway must assist in
testing receiver functionality.
Driver shall be notified that
vehicle is not receiving
roadway target speed
commands. If the receiver
has a malfunction the driver
may be required to initiate a
check-out procedure and exit

the lane.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.6 Switch from F3.6 Failure to switch | F3.6.1 Vehicle speed 8 | F3.6.1 Ranging sensor F3.6.1 System must beable |48
mai ntai ning to speed maintenance | variesinstead of being locks on the original to discriminate between valid
headway to mode when the constant in the absence of target or locks on and invalid targets.
maintaining cruise | original target moves | avalid target. The RECA another target which is Redundant ranging sensors
speed. out of the lane and function may be activated invalid when the not subject to common mode
becomes unsuitable to | unexpectedly. Riding original target becomes failures must be used with
follow, and no other comfort and efficiency unsuitable to follow. appropriate diagnostics.
valid target exists. may be affected.
F3.6.2 Vehicle speed 8 | F2.6.2 Hardware or F3.6.2 System must be abletq 16
varies instead of being software failure of the detect controller electronics
constant in the absence of SHM failures. The controller must
avalid target. The RECA have supervisory elements (in
function may be impaired hardware) or adequate
or may be activated redundancies. System shall
unexpectedly. Riding switch to manual by warning
comfort and efficiency the driver and following a
may be affected. check-out procedure in case of
detected failures
F3.7 Switch from F3.7.1 Failureto F3.7.1.1 System fails to 8 | F3.7.1.1 Loss of target F3.7.1.1 System must have |24
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S | Potential Causes

Design Requirements
Recommendations

RPN

F3.7.1.2 Same asin
F3.7.1.1

8 |F3.7.1.2 Lossof
roadway transmission
capability or target
speed is corrupted
during communication

F3.7.1.2 System must have
diagnostic programsto test
for reasonableness on
received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme (parity, checksum
etc.). The system must be
able to accommodate
momentary |oss of roadway
target speed command. When
a communication
malfunction is detected,
system shall fall back to a
default lower speed if thereis
no valid target to follow. The
driver shall be notified of the
loss of communication.

24

F3.7.2 Switching to
headway maintenance
instead.

F3.7.2 Brake may be
unnecessarily applied.
Vehicle may suddenly
change speed. Rear-end
collision avoidance may
be activated. Riding
comfort and efficiency
are affected. The lane
keeping function may be
affected.

8 | F3.7.2 Ranging sensor
detects an invalid target.

F3.7.2 System must be able
to discriminate between valid
and invalid targets.
Redundant ranging sensors
not subject to common mode
failures must be used.

48
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F4.8 Hard braking
for rear-end
collision avoidance.

F3.8.1 Failure to take
action on time.

F3.8.1.1 Rear-end
collision .

Vehicle may depart lane,
go out of control and
cause multiple collisions.

10

F3.8.1.1 Ranging sensor
failsto provide signal or
provides incorrect
signal.

F3.8.1.1 The system must
have redundant sensing
inputs to reduce the
probability of missing a
target to essentially zero . If
redundancy islost, the
system shall increase
headway and reduce speed
and transition to manual
control. The system and lane
keeping function shall be
designed so that vehicle does
not depart lane during rear-
end collisions.

50

F3.8.1.2 Originally
calculated headway
becomes unsafe. Rear-end
collision is possible.

10

F3.8.1.2 Loss of
communication of
braking intentions of
preceding vehicle

F3.8.1.2 A redundant method
must be used to communicate
the preceding vehicle's
braking intention. The
calculated safe headway must
take into account momentary
loss of vehicle to vehicle
communication. If loss of
communication is permanent,
system shall take that into
account in calculating the
safe headway.

50

F3.8.1.3 Rear-end
collision.

Vehicle may depart lane,
go out of control and
cause multiple collisions.

10

F3.8.1.3 Controller
electronics or software
failure

F3.8.1.3 The system must
have supervisory elementsin
software and hardware and
adequate redundancies.
When aredundancy islost,
the system shall increase
headway and reduce speed to
comfortable levels and warn
the driver to operate at
ERSC1 or the manua mode
and exit the lane as soon as
possible.

20
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F3.8.1.4 Rear-end
collision. Vehicle may
depart lane, go out of
control and cause
multiple collisions.

10

F3.8.1.4 Brake actuator
failure

F3.8.1.4 The system must
have redundant braking
actuators that are not subject
to common mode failures and
appropriate diagnostics that
alow the fast detection and
accommodation of failures
without degrading the
performance of the RECA
function. When a redundant
braking path fails the system
shall switch to ERSCL1 or
manual mode and warn the
driver appropriately. The
transition to ERSCL1 or
manual mode shall be done
by first reducing speed and
increasing headway to levels
that are comfortable for the
driver.

30

F3.8.1.5 Rear end
collision. Vehicle may
depart lane, go out of
control and cause
multiple collisions.

10

F3.8.1.5 Calculated
time to collision (TTC)
islarger than actual
TTC due to incorrect
measurement of braking
capabilities.

F3.8.1.5 TTC must be
accurate and conservative in
order to accommodate
possible inaccuracies in
measurements. |ndependent
estimates of TTC based on
independent measurements
must be used. The system
and lane keeping function
shall be designed so that
vehicle does not depart lane
during rear-end collisions

60
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.8.1.6 TheTTCisso 10 | F3.8.1.6 Ranging sensor F3.8.1.6 The system must be | 30
short that arear-end switches from avalid designed to account for such
collision can not be target to another one Situations. Vehicleto vehicle
avoided without steering. with completely communication may be used
The vehicle may go out different operating to notify trailing vehicle of
of control and cause status and braking condition ahead or the system
multiple collisions. capability e.g. is designed so that exiting
preceding vehicle exits from the lane is possible only
lane and next vehiclein at designated points where
laneis disabled. larger headways are imposed.
F3.8.2 The RECA is | F3.8.2 Riding comfort 7 | F3.8.2 Incorrect rangeis F3.8.2 The system must 28
activated and efficiency may be sensed or incorrect TTC minimize the number of
unnecessarily. affected. is calculated. faulty activations of the
RECA function as much as
possible. Independent
ranging measurements and
calculations of the TTC must
be used. Activation of the
RECA shall not affect the
performance of the lane
keeping function and shall
not cause the vehicle to
depart the lane.
F3.9 Enable the F3.9 SHM and RECA | F3.9 SHM and RECA is |7 | F3.9 Electronic F3.9 The controller 14
SHM and RECA cannot be enabled not available . Vehicle malfunction. electronics must be
can only be operated in sufficiently reliable.
manual mode. Diagnostics must be per-
formed even when the SHM
and RECA are in the standby
mode. The driver shall be
notified of any detected
malfunctions.
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F3.10 Disable the F3.10.1 SHM and F3.10.1 Driver cannot 10 | F3.10.1 Electronic F3.10.1 The controller 20
SHM and RECA RECA cannot be take over the control of malfunction. electronics must be
disabled the throttle and brake. sufficiently reliable. The
He/she may panic and driver shall have redundant
his/her steering means of turning off the
performance or transition SHM and RECA. The
from lane keeping to switching off of the functions
manual control may be must follow the disabling
affected. procedure so that the driver is
not put in a situation he/she
cannot handle.
F3.10.2 SHM and F3.10.2 Driver may be 10 | F3.10.2 Software failure F3.10.2 The system must 30
RECA are disabled put in a situation of short or failure of the brake have redundanciesin
without first reducing | headway and high speed actuator software and redundant
speed and increasing | that he/she cannot handle braking actuator paths. The
headway. in case of emergencies. system must be designed to
Callision is possible. fall back to a default speed
and headway in areliable
manner when afailureis
detected before the SHM
and RECA are disabled.
F3.11 Communicate | F3.11.1 Loss of F3.11.1 If detected by 10 | F3.11.1 Failure of F3.11.1 The system must 30
braking capability communication with | trailing vehicle its transmitter have supervisory elements to
and intention to trailing vehicle headway may be monitor the transmitter.
trailing vehicle. increased in order to Redundant transmitter may
maintain safety level. be necessary. If the
Efficiency is affected. If transmitter fails permanently,
undetected or detected the vehicle shall exit the
too late the TTC of lane. The lane keeping
trailing vehicle may be function and system must be
too large leading to a designed so that vehicle does
possible collision. not go out of control due to
rear end collisions.
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in the center of lane.

keeping capability

lane, goes out of control
and collides with other
vehicles.

vehicle'slateral position
due to malfunction of
sensor or roadway lane
reference aid.

have redundant
measurements of the lateral
position of the vehicle.
Redundant sensors and
reference aids may be
required with the appropriate
diagnostics and logic. When
aredundant component fails
the system shall switch to
manual control or lower
ERSC and warn the driver

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.11.2 Transmit F3.11.2 Trailing vehicle |10 | F3.11.2 Faulty or F3.11.2 The measurement of | 60
incorrect braking may calculate and use inaccurate braking capabilities must be
capabilities or braking | unsafe headway, or may measurements of accurate and reliable. The
intention to trailing apply insufficient brake, braking capabilities consistency and accuracy of
vehicle. leading to a possible rear- and/or braking intention these measurements shall be
end collision. monitored. |ndependent
means for calculating braking
capabilities must be
employed. The lane keeping
function and system must be
designed so that vehicle does
not go out of control due to
rear end collisions.
F3.12 Coordinate F3.12 Loss of F3.12 VVehicle may skid 10 | F3.12 Electronics or F3.12 Redundanciesin 30
with lane keeping coordination with lane | out of lane, go out of Software failure electronics and software
and steering. keeping and steering | control and collide with must be used. When failureis
vehiclesin adjacent lane detected vehicle shall slow
around curves. down around curves and
increase headway. driver
shall be warned to initiate a
check out procedure.
F3.13 Keep vehicle | F3.13 Loss of lane F3.13.1 Vehicledeparts | 10 | F3.13.1 Failure to detect F3.13.1 The system must 50
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with the appropriate
diagnostics and logic must be
used. When aredundant
component fails the system
shall warn the driver to
assume manual control of the
steering function by
following a check-out
procedure.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F3.13.2 Lanekeeping | 8 | F3.13.2 Lane preview F3.13.2 System must have 24
performance is information is not redundant means of obtaining
degraded. Vehicle available. preview information. In the
may have to slow absence of preview
down or transition to information the system shall
lower ERSC. switch to alower ERSC and
warn the driver.
F3.13.3 Vehiclemay |10 | F3.13.3 Control F3.13.3 All electronic 20
depart lane and go out software or electronics components and software
of control causing failure must have redundancies and
multiple collisions. appropriate diagnostics to
detect failures. When a
failure of aredundant
component is detected the
system shall switch to a
lower ERSC and warn the
driver. Detection and
accommodation of failures
shall be fast and shall not
affect the performance of the
lane keeping function.
F3.13.4 same as 10 | F3.13.4 Steering F3.13.4 Redundant steering 30
F3.13.3 actuator failure actuators and components
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suddenly without
following the check-
out procedure.

may fail to take over
steering. Vehicle may
go out of control.

and/or software failure

components and software
must have redundancies and
appropriate diagnostics to
detect failures. When a
failure of aredundant
component is detected the
system shall switch to a
lower ERSC and warn the
driver. Detection and
accommodation of failures
shall be fast and shall not
affect the performance of the
lane keeping function.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F3.14 Enable lane F3.14 Can not enable | F3.14.1 LK isnot 6 | F3.14 Controller F3.14.1 The controller 12
keeping. lane keeping. available to the driver. electronic circuitry or electronics and software must
Vehicle can only be software failure be sufficiently reliable.
operated in manual Diagnostics must be
mode performed even when the LK
or ERSCL, 2. isin the standby mode and
the driver shall be notified of
detected malfunctions.
F3.15 Disable the F3.15.1 LK cannot be | F3.15.1 Systemdoes |8 | F3.15.1 Electronic F3.15.1 The controller 16
LK disabled not respond or follow and/or software electronics must be
the disabling malfunction . sufficiently reliable. The
procedure. Driver driver shall have redundant
cannot override the means of disabling the LK.
LK controller and The disabling of the LK
may panic. function shall follow the
check-out procedure.
F3.15.2 LK isdisabled | F3.15.2 The driver 10 | F3.15.2 Electronic F3.15.2 All electronic 20
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

H3.2 Lateral
Coallision Warning

F3.16 Warn the
driver

F3.16.1 Can not
provide LCW.

F3.16.1.1 Safety is
compromised during
lane changing if driver
relies on the system
too much. Collisionis
possible.

F3.16.1.1 Sensor failure
to detect lateral range
and range rate of
"threatening” vehicles.

F3.16.1.1 Supervisory
elements and diagnostic
programs must be used
to monitor the
reasonableness of the
Sensor measurements.
Redundant sensors may
be needed. The driver
shall be notified of any
malfunction.

45

F3.16.1.1 Same as
F3.16.1.1

F3.16.1.2 Control
software or electronics
failure

F3.16.12 Software and
electronics must be
reliable. Redundancies
must be employed to
improve reliability. The
driver shall be notified
of any malfunction.

18

F3.16.1.3 Same as
F3.16.1.1

F3.16.1.3 Threshold is
set too high

F3.16.1.3 Supervisory
element is needed to
check threshold. The
default level of
threshold must be low.
The level of the
threshold and its
consequences shall be
transparent to the
driver.

36

F3.16.1.4 Same as
F3.16.1.1

F3.16.1.4 Warning
output device failure.

F3.16.1.4 Warning
device must be reliable.
Redundant warning
methods must be used.

27
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affected. Vehicle may
not be allowed to
operate in dedicated
lane.

Redundancies shall be
used to achieve a high
level of reliability.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F3.16.1.5 Same as 9 |F3.16.1.5The F3.16.1.5 There shall be | 54
F3.16.1.1 calculated TTC is independent methods of
incorrect. calculating the TTC.
The most conservative
estimate of TTC shall
be used.
F3.16.2 Give frequent | F3.16.2.1 May distract | 6 | F3.16.2.1 Threshold is F3.16.2.1 The driver 30
false warnings driver and affect too shall be ableto select a
his/her performance low. threshold level that
with the other driver he/she feels comfortable
functions. with. The default
threshold must be set to
alevel appropriate for
typical conditions.
F3.16.2.2 May distract | 6 | F3.16.2.2 Control F3.16.2.2 The number 12
driver and affect software malfunction or of false alarms must be
his/her performance warning device failure minimized by
with the other driver improving the reliability
functions. of hardware and
software components.
Redundant components
and appropriate
diagnostics may be used
to improve reliability.
F3.17 Enable LCW. | F3.17 Can not enable | F3.17 Driver can not 5 | F3.17 Electronic F3.17 System must 10
LCW. get helpin lateral circuitry or software have sufficiently
maneuver. Safety and failure reliable electronic
efficiency are circuitry and software.

Page 244



Raytheon

Task L

Table 14: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-3)

check-in function.

automated functions
cannot be enabled.
Safety and efficiency
are affected. Driver
may enter and exit the
lane within a short
period of time and
disturb the traffic
flow.

diagnostics fail to detect
afault in major
functions of the vehicle.

algorithms must be
robust and highly
reliable. Roadway must
be able to detect an
unfit vehicle operating
in the dedicated lane.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F3.18 Disable LCW. | F3.18 LCW cannot F3.18 Driver cannot 3 | F3.18 Electronic F3.18 System must have | 6
be disabled. avoid receiving circuitry failure very reliable electronic
warnings and may get circuitry. The driver
annoyed and shall have redundant
distracted. means of turning off the
LCW.
F3.19 Adjust F3.19 LCW Threshold | F3.19 Driver may be |6 | F3.19 Electronics or F3.19 The controller 12
Threshold cannot be adjusted. uncomfortable with the failure electronics and software
currently selected must be sufficiently
sensing region, or the reliable. The threshold
sensing region may be setting shall default to a
inappropriate for the low level when the
current conditions. LCW isenabled for the
first time or when a
failure is detected.
Driver shall be ableto
read and verify the
selected threshold
setting.
H3.3 Driver
Vehicle Roadway
I nterface
F3.20 Check-in F3.20 Failure of F3.20.1 Someof the |9 | F3.20.1 On-board F3.20.1 Diagnostics 27
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.20.2 Vehicleis 9 | F3.20.2 Driver ignores F3.20.2 Roadway must be 27
operating in the dedicated the results of the on- able to identify an unfit
lane even though it board diagnostics. vehicle operating in the
should not. Driver may dedicated lane. Traffic rules
fail to keep vehiclein the and regulations must be used
lane if laneis narrow. to deter the driver from
Safety and efficiency are violating the rules.
affected.
F3.20.3 Vehicleis not 6 | F3.20.3 On-board F3.20.3 On board diagnostics | 12
allowed to enter the diagnostics make a must be highly reliable.
dedicated lane even wrong decision about a Redundancies and
though it isfit. component or function supervisory elements must be
that was not at fault. considered for improving
reliability.
F3.21 Enter thelane | F3.21 Driver failsto | F3.21 Disturbanceinthe |5 | F3.21 Dedicated laneis F3.21 Roadway must be able | 20
enter the lane transition lane or entrance congested or driver is to enforce lower speeds and
to the dedicated lane. not able to merge dueto larger headway near the entry
Driver may get annoyed. high speed and/or small points. Driver skills for lane
Vehicle restricted from headways in dedicated merging shall be tested as
operating in the dedicated lane or driver does not part of the licensing
lane. have the required skills. procedure.
F3.22 Respond to F3.22 Driver failsto | F3.22.1 System safety is | 10 | F3.22.1 Driver ignores F3.22.1 Thewarningsmust | 40
LCW respond to LCW. degraded. Collision with warning unintentionally be very clear and

avehiclein an adjacent
laneis possible.

or becomes confused.

unambiguous to the driver.
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
10 | F3.22.2 Driver ignores F3.22.2 False alarm rate 40
warning intentionally must be very low. Warning
due to high false alarm signals must be easily
rate. distinguishable from each
other. Warning threshold
shall be adjustable by the
driver. Driver interface shall
appear smple to the driver.
F3.23 Respond to F3.23 Driver failsto | F3.23.1 Roadway 5 | F3.23.1 Driver F3.23.1 Roadway traffic 25
traffic information respond to traffic capacity and traffic flow capability isimpaired. information shall be clear
information control. and brief.
F3.24 Check out. F3.24.1 Vehicledoes | F3.24.1.1 Vehicle will 9 | F3.24.1.1 Controller F3.24.1.1 The system must 18
not initiate or respond | keep on going in failed to recognize be sufficiently reliable. Some
to a check-out request. | dedicated lane. Driver check-out initiation redundancy to initiate check-
feels helpless. input. out is needed.
F3.24.1.2 Same as 9 | F3.24.1.2 Controller F3.24.1.2 System must have | 18
F3.24.1.1 software failure. supervisory elementsin
hardware and software. Once
afailureis detected the
system shall switch to a
lower ERSC and warn the
driver.
F3.24.1.3 Thedriver is 7 | F3.24.1.3 Warning F3.24.1.3 Warning device 14
not warned to take over delivery device failure. must be reliable.
steering, throttle and Redundant warning delivery
brake control. Vehicle methods must be used.
would keep on going in
dedicated lane.
F3.24.2 Driver failsto | F3.24.2 The vehicleis 7 | F3.24.2 Driver'sfailure F3.24.2 Handling throttle, 28
pass check-out test. guided to an exit ramp or in handling throttle, brake, and steering during
to ashoulder of the lane brake, and steering check-out must be no more
and then brought to a full properly during check- difficult than in normal
stop. out. manual driving.
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the warning
unintentionally or
becomes confused.

be clear and distinguishable
from each other.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.25 Exit thelane | F3.25.Thedriver can | F3.25Vehicleremainsin |6 | F3.25 Congestionin F3.25 Dedicated transition 30
not exit the lane. the dedicated lane. May manual lane or the lane or some form of
violate traffic regulations. transition lane regulation such as "yield to
System performanceis auto lane" must be
degraded. implemented to ensure easy
exit even when traffic
congestion happensin the
manual lane. Must warn the
driver, of congestion ahead
of time viatraffic
information communication.
F3.26 Fall back to F3.26.1 System does | F3.26.1 Safety is 10 | F3.26.1 Software failure F3.26.1 Reliable supervisory | 20
ERSC2. not fall back to compromised. Collisionis and diagnostics program
ERSC2 even when it | possible. must be implemented.
iS necessary
F3.26.2 Driver failsto | F3.26.2.1 Safety is 10 | F3.26.2.1 Warning F3.26.2.1 Warning device 20
assume role for ERSC | compromised. Collisionis delivery device failure must be reliable. Redundant
2 possible. warning delivery methods
must be used.
10 | F3.26.2.2 Driver ignores F3.26.2.2 The warnings must | 50
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of correct mode of
operation.

driver of correct mode
of operation

confused by receiving or
not receiving warnings
when expected to.

software failure

software must be very
reliable. Redundancies and
on board diagnostics may be
used to improve reliability.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F3.27 Fall back to F3.27.1 System does | F3.27.1 Safety is 10 | F3.27.1 Software failure F3.27.1 Reliable supervisory | 20
ERSC1. not fall back to compromised. Collisionis and diagnostics programs
ERSC1 when it possible. must be implemented.
should.
F3.27.2 Driver failsto | F3.27.2.1 Safety is 10 | F3.27.2.1 Warning F3.27.2.1 Warning device 20
assume roles for compromised. Collisionis delivery device failure must be reliable. Redundant
ERSC 1. possible. warning delivery methods
must be used.
F3.27.2.2 same as 10 | F3.27.2.2 Driver ignores F3.27.2.2 The warnings must | 50
F3.27.2.2 the warning be clear and distinguishable
unintentionally or from each other.
becomes confused.
F3.28 Fall back to F3.28.1 System does | F3.28.1 Safety is 10 | F3.28.1 Software failure F3.28.1 Reliable supervisory | 20
manual control. not fall back to compromised. Collisionis and diagnostics program
manual control when | possible. must be implemented.
it should.
F3.28.2 Driver failsto | F3.28.2.1 Vehicle 10 | F3.28.2.1 Warning F3.28.2.1 Warning device 20
assume full manual remains under automatic delivery device failure must be reliable. Redundant
control. control. Safety is warning delivery methods
compromised. Collisionis must be used.
possible.
F3.28.2.2 same asin 10 | F3.28.2.2 Driver ignores F3.28.2.2 The warnings must | 50
F3.28.2.1 the warning be clear and distinguishable
unintentionally or from each other.
becomes confused.
F3.29 Notify driver | F3.29 Fail to notify F3.29 Driver may get 7 | F3.29 Electronics or F3.29 The electronics and 21
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

H4.1 Navigation
functions

F4.1 Locate absolute
position of vehicle.

F4.1 Can not locate
correct absolute
position of vehicle.

F4.1.1 Navigation
capability islost.
Driver hasto be
responsible for
navigation.

F4.1.1 Absolute
position sensor failure
(detected)

F4.1.1 Supervisory
elements are needed to
monitor the sensor.
Redundant methods
shall be used to
calculate the position of
the vehicle. The driver
shall be warned to take
over navigation tasks
when the failureis
detected. The driver
shall be able to provide
navigation commands
without interfering with
the automated
functions.

20

F4.1.2 Incorrect
navigation command
may be given. Travel
time may be
increased. Driver may
be frustrated.

F4.1.2 Absolute
position sensor gives
erroneous readings.
(undetected)

F4.1.2 Supervisory
elements are needed to
monitor the
reasonableness of the
SENsor measurements.
Roadway or vehicle to
vehicle communication
can help check the
reasonableness of the
sensor data by using
other vehicles
positions.

28
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and warn the driver to
take over navigation.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.2 Compute F4.2.1 Can not F4.2.1.1 Navigation 5 | F4.2.1.1 Absolute F4.2.1.1 Supervisory 20
vehicle'sroute. compute vehicle's capability islost. position sensor failure elements are needed to
route. Driver hasto be (Detected) monitor the sensors.
responsible for Driver shall be ableto
navigation. choose the route
manually without
interfering with the
operation of the other
automated functions.
F4.2.1.2 Non- 5 | F4.2.1.2 Traffic flow F4.2.1.2 Traffic flow 20
optimum route may be information is not information must be
computed. Travel available. updated continuously.
time The vehicle shall be
may increase. able to compute
vehicle'sroutein the
absence of traffic flow
information.
F4.2.1.3 Incorrect 5 | F4.2.1.3 Failurein F4.2.1.3 All the 10
navigation command software software units shall be
may be given. Travel carefully tested.
time may be Detection methods shall
increased. Driver may be used to detect
be frustrated. failures and warn the
driver to take over
navigation.
FA4.2.2 Wrong routeis | F4.2.2.1 Driver travels| 5 | F4.2.2.1 Wrong F4.2.2.1 The computed 20
computed. longer time and may absolute position is route shall be displayed
be frustrated. sensed. to the driver .
FA4.2.2.2 Driver travels| 5 | F4.2.2.2 Failurein F4.2.2.2 System shall be| 15
longer time and may communication with able to detect
be frustrated. roadway. communication failures

Page 251



Raytheon

Task L

Table 15 Failure Modes and Effects Analysis (System FMEA) (VOA: ERSC-4)

reliable.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.3 Generate F4.3 Can not generate | F4.3.1 Navigation 5 | F4.3.1 Absolute F4.3.1 Supervisory 20
commands for correct commands for | capability islost. position sensor fails or elements are needed to
lateral and lateral and Vehicle may not be gives erroneous monitor the sensor.
longitudinal control. | longitudinal control. | able to follow the readings Redundant methods
planned route. Travel shall be used to
time may be calculate the position of
increased. Driver may the vehicle. The driver
be annoyed. shall be warned of the
failure and given the
authority to take over
navigation and generate
the commands for
lat./long. control.
F4.3.2 Navigation 5 | F4.3.2 Navigation F4.3.2 All the software | 10
capability islost. software failure units shall be carefully
Vehicle may not be tested. Detection
able to follow the methods shall be used to
planned route. Travel detect failures and warn
time may be the driver to take over
increased. Driver may navigation and generate
be annoyed. the commands for the
lat./long. control.
F4.4 Enable F4.4 Can not enable F4.4 Vehicledepends |5 | F4.4 Electronic circuitry F4.4 Electronic circuitry | 10
navigation. navigation. on driver to give or software failure. and software shall be
navigation commands. sufficiently reliable.
The vehicle may fail The driver may have to
the check-in test. ask for permission to
operate on AHS without
a navigation system.
FA.5 Disable FA.5 Can not disable | F4.5 May distract 1 | FA.5 Electronic circuitry FA.5 Electronic circuitry | 2
navigation. navigation. driver. failure shall be sufficiently
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large headway is used and
efficiency is affected

braking capabilities of
vehicle and/or
preceding vehicle

consistency and accuracy of
these measurements must be
monitored and taken into
account in the calculation of
the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
H4.2 Speed and
Headway Mainte-
nance and Rear -
end Collision
Avoidance.
FA.6 Calculate safe | F4.6 Loss of ahility to | F4.6.1 Headway issetto |6 | F4.6.1 Detected F4.6.1 The malfunction of 36
headway calculate correct value | the default value. malfunction or inability SEensors or gross inaccuracies
of safe headway Efficiency is affected. of the sensorsto in the estimation of the
estimate the braking braking capabilities must be
capabilities and detected fast. The system
intentions of the must fall back to the default
preceding vehicle headway that takes into
and/or vehicle. account the inaccuracies or
malfunction of the sensors.
FA4.6.2 Headway issetto |6 | F4.6.2 Detected F4.6.2 Diagnostics and built- | 36
the default value. malfunction or loss of in self tests must be used to
Efficiency is affected. communication with guarantee a fast detection of
preceding vehicle the communication failures.
When a malfunction occurs
the headway must be
automatically increased to
the default safe level that
takes into account the failure
F4.6.3 Unsafe headway is | 10 | F4.6.3 Faulty or F4.6.3 The measurement of | 60
used and rear-end inaccurate braking capabilities must be
collision ispossible or a measurements of accurate and reliable. The
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the default value if failure
is detected . Efficiency is
affected. If failureis not
detected safety is affected
due to possible use of an
unsafe headway.

datainformation from
preceding vehicle due to
receiver malfunction.

supervisory elements and
diagnostics that monitor the
functionality of the receiver
and detect malfunctions. The
malfunction of the receiver
must be taken into account in
calculating the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F4.6.4 Unsafe headway is | 10 | F4.6.4 Incorrect braking FA4.6.4 The measurements of | 60
used and rear-end capabilities and braking capabilities of all
collision is possible or intentions is received vehicles must be accurate.
large headway is used and through communication The system must check the
efficiency is affected. due to interference or reasonableness of preceding
noise corruption vehicle's braking capability
and take into account
possible inaccuracies and
inconsistencies in calculating
the safe headway.
F4.6.5 Headway is 6 | F4.6.5Lossof F4.6.5 System must be able | 24
increased in order to communication with to accommodate the lack of
maintain safety level. roadway and/or lack of headway recommendation
Efficiency is affected. headway from roadway .
recommendation
FA4.6.6 Headway issetto |9 | F4.6.6 Lossof braking F4.6.6 System must have 36
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used to control speed.
Vehicle may be at low
speed affecting capacity
and efficiency.

actuator failure.

use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall switch
to manual control by warning
the driver and following the
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN

or subfunction Mode Recommendations

FA.7 Maintain FA. 7.1 Lossof speed | F4.7.1.1 Vehicle 9 | F4.7.1.1 Speed sensor FA4.7.1.1 Diagnostics and 18

speed. maintenance function. | accelerates above or gives erroneous or built in tests must perform a
decelerates below desired variable readings. test for reasonableness on

speed instead of sensor data. Redundant speed

maintai ning constant sensors not subject to

speed or maintains common mode failures must

incorrect level of constant be used. When sensor

speed. Traffic rules may malfunction is detected,

be violated. The steering system shall switch to

functions may be affected manual control by warning

especially around curves. the driver and following the

check-out procedure.

FA4.7.1.2 As above. 9 | F4.7.1.2 Controller FA4.7.1.2 The system must 18
electronics or software have supervisory elements (in
failure. hardware and software) or

adequate redundancies.
When a controller
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.

FA.7.1.3 Brakingmay be (9 [F4.7.1.3 Throttle FA4.7.1.3 The system must 27
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capacity. Speed may be
faster than what road
conditions permit. It may
affect the performance of
the lane keeping function.

communication or
target speed is corrupted
during communication.

received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.) When a communication
malfunction is detected the
system shall fall back to a
default lower speed if thereis
no valid target to follow.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
FA.7.1.4 Vehicle 10 | FA.7.1.4 Brake actuator FA.7.1.4 The system must 30
accelerates above desired failure (brake cannot be use sensors and diagnostic
speed or decelerates applied or brake is programs to monitor the
below desired speed. continuously applied) brake actuator. Redundant
Speed limit may be brake actuators not subject to
exceeded. The steering common mode failures must
function will be affected be employed together with
around curves. Vehicle the appropriate logic and
may go out of control diagnostics that allow
around curves. automatic switching from a
failed actuator to a healthy
one. When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
FA.7.1.5Vehicletravels |8 | F4.7.1.5 Vehicle does FA4.7.1.5 System must have |24
too fast which is unsafe or not receive target speed diagnostic programsto test
too slow which reduces due to loss of for reasonableness on
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F4.7.1.6 Same as
F3.3.15

FA.7.1.6 Loss of target
speed information due
to receiver malfunction

F4.7.1.6 System must
have supervisory
elements in controller
software and receiver
that detect any receiver
malfunction. The
roadway must assist in
testing receiver
functionality. If the
receiver hasa
malfunction the driver
may be required to
initiate a check-out
procedure and exit the
lane.

24

F4.7.2 System
switches to headway
maintenance in the
absence of valid
target.

F4.7.2 Sudden change
in speed. Unnecessary
braking. The collision
avoidance function
may be activated.
Driving comfort and
efficiency are
affected.

F4.7.2 Ranging sensor
detects an invalid target
within the default
headway

FA.7.2 System must be
able to discriminate
between valid and
invalid targets.
Redundant ranging
sensors not subject to
common mode failures
must be used with

appropriate diagnostics.
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speed maintenance mode
even if avalid target
exists. Rear-end collision
ispossible. Vehicle may
depart the lane, go out of
control and cause
multiple collisions.

target due to road
curvature or insufficient
target reflectiveness.

an adequately wide field of
view and employ suitable
algorithms to reduce the
likelihood of missing or
losing avalid target. Vehicle
shall slow down and
transition to manual control
when target is ambiguous and
cannot be followed reliably.
Sensor redundancies must be
used to track targets around
curves and minimize the
possibility of interference.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
FA4.8 Maintain F4.8 Cannot maintain | F4.8.1 SHM stops 10 | F4.8.1 Ranging sensor FA4.8.1 System must beable | 60
headway headway operating. Headway may failsto provide signal. to detect and accommodate
become too large or too Intermittent or sudden an intermittent sensor failure.
small, unexpectedly. loss of ranging System software must
Rear-end collision is capability. compensate for momentary
possible. Vehicle may loss of ranging capability. If
depart the lane, go out of the loss of ranging capability
control and cause cannot be masked or
multiple collisions. compensated for, the vehicle
shall slow down and
transition to manual control
by following check-out
procedure. Redundant
ranging sensors, not subject
to common mode failures,
with appropriate logic must
be used.
F4.8.2 SHM switchesto | 10 | F4.8.2 Sensor loses F4.8.2 The sensor must have | 70
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maintain selected
headway.

Rear-end collision is
possible. Vehicle

may depart the lane, go
out of control and cause
multiple

collisions.

failure. (Or intermittent
failure to respond)

to detect brake actuator
failures. The system must use
sensors and diagnostic
programs to monitor the
brake actuator. Redundant
brake actuators that are not
subject to common mode
failures with appropriate
logic must be used. When a
redundant braking path fails
the system shall initiate a
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
FA4.8.3 SHM accelerates |7 | F4.8.3 Ranging sensor F4.8.3 The system must 49
or decelerates vehicle has locked on an incorporate supervisory
unexpectedly . The invalid target. elements in software to
RECA may be activated. perform range gating, target
Riding comfort and discrimination and tests for
efficiency may be reasonableness. System must
affected. distinguish vehicles moving
to adjacent lanes and around
curvesin the same lane.
Redundant ranging sensors
not subject to same failure
mode with appropriate logic
may be required.
F4.8.4 System may fail to | 10 | F4.8.4 Brake actuator FA4.8.4 System must beable | 30
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or decelerates vehicle
unexpectedly. Headway
becomes too small or too
large. The collision
avoidance function may
be turned on and off
unexpectedly. Vehicle
may depart lane, go out of
control and cause
multiple collisions.

gives erroneous
readings.

incorporate supervisory
elements (in software) to
perform tests for

reasonabl eness on sensor
data. Redundant ranging
sensors not subject to
common mode failures must
be used. System shall switch
to manual control by warning
the driver and following the
check-out procedure when
failure is detected.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F4.8.5 System may fail to | 10 | F4.8.5 Throttle actuator FA4.8.5 The system must be | 30
maintain selected failure. able to detect throttle
headway. The collision actuator failures. The system
avoidance function may must use sensors and
be affected. diagnostic programsto
monitor the throttle actuator.
Redundant throttle actuators
must be used that are not
subject to common mode
failures. When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
F4.8.6 System may fail to | 10 | F4.8.6 Controller F4.8.6 The controller must 20
maintain selected electronics or software have supervisory elements (in
headway. The collision failure. hardware and software) or
avoidance function may adequate redundancies.
be activated. System may System shall switch to
fail to adjust speed manual control by warning
around curves leading to the driver and following the
possible lane departure check-out procedure when
and collision. failure is detected.
FA.8.7 SHM accelerates | 10 | F4.8.7 Ranging sensor FA4.8.7 The system must 40
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become too large or too
small. The collision
avoidance function may
be impaired or may be
turned on and off in an
effort to keep the
headway within safe
level. Riding comfort and
efficiency are affected.
The lane keeping function
around curves may be
affected.

software failure of the
SHM.

have supervisory elements (in
hardware or software) or
adequate redundancies.
System shall switch to
manual control by warning
driver and following a check-
out procedure in case of a
detected failure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F4.9 Switch from FA.9 Failure to switch | F4.9.1 Headway may 10 | F4.9.1 Ranging sensor F4.9.1 System must beable |50
maintaining cruise | to maintaining become too small without failsto detect avalid to discriminate between valid
speed to maintaining | headway even when a | the collision avoidance target. and invalid targets.
headway valid target exists. function been activated. Redundant ranging sensors
Rear-end collision is not subject to common mode
possible. Vehicle may failures must be used with
depart the lane, go out of appropriate diagnostics. In
control and cause case of sensor failure the
multiple collisions. system shall switch to
manual control by providing
awarning to the driver
slowing down and following
the check-out procedure.
F4.9.2 Headway may 9 | F4.9.2 Hardware or F4.9.2 The system must 18
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varies instead of being
constant in the absence of
avalid target. The
collision avoidance
function may be activated
unexpectedly. Riding
comfort and efficiency
may be affected.

software failure of the
SHM

to detect controller
electronics failures. The
controller must have
supervisory elements (in
hardware) or adequate
redundancies. System shall
switch to manual by warning
the driver and following a
check-out procedure in case
of detected failures

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F4.10 Switch from | F4.10 Failure to F4.10.1 Vehicle speed 8 | F4.10.1 Ranging sensor F4.10.1 System must be able | 48
mai ntai ning switch to speed varies instead of being locks on the original to discriminate between valid
headway to maintenance mode constant in the absence of target or locks on and invalid targets.
maintaining cruise | when the original avalid target. The another target which is Redundant sensors not
speed. target moves out of collision avoidance invalid when the subject to common mode

the lane and becomes | function may be activated original target becomes failures must be used with

unsuitable to follow, | unexpectedly. Riding unsuitable to follow. appropriate diagnostics.

and no other valid comfort and efficiency

target exists. may be affected.

F4.10.2 Vehicle speed 8 | F4.10.2 Hardware or F4.10.2 System must be able | 16
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depart lane and go out of
control causing multiple
collisions.

software or electronics
failure

components and software
must have redundancies and
appropriate diagnostics to
detect failures. When a
failure of aredundant
component is detected the
system shall switch to a
lower ERSC and warn the
driver. Detection and
accommodation of failures
shall be fast and shall not
affect the performance of the
lane keeping function.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
FA4.11 Keep vehicle | F4.11 Loss of lane FA4.11.1 Vehicledeparts | 10 | F4.11.1 Failure to detect F4.11.1 The system must 50
in the center of lane. | keeping capahility lane, goes out of control vehicle'slateral position have redundant
and collides with other due to malfunction of measurements of the lateral
vehicles. sensor or roadway lane position of the vehicle.
reference aid. Redundant sensors and
reference aids may be
required with the appropriate
diagnostics and logic. When
aredundant component fails
the system shall switch to
manual control or lower
ERSC and warn the driver.
F4.11.2 Lane keeping 8 | F4.11.2 Lane preview F4.11.2 System must have 24
performance is degraded. information is not redundant means of obtaining
Vehicle may have to slow available. preview information. In the
down or transition to absence of preview
lower ERSC. information the system shall
switch to alower ERSC and
warn the driver.
F4.11.3 Vehicle may 10 | F4.11.3 Control F4.11.3 All electronic 20
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F4.11.4 same as
F4.11.3

10

F4.11.4 Steering
actuator failure

F4.11.4 Redundant
steering actuators and
components with the
appropriate diagnostics
and logic must be used.
When aredundant
component fails the
system shall warn the
driver to assume manual
control of the steering
function by following a
check-out procedure.

30

F4.12 Coordinate
lane change with
other vehicles.

F4.12 Loss of
coordination of lane
changing with other
vehicles.

F4.12 Traffic may be
disturbed. Collision
avoidance function
may be activated
unnecessarily.
Callision is possible.

F4.12.1 Loss of vehicle
to vehicle
communication

F4.12.1 Vehicles shall
have supervisory
program to check
communications. If any
failure takes place
either in transmitting or
receiving signals, the
vehicle shall be advised
to check out. Roadway
may be used as backup
for the coordination

27

Same as above

F4.12.2 Coordination
software failure

The system software
must be tested
thoroughly for all
possible situations
before implemented.
Some redundancies in
software may be
necessary i.e., similar
algorithms are
implemented using
different software tools.

18
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F4.13 Synchronize
speed and headway
for lane change.

F4.13 Can not
synchronize speed and
headway during lane
change.

F4.13 Lane change
may not be completed
or may be not be
smooth Collision
avoidance function
may be activated.
Collision with other
vehiclesis possible

10

F4.13.1 Failurein
getting position and/or
velocity of vehiclesin
adjacent lane.

F4.13.1 Vehicle shall have
the capability to sense the
position and velocity of
multi-vehicles both in front
and in adjacent lanes;
supervisory elements and
adequate redundancies are
needed. Fall back to ERSC 3
when malfunction is
detected.

40

Same as above

10

F4.13.2 Control
software or electronics
failure

F4.13.2 The system shall
have supervisory elements
and adequate redundancies.
Warn driver to check out
when malfunction is
detected.

20

Same as above

10

F4.13.3 Throttle
actuator or brake
actuator failure

F4.13.3 Sensors and
diagnostic programs are
needed to monitor throttle
and brake actuator actions.
Redundant actuators must be
used. Driver shall be warned
to check out when failureis
detected.

30

F4.14 Change lane.

F4.14 Loss of lane
change function

F4.14 If failureis
detected early the lane
change will not take
place. Insuch case
the driver may have to
take over. If failureis
undetected and lane
changeis attempted
collision may take
place.

10

F4.14.1 Latera sensor
failure

F4.14.1 Redundant lateral
sensors must be used.
Diagnostics shall be used to
detect failures before the
initiation of alane change.

40
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F4.14.2 Same as for
F4.14.1

10

F4.14.2 Control
software or electronics
failure

F4.14.2 System shall
have supervisory
programs (in hardware
and software) and
adequate redundancies.
Diagnostics shall be
used to detect failures
before the initiation of a
lane change.

20

F4.14.3 Vehicle may
go out of control and
cause multiple
collisions.

10

F4.14.3 Steering
actuator failure

F4.14.3 Redundant
steering actuators are
reguired. Sensors and
diagnostic program are
needed to monitor
steering actuator
actions.

Switching from one
redundant path to
another shall not affect
steering performance. If
aredundant path fails a
check out procedure
shall be initiated.

30
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F4.15.1

function fails.

shall have supervisory
and redundant elements
that detect and
accommodate SHM
function failures. In
case of failure the
vehicle shall stop, warn
the driver to take over
and check-out.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.15 Switch from | F4.15 Vehiclefailsto | F4.15.1 Traffic may 10 | FA.15.1 The lateral F4.15.1 Supervisory 30
lane changing to resume lane keeping | be disturbed. Collision position sensor gives elements and adequate
longitudinal control. | and longitudinal avoidance function erroneous readings (the redundancies are
control in the new may be activated, vehicle does not know needed. When failureis
lane bringing the vehicle to it has reached the detected the vehicle
a complete stop. desired lane). shall stop and warn the
Callision is possible. driver to check-out.
FA4.15.2 Same asin 10 | F4.15.2 Control F4.15.2 Supervisory 20
F4.15.1 software failure programs shall be used.
All software units must
be tested for full range
of inputs before
implemented. When
failure is detected the
vehicle shall stop and
warn the driver to check
out.
F4.15.3 Same asin 10 | F4.15.3 The SHM F4.15.1 The system 50
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F4.16.1

TTC iscaculated

the calculation of TTC as
well asthe discrepancies
involved in evaluating these
factors shall be taken into
account. Redundant methods
shall be used to calculate
TTC.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.16 Combined F4.16 Loss of F4.16.1 Multiple 10 | F4.16.1 Loss of F4.16.1 Supervisory elements | 30
lateral and combined lateral and | collisions may take communication with are needed to monitor
longitudinal longitudinal collision | place. surrounding vehicles communication. Driver shall
collision avoidance | avoidance be warned to check out when
communication capability is
lost.
F4.16.2 Same asin 10 | F4.16.2 On-board F4.16.2 Redundant sensors 40
F4.16.1 sensors fail to detect are needed; the system shall
surrounding vehicles continuously monitor the
positions speeds and reasonableness of sensor
intentions. data.
The driver shall be warned to
check out when a redundant
path fails.
FA4.16.3 Same asin 10 | F4.16.3 Control F4.16.3 System supervisory 20
F4.16.1 software or electronics elements both in software
failure and hardware must be used.
All software shall be tested
for full range of inputs.
F4.16.4 Same asin 10 | F4.16.4 Brake or F4.16.4 Sensors and 40
F4.16.1 throttle or steering diagnostic program are
actuator failure needed to monitor actuator
response. Redundant brake,
throttle steering actuators are
needed.
F4.16.5 Same asin 10 | F4.16.5 The incorrect F4.16.5 All factors affecting | 70
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handle throttle, brake,
and steering properly
and failsto pass the
check-out test.

throttle, brake, and
steering during check-
out shall be no more
difficult than in normal
driving. Supervisory
elements are needed to
monitor driver
operation.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.17 Switch to F4.17 Can not switch | F4.17 Vehicle may 8 | F4.17 Control software F4.17 The control 16
normal operation from collision come to full stop failure in switching software must be
after the activation | avoidance back to unnecessarily. Traffic logic reliable. It shall be
of the collision normal operation. may be disturbed. tested under al possible
avoidance function. Driver may need to conditions before
intervene. implemented.
Redundant software
tools may be essential.
F4.18 Enable F4.18 Can not enable | F4.18 Vehicle hasto 6 | F4.18 Electronic F4.18 The electronic 12
lat./long. functions | the automatic control | be controlled circuitry failure circuitry must be
system. manually. Vehicle sufficiently reliable.
fails the check-in test. Driver shall be notified
about the vehicle
operating mode.
F4.19 Disable F4.19 Can not disable | F4.19.1 Vehiclemay | 8 |F4.19.1 Electronic FA4.19.1 The electronic | 16
(check out) the automatic control | not be able to get out circuitry failure circuitry must be
system. of the auto lane. The sufficiently reliable.
check-out procedure Some redundancy is
cannot be carried out. needed.
6 | F4.19.2 Driver does not F4.19.2 Handling the 24
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functionality of on-
board sensors.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Reg. RPN
Mode Recommend.
H4.3 Driver
Vehicle Roadway
I nterface
F4.20 Check in. F4.20 Failure of F4.20.1 Vehicleis 9 | F4.20.1 On-board F4.20.1 Diagnostics 27
check-in function. operating in the auto lane diagnostics fail to detect algorithms shall be
even though it should not. afault in major robust and highly
functions of the vehicle. reliable. Roadway shall
be able to detect an
unfit vehicle operating
in the auto-lane.
F4.20.2 Vehicleis 9 | F4.20.2 Roadway failed F4.20.2 Roadway shall | 27
operating in the auto lane to detect that vehicleis be able to identify unfit
even though it should not. not fit for AHS. vehicles at check-in.
F4.20.3 Vehicleis not 6 | F4.20.3 On-board F4.20.3 Diagnostic 12
allowed to enter the auto diagnostics make a algorithms shall be
lane even though it isfit. wrong decision about a highly reliable. The
component or function system shall repeat the
that was not at fault. diagnosticsif the
vehicleis rejected.
F4.21 Enter AHS. F4.21 Can not enter FA4.21 Driver hastodrive | 4 | F4.21 Thereisnot F4.21 Entry area shall 8
AHS. the vehicle on manual enough gap in entry have enough space to
lane and try to enter AHS point or entry area. accommodate vehicles.
in another time Vehicles have to be
notified in advance of
the availability of space.
F4.22 Mergeinto F4.22 Can not merge | F4.22.1 The vehicle has 4 | F4.22.1 Roadway fails F4.22.1 The roadway 16
the auto lanes. into the auto lane. to wait in the entry point to coordinate a gap. shall have redundant
or area. algorithms and back-up
modes for coordination
of vehicle speeds and
headway.
F4.22.2 Thevehiclehas |4 |F4.22.2 On board F4.22.2 Check-intests |24
to wait in the entry point Sensors give incorrect shall be able to test
or area. measurements. correctness and
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Driver may feel out
of control, panic, get
frustrated.

check-out initiation
input.

reliable.
Some redundancy to
initiate check-out is
needed.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.23 Change of trip | F4.23.1 Give wrong F4.23.1 Driver may 5 | F4.23.1 Driver error FA4.23.1 The destination | 20
destination destination. not get to the desired and the computed route
destination through shall be displayed to the
navigation. Travel driver. Cal for driver's
time may be attention when a new
increased. route is calculated each
time.
F4.23.2 Can not FA4.23.2 The 5 | F4.23.2 Input device F4.23.2 The input 5
change the trip navigation system can failure device shall be
destination. not be used. Vehicle sufficiently reliable.
has to check out.
Driver may be
frustrated or may be
reguired to take over
navigation.
FA4.24 Alert driver to | F4.24.1 System does | F4.24.1 Vehiclemay |10 | F4.24.1 Software failure F4.24.1 System shall 20
check out. not alert driver to stay under automatic have reliable diagnostic
check out when mode even if it should algorithms.
necessary. not. Collisions may
take place.
FA.24.2 Vehiclemay |10 | F4.24.2 Alert device F4.24.2 Adequate 30
stay under automatic failure redundant alert devices
mode even if it should are needed.
not. Collisions may
take place.
F4.25 Check out. F4.25.1 Can not FA4.25.1.1 Thevehicle | 7 | F4.25.1.1 Controller F4.25.1.1 The system 14
check out. will keep going on. failed to recognize shall be sufficiently
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pass check-out test.

guided to an exit ramp
or to a shoulder of the
lane and then brought

to afull stop.

in handling throttle,
brake, and steering
properly during check-
out.

employ driver status
diagnostics. Supervisory
program is needed to
monitor driver's
reaction. Roadway shall
be able to access on-
board computer
database for the
diagnostics results.
Handling throttle,
brake, and steering
during check-out shall
be no more difficult
than in normal manual
driving.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.25.1.2 Failure to 7 | F4.25.1.2 Controller F4.25.1.2 System shall 14
reduce speed or software failure. have supervisory
increase headway or elements in software.
to notify the roadway. Once afailureis
detected vehicle shall
automatically slow
down and stop, and
warn the driver to take
over.
FA4.25.1.3 The driver 7 | F4.25.1.3 Warning F4.25.1.3 Warning 14
is not warned to take delivery device failure. device shall bereliable.
over steering, throttle Redundant warning
and brake control. delivery methods shall
Vehicle keeps on be used.
going in auto lane.
FA.25.2 Driver failsto | F4.25.2 The vehicleis | 7 | F4.25.2 Driver'sfailure F4.25.2 System shall 28

Page 272



Raytheon

Task L

Table 15: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-4)

assume responsibility
for lane changing and
navigation when lane
change function or
overall collision
avoidance function
become inaccurate or
their redundant paths
fail.

F4.27.1

delivery device failure.

device shall bereliable.
Redundant warning
delivery methods shall
be used.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.26 Exit auto lane. | F4.26 Driver cannot | F4.26 Vehicleremains | 7 | F4.26 Thereis not F4.26 Dedicated 42
drive the vehicle to in the auto lane. enough gap in manual transition lane or some
the exit of the auto Traffic regulations lane. form of regulation such
lane. may be violated. as"yield to auto lane”
System performance shall be implemented to
may be degraded. ensure easy exit even
when traffic congestion
happens in the manual
lane. The driver shall be
warned of congestion
ahead of time viatraffic
information
communication.
F4.27 Fall back to F4.27.1 System does | F4.27.1 The system 10 | F4.27.1 Software failure F4.27.1 Reliable 20
ERSC 3 not fall back to may continue supervisory and
ERSC3 even when it | operating asin ERSC4 diagnostics programs
iS necessary. even though it should shall be implemented.
not. Unreliable
operation may lead to
collisions.
F4.27.2 Driver failsto | F4.27.2.1 Same asin 10 | F4.27.2.1 Warning FA4.27.2.1 Warning 20
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F4.28.2.1

the warning
unintentionally or
becomes confused.

shall be clear and
distinguishable from
each other. The system
shall attempt to exercise
driver's attention ("wake
him up") from time to
time.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
FA.27.2.2 Sameasin |10 | F4.27.2.2 Driver ignores FA4.27.2.2 Thewarnings | 50
F4.27.1 the warning shall be clear and
unintentionally or distinguishable from
becomes confused. each other. The system
shall attempt to exercise
driver's attention ("wake
him up") from time to
time.
F4.28 Fall back to F4.28.1 System does | F4.28.1 Safety is 10 | F4.28.1 Software failure F4.28.1 Reliable 20
ERSC2. not fall back to compromised. supervisory and
ERSC2 even when it | Collision is possible. diagnostics program
is necessary (reduce shall be implemented.
speed, increase
headway).
F4.28.2 Driver failsto | F4.28.2.1 Safety is 10 | F4.28.2.1 Warning F4.28.2.1 Warning 20
assume roles for compromised. delivery device failure device shall bereliable.
ERSC2. Callision is possible. Redundant warning
delivery methods shall
be used.
FA.28.2.2 Sameasin |10 | F4.28.2.2 Driver ignores F4.28.2.2 Thewarnings | 50
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F4.29.2.1

the warning
unintentionally or
becomes confused.

shall be clear and
distinguishable from
each other. The system
shall attempt to exercise
driver's attention ("wake
him up") from time to
time.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.29 Fall back to F4.29.1 System does | F4.29.1 Safety is 10 | F4.29.1 Software failure F4.29.1 Reliable 20
ERSC1. not fall back to compromised. supervisory and
ERSC1 even when it | Collision is possible. diagnostics program
is necessary (reduce shall be implemented.
speed, increase
headway).
F4.29.2 Driver failsto | F4.29.2.1 Safety is 10 | F4.29.2.1 Warning F4.29.2.1 Warning 20
assume roles for compromised. delivery device failure device shall bereliable.
ERSC1. Callision is possible. Redundant warning
delivery methods shall
be used.
FA.29.2.2 Sameasin |10 | F4.29.2.2 Driver ignores F4.29.2.2 Thewarnings | 50
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warnings when
expected to.

Redundancies and on
board diagnostics may
be used to improve
reliability.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F4.30 Fall back to F4.30.1 System does | F4.30.1 Safety is 10 | F4.30.1 Software failure F4.30.1 Reliable 20
manual control. not fall back to compromised. supervisory and
manual even whenit | Collision is possible. diagnostics program
iS necessary. shall be implemented.
F4.30.2 Driver failsto | F4.30.2.1 Safety is 10 | F4.30.2.1 Warning F4.30.2.1 Warning 20
assume roles for compromised. delivery device failure device shall bereliable.
manual control. Callision is possible. Redundant warning
delivery methods shall
be used.
F4.30.2.2 Safety is 10 | FA.30.2.2 Driver ignores F4.30.2.2 Thewarnings | 50
compromised. the warning shall be clear and
Callision is possible. unintentionally or distinguishable from
becomes confused. each other. The system
shall attempt to exercise
driver's attention ("wake
him up") from time to
time.
F4.31 Notify driver | F4.31 Fail to notify FA4.31 Driver may get | 8 | F4.31 Electronics or F4.31 The electronics 24
of correct mode of driver of correct mode | confused by receiving software failure. and software must be
operation. of operation. or not receiving very reliable.
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commands to each
vehicle.

to any vehicle.

capability

communication system.
Vehicle shall have their
own navigation system
as a backup to the
roadway system.

System Function | Potential Failure | Potential Effects |S | Potential Causes Design Req. RPN
Mode Recommend.
H5.1 Roadway
navigation
Functions
F5.1 Receivei.d,, F5.1. Does not receive | F5.1 Roadway cannot | 7 | F5.1 Roadway F5.1 Roadway must 21
position, speed and | position, speed and provide navigation to communication failure have redundant
destination from all | destination vehicles and can not communication
vehiclesin a information from any | optimize traffic flow. systems.
designated section. | vehicle. Efficiency may be Vehicle shall have their
reduced. own navigation system
as a backup to the
roadway system.
F5.2 Calculate F5.2 Loss of ability to | F5.2 Roadway cannot | 7 | F5.2.1 Software or F5.2.1 Supervisory 28
navigation calculate correct provide navigation to electronics failure elements (in hardware
commands for each | navigation commands | vehicles and can not and software) are
vehicle. for each vehicle optimize traffic flow. needed to monitor the
Efficiency may be navigation process.
reduced. Notify each vehicle
when malfunction in
roadway navigation
system is detected.
Vehicles shall notify the
roadway if navigation
commands are
inconsistent with
destination.
F5.2 Roadway cannot | 7 | F5.2.2 Lack of network F5.2.2 Reliable network | 14
provide navigation to traffic information communication shall be
vehicles and can not implemented.
optimize traffic flow.
Efficiency may be
reduced.
F5.3 Send F5.3.1 Can not send F5.3.1 Loss of 7 | F5.3.1 Roadway F5.3.1 Roadway shall 21
navigation navigation command | roadway navigation communication failure have redundant
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System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
H5.2 Vehicle
Navigation
Functions
F5.4 Send vehicle F5.4 Can not send F5.4.1 Roadway can 8 | F5.4.1 Vehicleisunable F5.4.1 Redundant 24
i.d., position, speed, | vehicle position, not compute to determine its method to determine
and destination to speed, and destination | navigation command position. absolute position are
roadway. to roadway. for the vehicle and needed. Vehicle may
loses the ability to send a position relative
optimize traffic flow. to another vehicle when
Vehicleisnot ableto it is unable to determine
navigate itself either. its absolute position.
F5.4.2 Roadway can 7 | F5.4.2 On-board F5.4.2 Supervisory 21
not compute transmitter failure. elements are needed to
navigation command monitor the transmitter.
for the vehicle and The vehicle shall be
loses the ability to asked to check out if
optimize traffic flow. transmitter fails.
F5.5 Receive F5.5Can not receive | F5.5 Loss of roadway |7 | F5.5 Vehicle receiver F5.5 Supervisory 28
navigation navigation commands | navigation capability failure elements are needed to
commands from from roadway. monitor
roadway. communication.
Redundant receivers
may be required.
F5.6 Check validity | F5.6 Can not check F5.6 Vehicle may 7 | F5.6. Software fails or F5.6 Navigation 14
of navigation validity of navigation | follow the wrong traffic information is commands shall be
commands. commands. route. Travel time not available. presented to the driver.

may be increased.

When anew route is
computed, driver shall
be notified.
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System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.

F5.7 Transfer F5.7 Can not transfer | F5.6 Loss of 8 | F5.7 Coordination F5.7 Supervisory 16
navigation navigation commands | navigation function software failure programs are needed to
commandsto lateral | to lateral and monitor the navigation
and longitudinal longitudinal commands and lateral,
controller. controller. longitudinal controller

action.
F5.8 Enable F5.8 Can not enable F5.8 Vehicle depends | 3 | F5.8 Electronic circuitry F5.8 Electronic circuitry | 6
navigation. navigation. on driver to give failure. shall be sufficiently

navigation commands. reliable. The vehicle

shall be rejected during

check-in if navigation

can not be enabled.
F5.9 Disable F5.9 Can not disable | F5.9 Driver may be 3 | F5.9 Electronic circuitry F5.9 Electronic circuitry | 6
navigation. navigation. distracted. failure should be sufficiently

reliable. There should

be redundant methods

to turn off navigation

system.
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large headway is used and
efficiency is affected

braking capabilities of
vehicle and/or
preceding vehicle

consistency and accuracy of
these measurements must be
monitored and taken into
account in the calculation of
the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
H5.3 Automated
Lateral /
Longitudinal
Control
F5.10 Calculate safe | F5.10 Loss of ability | F5.10.1 Headway issetto | 6 | F5.10.1 Detected F5.10.1 The mafunction of | 36
headway to calculate correct the default value. malfunction or inability SEensors or gross inaccuracies
value of safe headway | Efficiency is affected. of the sensorsto in the estimation of the
estimate the braking braking capabilities must be
capabilities and detected fast. The system
intentions of the must fall back to the default
preceding vehicle headway that takes into
and/or vehicle. account the inaccuracies or
malfunction of the sensors.
F5.10.2 Headway issetto [ 6 [ F5.10.2 Detected F5.10.2 Diagnostics and 36
the default value. malfunction or loss of built-in self tests must be
Efficiency is affected. communication with used to guarantee a fast
preceding vehicle detection of the
communication failures.
When a malfunction occurs
the headway must be
automatically increased to
the default safe level that
takes into account the failure
F5.10.3 Unsafe headway | 10 | F5.10.3 Faulty or F5.10.3 The measurement of | 60
is used and rear-end inaccurate braking capabilities must be
collision ispossible or a measurements of accurate and reliable. The
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the default value if failure
is detected . Efficiency is
affected. If failureis not
detected safety is affected
due to possible use of an
unsafe headway.

datainformation from
preceding vehicle due to
receiver malfunction.

supervisory elements and
diagnostics that monitor the
functionality of the receiver
and detect malfunctions. The
malfunction of the receiver
must be taken into account in
calculating the safe headway.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F5.10.4 Unsafe headway | 10 | F5.10.4 Incorrect F5.10.4 The measurements | 60
is used and rear-end braking capabilities and of braking capabilities of all
collision is possible or intentions is received vehicles must be accurate.
large headway is used and through communication The system must check the
efficiency is affected. due to interference or reasonableness of preceding
noise corruption vehicle's braking capability
and take into account
possible inaccuracies and
inconsistencies in calculating
the safe headway.
F5.10.5 Headway is 6 | F5.10.5Lossof F5.10.5 System must be able | 24
increased in order to communication with to accommodate the lack of
maintain safety level. roadway and/or lack of headway recommendation
Efficiency is affected. headway from roadway .
recommendation
F5.10.6 Headway issetto | 9 | F5.10.6 Loss of braking F5.10.6 System must have 36
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used to control speed.
Vehicle may be at low
speed affecting capacity
and efficiency.

actuator failure.

use sensors and diagnostic
programs to monitor the
throttle actuator. When an
actuator malfunction is
detected, system shall switch
to manual control by warning
the driver and following the
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN

or subfunction Mode Recommendations

F5.11 Maintain F5.11.1 Loss of speed | F5.11.1.1 Vehicle 9 | F5.11.1.1 Speed sensor F5.11.1.1 Diagnostics and 18

speed. maintenance function. | accelerates above or gives erroneous or built in tests must perform a
decelerates below desired variable readings. test for reasonableness on

speed instead of sensor data. Redundant speed

maintai ning constant sensors not subject to

speed or maintains common mode failures must

incorrect level of constant be used. When sensor

speed. Traffic rules may malfunction is detected,

be violated. The steering system shall switch to

functions may be affected manual control by warning

especially around curves. the driver and following the

check-out procedure.

F5.11.1.2 Sameasabove. |9 [F5.11.1.2 Controller F5.11.1.2 Thesystemmust |18
electronics or software have supervisory elements (in
failure. hardware and software) or

adequate redundancies.
When a controller
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.

F5.11.1.3 Braking may be [ 9 [ F5.11.1.3 Throttle F5.11.1.3 Thesystem must | 27
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too fast which is unsafe or
too slow which reduces
capacity. Speed may be
faster than what road
conditions permit. It may
affect the performance of
the lane keeping function.

speed information due
to receiver malfunction

supervisory elementsin
controller software and
receiver that detect any
receiver malfunction. The
roadway must assist in testing
receiver functionality. If the
receiver has a malfunction the
driver may be required to
initiate a check-out procedure
and exit the lane.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F5.11.1.4 Vehicle 10 | F5.11.1.4 Brake F5.11.1.4 Thesystemmust |30
accelerates above desired actuator failure (brake use sensors and diagnostic
speed or decelerates cannot be applied or programs to monitor the
below desired speed. brake is continuously brake actuator. Redundant
Speed limit may be applied) brake actuators not subject to
exceeded. The steering common mode failures must
function will be affected be employed together with
around curves. Vehicle the appropriate logic and
may go out of control diagnostics that allow
around curves. automatic switching from a
failed actuator to a healthy
one. When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
F5.11.1.5 Vehicletravels |8 | F5.11.1.5 Loss of target F5.11.1.5 System must have | 24
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System Function
or subfunction

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Requirements
Recommendations

RPN

F5.11.1.6 Same as
F3.3.15

F5.11.1.6 Vehicle does
not receive target speed
due to loss of
communication or
target speed is corrupted
during communication.

F5.11.1.6 System must have
diagnostic programs to test
for reasonableness on
received target speed data
and monitor the operation of
communication devices.
System must be able to
accommodate temporary loss
of communication. The
system must ensure data
integrity by some error
detection and correction
scheme. (parity, checksum
etc.) When a communication
malfunction is detected the
system shall fall back to a
default lower speed if thereis
no valid target to follow.

24

F5.11.2 System
switches to headway
maintenance in the
absence of valid
target.

F5.11.2 Sudden change in
speed. Unnecessary
braking. The collision
avoidance function may
be activated. Driving
comfort and efficiency
are affected.

F5.11.2 Ranging sensor
detects an invalid target
within the default
headway

F5.11.2 System must be able
to discriminate between valid
and invalid targets.
Redundant ranging sensors
not subject to common mode
failures must be used with
appropriate diagnostics.
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speed maintenance mode
even if avalid target
exists. Rear-end collision
ispossible. Vehicle may
depart the lane, go out of
control and cause
multiple collisions.

target due to road
curvature or insufficient
target reflectiveness.

have an adequately wide
field of view and employ
suitable algorithms to reduce
the likelihood of missing or
losing avalid target. Vehicle
shall slow down and
transition to manual control
when target is ambiguous and
cannot be followed reliably.
Sensor redundancies must be
used to track targets around
curves and minimize the
possibility of interference.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F5.12 Maintain F5.12 Cannot F5.12.1 SHM stops 10 | F5.12.1 Ranging sensor F5.12.1 System must be able | 60
headway maintain headway operating. Headway may failsto provide signal. to detect and accommodate
become too large or too Intermittent or sudden an intermittent sensor failure.
small, unexpectedly. loss of ranging System software must
Rear-end collision is capability. compensate for momentary
possible. Vehicle may loss of ranging capability. If
depart the lane, go out of the loss of ranging capability
control and cause cannot be masked or
multiple collisions. compensated for, the vehicle
shall slow down and
transition to manual control
by following check-out
procedure. Redundant
ranging sensors, not subject
to common mode failures,
with appropriate logic must
be used.
F5.12.2 SHM switchesto | 10 | F5.12.2 Sensor loses F5.12.2 The sensor must 70
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Rear-end collision is
possible. Vehicle

may depart the lane, go
out of control and cause
multiple

collisions.

sensors and diagnostic
programs to monitor the
brake actuator. Redundant
brake actuators that are not
subject to common mode
failures with appropriate
logic must be used. When a
redundant braking path fails
the system shall initiate a
check-out procedure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F5.12.3 SHM accelerates | 7 | F5.12.3 Ranging sensor F5.12.3 The system must 49
or decelerates vehicle has locked on an incorporate supervisory
unexpectedly . The invalid target. elements in software to
collision avoidance perform range gating, target
function may be discrimination and tests for
activated. Riding comfort reasonableness. System must
and efficiency may be distinguish vehicles moving
affected. to adjacent lanes and around
curvesin the same lane.
Redundant ranging sensors
not subject to same failure
mode with appropriate logic
may be required.
F5.12.4 System may fail |10 [ F5.12.4 Brake actuator F5.12.4 System must be able | 30
to maintain selected failure. (Or intermittent to detect brake actuator
headway. failure to respond) failures. The system must use
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System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements | RPN
or subfunction Mode Recommendations
F5.12.5 System may fail |10 | F5.12.5 Throttle F5.12.5 The system must be | 30
to maintain selected actuator failure. able to detect throttle
headway. The collision actuator failures. The system
avoidance function may must use sensors and
be affected. diagnostic programsto
monitor the throttle actuator.
Redundant throttle actuators
must be used that are not
subject to common mode
failures. When an actuator
malfunction is detected,
system shall switch to
manual control by warning
the driver and following the
check-out procedure.
F5.12.6 System may fail |10 | F5.12.6 Controller F5.12.6 The system must 20
to maintain selected electronics or software have supervisory elements (in
headway. The collision failure. hardware and software) or
avoidance function may adequate redundancies.
be activated. System may System shall switch to
fail to adjust speed manual control by warning
around curves leading to the driver and following the
possible lane departure check-out procedure when
and collision. failure is detected.
F5.12.7 SHM accelerates | 10 | F5.12.7 Ranging sensor F5.12.7 The system must 40
or decelerates vehicle gives erroneous incorporate supervisory
unexpectedly. Headway readings. elements (in software) to
becomes too small or too perform tests for
large. The collision reasonabl eness on sensor
avoidance function may data. Redundant ranging
be turned on and off sensors not subject to
unexpectedly. Vehicle common mode failures must
may depart lane, go out be used. System shall switch
of control and cause to manual control by warning
multiple collisions. the driver and following the
check-out procedure when
failure is detected.
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become too large or too
small. The collision
avoidance function may
be impaired or may be
turned on and off in an
effort to keep the
headway within safe
level. Riding comfort and
efficiency are affected.
The lane keeping function
around curves may be
affected.

software failure of the
SHM.

have supervisory elements (in
hardware or software) or
adequate redundancies.
System shall switch to
manual control by warning
driver and following a check-
out procedure in case of a
detected failure.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F5.13 Switch from | F5.13 Failure to F5.13.1 Headway may 10 | F5.13.1 Ranging sensor F5.13.1 System must be able | 50
maintaining cruise | switch to maintaining | become too small without failsto detect avalid to discriminate between valid
speed to maintaining | headway even when a | the collision avoidance target. and invalid targets.
headway valid target exists. function been activated. Redundant ranging sensors
Rear-end collision is not subject to common mode
possible. Vehicle may failures must be used with
depart the lane, go out of appropriate diagnostics. In
control and cause case of sensor failure the
multiple collisions. system shall switch to
manual control by providing
awarning to the driver
slowing down and following
the check-out procedure.
F5.13.2 Headway may 9 | F5.13.2 Hardware or F5.13.2 The system must 18
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varies instead of being
constant in the absence of
avalid target. The
collision avoidance
function may be activated
unexpectedly. Riding
comfort and efficiency
may be affected.

software failure of the
SHM

to detect controller electronics
failures. The controller must
have supervisory elements (in
hardware) or adequate
redundancies. System shall
switch to manual by warning
the driver and following a
check-out procedure in case of

detected failures

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F5.14 Switch from | F5.14 Failure to F5.14.1 Vehicle speed 8 | F5.14.1 Ranging sensor F5.14.1 System must be able | 48
mai ntai ning switch to speed varies instead of being locks on the original to discriminate between valid
headway to maintenance mode constant in the absence of target or locks on and invalid targets.
maintaining cruise | when the original avalid target. The another target which is Redundant sensors not
speed. target moves out of collision avoidance invalid when the subject to common mode

the lane and becomes | function may be activated original target becomes failures must be used with

unsuitable to follow, | unexpectedly. Riding unsuitable to follow. appropriate diagnostics.

and no other valid comfort and efficiency

target exists. may be affected.

F5.14.2 VVehicle speed 8 | F5.14.2 Hardware or F5.14.2 System must be able | 16
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depart lane and go out of
control causing multiple
collisions.

software or electronics
failure

components and software
must have redundancies and
appropriate diagnostics to
detect failures. When a
failure of aredundant
component is detected the
system shall switch to a
lower ERSC and warn the
driver. Detection and
accommodation of failures
shall be fast and shall not
affect the performance of the
lane keeping function.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Requirements RPN
or subfunction Mode Recommendations
F5.15 Keep vehicle | F5.15 Loss of lane F5.15.1 Vehicledeparts | 10 | F5.15.1 Failure to detect F5.15.1 The system must 50
in the center of lane. | keeping capahility lane, goes out of control vehicle'slateral position have redundant
and collides with other due to malfunction of measurements of the lateral
vehicles. sensor or roadway lane position of the vehicle.
reference aid. Redundant sensors and
reference aids may be
required with the appropriate
diagnostics and logic. When
aredundant component fails
the system shall switch to
manual control or lower
ERSC and warn the driver.
F5.15.2 Lane keeping 8 | F5.15.2 Lane preview F5.15.2 System must have 24
performance is degraded. information is not redundant means of obtaining
Vehicle may have to slow available. preview information. In the
down or transition to absence of preview
lower ERSC. information the system shall
switch to alower ERSC and
warn the driver.
F5.15.3 Vehicle may 10 | F5.15.3 Control F5.15.3 All electronic 20
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F5.15.4 same as
F5.15.3

10

F5.15.4 Steering
actuator failure

F5.15.4 Redundant
steering actuators and
components with the
appropriate diagnostics
and logic must be used.
When aredundant
component fails the
system shall warn the
driver to assume manual
control of the steering
function by following a
check-out procedure.

30

F5.16 Coordinate
lane change with
other vehicles.

F5.16 Loss of the
coordination
capability

F5.16 Traffic may be
disturbed. Collision
avoidance function
may be activated
unnecessarily.
Callision is possible.

F5.16.1 Loss of vehicle
to vehicle
communication

F5.16.1 Vehicles shall
have supervisory
program to check
communications. If any
failure takes place
either in transmitting or
receiving signals, the
vehicle shall be advised
to check out. Roadway
may be used as backup
for the coordination

27

F5.16.2 Coordination
software failure

F5.16.2 The system
software must be tested
thoroughly for all
possible situations
before implemented.
Some redundancies in
software may be
necessary i.e., similar
algorithms are
implemented using
different software tools.

18
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F5.17 Synchronize
speed and headway
for lane change.

F5.17 Can not
synchronize speed and
headway during lane
change.

F5.17 Lane change
may not be completed
or may be not be
smooth Collision
avoidance function
may be activated.
Collision with other
vehiclesis possible

10

F5.17.1 Failurein
getting position and/or
velocity of vehiclesin
adjacent lane.

F5.17.1 Vehicle shall have
the capability to sense the
position and velocity of
multi-vehicles both in front
and in adjacent lanes;
supervisory elements and
adequate redundancies are
needed. Fall back to ERSC 3
when malfunction is
detected.

40

10

F5.17.2 Control
software or electronics
failure

F5.17.2 The system shall
have supervisory elements
and adequate redundancies.
Warn driver to check out
when malfunction is
detected.

20

10

F5.17.3 Throttle
actuator or brake
actuator failure

F5.17.3 Sensors and
diagnostic programs are
needed to monitor throttle
and brake actuator actions.
Redundant actuators must be
used. Driver shall be warned
to check out when failureis
detected.

30

F5.18 Change lane.

F5.18 Loss of lane
change function

F5.18 If failureis
detected early the lane
change will not take
place. Insuch case
the driver may have to
take over. If failureis
undetected and lane
changeis attempted
collision may take
place.

10

F5.18.1 Latera sensor
failure

F5.18.1 Redundant lateral
sensors must be used.
Diagnostics shall be used to
detect failures before the
initiation of alane change.

40
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System Function

Potential Failure
Mode

Potential Effects

S

Potential Causes

Design Reg.
Recommend.

RPN

F5.18.2 Same as for
F5.18.1

10

F5.18.2 Control
software or electronics
failure

F5.18.2 System shall
have supervisory
programs (in hardware
and software) and
adequate redundancies.
Diagnostics shall be
used to detect failures
before the initiation of a
lane change.

20

F5.18.3 Vehicle may
go out of control and
cause multiple
collisions.

10

F5.18.3 Steering
actuator failure

F5.18.3 Redundant
steering actuators are
reguired. Sensors and
diagnostic program are
needed to monitor
steering actuator
actions.

Switching from one
redundant path to
another shall not affect
steering performance. If
aredundant path fails a
check out procedure
shall be initiated.

30
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F5.19.1

function fails.

shall have supervisory
and redundant elements
that detect and
accommodate SHM
function failures. In
case of failure the
vehicle shall stop, warn
the driver to take over
and check-out.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.19 Switch from | F5.19 Vehiclefailsto | F5.19.1 Traffic may 10 | F5.19.1 lateral position F5.19.1 Supervisory 30
lane changing to resume lane keeping | be disturbed. Collision SEensor gives erroneous elements and adequate
longitudinal control. | and longitudinal avoidance function readings (the vehicle redundancies are
control in the new may be activated, does not know it has needed. When failureis
lane bringing the vehicle to reached the desired detected the vehicle
a complete stop. lane). shall stop and warn the
Callision is possible. driver to check-out.
F5.19.2 Same asin 10 | F5.19.2 Control F5.19.2 Supervisory 20
F5.19.1 software failure programs shall be used.
All software units must
be tested for full range
of inputs before
implemented. When
failure is detected the
vehicle shall stop and
warn the driver to check
out.
F5.19.3 Same asin 10 | F5.19.3 The SHM F5.19.1 The system 50
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F5.20.1

the calculation of TTC as
well asthe discrepancies
involved in evaluating these
factors shall be taken into
account. Redundant methods
shall be used to calculate
TTC.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.20 Combined F5.20 Loss of F5.20.1 Multiple 10 | F5.20.1 Loss of F5.20.1 Supervisory elements | 30
lateral and combined lateral and | collisions may take communication with are needed to monitor
longitudinal longitudinal collision | place. surrounding vehicles communication. Driver shall
collision avoidance | avoidance be warned to check out when
communication capability is
lost.
F5.20.2 Same asin 10 | F5.20.2 On-board F5.20.2 Redundant sensors 40
F5.20.1 sensors fail to detect are needed; the system shall
surrounding vehicles continuously monitor the
positions speeds and reasonableness of sensor
intentions. data.
The driver be warned to
check out when a redundant
path fails.
F5.20.3 Same asin 10 | F5.20.3 Control F5.20.3 System supervisory 20
F5.20.1 software or electronics elements both in software
failure and hardware must be used.
All software shall be tested
for full range of inputs.
F5.20.4 Same asin 10 | F5.20.4 Brake or F5.20.4 Sensors and 40
F5.20.1 throttle or steering diagnostic program are
actuator failure needed to monitor actuator
actions. Redundant brake,
throttle steering actuators are
needed.
F5.20.5 Same asin 10 | F5.20.5 F5.20.5 All factors affecting | 70
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handle throttle, brake,
and steering properly
and failsto pass the
check-out test.

throttle, brake, and
steering during check-
out shall be no more
difficult than in normal
driving. Supervisory
elements are needed to
monitor driver
operation.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.21 Switch from | F5.21 Can not switch | F5.21 Vehicle may 7 | F5.21 Control software F5.21 Redundant 14
collision avoidance | from collision come to full stop failure in switching sensors are needed; the
function to normal avoidance back to unnecessarily. Traffic logic system shall
operation. normal operation. may be disturbed. continuously monitor
Driver may need to the reasonabl eness of
intervene. sensor data. The driver
be warned to check out
when aredundant path
fals.
F5.22 Enable F5.22 Can not enable | F5.22 Vehicle has to 6 | F5.22 Electronic F5.22 The electronic 12
lat./long. functions | the automatic control | be controlled circuitry failure circuitry must be
system. manually. Vehicle sufficiently reliable.
fails the check-in test. Driver shall be notified
about the vehicle
operating mode.
F5.23 Disable F5.23 Can not disable | F5.23.1 Vehiclemay | 8 | F5.23.1 Electronic F5.23.1 The electronic | 16
(check out) the automatic control | not be able to get out circuitry failure circuitry must be
system. of the auto lane. The sufficiently reliable.
check-out procedure Some redundancy is
cannot be carried out. needed.
6 | F5.23.2 Driver does not F5.23.2 Handling the 24
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functionality of on-
board sensors.

System Function | Potential Failure | Potential Effects S | Potential Causes Design Req.. RPN
Mode Recommend.
H5.4 Driver
Vehicle Roadway
I nterface
F5.24 Check in. F5.24 Failure of F5.24.1 Vehicleis 9 | F5.24.1 On-board F5.24.1 Diagnostics 27
check-in function. operating in the auto lane diagnostics fail to detect algorithms shall be
even though it should not. afault in major robust and highly
functions of the vehicle. reliable. Roadway shall
be able to detect an
unfit vehicle operating
in the auto-lane.
F5.24.2 Vehicleis 9 | F5.24.2 Roadway failed F5.24.2 Roadway shall | 27
operating in the auto lane to detect that vehicleis be able to identify unfit
even though it should not. not fit for AHS. vehicles at check-in.
F5.24.3 Vehicleis not 6 | F5.24.3 On-board F5.24.3 Diagnostics 12
allowed to enter the auto diagnostics make a algorithms shall be
lane even though it isfit. wrong decision about a highly reliable. The
component or function system shall repeat the
that was not at fault. diagnosticsif the
vehicleis rejected.
F5.25 Enter AHS. F5.25 Can not enter F5.25 Driver hastodrive | 4 | F5.25 Thereisno F5.25 Entry area shall 8
AHS. the vehicle on manual enough gap in entry have enough space
lane and try to enter AHS point or entry area.
in another time
F5.26 Mergeinto F5.26 Can not merge | F5.26.1 The vehicle has 4 | F5.26.1 Roadway fails F5.26.1 The roadway 16
the auto lanes. into the auto lane. to wait in the entry point to coordinate a gap. shall have redundant
or area. algorithms and back-up
modes for coordination
of vehicle speeds and
headway.
F5.26.2 Thevehiclehas |4 | F5.26.2 On board F5.26.2 Check-intests | 24
to wait in the entry point Sensors give incorrect shall be able to test
or area. measurements. correctness and
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Driver may feel out
of control, panic, get
frustrated.

check-out initiation
input.

reliable.
Some redundancy to
initiate check-out is
needed.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.27 Change of trip | F5.27.1 Give wrong F5.27.1 Driver may 5 | F5.27.1 Driver F5.27.1 The destination | 20
destination destination. not get to the desired operation failure and the computed route
destination through shall be displayed to the
navigation. Travel driver. Cal for driver's
time may be attention when a new
increased. route is calculated each
time.
F5.27.2 Can not F5.27.2 The 5 | F5.27.2 Input device F5.27.2 The input 5
change the trip navigation system can failure device shall be
destination. not be used. Vehicle sufficiently reliable.
has to check out.
Driver may be
frustrated.
F5.28 Alert driver to | F5.28.1 System does | F5.28.1 Vehiclemay |10 | F5.28.1 Software failure F5.28.1 System shall 20
check out. not alert driver to stay under automatic have reliable diagnostic
check out when mode even if it should algorithms.
necessary. not. Collisions may
take place.
F5.28.2 Can not alert | F5.28.2 The vehicle 10 | F5.28.2 Alert device F5.28.2 Adequate 30
driver. will stay in the auto failure redundant alert devices
lane. Travel time may are needed.
increase.
F5.29 Check out. F5.29.1 Can not F5.29.1.1 Thevehicle | 7 | F5.29.1.1 Controller F5.29.1.1 The system 14
check out. will keep going on. failed to recognize shall be sufficiently

Page 298



Raytheon

Task L

Table 16: Faillure Modes and Effects Analysis (System FMEA) (VOA: ERSC-5)

pass check-out test.

guided to an exit ramp
or to a shoulder of the
lane and then brought

to afull stop.

in handling throttle,
brake, and steering
properly during check-
out.

employ driver status
diagnostics. Supervisory
program is needed to
monitor driver's
reaction. Roadway shall
be able to access on-
board computer
database for the
diagnostics results.
Handling throttle,
brake, and steering
during check-out shall
be no more difficult
than in normal manual
driving.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.29.1.2 Failure to 7 | F5.29.1.2 Controller F5.29.1.2 System shall 14
reduce speed or software failure. have supervisory
increase headway or elements in software.
to notify the roadway. Once afailureis
detected vehicle shall
automatically slow
down and stop, and
warn the driver to take
over.
F5.29.1.3 The driver 7 | F5.29.1.3 Warning F5.29.1.3 Warning 14
is not warned to take delivery device failure. device shall bereliable.
over steering, throttle Redundant warning
and brake control. delivery methods shall
Vehicle keeps on be used.
going in auto lane.
F5.29.2 Driver failsto | F5.29.2 The vehicleis | 7 | F5.29.2 Driver'sfailure F5.29.2 System shall 28
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assume responsibility
for lane changing and
navigation when lane
change function or
overall collision
avoidance function
become inaccurate or
their redundant paths
fail.

not change lane
automatically and
may not follow the
right route. Travel
time may be
increased. Safety is
compromised.

delivery device failure.

be reliable. Redundant
warning delivery methods
shall be used.

System Function | Potential Failure | Potential Effects |S | Potential Causes Design Req. RPN
Mode Recommend.
F5.30 Exit auto lane. | F5.30 Driver cannot | F5.30 Vehicleremains | 7 | F5.30 Thereis not F5.30 Dedicated transition 42
drive the vehicle to in the auto lane. enough gap in manual lane or some form of
the exit of auto lane. | Traffic regulations lane. regulation such as "yield to
may be violated. auto lane" shall be
System performance implemented to ensure easy
may be degraded. exit even when traffic
congestion happensin the
manual lane. The driver shall
be warned of congestion
ahead of time viatraffic
information communication.
F5.31 Fall back to F5.31 Roadway F5.31 Vehicle 7 | F5.31.1 Software failure F5.31.1 Reliable supervisory | 14
ERSC 4 navigation not navigation capability and diagnostics program shall
available but vehicle | islost. Driver may be implemented.
does not fall back to | have to take over
ERSC 4 navigation
7 | F5.31.2 Vehicle F5.31.2 The vehicle 21
navigation system navigation system shall use
failure redundancies to improve
reliability
F5.32 Fall back to | F5.32.1 System does | F5.32.1 Vehicle can 10 | F5.32.1 Software failure F5.32.1 Reliable supervisory | 20
ERSC 3 not fall back to not change lane and diagnostics program shall
ERSC3 even when it | automatically and be implemented.
iS necessary. may not follow the
right route. Travel
time may be
increased. Safety is
compromised.
F5.32.2 Driver failsto | F5.32.2 Vehicle can 10 | F5.32.2 Warning F5.32.2 Warning device shall | 20
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the warning
unintentionally or
becomes confused.

shall be clear and
distinguishable from
each other. The system
shall attempt to exercise
driver's attention ("wake
him up") from time to
time.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.

10 | F5.32.2.2 Driver ignores F5.32.2.2 Thewarnings | 50
the warning shall be clear and
unintentionally or distinguishable from
becomes confused. each other. The system

shall attempt to exercise
driver's attention ("wake
him up") from time to
time.
F5.33 Fall back to F5.33.1 System does | F5.33.1 Safety is 10 | F5.33.1 Software failure F5.33.1 Reliable 20
ERSC2. not fall back to compromised. supervisory and
ERSC2 even when it | Collision is possible. diagnostics program
is necessary (reduce shall be implemented.
speed, increase
headway).
F5.33.2 Driver failsto | F5.33.2.1 Safety is 10 | F5.33.2.1 Warning F5.33.2.1 Warning 20
assume roles for compromised. delivery device failure device shall bereliable.
ERSC 2 Callision is possible. Redundant warning
delivery methods shall
be used.
10 | F5.33.2.2 Driver ignores F5.33.2.2 Thewarnings | 50
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the warning
unintentionally or
becomes confused.

shall be clear and
distinguishable from
each other. The system
shall attempt to exercise
driver's attention ("wake
him up") from time to
time.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.34 Fall back to F5.34.1 System does | F5.34.1 Safety is 10 | F5.34.1 Software failure F5.34.1 Reliable 20
ERSC1. not fall back to compromised. supervisory and
ERSC1 even when it | Collision is possible. diagnostics program
is necessary (reduce shall be implemented.
speed, increase
headway).
F5.34.2 Driver failsto | F5.34.2.1 Safety is 10 | F5.34.2.1 Warning F5.34.2.1 Warning 20
assume roles for compromised. delivery device failure device shall bereliable.
ERSC1. Callision is possible. Redundant warning
delivery methods shall
be used.
10 | F5.34.2.2 Driver ignores F5.34.2.2 Thewarnings | 50
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warnings when
expected to.

Redundancies and on
board diagnostics may
be used to improve
reliability.

System Function | Potential Failure | Potential Effects | S | Potential Causes Design Reg. RPN
Mode Recommend.
F5.35 Fall back to F5.35.1 Vehicledoes | F5.35.1 Safety is 10 | F5.35.1 Software failure F5.35.1 Reliable 20
manual control. not fall back to compromised. supervisory and
manual even whenit | Collision is possible. diagnostics program
iS necessary. shall be implemented.
F5.35.2 Driver failsto | F5.35.2.1 Safety is 10 | F5.35.2.1 Warning F5.35.2.1 Warning 20
assume roles for compromised. delivery device failure device shall bereliable.
manual control. Callision is possible. Redundant warning
delivery methods shall
be used.

10 | F5.35.2.2 Driver ignores F5.35.2.2 Thewarnings | 50
the warning shall be clear and
unintentionally or distinguishable from
becomes confused. each other. The system

shall attempt to exercise

driver's attention ("wake

him up") from time to

time.
F5.36 Notify driver | F5.36 Fail to notify F5.36 Driver may get | 8 | F5.36 Electronics or F5.36 The electronics 24
of correct mode of driver of correct mode | confused by receiving software failure. and software must be
operation. of operation. or not receiving very reliable.
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