
Mobile Sensing for Behavior-aware 
Mobile Computing

Jiang Zhu
Carnegie Mellon University

Behavior-aware Mobile Computing Group (BEWARE)
jiang.zhu@sv.cmu.edu



Research	
  Projects	
  

•  Natural	
  language	
  applica8ons	
  for	
  mobile	
  plaPorms	
  
–  Mobile	
  speech-­‐to-­‐speech	
  transla8on	
  (Jibbigo)	
  
–  Mobile	
  sign	
  transla8on	
  
–  Strategic	
  reading	
  
–  Context-­‐aware	
  language	
  processing	
  (Saluja	
  et	
  al.	
  MT	
  Summit	
  2011)	
  
–  Supported	
  by	
  DARPA	
  TransTAC,	
  Transforma8ve	
  App	
  and	
  BOLT	
  program	
  

•  Sta8s8cal	
  natural	
  language	
  algorithms	
  for	
  non-­‐language	
  
mobile	
  applica8ons	
  
–  User	
  behavior	
  modeling	
  (MobiCASE	
  2011)	
  
–  Ac8vity	
  recogni8on	
  and	
  human	
  behavior	
  grammar	
  induc8on	
  (LREC	
  

2010,	
  ICDM	
  2011)	
  
–  Anomaly	
  detec8on	
  (ICCCN	
  2011)	
  
–  Geo-­‐trace	
  modeling	
  (Pervasive	
  2011)	
  
–  Supported	
  by	
  ARO/CyLab,	
  Cisco,	
  Google,	
  Motorola,	
  Yahoo!,	
  Nokia	
  

Research,	
  DAPRA	
  TCTO	
  



Mobile	
  Sensing	
  

•  Smart	
  phones	
  are	
  very	
  popular	
  now	
  

•  Surprisingly,	
  popular	
  with	
  low-­‐income	
  women	
  too	
  
–  Sunny	
  Xun	
  Liu	
  and	
  Ying	
  Zhang	
  ,	
  "A	
  LiKle	
  World	
  in	
  My	
  Hand	
  —The	
  Use	
  

of	
  Smartphones	
  Among	
  Low	
  Income	
  Minority	
  Women,"	
  in	
  the	
  
Proceedings	
  of	
  Annual	
  Conference	
  of	
  the	
  Associa8on	
  for	
  Educa8on	
  in	
  
Journalism	
  and	
  Mass	
  Communica8on	
  (AEJMC	
  2011)	
  

*	
  Study	
  by	
  Cisco	
  



Mobile	
  Sensing	
  

•  Smart	
  phones	
  come	
  with	
  embedded	
  sensors	
  
–  Accelerometers,	
  gyroscope,	
  magnetometer	
  
–  GPS	
  receiver	
  
–  WiFi,	
  Bluetooth,	
  NFC	
  	
  
–  Microphone,	
  camera,	
  	
  
–  Temperature,	
  light	
  sensor	
  
–  “Clock”	
  and	
  “Calendar”	
  

•  Smart	
  phones	
  are	
  connected	
  with	
  the	
  Internet	
  
–  Upload	
  sensor	
  data	
  to	
  the	
  cloud	
  
–  Viewing	
  informa8on	
  compu8ng	
  on	
  the	
  server	
  side	
  

•  Users	
  carry	
  the	
  phone	
  almost	
  at	
  all	
  8me.	
  
–  Except	
  for	
  a	
  certain	
  group	
  of	
  users	
  who	
  prefer	
  to	
  keep	
  their	
  phones	
  

inside	
  the	
  purse	
  
–  My	
  phone	
  “knows”	
  where	
  I	
  am,	
  what	
  I	
  am	
  doing	
  and	
  my	
  future	
  

ac8vi8es.	
  



Mobile	
  Sensing	
  Applica8ons	
  	
  

–  Ac8vity	
  logger	
  
•  Mobile	
  lifelogger	
  
•  Ac8vity	
  summariza8on	
  and	
  8me	
  management	
  

–  Personalized	
  behavior	
  aware	
  applica8ons	
  
•  Personalized	
  TV	
  
•  Forecas8ng	
  user’s	
  behavior	
  (projec8ng	
  which	
  ads	
  to	
  show	
  on	
  mobile)	
  

–  Personal	
  behavior	
  monitoring	
  
•  Senior	
  care,	
  wellbeing	
  and	
  health	
  monitor	
  
•  Security	
  and	
  anomaly	
  detec8on	
  

–  Social	
  behavior	
  understanding	
  
•  Enhanced	
  social	
  graph	
  
•  BeKer	
  understanding	
  of	
  users’	
  behavior	
  (as	
  compared	
  to	
  survey	
  and	
  
ques8onnaires)	
  

•  DARPA	
  “Healing	
  Hero”	
  Project	
  



Challenges	
  
•  Heterogeneous	
  sensors	
  

–  Different	
  sensors	
  have	
  different	
  meaning,	
  format,	
  sampling	
  rate.	
  

•  Low-­‐level	
  ac8vity	
  recogni8on	
  vs.	
  high-­‐level	
  ac8vity	
  
understanding	
  
–  Low-­‐level:	
  walking,	
  running,	
  sijng	
  

–  High-­‐level:	
  walk	
  inside	
  the	
  house	
  vs.	
  walk	
  in	
  the	
  park	
  
•  Ad-­‐hoc	
  approach	
  vs.	
  more	
  generalized	
  framework	
  
•  Very	
  few	
  labeled	
  data	
  	
  

–  Annota8ng	
  sensor	
  data	
  is	
  8me	
  consuming	
  and	
  tedious,	
  human	
  
annotators	
  can	
  only	
  annotate	
  high-­‐level	
  	
  ac8vi8es	
  

•  Sensibility	
  of	
  mobile	
  phones	
  
–  The	
  sensors	
  available	
  and	
  posi8ons	
  they	
  are	
  carried	
  may	
  not	
  have	
  

enough	
  informa8on	
  to	
  differen8ate	
  ‘driving’	
  vs.	
  ‘in	
  a	
  car	
  as	
  passenger’	
  

•  Privacy	
  
•  Power	
  cinsump8on	
  



Behavior	
  Text:	
  Core	
  Research	
  Idea	
  

•  Human	
  behavior/ac8vi8es	
  share	
  some	
  common	
  proper8es	
  with	
  
natural	
  languages	
  

•  Meanings	
  are	
  composed	
  from	
  meanings	
  of	
  building	
  blocks	
  
•  Expressed	
  as	
  a	
  sequence	
  (8me-­‐series)	
  
•  Exists	
  an	
  underlying	
  structure	
  (grammar)	
  

•  My	
  phone	
  is	
  “wri8ng”	
  a	
  book	
  of	
  my	
  lives:	
  Book	
  of	
  Joy	
  
–  Apply	
  Sta8s8cal	
  Natural	
  Language	
  Processing	
  to	
  process	
  the	
  mobile	
  

sensor	
  data	
  
–  Informa8on	
  retrieval,	
  machine	
  transla8on,	
  text	
  categoriza8on,	
  

summariza8on,	
  predic8on	
  	
  



Convert	
  Mul8-­‐Sensory	
  Data	
  to	
  Behavioral	
  Text	
  



CMU	
  MobiSens:	
  Social	
  Sensing	
  PlaPorm	
  



Tier	
  2	
  Example:	
  Lifelogger	
  
(www.lifelogger.info)	
  



Social	
  Sensing	
  PlaPorms	
  

•  Simple	
  Context	
  by	
  NRC	
  
–  Collects	
  all	
  sensor	
  readings	
  

•  Funf	
  (MIT	
  Media	
  Lab)	
  
–  Data	
  collec8on	
  only	
  
– Mul8ple	
  data	
  modali8es.	
  
–  All	
  data	
  stored	
  locally	
  

•  CenceMe	
  (Miluzzo	
  et	
  al.) 	
  	
  
–  Two-­‐8er	
  build-­‐in	
  classifier	
  (Can	
  recognized	
  a	
  limited	
  set	
  of	
  
ac8vi8es)	
  

– Mul8ple	
  data	
  modali8es	
  
–  Presence	
  sharing	
  



CMU	
  MobiSens	
  App	
  
•  Mobile	
  App	
  for	
  Android	
  (available	
  on	
  Android’s	
  Market)	
  

–  Records	
  all	
  mobile	
  sensor	
  informa8on	
  

–  On-­‐device	
  automa9c	
  ac9vity	
  segmenta9on	
  and	
  recogni9on	
  
–  View	
  your	
  friend’s	
  loca8on	
  and	
  what	
  they	
  are	
  doing	
  now	
  



Logging	
  all	
  Mobile	
  Sensors	
  

•  Non-­‐trivial	
  task	
  
–  Time	
  stamp	
  
–  Working	
  around	
  OS	
  
–  Robustness	
  
–  Transparency	
  
–  Power	
  consump8on	
  



Ask	
  the	
  User	
  to	
  Annotate	
  Their	
  Ac8vity?	
  

MobiSens	
  Release	
  One	
  Labeling	
  UI�



Users	
  won’t	
  cooperate	
  

•  A	
  result	
  of	
  self-­‐report	
  ac8vity	
  test:	
  
–  Only	
  21	
  labels	
  were	
  submiKed	
  in	
  2	
  weeks.	
  
–  71%	
  of	
  these	
  labels	
  were	
  done	
  while	
  the	
  event	
  was	
  
happening.	
  

–  No	
  one	
  label	
  events	
  that	
  happened	
  more	
  than	
  20	
  minutes	
  
ago.	
  

–  No	
  one	
  labels	
  events	
  that	
  were	
  going	
  to	
  happen.	
  
–  The	
  users	
  were	
  less	
  likely	
  to	
  label	
  the	
  same	
  ac8vity	
  twice.	
  



AE	
  EF2	
  GT	
  AE	
  R	
  TGH	
  IK	
  LF	
  MN	
  NB	
  AE	
  EF	
  TR	
  AE	
  GG	
  YTF	
  PO	
  QK	
  XZ	
  TG	
  YY	
  JN	
  JN	
  I	
  

Ac8vity	
  Changes	
  Over8me	
  



Segmenta8on	
  on	
  Labeled	
  Ac8vity	
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Light-­‐weight	
  Ac8vity	
  Recogni8on	
  on	
  
Mobile	
  Devices	
  

•  Recognize	
  ac8vi8es	
  that	
  users	
  have	
  already	
  annotated	
  
before	
  

•  Light-­‐weight	
  algorithm	
  for	
  mobile	
  devices:	
  KNN	
  
•  Convert	
  ngram	
  frequencies	
  into	
  a	
  vector	
  

A1	
  =	
  ABAA	
  =	
  {freqA,freqB,freqAB,freqBA,freqAA}	
  
A2	
  =	
  BBAA	
  =	
  {freqA,freqB,freqBB,freqBA,freqAA}	
  

•  Cosine	
  similarity	
  between	
  annotated	
  example	
  A1	
  and	
  
new	
  sensor	
  input	
  A2	
  



Automa8c	
  Ac8vity	
  Segmenta8on/Recogni8on	
  
Significantly	
  Increases	
  Users’	
  Annota8on	
  	
  

•  Release	
  1:	
  user	
  specify	
  8me	
  range	
  and	
  what	
  they	
  were	
  doing.	
  
•  Release	
  2:	
  unsupervised	
  ac8vity	
  segmenta8on,	
  semi-­‐supervised	
  ac8vity	
  

recogni8on	
  with	
  user	
  correc8on	
  
•  Release	
  3:	
  users	
  can	
  share	
  their	
  ac8vi8es	
  among	
  friends	
  	
  

•  3	
  months	
  since	
  its	
  release:	
  downloaded	
  to	
  234	
  devices,	
  9102	
  hours	
  of	
  data	
  
from	
  65	
  users	
  were	
  collected.	
  4,000	
  ac8vi8es	
  annotated.	
  



Power	
  Consump8on	
  Op8miza8on �

•  Sampling	
  accelerometers	
  and	
  WIFI	
  is	
  cheap	
  

•  GPS	
  sampling	
  is	
  big	
  power	
  drainer	
  

•  Sampling	
  at	
  a	
  flat	
  rate	
  (3	
  minutes/request)	
  can	
  only	
  
maintain	
  26	
  hours.	
  
–  Using	
  Droid	
  
–  No	
  phone/data	
  func8ons �



Dynamic	
  GPS	
  Sampling	
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• 	
  Adjust	
  the	
  sampling	
  rate	
  based	
  on	
  GPS	
  loca8on	
  changes	
  
• 	
  Using	
  WIFI	
  to	
  detect	
  if	
  users’	
  loca8on	
  is	
  changed	
  
• 	
  Increased	
  baKery	
  life	
  by	
  25%-­‐40%	
  
• 	
  Empirically	
  12	
  hours	
  of	
  baKery	
  life	
  with	
  normal	
  usage.	
  



Hierarchical	
  Ac8vity	
  Segmenta8on	
  and	
  
Recogni8on	
  (MobiSens	
  Backend)	
  

•  Hierarchically	
  detect	
  the	
  “change”	
  of	
  topic	
  over	
  the	
  behavior	
  
text	
  

•  Annotate	
  the	
  ac8vity	
  based	
  on	
  similari8es	
  to	
  labeled	
  
ac8vi8es.	
  

•  Similarity:	
  n-­‐ram	
  precision/recall	
  between	
  two	
  strings	
  



High-­‐level	
  Ac8vity	
  Recogni8on	
  through	
  Unsupervised	
  
Grammar	
  Induc8on	
  for	
  Human	
  Ac8vity	
  

• 	
  Recursively	
  iden8fy	
  cons%tuents	
  in	
  human	
  ac8vity	
  
• 	
  Two	
  cons8tuents	
  are	
  merged	
  as	
  a	
  new	
  category	
  if	
  they	
  have	
  similar	
  content	
  and	
  context	
  (similar	
  
to	
  the	
  Context	
  Cons8tuent	
  Grammar	
  induc8on	
  framework	
  by	
  Dan	
  Klein).	
  
• 	
  Inducted	
  grammar	
  is	
  used	
  to	
  recognize	
  high-­‐level	
  meaning	
  ac8vi8es.	
  

*	
  Peng	
  et	
  al.,	
  “Helix:	
  Unsupervised	
  Grammar	
  Induc8on	
  for	
  Structured	
  Human	
  Ac8vity	
  
Recogni8on”,	
  ICDM	
  2011	
  



Lifelogger:	
  Demo	
  



Applica8on	
  1:	
  Ac8vity	
  Recogni8on	
  through	
  
Language	
  Modeling	
  

•  Genera8ve	
  language	
  model:	
  P(	
  English	
  sentence)	
  given	
  a	
  
model	
  	
  
–  P(“President	
  Obma	
  has	
  signed	
  the	
  Bill	
  of	
  …	
  	
  ”|	
  Poli8cs	
  )	
  >>	
  P(“President	
  

Obma	
  has	
  signed	
  the	
  Bill	
  of	
  …	
  ”	
  |	
  Sports	
  )	
  

–  LM	
  reflects	
  the	
  n-­‐gram	
  distribu8on	
  of	
  the	
  training	
  data:	
  domain,	
  
genre,	
  topics.	
  

•  With	
  labeled	
  behavior	
  text	
  data,	
  we	
  can	
  train	
  a	
  LM	
  for	
  each	
  
ac8vity	
  type:	
  “walking”-­‐LM,	
  “running”-­‐LM	
  and	
  classify	
  the	
  
ac8vity	
  as	
  	
  

Chen	
  et	
  al.,	
  2010	
  LREC	
  



Applica8on	
  2:	
  Anomaly	
  Detec8on	
  	
  

•  Is	
  this	
  play	
  Shakespeare’s	
  work?	
  
• 	
  Comparing	
  the	
  play	
  to	
  Shakespeare’s	
  
known	
  library	
  of	
  works,	
  
• 	
  	
  Track	
  words	
  and	
  phrases	
  paKerns	
  in	
  
the	
  data	
  
• 	
  P	
  (unknown	
  play|	
  known	
  Shakespeare's	
  
work)	
  

• 	
  Greater	
  than	
  threshold?	
  Yeah,	
  we	
  
found	
  another	
  Shakespeare's	
  work	
  
• 	
  Or,	
  Plagiarism	
  



Applica8on	
  2:	
  Anomaly	
  Detec8on	
  

•  Trained	
  with	
  users’	
  
“normal”	
  behavior	
  data	
  
and	
  flag	
  on	
  events	
  when	
  
probability	
  of	
  the	
  
observed	
  data	
  is	
  too	
  low	
  
–  Elderly	
  users	
  accidental	
  

fall	
  (Baki	
  et	
  al.,	
  2009)	
  
–  Abnormal	
  geo-­‐trace:	
  

mobile	
  phone	
  stolen,	
  
elderly	
  lost	
  (Buthpitya	
  et	
  
al.,	
  2011;	
  	
  Zhu	
  and	
  Zhang,	
  
2011),	
  	
  both	
  with	
  about	
  
86%	
  accuracy.	
  



Applica8on	
  3:	
  SensCare	
  



Conclusion	
  

•  Behavior	
  text	
  representa8on	
  as	
  an	
  effec8ve	
  method	
  
to	
  model	
  human	
  behavior	
  

•  Despite	
  challenges,	
  great	
  opportuni8es	
  and	
  exci8ng	
  
applica8ons	
  

•  CMU	
  MobiSens:	
  a	
  social	
  sensing	
  plaPorm.	
  
•  On-­‐going	
  work	
  

–  Societal-­‐scale	
  sensing	
  
–  Behavior-­‐aware	
  mobile	
  applica8ons	
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