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Abstract

The cost of reconcilingconsistencyand state manaye-
mentwith high availability is highly magnified by the un-
precedentedcale and robustnessequirementsof today’s
Internet applications. We proposetwo strategies for im-
proving overall availability using simple metanismsthat
scaleover large applicationswhoseoutputbehaviortoler-
atesgracefuldegradation.We characterizethisdegradation
in termsof hanestandyield, andmapit directlyontoengi-
neeringmehanismghat enhanceavailability by improving
fault isolation, and in somecasesalso simplify program-
ming By collecting examplesof relatedtedhniquesin the
literature and illustrating the surprising range of applica-
tions that can benefitfrom theseapproades, we hopeto
motivatea broaderreseach programin this area.

1. Motivation, Hypothesis,Relevance

Increasingly infrastructureservicescomprisenot only
routing, but alsoapplication-lerel resourcesuchassearch
engineq15], adaptatiorproxies[8], andWeb cached20].
Theseapplicationsmust confrontthe same24 x 7 opera-
tional expectationsandexponentially-graving userloadsas
the routing infrastructure and consequenthare absorbing
comparablamountf hardwareandsoftware. Thecurrent
trend of harnessinggcommaodity-PCclustersfor scalability
andavailability [9] is reflectedin thelargestwebsenerin-
stallations. Thesesitesusetensto hundredsof PC’s to de-
liver 100M or more read-mostlypageviews per day, pri-
marily usingsimplereplicationor relatively smalldatasets
to increasdhroughput.

The scale of theseapplicationsis bringing the well-
known tradeof betweenconsisteng and availability [4]
into very sharprelief. In this paperwe proposetwo gen-
eral directionsfor future work in building large-scalero-
bust systems. Our approachesolerate partial failuresby
emphasizingimplecompositionmechanismshatpromote
faultcontainmentandby translatingoossiblepartialfailure
modesinto engineeringnechanismghatprovide smoothly-

Eric A. Brawer

Universityof Californiaat Berkeley

brewer @s. ber kel ey. edu

degradingfunctionalityratherthanlack of availability of the
serviceasa whole. The approachesveredevelopedin the
context of clustercomputingwhereit is well accepted22]

that one of the major challengess the nontrivial software
engineeringequiredto automatepartial-failurehandlingin

orderto keepsystemmanagemerntractable.

2. RelatedWork and the CAP Principle

In this discussion,strong consistencymeanssingle-
copy ACID [13] consisteng; by assumptiona strongly-
consistensystemprovidesthe ability to performupdates,
otherwisediscussingconsisteny is irrelevant. High avail-
ability is assumedo be provided throughredundany, e.g.
datareplication; datais consideredhighly available if a
givenconsumeiof the datacanalwaysreachsomereplica.
Partition-resiliencemeanghatthe systemaswholecansur
vive a partitionbetweerdatareplicas.

Strong CAP Principle. Strong Consisteny,
Availability, Partition-resiliencePick at most2.

The CAP formulation makes explicit the trade-ofs in
designingdistributedinfrastructureapplications.It is easy
to identify examplesof eachpairing of CAP, outlining the
proofby exhaustive exampleof the StrongCAP Principle:

High

e CA without P: Databasesthat provide distributed
transactionakemanticxanonly do soin the absence
of anetwork partition separatingener peers.

e CPwithoutA: In theeventof a partition,furthertrans-
actionsto anACID databasenay be blockeduntil the
partition heals,to avoid therisk of introducingmeige
conflicts(andthusinconsisteng).

e AP without C: HTTP Web cachingprovides client-
sener partition resilienceby replicating documents,
but a client-sener partition preventsverificationof the
freshnesof an expired replica. In general,any dis-
tributed databaseproblem can be solved with either
expiration-basedachingo getAP, or replicasandma-
jority voting to getPC (the minority is unavailable).



In practice, mary applicationsare best describedin
terms of reducedconsisteng or availability. For ex-
ample, weakly-consistentdistributed databasessuch as
Bayou[5] providespecificmodelswith well-definedconsis-
tengy/availability tradeofs; disconnectedilesystemssuch
asCoda[16] explicitly arguedfor availability over strong
consisteng; andexpiration-baseaonsisteng mechanisms
suchasleaseq12] provide fault-tolerantconsisteng man-
agement. Theseexamplessuggestthat thereis a Weak
CAP Principle whichwe haveyetto characteriz@recisely:
The strongerthe guaranteesnadeaboutany two of strong
consisteng, high availability, or resilienceto partitions,the
wealertheguaranteethatcanbe madeaboutthethird.

3. Harvest,Yield, and the CAP Principle

Both strateyies we proposefor improving availability
with simplemechanismsely on the ability to broadenour
notion of “correctbehaior” for the targetapplication,and
thenexploit the tradeofs in the CAP principle to improve
availability atlargescale.

We assumghatclientsmale queriesto seners,in which
casethere are at leasttwo metrics for correct behavior:
yield, which s the probability of completinga requestand
harvest which measureshe fraction of the datareflected
in the responseij.e. the completenessf the answerto the
query Yield is the commonmetric andis typically mea-
suredin “nines”: “four-ninesavailability” meansacomple-
tion probability of 0.9999. In practice,good HA systems
aim for four or five nines. In the presenceof faultsthere
is typically atradeof betweerproviding no answer(reduc-
ing yield) andproviding animperfectanswer(maintaining
yield, but reducinghanest). Someapplicationslonottoler
ateharwestdegradatiorbecauseary deviation from the sin-
gle well-definedcorrectbehavior rendergheresultuseless.
For example asensoapplicationthatmustprovideabinary
sensoreading(presence/absencdpesnot toleratedegra-
dation of the output! On the other hand, someapplica-
tionstolerategracefuldegradationof harvest:onlineaggre-
gation[14] allowsauserto explicitly traderunningtime for
precisionandconfidenceén performingarithmeticaggrea-
tion queriesover a large datasettherebysmoothlytrading
hanestfor responsdime, which is particularly useful for
approximateanswersandfor avoiding work thatlooks un-
likely to beworthwhile basedon preliminaryresults.

At first glance,it would appearthatthis kind of degra-
dationappliesonly to queriesandnotto updatesHowever,
the model can be appliedin the caseof “single-location”
updates:thosechangeghat are localizedto a singlenode
(or technicallya singlepartition). In this case updateghat

1Thisis consistentvith theuseof thetermyield in semiconductoman-
ufacturing: typically, eachdie on awaferis intolerantto hanestdegrada-
tion, andyield is definedasthe fractionof working dice on awafer

affectreachablenodesoccurcorrectlybut have limited vis-
ibility (aform of reducechanest),while thosethatrequire
unreachablenodesfail (reducingyield). Theselocalized
changesre consistenexactly becausehe new valuesare
not available everywhere. This modelof updatedails for
global changesjut it is still quite useful for mary prac-
tical applications,including personalizatiordatabaseand
collaboratvefiltering.

4. Strategy 1: Trading Harvest for Yield—
Probabilistic Availability

Nearly all systemsare probabilisticwhetherthey real-
ize it or not. In particular ary systemthatis 100% avail-
ableundersinglefaultsis probabilisticallyavailableoverall
(sincethereis a non-zeroprobability of multiple failures),
andInternet-basedenersaredependenbn the best-efort
Internetfor true availability. Thereforeavailability maps
naturally to probabilisticapproachesand it is worth ad-
dressingprobabilisticsystemgdirectly, so thatwe canun-
derstandandlimit theimpactof faults. This requiressome
basicdecisionsaboutwhatneeddo be availableandtheex-
pectednatureof faults.

For example,nodefaultsin the Inktomi searchengine
remove aproportionalfractionof thesearchdatabaseThus
in a 100-nodeclustera single-nodefault reducesthe har
vestby 1% duringthe durationof the fault (the overall har
vestis usuallymeasureaver alongerinterval). Implicit in
this approachs gracefuldegradationundermultiple node
faults, specifically linear degradationin harwest. By ran-
domly placingdataonnodeswe canensurghatthe 1%lost
is arandom1%, which makesthe average-casandworst-
casefault behaior the same. In addition, by replicatinga
high-priority subsetof data, we reducethe probability of
losingthat data. This givesus more precisecontrol of har
vest,bothincreasingt andreducingthe practicalimpactof
missingdata. Of course,it is possibleto replicateall data,
but doing so may have relatively little impacton harvest
andyield despitesignificantcost,andin ary casecannever
ensurel00%hanestor yield becausaf the best-efort In-
ternetprotocolsthe servicerelieson.

As a similar example, transformationproxies for thin
clients[8] alsotradeharestfor yield, by degradingresults
on demandto matchthe capabilitiesof clientsthat might
otherwisebe unableto get resultsat all. Even whenthe
100%-harestansweris usefulto the client, it may still be
preferableto traderesponsdime for harestwhen client-
to-sener bandwidthis limited, for example,by intelligent
degradationto low-bandwidthformats[7].



5. Strategy 2: Application Decompositionand
Orthogonal Mechanisms

Somelargeapplicationscanbedecomposeihto subsys-
temsthat are independentlyintolerantto harvestdegrada-
tion (i.e. they fail by reducingyield), but whoseindependent
failure allows the overall applicationto continuefunction-
ing with reducedutility. The applicationasawholeis then
tolerantof hanestdegradation.A gooddecompositiorhas
atleastoneactualbenefitandonepotentialbenefit.

Theactualbenefitis theability to provisioneachsubsys-
tem’sstatemanagemergeparatelyproviding strongconsis-
tengy or persistenstateonly for thesubsystemthatneedit,
notfor theentireapplication.Thesavingscanbesignificant
if only afew smallsubsystemsequirethe extracomplexity.
For example,atypicale-commercaitehasaread-onlysub-
system(userprofile-drivencontentgeneratiorfrom a static
corpus), a transactionakubsystem(billing), a subsystem
that managestatethat mustbe persistenover the course
of a sessionbut not thereafter(shoppingcart), anda sub-
systemthatmanagesruly persistenbut read-mostly/write-
rarelystate(userpersonalizatiomprofile). Any of thesesub-
systems,except possibly billing, can fail without render
ing thewholeserviceuselesslf the userprofile storefails,
usersmay still browsemerchandiséut without the benefit
of personalizedoresentationijf the shoppingcart mecha-
nismfails, one-at-a-timgurchasearestill possibleandso
on.

Traditionally, the boundarybetweensubsystemswith
differing statemanagementequirementsand dataseman-
tics hasbeencharacterizedia narrav interfacelayers;we
proposehatin somecasest is possibleto do evenbetter if
we canidentify orthogonal medhanisms Unlike a layered
mechanismwhich sitsabove or below thenext layer, anor-
thogonalmechanismis independenbf othermechanisms,
andhasessentiallyno runtimeinterfaceto the othermech-
anisms(except possibly a configurationinterface). Since
Brooks[1] revealsthatthe complexity of a softwareproject
grows asthe squareof the numberof engineersandLeve-
son[17] citesevidencethat mostfailuresin complex sys-
tems result from unexpectedinter-componentinteraction
rather than intra-componenbugs, we concludethat less
machineryis (quadratically)better The ability to exploit
orthogonaimechanismshereforeconstitutesa secondpo-
tential)advantageof decomposition.

5.1 Programming With Orthogonal Mechanisms

Somevhatto our surprise we have found that orthogo-
nal mechanismsre not aslimiting in practiceastheir de-
scriptionsuggestsFor example the clusterbasedScalable
Network Sener (SNS)[9] is a deployedexampleof the or-
thogonalmechanismsapproach. SNSis a software layer

thatprovideshigh availability andincrementakcalingon a
clusterof PC’s, but providesno persistenstatemanagement
facilitiesor dataconsisteng guaranteedn fact,a program-
ming requirementor SNS-hostedapplications which are
structurecascomposablesubsystemasdescribedbore, is
thateachapplicationmoduleberestartablatessentiallyar-
bitrary times. Although this constraintis nontrivial, it al-
lows SNSto use simple orthogonalmechanismsuch as
timeouts, retries, and sandboxingto automaticallyhandle
avarietyof transienfaultsandloadimbalancesn theclus-
ter and keepapplicationmodulesavailable while doing a
reasonablgob of automatidoadbalancing.

Despite the restartability constraintand lack of state
maintenancen SNS, we usedit to deploy a group-state
application: MediaRad [19], an adaptationproxy for the
desktopmediaboad applicationthatallows a PalmPilotto
participatein a multi-usersharedwhiteboardsession.Me-
diaBoardandMediaRad use SRM (ScalableReliableMul-
ticast) [6] as the underlyingcommunicationprotocol. In
SRM applicationsthereareno hardcopiesof groupor ses-
sionstate but a soft copy is maintainedby eachpeerin the
sessionand a multicast-basedepair mechanisnprovides
the basisfor collaboratve statemaintenanceCrashrecov-
eryis basednrefreshinghe soft statevia therepairmech-
anism.This behavior is compatiblewith the SNSconstraint
of restartableworkers, and statemaintenances orthogo-
nalto SNS,sinceno interfacesor behaiors wereaddedor
modifiedin SNSto supportSRMapplications Similartech-
nigueshave beenusedto prototypea real-time streaming
mediasenerusingsoft-staterotocolmoduleq23] running
onSNS.

5.2 Related Usesof Orthogonal Mechanisms

Compositionof orthogonakubsystemshiftsthe burden
of checkingfor possiblyharmfulinteractiondrom runtime
to compiletime,anddeploymentof orthogonaljuardmech-
anismsmprovesrobustnessor theruntimeinteractionghat
do occur, by providing improved fault containment. The
practicalimplicationof theseeffectsis thatapplicatiorwrit-
ersneednot concernthemselesdirectly with the provision
of incrementalscaling (replicationand load management)
and high availability: the simple mechanismén SNSper
form thesefunctionsfor all applications.

Neither useof orthogonalityis new. Variousforms of
sandboxingijncluding stack-averrunguarding[3], system-
call monitoring[11], andsoftwarefaultisolation[24], con-
stitutegoodexamplesof orthogonakafety Orthogonalpri-
vagy anddataintegrity is exemplifiedby the SecureSoclet
Layer(SSL)protocol[10]: aninitial out-of-banchandshak
establishesa securechannel,which canthen be usedas
the substrateof arny streamconnection. Orthogonalap-
proachesare particularly usefulin addingoperationalfea-



turessuchas securityor robustnesdo legagy applications
thatweredesignedvithout thesefeaturesn mind, without
requiringspecialchangedo the coreapplicationcode.The
safety-criticalsystemscommunityhasalso beenusing or-
thogonalmechanismg$or sometime: the mechanicalnter-
locks removed from the Therac-25radiationtheray ma-
chine unmasled a software race condition that ultimately
ledto patientfatalities[18]. Thisandsimilarexamplescon-
stituteabundant(if anecdotalsupportfor thedesignprinci-
ple of simplefailsafemechanismsvith small statespaces;
our contribution is the identification of this collection of
techniquesandthe potentialsynegy of pairing themwith
compile-timeorthogonalcompositionas strateiesfor im-
proving robustness.

6. Discussionand Reseach Agenda

We presentedwo implementedexamplesof mapping
hanestdegradationonto specificmechanismshat provide
engineeringractability, availability throughredundang, or
someotherdesiredopemtional feature. In the caseof the
Inktomi searchengine, pernodetimeout constraintskeep
the overall systemyield constantat the expenseof prob-
abilistic harvest degradation. In general,it mapsfaults
to degradationin hanestratherthanyield, thus providing
probabilisticallygood answersessentiallyall the time (al-
thoughtheyield cannotbe 100%). In the caseof the SNS
clusterbasedapplicationsener, the constrainthatapplica-
tion modulesmustbe restartableallows the useof simple
scaling and reliability mechanismsjncluding orthogonal
mechanismsuchastimeoutsandretries,andthe restarta-
bility constraintis addressedy composingthe applica-
tions with orthogonalstatemaintenancenechanismsuch
asSRM. Specificmechanismsve have beenableto exploit
to simplify engineeringandimprove robustnes®r scalabil-
ity include:

e Simplemechanismsvith smallstatespacesvhosebe-
haviors are easyto reasonabout: timeout-basegar
tial failure handling, guardtimers, orthogonalsecu-
rity, etc.,inspiredby orthogonaimechanism safety-
critical systems.

e The orthogonalizationof thesemechanismswith re-
spectto applicationlogic, separatinghe application
functionality from the provision of high availability.
The compositionof SNSandSRM provide a goodil-
lustrationof this approach.

e The replacemenbf hard statewith refreshablesoft
state, which often has the beneficial side effect of
making the recovery code the sameas the mainline
code. Theload balancingmanagein SNSworksthis

way [2], using refreshablesoft statemechanismsn-
spiredby IP multicastroutingandSRM staterepait

e Overall tractability of large-scaleengineeringnvolv-
ing hardwarereplicationandredundang. Only a few
very expensve specializedsystemssuchasTeradatas
768-nodedatamining cluster[21], really comparein
size and aggraeyate capacityto clusterbasedinternet
services.

It remainsto formally characterizepplicationghattol-
erategracefulhanest degradation,including as a special
casethoseapplicationscomposedf degradation-intolerant
andpossiblyorthogonalsubsystemsWe expectthat a for-
mal characterizatiowill inducea programmingnodelthat
providesfirst-classabstractiongor manipulatingdegraded
results. A formally-characterizabléramework for deploy-
ing suchapplicationswould thenamountto a constructve
proof of the Weak CAP Principle.

Traditionally, an applicationand systemdesignedwith
incrementalscalability and high availability in mind have
differed from their counterpartdesignedwithout respect
to theseconstraints.We have found that despitetheir sim-
plicity, the engineeringtechniqueswve usedin the design
and constructionof the above example applicationshave
afforded surprisingflexibility in the rangeof applications
thatcanbebuilt. Simpletechniquesverechoserin orderto
simplify the formidableprogrammingask,andtechniques
with goodfaultisolationwerefavoredin orderto presere
thefaultisolationadvantageslireadyinherentn clusters.n
particular the SNSsener shavedthatit is possibleto sep-
aratescalability and availability concernsrom the design
of mainlineapplicationsf the applicationstructurecanbe
reconciledwith the designconstraintamposedby the use
of simpleandorthogonamechanisms.

We would like to motivate a broaderresearcheffort
thatextendstheseobsenations,resultingin a setof design
guidelinedor theconstructiorof large-scalgobustapplica-
tionsspanningherangefrom ACID to BASE [9]. We offer
theinitial obsenationshereasa first stepin thatdirection.

We thankthe anorymousreviewersfor their comments
on thefirst draft andour colleaguest Stanfordand Berke-
ley for beingsoundingooardsfor theseearlyideas.
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