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Research of technology for type-based dynamic taint analysis

CHEN Libo"? ZHUGE Jianwei®™ TIAN Fan''? BAO Youzhi® LU Xun®
(1. Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)
(2. Institute for Network Science and Cyberspace, Tsinghua University, Beijing 100084, China)

Abstract; Dynamic Taint Analysis is a major technique for software vulnerability analysis
today. But since it lacks type information during analysis with binary code, it can only work on
byte-level granularity, which poses much difficulty for the semantic analysis of vulnerability
mechanism. This paper proposes type-based DTA. It marks the input variables as tainted and
adds the type of the variable and their symbol value as attributes to the taint. Type Information

within functions and instructions are used to track the propagation of tainted variables. Typed-a-
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ware taint propagation and type-oriented forward symbolic execution are performed to get the
propagation map of tainted variables and the path-conditions, which are used to calculate the de-
sired constraints on the inputs. Thus we know about the propagation of input variables in the da-
ta-flow as well as their impact to the control-flow, and eventually leading to a better understand-
ing of vulnerability semantics. In this paper, this technology was applied to the analysis of a
browser-based vulnerability by utilizing Dynamic Binary Instrumentation to inject the analysis
codes into the target process to perform taint-analysis dynamically. The policy for detection
checked whether the process illegally use the tainted data. Combining symbolic execution, the
input constraints was calculated. Concerning both data and control flow dependencies, the type
information embedded vulnerability signature was revealed. Our experiment showed that Typed
DTA can significantly upgrade the semantics for the analysis of vulnerability mechanism and pro-
duce more comprehensible and usable vulnerability signature.

Key words: dynamic taint analysis; software vulnerability; type information; taint propaga-

tion; symbolic execution; vulnerability signature
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Copy characters of one string to another
char * strncpy(char * strDest, const char * strSource, size_t count) ;
Parameters:
strDest
Destination string.
strSource
Source string.
count
Number of characters to be copied.

Libraries
All versions of the C run-time libraries.
Return Values

Each of these functions returns strDest. No return value is reserved to indicate an error.
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®3 FRBEETW

strSource[ 075 p. J& P strDest[ 075 & J& P
syntax; char * /offset; 0 syntax: char * /offset; 0
semantic: strSource semantic: strDest
symbol: content symbol: content

strSource[ 11175 & & strDest[ 17475 )@
syntax; char % /offset: 1 syntax; char * /offset; 1
semantic: strSource semantic; strDest
symbol: content symbol: content

BA S RRANE 2 R

Typed -aware taint

propagation \
/ Offset: 0

(| Offset:0 Offset: 1 _\
Offset: 1 Offset- 2
Offset:2 Function summary Offset: 3
char® < Offset:3 char *strncpy ( char > char®
strSource *strDest , const char strDest

*strSource , size t count )

Offset:N-1
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mov cl, byte ptr[esi] byte ptr[esi]. symbol: content
byte ptr[esi]. syntax: char * /offset O
byte ptr[esi]. semantic: userdata
byte ptrlesi] Taint cl
cl. symbol: content;
cl. syntax: char

cl. semantic:

dec cl cl. symbol: (dec content)
cl taint EFLAGS
EFLAGS. symbol: (dec content)
test cl, cl cl. symbol: (test (dec content, dec content))
cl Taint EFLAGS
EFLAGS. symbol: (test (dec content, dec con-

tent))

jnz short 10019236 /% 1510 : (test (dec content, dec content)) & &.
EFLAGS. zf==0
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push esi [esi]. symbol: content
[esi]. syntax; char * /offset O

[esi]. semantic: userdata

call strlen BT BRI 2 AR 0 R SUHE 5 095 1
eax. symbol; size
eax. syntax: unsigned int
eax. semantic: userdata. size
dec eax eax. symbol: (dec size)
eax taint EFLAGS
EFLAGS. symbol: (dec size)
test eax, eax eax. symbol: (test (dec size), (dec size))
eax Taint EFLAGS
EFLAGS. symbol: (test (dec size), (dec size))
jnz short 10019236xor eax, eax 43y 3738 - (test (dec size, dec size)) &.&
ret EFLAGS. zf==0

sub 10019236

SR AR A A 53 SR U A 2 B R R P AT AR AR AR LS (2) B
X2 BEATHEEEH

(test(dec content s dec content)) & & EFLAGS. zf==0
(test(dec size, dec size)) & & EFLAGS. zf==0
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data[ 07! =18.&.userdata. size>1, Bl AF/FE M E F/4 ANSIHH A% F 1 A
K/NKRT 1L DR B A AR ARG T i ABEE 2685 2.
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(AR A . AxMock T H F] T ActiveX By 45 5, Hook H shfb$% 0w % — 7
%M Invoke BR%L, 7 LA W45 2] TE %F ActiveX 20 {4 7 1 i 38 1 DL K 2 501l
MRBE R ICR T SEUE AL

2)75 m A R SRS ST AR B

AR ] 8h 46 %7 & PIN® JF & . S Pin. exe B 7 ¥ %A Y f A %)
EZMm T AxMock Y TE P B0 4% o 24 30 58 4% 37 I I 5Tk, 23 4 A0 A5 AR 48 55 —
AN P 52 11 19 2 B0 AN 28 B SCH A B Dl ¥ R 7 o T T RUJE M BT R
F195 A3 AT 5 AT 5

30 A6 I 5 s HBHRE A 1 el AR

A8 10 FH 375 557 B0 B e S 125 050 T 9 s 808 1 B U, 7 A P s AT I i 2Rk B
HE IR0 A A O B R 0 SR 3 SR W S T R Y A S M ik TS R A
J& 1 5

D)5 RAEHRAE DAL PR R

a) MAE TS FUAERRIC A E B S R B R AL R R A5t T R AL R 1R

b) 55 PAT A5 B 1 43 SO TR 2 A R e AT B A2 25 R 45 5 15 s i S 2
(75 AR A 202X R SR R 2% 239 T Bk o ) A5 i fige H A1 350 A AR B R 1Y
LYP SN

BARGIIME 3 P

N . 733k
V5 AR BAL LA ::> i

AxMock s U,
5 | :|J{> 15 m A BRI :: > Al REd=e €/ |
SR TRARN ﬁgﬁ;&%{i S Yy W

s ke
Pin

B3 R&GLIEE

@ http://code. google. com/p/axmock/
@  http://www. pintool. org/

@ http://research. microsoft. com/en-us/um/redmond/projects/z3/index. html
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3.2 WRAZGIMREES SR

PL—A TE 3% 28 19 ActiveX 3 £ I 3R g 1) 25 47 038, 3% 26 & T 4% 5 h
CVE-2011-3142, F FH/A HF #9735 38 T8 W 00 REAR O A5k . R s A0S an R 3% 5
7R

x5 MKW ITURAH

<html>

<Cobject classid= ‘clsid: F31C42E3-CBF9-4E5C-BB95-521B4E85060D” id= ‘target” /
></object>

<script language= ‘javascript’ >

nse=“\xEB\x06\x90\x90” ;

seh="“\x4E\x20\xD1\x72”;

nops="“\x90";

while (nops. length<Z10) { nops+ ="\x90";}

/ % Calc. exe alpha_upper badchars ——> “\x8b\x93\x83\x8a\ x8c\x8d\ x8f\ x8e\x87
\x81\ x84\ x86\x88\x89\x90\x91\x92\x94\x95\x96\x97\ x98\ x99\ x82\ x85\ x9f\ x9a\ x9e\
x9d\ x9b\ x9f\ x76 * /

shell=“\x54\ x5f\ xda\ xdf\ xd9\ x77\ xf4\ x5e\ x56\ x59\ x49\ x49\ x49\ x49\ x43\ x43\
x43\x43\x43\x43\x51\ x5a\x56\x54\ x58\ x33\ x30\ x56\ x58\ x34\ x41\ x50\ x30\ x41\ x33\
x48\x48\x30\ x41\x30\x30\ x4 1\ x42\ x4 1\ x4 1\ x42\ x54\ x4 1\ x41\ x51\ x32\ x41\ x42\ x32\
x42\x42\x30\ x42\x42\x58\ x50\ x38\ x4 1\ x43\ x4a\ xda\x49\ x4c\x4b\ x5a\ x4c\ x50\ x55\
x4c\x4b\x5a\x4c\x43\x58\x51\x30\x51\x30\x51\x30\ x56\ x41\ x52\ x48\ x52\ x43\ x45\
x31\x52\ x4c\x43\ x53\ x4c\ x4d\x51\ x55\ x5a\ x58\ x56\ x30\ x58\ x38\ x49\ x57\ x4d\ x4 3\
x49\x52\x54\ x37\ x4 b\ x4\ x58\ x50\ x4 1\ x41";

junkl="“A";

junk2="A";

while (junkl. length<Z624){ junkl+ =junkl;}

junkl=junkl. substring(0, 624);

junk2=junkl;

while (junk2. length<C8073){ junk2+ =junk?2;}

arg2=junkl+nse+seh—+ nops+ shell+junk2;

argl =*Anything”;

target. ValidateUser(argl, arg2);
</script>

Mo R AR LA
D) JA gl TE 30 82 25 2k AxMock s 38 U 1 A9 3R BN B i A B9 07 % S S B0 26
TIEMRAE RSB AH B o 575 5000 R A0 i3k 6 Prox .

@ http://www. exploit-db. com/exploits/16936/
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&®6 AxMock HE

clsid; {F31C42E3-CBF9-4E5C-BB95-521B4E85060D}
Invoke address: 02A08060
method: ValidateUser

parameterCount: 2

arg type: 8(BSTR)

arg address: 001F044C

arg end address; 00205B24
arg: AAAAAAAAAAAAA. ..
arg Length: 10971

arg type: 8(BSTR)

arg address: 02D90448

arg end address: 02D90488
arg: Anything

arg Length: 8

Type Information:

Func: ValidateUser
[Helpstring: J5 ¥ ValidateUser]
argl: Name

vartype: BSTR

arg?2: Password

vartype;: BSTR

2) A Pin ¥ 53 Hr A% 46 A TE i 72, 32 B0 AXMock H & 30, 8 & type
source ji o fE X5 p RS B RS GUB RERREAR EH A H SO R IR R
PG5 SRR B 55 T AR P R Bl b L T SRR I T T A

3) M H A AIC A TE UL RS B 907D O AL R R A S
SRR BRI HOR IR 4 R

4) TETG B AR AL T v R0 B AR (] ik AR P A3 S A A5 R 1) AR 4
2 (I 4 e o Sk i B AR L 15 20 60 3 X SE R0 1Y 19 28 A i o B Sl 2
AL WF

a) i AR PR [ b A4 o ORI TR & IpMultiByteStr2[ 264 ], i £F 5 con-
tent AAZ AL AT T A5 A B8R

b) [l ] 5 4t fifﬁiﬂ’]ﬁmﬁﬁ 13 355 — A0 3 size 550k I8 T 728 &
int sizel ;58 = 4~ 4> L B content 3k JF T char IpMultiByteStr2[n], (n€ [0,
10971 7).

) A B [nl ) ik A A A T R e A S A 5L, s ()
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X3 FREEESLAH

Name. size=sizel ;

Password[ n]=1pMultiByteStr2[n], (n€[0, 10743])

5) R TS Y YRR e 43 SR I S AR P AT B AR A1 IR KD P
X4 BERTHEEHE

Test(DEC sizel, DEC sizel) & & EFLAGS. 2f==0;
Test({pMultiByteStr2[ 0], [pMultiByteStr2[0]) & & EFLAGS. = f==0;
Test(IpMultiByteStr2[ 17, [pMultiBytestr2[1]) & & EFLAGS. z f==0;

Test(1pMultiByteStr2[ 26371 pMultiBytestr2[2637) & & EFLAGS. = f==0

6) M T A5 2 fioh & 22 4 U ) A RR AT M R AL
a) P9 T
EA R RS AR () B AR S 1F - FH SR A 2% 1 B b 8] 22 545 21 46 A
ARl A AR AR = (5) .
®5 BANTBAREH

Name. size! =0& & Password[n]! =0, (n€ [0, 263])

b) o dh it O 1

G567 mUE AL R T RN B Hh T U B AT S R AZ TN, i AR i Password
WAL NP AR Hr Password[ 264 ]R3 55 1% [0 i dik

2L AT A RRE AT DL 58 B i 3R R « clsid 2 F31C42E3-CBF9-4E5C-
BB95-521B4E85060D (¥ 4fi 434 i J7 ¥ ValidateUser I, 2% Name #K B KT 0
HZ% PassWord WK BE KT 264 A FA4F B 8 fioh & 28 A7 DXt T ) 5 280 Pass-
word ) 25K 23 AN G 08 I 2 BB b s HUNEE 265 A7 45 e IF 16 3 35 k% P i iR
[ b 4t

e AR RS SRR A T AR A R W] LR B R AR R T 260 A
B GEAE X0 b T0URR 2 45 RS A B A B BT L HE DT VR AR A A R A
%2 char temp[ 2561, A 4 . ¥ i 9 4% Jo i 81 ot /2 4 2 %0 Password 1) 504 5
A B IXA JRy 0 A i B A A 4 DA R R T o I B AR RN AT O 3R AT A
B AR H B T8 SOXF T 4 W7 A T T ) AR AS D R AR A A B
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G LIRS
TEST(DEC size,DEC size)"ZF==0
PN AR H . -
- - LSEpSIPS
content BRI 4y 32
content . h
BSTR T content
Name[8] content
LPSTR SRMEIETT L

IpMultiByteStr1[8]

Wbt s

int size2

content
BSTR content - TPSTR content , Wl Yeig R
Password[10747] P2 R B IpMultiByteStr2 : ’ [ i3
WideCharToMultiByte [10747] onien TEST INZ
s aare iy
TEST(content,content)*ZF==0
B4 SRTEEREER

3.3 RFBEAENWRER

AT T BE 52 I T 19 2 4% W3l exploit-db | e B4 TE 3 8 2814 ActiveX %
YA BT IR 25 SR a0 7 Prow , oA 6 B T S RO N Y 2 4 T T R AE

KT BEEWRER

%S A1 ClassID 5 & U 1 4 i T 1 - 158 B
T 1R e 7 114 K %50
CVE-2007-0018 clsid: 77829F14-D911-  fileName[n]! =0, (n #4759 FH 56 4L SetFor-

40FF-
A2F0-D11DB8D6D0OBC

€0, 4095])

matLikeSample I}, #7 &
¥ fileName K & K F

func: SetFormatLike- 4096 4~ & £F B, fih & U
Sample %‘%iﬁﬁf)ﬁﬁfﬁﬂ E

P 5591 ] b bk
CVE-2007-2919 clsid: BAS83FD38- SubURL[n]! =0, (n Jf{f 7E V8 F 6 % Load-
CE14-4DA3- €[o0, 511) Opf BT £S5 T
BEF5-96050D55F78 A BPRHR L EH NS H
func: LoadOpf SubURL ¥ JF # 1 512

AT iR R . %S
B W B B 5
i& (1] 3 Ak
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gx
Ui 1 25 = {fifF ClassID 5 K& U 7] 4 ik U 1 A 356

Ui 18] JT A 1) R K

CVE-2008-3008/
MS08-053

EDB-ID: 16242

CVE-2010-3106

EDB-1ID: 14605

CVE-2010-4321

clsid;
7508-4004-
B2E9-AD33F087F43C

A8D3ADO2-

func: GetDetailsString

clsid;
4CI9E-
A2DD-9B1EF9DF2DB4

func: HttpPost

7677TE7T4E-5831-

clsid: 36723F97-7AA0-
11D4-
8919-FF2D71D0D32C

func: ExecuteRequest

clsid: 3C88113F-8CEC-
48DC-
AOE5-983EF9458687
func: OpenFile

clsid: 36723F97-7AA0-
11D4-
8919-FF2D71D0D32C

func: GetDriverSettings

bstrPro fileName [ n ]!
=0, (n€[0, 79])

WebUri[0]=0268& &
WebUri[1]=0274& &
WebUrl[2]=02748& &
WebUri[3]=0270& &
WebUri[4]=0x3A& &
WebUrl. size=>2052

—»

operation =" op-client-

inter face-version” & &

options 0~5]1="debug

—_» & &
options. size>>526& &
options. size<_1018

Inputfile. size=>216

printerUri [n ]! = 0,

(n€[0, 75

7R W T R 2 GetDe-
tailsString B}, £ 4§ lcid
7 Long 27, Z 4 bstr-
ProfileName ¥ & Kk T
80 I, 1% Z B ¥ & 1l 3
Fe o, B 55 3% [] bk

Fi 14 % FH 26 %% HtepPost,
W2 %0 WebUrl L) “ht-
tp: " FF 3k B A
R B T 2052, I i &
T, 2 5w & il 3 AR
R 0] ik

I 18 75 8 ] BR B Exe-
cuteRequest I}, 2 % op-
eration # “op-client-inter-
face-version” , 24§ options
PL“debug =" JF 3k, 3F H.
Je TR A B B R T 526
FAF/NT 1018 A, fih
R %S B =W
=R A 55 R ik

4 1+ 4 1 i 4k OpenFile
I, Z 8 Inputfile K & #
5iF 216 A FAFET U R i
R ESEAHPR W 2R
L 25 3R A b

AT R4 GetDri-
i, B %
printerUri K & # i 76
NFHE I EASHOR
ERFHBHHLT . %S
BUE 2 95 BB o, B
i 3R [A] 4l 41k

verSettings
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MRS SR B i 3 2% R G800 20 B AT LA B0 R A ik k2 4 U TR iy 2
HA A R A R AR PR Z AR B IAT 5 AT A R KON fy » H A B
JZ R ZERUAE - DT 45 5 i i i A 50 5 ) D7 9 FH AR A fih 6 A 2 ) A 05 £
15 ma A2 BERLIN L A5t AR L P LA e V2 0 SR S0 B U 3 AR AL

4 & B

Bt X% 58 8l 2575 A2 BT BORAE R AR 20 B v B 5 L AR SR Y T AR TR
TR B A5 T5 )T HOAR  FE 00 MR A R Type Source BYZE R {5 B A7 28 B AL i
SHES A 45 G Type Sink mi 92 RAE Q65 — BEHIFE 20 7 b 19 3 28595 00
P& T 2 A BORLRE L 95 8 B G AT S AT HEAT A RS B A R A T I o A S
AL SR AT B Y 3 SO

BB mOARBEAE LT YA 77 T8 -

D#sfi A i Type Source {28 B AF Q45 45 2175 w0 M b Rl o L 3035 1R

2Y M2 TE IR R R AR 2 JBUE B AR T 115 23 20 Bir (008 B2 o AT 42 &5 1 75 450
OPHTERCR AT B T G R AL i A B AL s ELM PR eR RO S TS S YT T TG R
LSRR 1N R R R o O R M R TR R

3) B [l — 95 AL O ) 19 AR K AT S B AR T AT S AT I R AR R
KA TR0

DEFXT G E R AT N - RERE AR AT BAT BRI Ui A S i 2R A 1 A A
T A B 2 4 U R A AS 5L O R BB B T A 2 e T R R AR

T E 52 30 J2 18T L AN SR A5 A L 48 A1 4 S % 19 B0 4 0 A8 i R L 3 R 7E
T2 TAEF R

1
b

2 £ x W
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