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. well as their impact in the control flow, which leads to a better
(DTA) understanding of the vulnerability semantics. This technology is
applied here to analyze a browser-based vulnerability using dynamic
’ ° binary instrumentation to inject the analysis codes into the target
’ process to dynamically analyze the tainting. The detection checks
s . whether the process illegally uses the tainted data. The result is
combined with symbolic execution to calculate the input constraints.
9
The information for both data and control flow dependencies
’ ’ embedded in the vulnerability signatures can be identified. Tests on
’ seven known vulnerabilities show that the typed DTA significantly
s improves the semantics for the analysis of vulnerability mechanisms
, and produces more comprehensible and usable vulnerability
signatures.
,
Key words: dynamic taint analysis (DTA); software vulnerabilities;
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’ ° execution; vulnerability signatures
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Type-based dynamic taint analysis technology
ZHUGE Jianwei' . CHEN Libo'*?, TIAN Fan''?, BAO Youzhi' , LU Xun!
b
(1. Institute for Network Science and Cyberspace,
Tsinghua University, Beijing 100084, China;
2. Department of Computer Science and Technology, °
Tsinghua University, Beijing 100084, China) o .
Abstract: A type-based dynamic taint analysis (DTA) was developed N ’ ,
to provide binary-level with semantic analyses to detect software
vulnerabilities. The system marks input variables as tainted and adds
types and symbol values as attributes to the taints. Type information ’ ’ °
within functions and instructions is used to track the propagation of
tainted variables. Type-aware taint propagation and type-oriented
. . . : 2012-08-27
forward symbolic execution are used to get the propagation maps for
the tainted variables and path conditions, which are used to calculate (61003127)
desired constraints on the inputs. Thus, the system knows the (1980—), C ), s °

propagation mechanisms of the input variables in the data flow as
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/

(ADD,ADC,SUB, SBB, INC, --+)
(AND,OR,NOT,TEST,-:+)
(MOV,XCHG,PUSH,POP,LEA,XLAT:--)
(FIDIV,FIADD, FISUB, FICMP:--)
(FILD,--+)

(itoa,itow, )

(FADD, FSUB, FCMP--+)
(FST,FSTP--+)
(FIST,FISTP)

(gevt,fevt, =)

([REP]MOVSB/MOVSW/MOVSD,
[REP]STOSB/STOSW/STOSD--+)

(MOV,XCHG, )

(strepy.streat,atoi,atols«+)
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1.2 : )
b b
b
2 . ’
a) strSource
, strDest count
1D N
b b
, strDest ,
’
s (D :
’
BYTE. WORD. DWORD strDest[ n] = strSource[n], (n € [0O,.LN—1] (1)
N N
b) s
o
: D o
B
2) . 2 3 .
s 3
o strSource[ 0] strDest[ 0]
’ ’ syntax:char * /offset;0 syntax:char * /offset;0
1 s semantic: strSource semantic: strDest
s symbol: content symbol;: content
, strSource[ 1] strDest[ 1]
o
syntax;char * /offset:1 syntax;char * /offset;1
semantic ; strSource semantic; strDest
o
symbol ; content symbol ; content
o .
D s 2 o
b
’ ° Typed-aware taint |
2) propagation —_——— -
s | Ppropagation
" ' | Offset:0 |
’ ° I-:'_:Hf“[ 'l N | I\ [ Offset:1 |
se | \ . . \ T |
libC strnc | F=o——>+11\| Function summary u \| Offset:2 ||
by Char* ¥ [}”;u_' "ll char®*strnepy(char \[ Offset:3 Char®
2 |\[r5n|u1‘c | ,“ﬂ-“‘[“‘ | "' *strDest, const char | h \[[L‘)'\l
’ ° | — ,I'|: *strSource, size_t | | ——
| |, | count) I [
2 strncpy v /|
=
|
Copy characters of one string to another |
char * strncpy(char * strDest, const char * strSource, size t )
count) ; 2
Parameters:
strDest 1.3
Destination string.
strSource ’
Source string. s
count , . 4 .

Number of characters to be copied.
Libraries
All versions of the C run-time libraries.
Return Values

Each of these functions returns strDest.

is reserved to indicate an error.

No return value

D

2)

char
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s ( )
3) ,
, EFLAGS
call strlen eax. symbol: size
eax. syntax:unsigned int
° eax. semantic; userdata. size
4) .
eax. symbol: (dec size)
’ dec eax eax taint EFLAGS
. EFLAGS. symbol: (dec size)
content, s eax. symbol.: (test (dec size), (dec
size))
test eax, eax eax Taint EFLAGS
offset, , .
EFLAGS. symbol: (test (dec size),
. content (dec size))
’ jnz short 10019236 : (test (dec size, dec size))
b . ’ &.&-EFLAGS. zf= =0
XOr eax, eax
; ret
2) + Boole sub 10019236
b
4 2
. esi (2)
char *userdata, (test(dec content, dec content)) & & EFLAGS. zf == 0
’ o (test(dec size, dec size)) & &EFLAGS. zf == 0 (2)
4 s content

mov cl,byte ptr[esi]

byte ptr[ esi]. symbol:content

byte ptr[ esi]. syntax:char * /offset 0
byte ptr[esi]. semantic; userdata
byte ptrlesi] Taint cl

cl. symbol: content;

cl. syntax:char

cl. semantic:

dec cl

cl. symbol: (dec content)
cl taint EFLAGS
EFLAGS. symbol: (dec content)

test cl, cl

cl. symbol: (test (dec content, dec
content))

cl Taint EFLAGS

EFLAGS. symbol: (test (dec content,

dec content))

jnz short 10019236

: (test (dec content, dec content))

& & EFLAGS. zf==0

push esi

[esi]. symbol:content
[esi]. syntax;char * /offset 0

[esi]. semantic: userdata

userdatal 0], size

size, 2

. userdatal 0]

1.4

D
a)

userdata.

’

= 1&. & userdata. size>1,
ANSII 1

[10]
’
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, ActiveX
b) . 2)
PIN[2]
s s Pin. exe
. AxMock IE . s
C) )
2) o
a) N , 1 3)
b) b b
4)
) ° a) ’
3) s 0
. . b)
\ . . 733 ;
4) o
a) 3 o
) X GRS -\I /‘\;Q
gEgk ) /] wE
sl s st
N
b) 1
| | . -
call\ ret ) AxMock | 18 P N Y, I
_ar&sm} et A% ;\ e | '_> g4
, . TN et
bl | VL
’ e
: Ak —w |
c) . {fi%% Pin ]
, 3
2.2
5 1E ActiveX
R CVE-2011-3142,
2.1 [14] .
1E s 5 o
4 5
D
. <html>
M ’ !
co ActiveX <object classid="clsid: F31C42E3-CBF9-4E5C-BB95-
AxMock " ActiveX o Ax- 521B4ES5060D’ id="target’ /=></object™>
Mock ActiveX , Hook <script language="javascript' >
Invoke ) IE nse="\xEB\x06\x90\x90" ;
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seh="\x4E\x20\xD1\x72" ;

nops="\x90";
while (nops. length<C10) { nops+="\x90"; }
/ % Calc. exe alpha upper badchars — —>" \x8b\

x93\ x83\x8a\ x8c\ x8d\ x8f\ x8e\ x87\ x81\ x84\ x86\ x88\
x89\x90\x91\x92\x94\x95\ x96\ x97\ x98\ x99\ x82\ x85\
x9f\ x9a\ x9e\ x9d\ x9b\ x9f\ x76 * /

shell=""\ x54\ x5\ xda\ xdf\ xd9\ x77\ xf4\ x5e\ x56\
x59\ %49\ x49\ x49\ x49\ x43\ x43\ x43\ x43\ x43\ x43\ x51\
x5a\x56\x54\x58\x33\ x30\ x56\ x58\ x34\ x41\ x50\ x30\
x41\x33\x48\x48\x30\x41\ x30\ x30\ x4 1\ x42\ x41\ x41\
x42\x54\ x4 1\ x41\ x51\ x32\ x41\ x42\ x32\ x42\ x42\ x30\
x42\x42\x58\ x50\ x38\ x41\ x43\ x4a\ x4a\x49\ x4c\x4b\
x5a\x4c\x50\x55\ x4c\ x4b\ x5a\ x4c\x43\x58\x51\x30\
x51\x30\x51\x30\x56\ x4f\ x52\ x48\ x52\ x43\ x45\ x31\
x52\x4c\x43\x53\ x4c\ x4d\ x51\ x55\ x5a\ x58\ x56\ x30\
x58\x38\x49\x57\ x4d\ x43\ x49\ x52\ x54\ x37\ x4 b\ x4\

x58\ x50\ x41\x41" ;
junkl=" A";
junk2=" A",

while (junkl. length<C624){ junkl-+ =junkl; }
junkl=junkl. substring(0,624) ;

junk2=junkl;

while (junk2. length<Z8073){ junk2-+ =junk2; }
arg2 =junkl+nse+ seh+ nops—+shell+junk2;
argl =" Anything" ;

target. ValidateUser(argl ,arg2) ;

</script>
1 1IE AxMock,
b
. 6 o
3 Ak i B . e
2 4l A AL T NI i R B
L WideCharToMultiByte

scontent
BSTR * content
Name|[8§] -

e

WideCharToMultiByte

LT

} LPSTR
IpMultiByteStr1[8]

content WideCharToMultiByte
_— content
BSTR e
Password|[ 10747] content I PR
o WideCharToMultiByte 5

6 AxMock

clsid: {F31C42E3-CBF9-4E5C-BB95-521B4E85060D}
Invoke address:02A08060

method: ValidateUser

parameterCount; 2

arg type:8(BSTR)

arg address:001F044C

arg end address:00205B24
arg: AAAAAAAAAAAAA:--
arg Length;10971

arg type:8(BSTR)

arg address:02D90448

arg end address;02D90488
arg: Anything

arg Length:8

Type Information:
Func: ValidateUser
[Helpstring: ValidateUser ]
argl . Name

vartype: BSTR

arg? : Password

vartype: BSTR

2) Pin IE ,
AXMock , Type Source
3) )
4 .

It XY R ’
TEST(DEC size, DI L‘_sizcb”";/.l-' —() |

— B e %
@» R %

content
content

SR 3L 7

fi Ak B ]k

int size2 ‘
Lsize content

content
content

i3 QB S
R4 &

LPSTR
IpMultiByteStr2
[10747]

content |

, 0} P KA j
'l']'l-.'.‘a”l'twnlcnh content)"ZF= '{]|
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4) ’ a)
4 (3) 4) ,
)
, (5):
a) lp- Name. size = 0& &Password[n] = 0,(n € [0,263]) (5)
MultiByteStr2[ 264 ], content , b)
b) , , Password
size int sizel; , Password[ 264 ] .
content char IpMultiByteStr2[ n ], (n€ , :
[0,10971 ], clsid F31C42E3-CBF9-4E5C-BB95-521B4E85060D
c) , ValidateUser Name
(3) 0 PassWord 264
Name. size = sizel ; ’ 5 Password
Password[ n] = IpMultiByteStr2[n], (n € [0,10743]) (3) s 265
5) s °
s 4) ’ ’
260 s
Test (DEC sizel , DEC sizel) &8 ,
EFLAGS. zf==0;
Test ( IpMultiByteStr2 [ 0 ], IpMultiByteStr2 [ 0 ]) &.& char temp[256]. ’
EFLAGS. z[==0; Password
Test ( lpMultiByteStr2 [ 1], IpMultiBytestr2 [ 1 ] &.& ’ °
EFLAGS Zf: - O; ’
Test ( IpMultiByteStr2 [ 263 | IpMultiBytestr2 [ 263 ) )3 ’
&.2.EFLAGS. zf==0 5 )
exploit-dbt** IE
6) 2 ActiveX s 7 y
7
ClassID

clsid: 77829F14-D911-40FF-
A2F0-D11DB8D6DOBC

CVE-2007-0018 .
func: SetFormatlikeSample

fileName[n] =0,
(n€[0,4095) ,

SetFormatLikeSample
fileName 4096

s s

clsid: BA83FD38-CE14-4DA3- SubURL[n] =0,

LoadOpf

BEF5-96050D55F78 A 0,511 , SubURL
CVE-2007-2919 ’ 7 (n&L0.511D !
func: LoadOpf 512 s s
clsid: ASD3AD02-7508-4004- bstrProfileName[ n] =0, GetDetailsString
CVE-2008-3008/ B2E9-AD33F087F43C (ne 0,79 leid  Long s bstrProfileName
MS08-053 func: GetDetailsString 80 s
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( )
ClassID
clsid; 7677E74E-5831-4COE- WebUrl[0]=0x688.8&. HttpPost,
A2DD-9B1EF9DF2DB4 WebUrl[1]=0x748.8&. WebUrl  “http.”
func: HttpPost WebUrl[2]=0x74&.8&. 2052, ,

EDB-1D: 16242

WebUrl[3]=0x70& & s
WebUrl[4]=0x3A& &
WebUrl. size=>2052

clsid:36723F97-7AA0-11D4-

operation= “op-client-in- ExecuteRequest

8919-FF2D71D0D32C terface-version” &. &. operation “op-client-interface-ver—
CVE-2010-3106 func: ExecuteRequest options[ 0 ~5 ] = “debug sion”, options  “debug=" s
=78 & 526
options. size>>526&.&. 1018 s s
options. size<_1018 s
clsid: 3C88113F-8CEC-48DC- Inputfile. size=>216 OpenFile Inputfile
EDB-1D: 14605 AOE5-983EF9458687 216 s s
func:OpenFile s
clsid:36723F97-7AA0-11D4- printerUri[n] =0, GetDriverSettings
n 8919-FF2D71D0D32C (ne[0,75]) printerUri 76 , 3
CVE-2010-4321 . .
func: GetDriverSettings s
s s , Type Sink
b
b b
b o
. b o

D)
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Type Source

N H

Type Source
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