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Abstract. We describe a means of sharing the DSA sig-
nature function, so that two parties can efficiently gener-
ate a DSA signature with respect to a given public key
but neither can alone. We focus on a certain instantiation
that allows a proof of security for concurrent execution in
the random oracle model and that is very practical. We
also briefly outline a variation that requires more rounds
of communication but that allows a proof of security for
sequential execution without random oracles.
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1 Introduction

In this paper we present an efficient and provably secure
protocol by which alice and bob, each holding a share of
a DSA [34] private key, can (and must) interact to gen-
erate a DSA signature on a given message with respect
to the corresponding public key. As noted in previous
work on multiparty DSA signature generation (e.g., [10,
22,35]), a shared generation of DSA signatures tends to
be more complicated than a shared generation of many
other types of ElGamal-based signatures [15] because (i)
a shared secret must be inverted, and (ii) a multiplica-
tion must be performed on two shared secrets. One can
see this difference by comparing a Harn signature [29]
with a DSA signature, say, over parameters <g, p, ¢>, with
public/secret key pair <y(= ¢g® mod p), > and ephemeral
public/secret key pair <r(= g* mod p), k>. In a Harn sig-
nature, one computes

s+ x(h(m)) —kr mod ¢

Extended abstract appears in Advances in Cryptology -
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and returns a signature <r, s>, while for a DSA signature,
one computes

s< k71 (h(m)+ zr) mod ¢

and returns a signature <r mod ¢, s>. Obviously, to com-
pute the DSA signature the ephemeral secret key must
be inverted, and the resulting secret value must be mul-
tiplied by the secret key. For security, all of these secret
values must be shared, and thus inversion and multipli-
cation on shared secrets must be performed. Protocols to
perform these operations have tended to be much more
complicated than protocols for adding shared secrets.

Of course, protocols for generic secure two-party com-
putation (e.g., [49]) could be used to perform two-party
DSA signature generation, but here we explore a more ef-
ficient protocol to solve this particular problem. To our
knowledge, the protocol we present here is the first prac-
tical and provably secure protocol for two-party DSA
signature generation. As building blocks it uses a pub-
lic key encryption scheme with certain useful properties
(for which several examples exist) and efficient special-
purpose zero-knowledge proofs. The assumptions under
which these building blocks are secure are the assump-
tions required for security of our protocol. For example,
by instantiating our protocol with particular construc-
tions, we can achieve a protocol that is provably se-
cure under the decision composite residuosity assumption
(DCRA) [41] and the strong RSA assumption [2] when
executed sequentially, or one that is provably secure in
the random oracle model [7] under the DCRA and strong
RSA assumption, even when arbitrarily many instances
of the protocol are run concurrently. The former pro-
tocol requires eight messages, while the latter protocol
requires only four messages (counting initialization in nei-
ther case).
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Our interest in two-party DSA signature generation
stems from our broader research into techniques by which
a device that performs private key operations (signatures
or decryptions) in networked applications, and whose
local private key is activated with a password or PIN,
can be immunized against offline dictionary attacks in
case the device is captured [36,37]. Briefly, we achieve
this by involving a remote server in the device’s pri-
vate key computations, essentially sharing the crypto-
graphic computation between the device and the server.
Our original work showed how to accomplish this for the
case of RSA functions or certain discrete-log-based func-
tions other than DSA, using known techniques for sharing
those functions between two parties. The important case
of DSA signatures is enabled by the techniques of this pa-
per. Given our practical goals, in this paper we focus on
the most efficient (four message, random oracle) version
of our protocol, which is quite suitable for use in the con-
text of our system.

2 Related work

Two-party generation of DSA signatures falls into the
category of threshold signatures or, more broadly, thresh-
old cryptography. Early work in the field is due to
Boyd [6], Desmedt [12], Croft and Harris [8], Frankel [18],
and Desmedt and Frankel [14]. Work in threshold cryp-
tography for discrete-log based cryptosystems other than
DSA is due to Desmedt and Frankel [14], Hwang [31],
Pedersen [43], Harn [29], Park and Kurosawa [42], Herz-
berg et al. [30], Frankel et al. [19], and Jarecki and
Lysyanskaya [32].

Several works have developed techniques directly
for shared generation of DSA signatures. Langford [35]
presents threshold DSA schemes ensuring unforgeabil-
ity against one corrupt player out of n > 3, of ¢ corrupt
players out of n for arbitrary ¢ < n under certain re-
strictions (see below), and of t corrupt players out of
n > t24t+ 1. Cerecedo et al. [10] and Gennaro et al. [22]
present threshold schemes that prevent t corrupt players
out of n > 2t+1 from forging, and thus require a major-
ity of correct players. Both of these works further develop
robust solutions, in which the ¢ corrupted players cannot
interfere with the other n — ¢ signing a message, provided
that stronger conditions on n and ¢ are met (at least
n > 3t+ 1). However, since we consider the two-party case
only, robustness is not a goal here.

The only previous proposal that can implement two-
party generation of DSA signatures is due to Lang-
ford [35, Sect. 5.1], which ensures unforgeability against
t corrupt players out of n for an arbitrary ¢ < n. This is
achieved, however, by using a trusted center to precom-
pute the ephemeral secret key k for each signature and to
share k~! mod ¢ and k~'x mod ¢ among the n parties.
That is, this solution circumvents the primary difficul-
ties of sharing DSA signatures — inverting a shared secret

and multiplying shared secrets, as discussed in Sect. 1
— by using a trusted center. Recognizing the significant
drawbacks of a trusted center, Langford extends this so-
lution by replacing the trusted center with three centers
(that protect k~! and k~ 'z from any one) [35, Sect. 5.2,
thereby precluding this solution from being used in the
two-party case.

Though our motivating application naturally admits
a trusted party for initializing the system (see [36]),
our presentation here includes a distributed initializa-
tion protocol involving only alice and bob, and no trusted
center. Since we are using random oracles in the signa-
ture protocol, we will describe an initialization protocol
instantiated using random oracles. To achieve provable
security, this initialization must be executed in a sequen-
tial manner before any signature protocols are executed,
even though the signature protocols themselves may be
executed concurrently with respect to each other.

3 Preliminaries

Security parameters. Let k be the main cryptographic
security parameter used for, e.g., hash functions and dis-
crete log group orders; a reasonable value today may be
k = 160. We will also use x’ > k as a secondary security
parameter for public key modulus size; reasonable values
today may be k' = 1024 or k' = 2048. The value x’ is de-
pendent on x and is set so that known attacks on public
key systems with modulus size k' are at least as hard as
known attacks on hash functions and other brute-force
attacks on systems with main security parameter . We
assume that an appropriate x’ can be computed from
efficiently.

Signature schemes. A digital signature scheme is a triple
(Gs, S, V) of algorithms, the first two being probabilis-
tic, and all running in expected polynomial time. Gg
takes as input 1° and outputs a public key pair (pk, sk),
i.e., (pk,sk)«+ Gs(1"). S takes a message m and a se-
cret key sk as input and outputs a signature o for m, i.e.,
o+ Ssk(m). V takes a message m, a public key pk, and
a candidate signature ¢’ for m and returns the bit b = 1 if
o’ is a valid signature for m, and otherwise returns the bit
b=0. That is, b« Vpi(m,o’). Naturally, if o< Ss(m),
then Vi (m, o) =1.

DSA. The Digital Signature Algorithm [34] was pro-
posed by NIST in April 1991 and in May 1994 was
adopted as a standard digital signature scheme in the
U.S. [17]. It is a variant of the ElGamal signature
scheme [15] and is defined as follows, with x = 160,
k' set to a multiple of 64 between 512 and 1024, inclu-
sive, and hash function h defined as SHA-1 [16].! Let

“2& 87 denote the assignment to z of an element of S

1 Although  is fixed for the DSA standard, we will still use it as
if it were a varying security parameter.
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selected uniformly at random. Let =, denote equivalence
modulo q.

Gpsa(17): Generate a k-bit prime ¢ and ’-bit prime
p such that g divides p — 1. Then generate

an element g of order ¢ in Z;. The triple

<g, p, ¢> is public. Finally, generate x yia ZLq
and y < ¢g” mod p, and let <g, p, q, x> and
<g,p,q,y> be the secret and public keys,
respectively.

S<gp.g.as(m): Generate an ephemeral secret key k &7,
and ephemeral public key 7+ ¢* mod p.
Compute s< k=1 (h(m)+2r) mod ¢. Re-
turn <r mod ¢, s> as the signature of m.

Vg, pogyy> (M, <’y 8>):
Return 1 if 0 <7’ <g¢q, 0 <s<gq, and
=, (gh(m)s_ly’“/s_1 mod p), where s—!
is computed modulo q. Otherwise, return
0.

Zero-knowledge proofs. Our protocols employ a variety
of noninteractive zero-knowledge (NIZK) proofs [4]. Here
we define their security under the random oracle as-
sumption. Our definitions for NIZK proofs are based on
definitions from [3] and [13]. Notice, however, that we
only require standard soundness, rather than simulation
soundness [13].

For arelation R, let Lg = {w: (w,v) € R} be the lan-
guage defined by the relation, and for all w € Lg, let
Wr(w) = {v: (w,v) € R} be the witness set for w. For
any NP language L, note that there is a natural witness
relation R containing pairs (w, v), where v is the witness
for the membership of w in L, and that Lr = L. Recall
that x is a security parameter. Let H be the set of all hash
functions with k-bit outputs.

Let X = {X,.}x>1 and Y ={Y,}.>1 be two proba-
bility distribution ensembles. We define the distinguish-
ing probability of X and Y as (k) =) |Pr(X, =a)—
Pr(Y, =a)|.

We denote by H the set of all functions hash from
{0,1}* to {0, 1}°°.

— Zero-knowledge proofs: A noninteractive zero-
knowledge proof system with initialization (NIZKPI
system) ¥ for an NP language L, with witness re-
lation R, is a tuple (Z,P,V,Sim), where Z and P
are probabilistic polynomial-time algorithms, V' is
a deterministic polynomial-time algorithm, and Sim
is a probabilistic polynomial-time protocol for per-
forming initialization, answering hash queries and
answering P queries, denoted by Siminit, Simhash, and
Simprove,? respectively, satisfying:

1. Completeness: For all (w,v) € R, for all hash € H,

for all T« Z(1%), Vhash([ w, Phash([ w, v)) returns
TRUE.

2 We may assume that Simhash is given a polynomial-size input
and a polynomial-size output length, since it obviously could not
output an infinite number of bits in polynomial time.

2. Soundness: There is a function SERR(k,t,7y0)
(soundness error) such that for all probabilistic
adversaries A that run in time ¢, and make at most
Nro hash queries, Pr[Expt 4, ¢ (k)] < SERR(K, t, Nro),
where experiment Expt 4 ¢ (%) is defined as follows:

Expta,w(r):

hash &

TE&7(1%)

(w, o) + Ahash(T)

Return TRUE iff (w & L A V'3 (T w, o) = TRUE)

If this experiment returns TRUE for a certain o, we
call o a fraudulent proof.

3. Unbounded statistical zero-knowledge: There is
a function SIMERR(K, Mo, Npr) (simulation error)
such that

max | Pr[Expt/y g () = 1] — Pr[Expt’) ¢ (x) = 1]|
< SIMERR(K, Nro, Mpr) s

where the maximum is over all (unbounded time)
adversaries A that make at most n., hash queries
and npr P queries, and where experiments
Expt/y ¢ () and Expt’) ¢ () are defined as follows:

Expty g (k) : Expt’) g (k) :
hash & H I & Siminit(1%)
1&8z(17) Return ASimhash,Sim’(T,-,7) (1)
Return Ahsh,P"™"(1,-1) (1)

where Sim’(I,w,v) % Simprove(I,w) for (w,v)
€ R. [If (w,v) ¢ R, we may assume that both
Phash([ w,v) and Sim’(I,w,v) abort, though we
do require that they halt in polynomial time irre-
spective of whether (w,v) € R.]

In our protocols, we denote a zero-knowledge proof
that a predicate P holds on a given input w (i.e.,
that w is in the language of elements satisfying P) by
zkp [P].3

Encryption schemes. An encryption scheme & is a triple
(Ge, E, D) of algorithms, the first two being probabilistic,
and all running in expected polynomial time. G¢ takes
as input 1" and outputs a public key pair (pk, sk), i.e.,
(pk, sk) < G¢(17). E takes a public key pk and a message
m as input and outputs an encryption c¢ for m; we denote
this ¢4+ Epr(m). D takes a ciphertext ¢ and a secret key
sk as input and returns either a message m such that c
is a valid encryption of m under the corresponding public
key, if such an m exists, and otherwise returns an arbi-
trary value.

We require the encryption scheme we use to be match-
able in the following sense: There exists an efficiently

3 The input w will be implicit in the definition of P and thus is
not included separately in this notation.
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computable predicate M (pk, sk) that returns 1 if and
only if (pk,sk) could possibly be output from Gg(17).
M (pk, sk) implies not only that sk is the matching pri-
vate key for pk, but also that both are well formed ac-
cording to the key generation algorithm. For the example
cryptosystem we adopt here (described in Sect. 6.1), we
describe how to implement a zero-knowledge proof of
knowledge of sk such that M (pk, sk) holds for a public pk.
This proof is required in the initialization protocol for our
system (Sect. 4.1).

Our protocol additionally requires that encryption be
semantically secure and have a certain additive homo-
morphic property. For any public key pk output from the
G¢ function, let My, be the space of possible inputs to
E,i. and Cp the space of possible outputs of Ey;. Then
we require that there exist an efficient implementation of
an additional function +py : Cpr X Cpr, = Cpi, such that
(written as an infix operator)

mi, e, M1 +ma € Mpp =
Dy (Epk(m1) +pk Epk(m2)) =m1+ma. (1)

Examples of cryptosystems for which the function 4+, ex-
ists (with Mp, = [—v,v] for a certain value v) are due to
Naccache and Stern [38], Okamoto and Uchiyama [40],
and Paillier [41].* Note that Eq. (1) further implies the
existence of an efficient function xpy : Cpr X My, — Cpi,
such that

mi, Mg, MM € Mpk = Dsk(Epk(ml) X pk mg) =mimso.
(2)

In addition, in our protocol, a party may be required
to generate a noninteractive zero-knowledge proof of
a certain predicate P involving decryptions of elements of
Cpk, among other things. In Sect. 6.1, we show how these
proofs can be accomplished if the Paillier cryptosystem is
in use. We emphasize, however, that our use of the Paillier
cryptosystem is only exemplary; the other cryptosystems
cited above could equally well be used with our protocol.

System model. Our system includes two parties, alice and
bob. Each must execute an initialization protocol (in a se-
quential manner) before any signature protocols are exe-
cuted. After initialization, communication between alice
and bob occurs in sessions (or signature protocol runs),
one per message that they sign together. alice plays the
role of session initiator in our signature protocol. We pre-
sume that each message is implicitly labeled with an iden-
tifier for the session to which it belongs. Multiple signing
sessions can be executed concurrently.

The adversary in our protocol controls the net-
work, inserting and manipulating communication as it
chooses. In addition, it takes one of two forms: an al-
ice-compromising adversary that has read access to the

4 The cryptosystem of Benaloh [1] also has this additive homo-
morphic property and thus could also be used in our protocol.
However, it would be less efficient for our purposes.

private storage of alice and a bob-compromising adver-
sary that has read access to the private storage of bob.
Without loss of generality, we assume that an alice-
compromising adversary takes the place of alice in inter-
actions with bob, and does so starting from the beginning
of system execution. We make the analogous assumption
for a bob-compromising adversary.

Informally, the goal of an alice-compromising adver-
sary is to generate a signature on a message that bob did
not cooperate to sign, either because he was not asked or
because he refused. The goal of a bob-compromising ad-
versary is analagous. Our protocol is secure if it ensures
that any correctly signed message was generated with the
cooperation of both alice and bob for that message. Our
security goals do not include fairness (e.g., if one obtains
a signature, then the other must as well) or robustness
(e.g., if one misbehaves, then the other can prove this is
the case to others).

We note that a proof of security in this two-party sys-
tem extends to a proof of security in an n-party system
in a natural way, assuming the adversary decides which
parties to compromise before any session begins. The ba-
sic idea is to guess for which pair of parties the adversary
forges a signature and focus the simulation proof on those
two parties, running all other parties as in the real proto-
col. The only consequence is a factor of roughly n? lost in
the reduction argument from the security of the signature
scheme.

4 S-DSA system

In this section we present a new system called S-DSA by
which alice and bob can jointly create DSA signatures on
messages.

4.1 Initialization

Our signature protocol of Sect. 4.2 requires an initializa-

tion in which the following properties are achieved:

I1. A DSA public key pair is generated (<g,p,q,y>,
<g,p,q,>).

I2. The private key x is multiplicatively shared between
alice and bob, so that alice holds a random pri-
vate value 1 € Z, and bob holds a random private
value z3 € Z,; such that = =, z1x2. Along with y,
y1 = ¢*1 mod p and ys = ¢g*2 mod p are public.

I3. alice holds the private key sk corresponding to a public
encryption key pk, and there is another public encryp-
tion key pk’ for which alice does not know the corres-
ponding sk’.

Here we assume this initialization is performed by a trust-

ed third party. However, since avoiding a trusted third

party is preferable, in Appendix A we describe an initial-
ization protocol for achieving the properties above.
Two comments about properties 12 and I3 are in

order. Regarding 12, we use a multiplicative sharing of x
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to achieve greater efficiency than can be achieved by using
either polynomial sharing or additive sharing. With mul-
tiplicative sharing of keys, inversion and multiplication of
shared keys becomes trivial, but addition of shared keys

becomes more complicated. For DSA, however, this ap-
proach seems to allow a much more efficient two-party
protocol. Regarding I3, it is necessary for our particular
zero-knowledge proof constructions described in Sect. 6

alice
k&7,
218 (k)™ mod ¢
a+ Epi(21)

¢ < Epi (2121 mod q)

<m7 «, C>

ky &7,

T2

abort if ((r2)? #, 1)
74 (r2)*1 mod p

$4 Dy (1) mod ¢
publish <r mod ¢, s>

abort if (o & Cpr, V ¢ & Cpi)

9 < g*2 mod p

I, e myme € [—6°, ¢
A M =, ro
I+ zkp | A gn/m =, 1
A Dik(e) =¢m
A D (¢) =¢ m2
<r,IT>
abort if (r? #, 1)
abort if (Verifier(II) = 0)
m’ «h(m)
' < (r mod p) mod ¢
294 (k2)™! mod ¢
C&Zq5
pi— (o Xpr m'22) 4pi
(¢ Xpk r'x222) +pi Epr(cq)
M/ — Epk/ (22)
1, m2 n.1e € [—¢%, ¢
N (77)771 =9
/ N g/ =, yo
ese ), Dy (W) =qm
A Dgi(p) =¢ Ds (e xpr m'n1)
+pk (€ Xpk 7'72))
<p, pt! IT'>
abort if (1 & Cpr V 1t & Cppr)
abort if (Verifier(II') = 0)

bob

Fig. 1. S-DSA shared signature protocol
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that the range of My, be at least [—¢®, ¢®] and the range
of M,,;» be at least [—¢°, ¢°], although we believe a slightly
tighter analysis would allow both to have a range of

(4%, ¢°].
4.2 Signing protocol

The protocol by which alice and bob cooperate to gener-
ate signatures with respect to the public key <g, p, q, y>
is shown in Fig. 1. As input to this protocol alice receives
the message m to be signed. bob receives no input (but
receives m from alice in the first message).

At a high level, the protocol is broken into two “phas-
es”, each consisting of one message in each direction. The
goal of the first phase is to establish an ephemeral private
key k € Z, and public key r = g¥ mod p, where k is shared
as k = k1ko mod ¢, with k1 a secret known by alice and
ks a secret known to bob. In addition, alice commits to
(k1)~! mod g by sending its encryption o under pk and to
(k1)~tz; mod ¢ by sending its encryption ¢ under pk. In
the second phase, bob uses these commitments together
with 4+, and X, to form the encryption of the s compon-
ent of the signature under pk (without ever decrypting «
or ¢, which it cannot do).

More specifically, the protocol works as follows. Upon
receiving m to sign, alice first computes its share k; of
the ephemeral private key for this signature, computes
21 = (k1)~! mod ¢, and encrypts both z; and x12; mod ¢
under pk. alice’s first message to bob consists of m and
these ciphertexts, a and . bob performs some simple con-
sistency checks on « and ¢ (though he cannot decrypt
them, since he does not have sk), generates his share
ko of the ephemeral private key, and returns his share
ro = ¢g*2 mod p of the ephemeral public key.

Once alice has received ry from bob and performed
simple consistency checks on it (e.g., to determine it has
order ¢ in Z;), she is able to compute the ephemeral pub-
lic key 7 = (r2)** mod p, which she sends to bob in the
third message of the protocol. alice also sends a nonin-
teractive zero-knowledge proof Il that there are values 7,
(= z1) and 12 (= x121 mod q) that are consistent with r,
T2, Y1, o, and ¢ and that are in the range [—¢>, ¢®]. This
last fact is necessary so that bob’s subsequent formation
of (a ciphertext of) s does not leak information about his
private values.

Upon receiving <r,II>, bob verifies II and performs
additional consistency checks on r. If these pass, then
he proceeds to compute a ciphertext p of the value s
(modulo ¢) for the signature, using the ciphertexts o
and ( received in the first message from alice; the values
h(m), z2 = (k2)~! mod ¢, r mod ¢, and x3; and the spe-
cial Xpi and 4, operators of the encryption scheme.
In addition, bob uses +p to “blind” the plaintext value
with a random, large multiple of q. So when alice later
decrypts u, she statistically gains no information about
bob’s private values. In addition to returning u, bob
computes and returns p' < Ep;/(22) and a noninteractive

zero-knowledge proof I’ that there are values 1 (= 22)
and 1y (= 222 mod p) consistent with ro, ya, 1, and g/
and that are in the range [—¢3, ¢%]. After receiving and
checking these values, alice recovers s from p to complete
the signature.

The noninteractive zero-knowledge proofs II and II'
are assumed to satisfy the completeness, soundness, and
zero-knowledge properties as defined in Sect. 3. The im-
plementations of II and II’ in Sect. 6 enforce these prop-
erties under reasonable assumptions. To instantiate this
protocol without random oracles, II and II’ would need
to become interactive zero-knowledge protocols. It is not
too difficult to construct four-move protocols for II and
IT', and by overlapping some messages, one can reduce the
total number of moves in this instantiation of the S-DSA
signature protocol to eight. For brevity, we omit the full
description of this instantiation.

When the zero-knowledge proofs are implemented
using random oracles, we can show that our protocol is
secure even when multiple signing instances are executed
concurrently. Perhaps the key technical aspect is that we
only require proofs of language membership, which can
be implemented using random oracles without requir-
ing rewinding in the simulation proof. In particular, we
avoid the need for any proofs of knowledge that would
require rewinding in knowledge extractors for the simu-
lation proof, even if random oracles are used. The need
for rewinding (and, particularly, nested rewinding) causes
many proofs of security to fail in the concurrent setting

(e.g., [33)).

5 Security for S-DSA

In this section we provide a formal proof of security for
the S-DSA system. We begin by defining security for
signatures and encryption in Sect. 5.1 and for S-DSA
in Sect. 5.2. We then state our theorems and proofs in
Sect. 5.3.

5.1 Security for DSA and encryption

Security for signature schemes. We specify existential
unforgeability versus chosen message attacks [28] for
a signature scheme § = (Gs,S,V). A forger F is given
pk, where (pk, sk) < Gs(1"), and tries to forge signatures
with respect to pk. It is allowed to query a signature
oracle (with respect to sk) on messages of its choice.
It succeeds if after this it can output a valid forgery
(m, o) such that V,x(m,o) =1, where m was not one
of the messages signed by the signature oracle. We say
Succg ™M (F) = Pr(F succeeds), and Succg',*™*(t, u) =
maxgr {Succg‘f;cma(]:)}, where the maximum is taken
over all forgers of time complexity ¢ that make u queries
to the signature oracle.

Security for encryption schemes. We specify seman-
tic security [27]. An attacker A is given pk, where
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(pk, sk)+ Gg(17). A generates two equal-length strings
Xo and X; and sends these to a test oracle, which
chooses b<-{0,1}, and returns ¥ = Epi(Xp). Finally, A
outputs b’ and succeeds if b’ =b. Let Advg, (A)=2-
Pr(A succeeds) — 1. Note that this implies Adv§, (A) =
Pr(A guesses 1|b = 1) — Pr(A guesses 1|b = 0). Let
Advg, (t) = max4 {Advsgs’ N(.A)}, where the maximum is
taken over all adversaries of time complexity ¢.

5.2 Security for S-DSA

Our security definition for S-DSA is similar to our secu-
rity definition for signature schemes above, except that
the signature oracle is replaced by an alice or bob oracle,
as described below.

A forger F begins with DSA parameters <g, p, ¢>, the
ability to invoke queries on alice or bob “oracles”, and, as
described in Sect. 3, entire control of the network between
alice and bob. F also receives the public key y, the public
shares y; of alice and the public share ys of bob, and the
public keys pk and pk’ belonging to alice and bob, respec-
tively. An alice-compromising forger also receives x; and
sk and thus has the ability to faithfully execute the proto-
col of alice, while a bob-compromising forger also receives
x5 and sk’ and thus has the ability to faithfully execute
the protocol of bob. The goal of F is to forge a signature
with respect to <g, p, q, y>. Instead of a signature oracle,
there is an alice oracle or a bob oracle.

A bob-compromising F may query alice by invok-
ing alnvl(m), alnv2(rg), or alnv3(<u,u',II'>) for in-
put parameters of F’s choosing. The queries alnvl(m),
alnv2(rq), and alnv3(<u, ', II'>) correspond to a request
to initiate the protocol of Fig. 1 for message m and the
first and second messages received ostensibly from bob in
this protocol, respectively. (We assume that these invoca-
tions are also accompanied by a session identifier, which is
left implicit.) These return outputs of the form <m, «, ¢>,
<r,II> or a signature for the message m from the pre-
vious alnvl query in the same session, respectively, or
abort.

The queries bInv1(<m,«,(>) and bInv2(<r,II>) are
defined analogously for the bob oracle and can be invoked
by an alice-compromising forger.

An alice-compromising forger F succeeds if after in-
voking the bob oracle as it chooses it can output (m, o),
where Vigpq.y>(m,0) =1 and m is not one of the mes-
sages sent to bob in a bInvl query. Similarly, a bob-
compromising forger F succeeds if after invoking the
alice oracle as it chooses it can output (m,o), where
Veg,p.a,y> (M, 0) = 1 and m is not one of the messages sent
to alice in an alnvl query.

Let galice be the number of alnv1 queries to alice, which
we take to be zero for an alice-compromising forger. Let
Qbob be the number of bInvl queries; similarly, this is
zero for a bob-compromising forger. Let ghashy, denote the
number of queries to the random oracle associated with
II, and let Ghashyy denote the number of queries to the ran-

dom oracle associated with IT". We say Succ§*15g% , (F) =
Pr(F succeeds).

5.8 Theorems

Here we state theorems and provide proofs that relate
the probability with which a forger can break the S-DSA
system to the probability that either DSA, the underly-
ing encryption scheme, or the zero-knowledge proofs used
in S-DSA can be broken. This implies that if DSA, the
underlying encryption scheme, and the zero-knowledge
proofs are secure, our system will be secure.

The idea behind each proof is to construct a series
of systems S-DSAg, S-DSA7, ..., related to S-DSA, with
S-DSAg = S-DSA, and such that we eventually come to
a system S-DSA; such that breaking s-DsA; implies break-
ing the original DSA signature scheme. We then show
that for any attacker, the difference in the advantage of
the attacker in breaking s-DSA; 1 and S-DSA; is related
to the probability of breaking the underlying encryption
scheme or breaking the soundness of the zero-knowledge
proof.

In the theorem statement below, let te, denote the
time required for a modular exponentiation with an expo-
nent and modulus of s’ bits.

Theorem 1. Fiz an alice-compromising forger F that
runs in timet. Then fort’ = O(t+ gpobtexp)

Succg" SR, « (F)
< SucchSae (', gbob) + SERRIT (K, ', Ghashy; ) +
SIMERR{y (K, Ghashyy, s @bob) + QbobAdVE . () +8(27").

Proof. Let S-DSA; be the s-DSA( system, except that in
response to a bInv2(<r,II>) query, run Sim to produce
a simulated IT'. Then

eu-cma
SuccgihgR, x (F)
< SUCC%E_DCISIXLK(}—) + SIMERRp/ (Ii, hash » Qbob)-

Let s-DSAs be the s-DSA; system, except that in re-
sponse to a query bInv2(<r,II>), set p' < E,;(0). Note
that we still run Sim to produce a simulated II'. Then

Succ DA, .« (F) < SuccIBER, «(F) + abobAdvE . (t).

To see this, let D be an algorithm that takes a public key
pk’ and a test oracle as input, chooses j yia {1,... ,Gbob},
and runs S-DSA; using pk’ as the public encryption key
of bob, with the following modifications. D computes the
first j — 1 ciphertexts by bob under the key pk’ as nor-
mal, i.e., as E,(z2). D computes the j-th ciphertext
using the response from the test oracle with inputs Xy =0
and X7 = 2zo. D computes the remaining ciphertexts as
E,i7(0). When the simulation completes, D outputs 1 if
F produces a forgery and 0 otherwise. Note that the case
j =1 with the test oracle bit equal to 0 corresponds to
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S-DSAs and the case j = guop With the test oracle bit equal
to 1 corresponds to S-DSA;. Let D; denote D conditioned
on the choice of j and D;; denote D; conditioned on the
bit choice b of the test oracle. Let D;; denote the simu-
lation run by D; ;. Then, noting that for 1 < j < gpep — 1,
5j,1 is perfectly indistinguishable from 5j+1,0, we have

AdVE (1)) > AdvE (D)

1 9bob
= — ) AdvZ (D))
Gbob j=1
1 9bob
= Z(Pr(Dj outputs 1|/b=1)
Gbob j=1
— Pr(D; outputs 1|b = 0))
1 9bob
= ~— Z (Succﬁiji (F)— Succﬁij€ (.7))

1 - -
= (SucHR, () — Sccl R, (7))
o]

Let s-DsA3 be the s-DsAs system, except that in the
initialization, the secret key sk corresponding to public
key pk is recorded, and in response to a bInv2(<r,II>)
query, if IT is a fraudulent proof (i.e., a valid proof for
a string not satisfying the predicate), s-DSA3 aborts.
(Note that we assume simulating I’ has no effect on the
soundness of II. In our instantiations of these protocols,
this will be true due to the fact that IT and IT’ use different
random oracles.) Then
Succ§IBS A,k (F)

< Succ§IPSa, « (F) + SERRI (K, ', Ghashyy )-

Now we show that
SUCCE 5 A, (F) < SucchSate (t', gbob) +8(277).

To see this, let D be an algorithm that takes a DSA public
key <g,p,q,y> generated by Gpga(1”) and its corres-
ponding signature oracle and runs S-DSA3 with the follow-
ing modifications. In the initialization, D chooses 1 yid Zq
and computes yi < ¢*! mod p and ys < y'/*1 mod p.
In response to a bInvi(<m,a,(>) query, D computes
21+ Dy (). (Recall that D has stored the secret key sk
from initialization in $-DSA3.) Then D queries the DSA
signature oracle with m to get a signature <7, $>, and
computes regh(m)gily%il mod p, where §71 is com-
puted modulo ¢. Finally, D computes r3 < 7*1 mod p
and returns 7. In response to a bInv2(<r,II>) query,
D computes p by choosing & Zs and then setting
< Epi(§+ gc). Note that the distinguishing probabil-
ity of D and $-DSAj3 is bounded by 2 due to the different
way p is computed. While the plaintext would be equiva-
lent modulo ¢ in either case, the multiple of ¢ comes
from a slightly different range. In S-DSA3, 1 would be an
encryption of §+ gc¢’ + qc for some ¢’ € [-2¢*,2¢*] and

random c € Z,s. Thus the distinguishing probability is
bounded by 2(3—?4) = % <8(27").

Theorem 2. Fiz abob-compromising forger F that runs
in time t. Then fort' = O(t + Galicetexp)

Succ§’HSk «(F)
< SUCCSIS_K,II:(tla Qalice) + SERRyy (K, tl’ hashyy/ )+
SIMERR{T ("'@7 Ghashry s Qalice) + 2QaliceAdV;‘S,M(tl)'

Proof. Let S-DSA; be the s-DSA( system, except that in
response to a alnv2(ry) query, run Sim to produce a simu-
lated II. Then

eu-cma

Succg 58K, (F)
< SuccgSSA, « (F) + SIMERRIT (K, Ghashyy s Galice)-

Let s-DSAs be the s-DSA; system, except that in
the initialization, the secret key sk’ (corresponding to
public key pk’) and the DSA secret key <g,p,q, > are
recorded. In response to an alnv3(u, u', II") query corres-
ponding to an alnvl(m) query, compute zo < Dy (1),
ko< (22) ! mod ¢, and k< kiks mod q. Then return
<r mod g, s>, where s = k~(h(m)+zr) mod ¢. As long
as I is not a fraudulent proof (i.e., a valid proof for
a string not satisfying the predicate), this response in
S-DSAj5 is exactly the same as the response would be in
s-DsA1. (Note that we assume simulating IT has no effect
on the soundness of II. In our instantiations of these pro-
tocols, this will be true due to the fact that II and IT" use
different random oracles.) Then
Succg! B8R, (F)

< Succd' 58K, 4 (F) + SERRyy (K, ', ghashyy )-

Let s-DSA3 be the s-DsAs system, except that, in
response to an alnvl(m) query, set o< E,;(0) and
¢ < Epi(0). Note that we still run Sim to produce a simu-
lated II. Then

SUCCETER, v (F) < SuccE R, 1« (F) + 2aaticeAdVE, ().

To see this, let D be an algorithm that takes a public key
pk and a test oracle as input, chooses j vid {1,...,2¢alice},
and runs S-DSAs using pk as the public encryption key of
alice, with the following modifications. D computes the
first 7 — 1 ciphertexts by alice under the key pk as nor-
mal, i.e., as E;(21) and Epi(x121 mod g). D computes
the j-th ciphertext using the response from the test ora-
cle with inputs Xy =0 and either X; = 27 if j is odd or
X1 =z121 mod ¢ if j is even. D computes the remaining
ciphertexts as Epj(0). When the simulation completes, D
outputs 1 if F produces a forgery and 0 otherwise. Note
that the case j = 1 with the test oracle bit equal to 0 cor-
responds to S-DSA3 and the case j = 2¢ajice With the test
oracle bit equal to 1 corresponds to S-DSA>. Let D; de-
note D conditioned on the choice of j and D;; denote D;
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conditioned on the bit choice b of the test oracle. Let 53-,17
denote the simulation run by D; ;. Then noting that, for
1 <j < 2qaiice — 1, 5j,1 is perfectly indistinguishable from
§j+170, we have

Advg (1)
> Advg . (D)
1 2q4lice
N 2QaIice A V%S’H(Dj)
j=1
1 24alice
= (Pr(Dj outputs 1|b =1)
2Qalice =1
— Pr(D; outputs 1|b =0))
1 Qqalice eu-cma eu-cma
 2qalice = (Succfj,hn () —Succy, (}—)>
1

= 5— (SuccgB8R, .« (F) — Succg!5gR, .« (F)) -
Galice

Now we show that

Succ§ B8 A (F) < Succhga s (', daice)-

To see this, let D be an algorithm that takes a DSA public
key <g,p,q,y> generated by Gpsga(1”) and its corres-
ponding signature oracle and runs s-DSA3 with the follow-
ing modifications. In the initialization, D chooses x5 yia Zq
and computes ys < ¢*2 mod p and yi < /%2 mod p.
In response to an alnv2(rq) query (after an alnvI(m)
query), D queries the DSA signature oracle with m to get
a signature <7, §> and computes regh(m)gily%il mod
p, where §7! is computed modulo ¢g. Then in response
to an alnv3(<p, p',II'>) query, D returns <7,$> (as-
suming alice would not abort). Note that D produces
a view that is perfectly indistinguishable from S-DSAj3 as
long as no IT' is fraudulent, and we have already added
the probability of this to the success probability of the
adversary.

6 ProofsII and I

In this section we provide an example of how alice and
bob can efficiently construct and verify the noninter-
active zero-knowledge proofs II and II' of Fig. 1. The
form of these proofs naturally depends on the encryption
scheme (Gg, E, D), and the particular encryption scheme
for which we detail IT and IT' here is that due to Pail-
lier [41]. We reiterate, however, that our use of Paillier
is merely exemplary, and similar proofs IT and II' can be
constructed with other cryptosystems satisfying the re-
quired properties (Sect. 3).

We caution the reader that from this point forward,
our use of variables is not necessarily consistent with their
prior use in the paper; rather, it is necessary to replace
certain variables or reuse them for different purposes.

6.1 The Paillier cryptosystem

A specific example of a cryptosystem that has the ho-
momorphic properties required for our protocol is the
first cryptosystem presented in [41]. It uses the facts that
w ™) =51 and wNAE) =n2 1 for any w € Z},, where
A(NV) is the Carmichael function of N. Let L be a func-
tion that takes input elements from the set {u < N%|u =
1 mod N} and returns L(u) = “Z1. We then define the
Paillier encryption scheme (Gp,i, F, D) as follows. This
definition differs from that in [41] only in that we de-
fine the message space My, for public key pk = <IV, g> as
Mn,g» =[—(N—1)/2,(N—1)/2] (versus Zy in [41]).

Gp,i(17): Compute «', choose random ~'/2-bit
primes P, @, set N = P(, and choose an
element g € Z, such that the order of
¢ is a multiple of N ([41]). Return the
public key <N, g> and the private key
<N, g, \(N)>.

Select a random x € Z}; and return ¢ =

g™z mod N2.
D . Compute m = L ImedNY) gy
<Nga)>(€): Compute m = T 5opy s mod N.

Return m if m < (N —1)/2, otherwise
return m — N.

c1 +<n,g> 20 Return ¢jcy mod N2

€ X<N,g> T Return ¢™ mod N2.

Paillier [41] shows that both ¢*) mod N2 and g*¥) mod
N? are elements of the form (1+ N)?=y2 1+dN, and
thus the L function can be easily computed for decryp-
tion. The security of this cryptosystem relies on the De-
cision Composite Residuosity Assumption, DCRA.

Note that we must include the initialization of the
Paillier keys in the initialization of S-DSA. However, for
the purposes of this section, these keys, along with the
other parameters p,q in our system, are assumed to be
public and fixed, and thus the language L is fixed. That
is, the initialization of these parameters is not considered
part of the initialization of IT and II’, but simply part of
the definition of IT and IT'.

Ecn,g>(m):

6.2 Strong RSA

Both II and II' rely on the Strong RSA problem, de-
fined here. Let Grga be an RSA modulus generator, i.e.,
a probabilistic polynomial-time algorithm that takes as
input 17, computes ', and produces a value N = PQ),
where P = 2P’ +1 and Q = 2Q’'+ 1 are safe primes of
length £’ /2. Let

Sucep-rsaA,x(A)
=Pr[(e>2)A(y=n2°): N < Grsa(l®);

R 7«
y&—2Zy;
(z,e) AN, y)]
and let

Succm-RrsA x (1) = max {Sucerm-rsa,x(A)},
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where the maximum is taken over all adversaries of time
complexity at most t.

The initialization Z(1%) in each NIZKPI system con-
sists of generating N = }3@, where P = 2P’ +1 and Q =
Q' +1 are safe primes of length k'/2, a random ho yil A
of order P'Q’, a random X@ZP,Q/, and hq < (he)X
mod N. Note that we must include the initialization of
these values in the initialization of S-DSA.

6.3 Proof 11

In this section we show how to efficiently implement the
proof IT in our protocol when the Paillier cryptosystem is
used. IT' is detailed in Sect. 6.4.

Note that IT uses random oracle hash and IT’ uses a dif-
ferent random oracle hash’. By doing this, it is easy to see
that simulations of II proofs, even on strings not satisfy-
ing the predicate, could not be used to construct fraudu-
lent IT’ proofs. Both hash and hash’ output elements in Z,.

Now consider the proof II. Let p and ¢ be as in
a DSA public key, pk = <N, g> a Paillier public key, and
sk =<N, g, \(N)> the corresponding private key, where
N > ¢5. For public values c, d, wi, wa, my, ma, We con-
struct a zero-knowledge proof II of:

3z, T2 1,72 € [—¢%, ¢°)

A cl =, wn
A sz/a:l Ep w2 . (3)
A\ Dsk(ml) =12
A\ Dsk(mg) = T2

The proofis constructed in Fig. 2, and its verification pro-
cedure is given in Fig. 3. We assume that ¢, d, w1, w2 € Z,
and are of order ¢, and that my, ma € Z},. (The prover
should verify this if necessary and abort if not true.)
We assume the prover knows x1,23 € Zg and 11,73 € Z}
such that ¢*1 =, wy, dr2/e1 =, w2, M1 =2 g (r1)N and
ma =x2 g°2(r2)N. The prover need not know sk, though
a malicious prover might.

a&qu
R
B&Zy
R
’Y:Zq?»]v
P1 %Zq]\”/v

21 < (hl)fl (h2),01 mod N
u1 < c® mod p

ug — g*BY mod N2

ug <— (hl)a(hg)’y mod N

S1¢er;+a
S24 (r1)¢8 mod N
s3¢—ep1+

5&2(13
R

JIRSVAY
R

V:Zq31\7

pQFZqN

P3£Zq
R

€ ZLg

29 < (hl)gc2 (h2),02 mod N
y < d*2TP3 mod p

v1 < d%t€ mod p

v2 + (w2)*d® mod p

V3 eg‘;yN mod N?

vy (h1)®(h2)” mod N

e« hash(c,wy,d, wa, m1, ma, 21, U1, U2, Us, 22,Y, V1, V2, V3, Vs)

t1<—exa+0

to <—eps+€ mod g
t3 < (re)¢p mod N2
ta<—epa+v

H<—<Zl,Zg,y,6,81,52,83,t1,t2,t3,t4>

Fig. 2. Construction of IT

<zl,z2,y,e,31,52,33,t1,t2,t3,t4><—ﬂ

Verify s1,t; € qu
U1 < c*1(w1) "¢ mod p
ug = g* (s2)" (m1)~¢ mod N?

uz < (h1)*1(h2)®3(21) "¢ mod N

Verify e = hash(c, w1, d, we, m1, ma, 21, u1, U2, ug, 22, Y, V1, V2, U3, Vq)

vy +dirTt2y=¢ mod p
v < (w2)*1d2y ¢ mod p
vg 4= g" (t3)" (m2) ¢ mod N?

vy 4 (h1)1 (ha)¥(22) ¢ mod N

Fig. 3. Verification of II
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Intuitively, the proof works as follows. Commitments
z1 and z9 are made to 1 and x2, respectively, over the
RSA modulus N, and (using values us and vy, respec-
tively) these are proven to fall in the desired range using
range proofs as in [20]. Simultaneously, it is shown (using
values w1 and ug) that the commitment z; corresponds
to the decryption of m; and the discrete log of w;. Also,
simultaneously it is shown (using values y, v1, va, and
v3) that the commitment z corresponds to the decryp-
tion of ms and that the discrete log of ws is the quotient
of the two commitments. The full proof is shown in two
columns, the left column used to prove the desired proper-
ties of 1, w1, and m; and the right column used to prove
the desired properties of zo, wo, and meo.

Lemmal. II is an NIZKPI for predicate (3), with
SIMERRI1 (K, Nros Mpr) < Npr (Mo +8)27 "1 and SERR (K,
t, o) < max{4y/82nyoSucenirsa,k(t'),  36m:27 1Y,
wheret’ = O(t).

Proof. To be completely specific, we will show that the
proof II is a proof of membership for the language

L = {<c,wy,d, wa, m1, my>:
21,22 € [~¢°,¢%] 1 "L =, wy Ad®2/*1 =, wa A

Dsk(ml) =21 /\Dsk(mz) = 362} .

Recall that p,q, N, g, N, hy, hy are determined in the ini-
tialization, which we assume for now uses a trusted party.
Completeness: Follows from inspection.

Soundness: Let € = SERRy(K, t,ny0), € =€/4, and as-
sume € > 9n,,2 "1, Say we are given a Strong RSA
instance (N, C) generated by N < Ggsa(1%) and C &
Z%,. Let Siminit(1%) compute hy«C and hy <~ CX for

X@ZQWV, and output (N, h1, ho). Note that Siminit(1%)
produces a distribution statistically indistinguishable
from Z(1%) as long as C'is a quadratic residue, which hap-
pens with probability i, and thus Expt 4 (k) with this
simulated initialization will return TRUE with probability
at least €.

Now consider the following experiment, except with
Exptam(x) using the simulated initialization. Run
Expta (k) once. Say w consists of (1) the values deter-
mined in initialization and (2) the random tape of A,
and hash is the random oracle in this experiment. If the
experiment returns TRUE, then let Ind(w, hash) be the in-
dex of the hash query corresponding to the string/proof
pair (w, IT) returned by A (or Ind(w, hash) = oo if the pair
(w,II) does not correspond to any hash query made by
the A).°> Let £« Ind(w, hash). Then we run the experi-
ment again with the same w and a new random oracle
hash™ that returns the same answers to all hash queries
prior to hash query ¢ and random answers to hash query /¢
and all subsequent hash queries. If the experiment returns

5 Without loss of generality we may assume that all hash queries
are distinct.

TRUE and A returns a pair (w, fI), with Ind(w, hash™) = ¢,
where the hash £ returns a different value, then we output
a root of C' with probability at least % — 27" according to
the algorithm below, and otherwise we abort.

Let BREAK be the probability that the algorithm does
not abort. Here we show that Pr(BREAK) > 2(¢')?/81n,,
which implies we can break Strong RSA in time O(t) and
probability at least (€')?/82n,,, assuming x > 8. Simi-
larly to [45], let A" denote A running with initialization
values and random tape determined by w and using ran-
dom oracle hash. Then let

S = {(w, hash) : A"*" succeeds and Ind(w, hash) # oo}
and

Si = {(w, hash) : A"*" succeeds and Ind(w, hash) =i},
forie{l,... ot

Let 6 = Pr[S] > ¢ — 271 > 8¢ Lot T = {i: Pr(S[S) >
1/2n.,}. Then as in [45, Lemma 9], Pr(Ind € I|S) > 3.
Obviously, for any Ind € I, Pr(S;) > §/2n,,, and then by
the splitting lemma [45, Lemma 7], there exists a sub-

set of executions §2; such that Pr(€;|S;) > % and for any
(w, hash) € Q;,

Pr((w, hash™) € S;|hash’,; = hash;) > §/4n,, ,
where hash.; denotes the restriction of hash to its first

¢ — 1 queries.
Since all S; are disjoint,

Pr ((Fi € I)(w,hash) € Q;NS;|S)

w,hash
=Pr (U(Qi msi)|s>

el
=) Pr(%nSi[S)
icl
=) Pr(lS;) Pr(S;|S)
icl
1
> 5 ) _Pr(SiLS)

icl

[V
|

Recall that ¢ = Ind(w,hash). Then with probability at
least i, eI and (w,hash) € Q,NS;. Thus with proba-
bility at least §/4, the first execution is a success, and
the adversary will succeed with probability ¢ /4n,, on the
second execution. Let p, denote the response of hash on
query ¢ and p; the response of hash®™ on query ¢. The
probability that the adversary succeeds on the second ex-
ecution with p; # pj is

Pr((w, hash™) € S¢ A pe # pj |hash” , = hash)
> Pr((w, hash) € Sy|hash’ , = hash-)
— Pr(p¢ = p;|hash’, = hashy)
>0 /4ng, — 27"
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Thus the probability desired above is at least %( 47‘;0
27 > 2 () > ()2 /81Ny

Now we show how to break Strong RSA with prob-
ability at least 2 —27" using two pairs (w,II) and
(w,TI) output by AMs" and Ahash®
Ind(w, hash) = Ind(w, hash™).

Say w = <c,ws,d, w2, m1, ma>, where w ¢ L. Note
that the inputs to the hash function for IT and II are
the same, including uq,usg, us, v1,v2,v3,v4 as computed
in the verification procedure, but the output of the hash
function is different, say, e for II and é for II. That is, we

get

, respectively, where

II =<z, 22,y, €, 51, 82, 83, t1, L2, 13, 14>

II= <Z13 22,Y, é) §13 §27 §37t17t27t37t4>7

where e # é and

=, ()
981(82) = ( 1)°u
(hl)sl(hz) _N (z1)° U3
dt1+t2 _A y 'Ul
(wa)¥1d"2 =, y®uy

1l =, (wl) w1

g1 (s2)N =p2 (m1)°u
(h1)™ (hz)s3 =g (21)° u3
dtittz =, Y1

(w2)sldt2 =p yv2

9" (t3)N =pn2 (m2)°vs 9" (t3) =z (m2)®us
(h1)" (he)* = (22)°v4 (h1)" (he)* =5 (22)%04 .

Let AEze—é, ASl :Sl—gl, ASg 283—§3, ATl =
ty —t1, and ATy =t4 —ts. Let ¢ = gcd(ASs +x(ASy),
AE), and (' = gcd(ATy+ x(ATy), AE). If ( # AE, then
we can use the extended Euclidean algorithm to compute
Y and Z such that ((AS3 +x(AS1))/QY + ((AE) /() Z =
1, and output ((z1)¥C? mod N,(AE)/(), since
C = CUASsHX(AS))/OYH(AE)/OZ = ((z)AB)/Q)Y
CUAB)QOZ — ()Y C%)AE)/C  Similarly, if ¢’ # AE,
then we can use the extended Euclidean algorithm to
compute Y and Z such that ((ATy+x(AT1))/¢")Y +
((AE)/¢")Z =1, and output ((22)YC% mod N, (AE)/
¢’). In either case, we would solve the Strong RSA prob-
lem. On the other hand, we will show that ( =(' = AE
could occur with probability at most % 427",

Consider the case ( = (' = AFE, but AE JAS;. Note
that we can write x = xo + X1P Q and thus ASs3+
AS1x = AS3+ AS1xo+ASyx1 P'Q’, with x; randomly
chosen uniformly from a set® of size K > 2%, and un-
known to A (even if A had infinite power). Then there is
a prime power a® (a > 2) such that a’|AFE and a®~!|AS],
but a® JAS;. Note that this implies a®~*|AS3. Now with
co = (AS3+ASix0)/a’"! and ¢; = AS;P'Q’/a’~!, we
have that 0 =, ¢o + ¢1x1, where ¢; #, 0. The number of
elements y; € Zx in which this equivalence holds is at
most | K/a| +1, and thus the probability that this holds
for a random ch01ce of x1 is at most 1 s+ K Since a > 2
and K > 2", there is at most a probablhty of % +27% of
this equivalence holding, and otherwise we are in the case
above with ( # AFE.

6 The size of this set depends on xg.

The case where ( = (' = AE, but AE JAT, is similar.

We now show that the case where ( = (' = AEF,
AFE|AS:, and AE|AT; could not occur. Note that the
assumptions in this case further imply AE|ASs, and
AFE|ATy. Then we can extract

o+ AS/AE z « AT, /AE
P1 (*AS;),/AE pz(*ATzl/AE
o < (ed) —és1)/AE 8" « (et —ét1)/AE

v<(eS3—és3)/AE v (ety —éty)/AE.

(h1)*2 ()2,

These ensure z; =y (hl)”lll(hg)pl, Zo =g

ug =g (h)*" (ha)?, va =g ()" (h2)", 51 = eal +a”,
ty = exl +0", 5 = éxt +a", and t; = éxlj +6". Now ex-
tract

e X! if X3 <(N-1)/2

X — N otherwise
where X+ AS;(AE)™! mod N
1)/2

mod N

X} if Xo <(N—

X} — N otherwise

where X} + ASy(AE)™!
A A< (N

-1)/2
A’ — N otherwise
where A’ < (e3; —és1)(AE) ™1

xh

o

mod N

g (D DS (N-1)/2
D’ — N otherwise

where D’ < (ef; — ét1)(AE)~! mod N.

Note that z,25,a/,8 € Mcn g>, and there must exist
1,12, 0, v € Ly N29 ( DY, ma =y
g2 (r2)N  ug =p2 g '8N and vs =29 "UN . Next extract

such that my

21+ AS1(AE)"'mod ¢ a+ (ed1 —és1)(AE)™! mod q

so that s; =4 ex1 +a and 51 =4 éx; + o Finally, to ex-
tract an z2 and ¢ so that ¢t =4 exs +0 and i = =4 exa+90,
note that there exist values x3, p3,€,m1,72,13 € Zq such
that

ti+ta=genz+m
r381 +1t2 =4 en3+n2

tr+t2 =g éns+m

x381 +t2 =qens+ma.
From the second row we can extract 13 and 7;. From the
third row and the value 73, noting that s; # §;, we can
extract x3 and ny. Then we can compute z2 < x3z; mod
q, p3 13 —x2 mod q, €12 —x3ax mod ¢, and § <1 —
e mod q.

Now since w ¢ L, either (2} & [—q>,¢%]) V (2] %,
z1) or (xh & [—q3,¢%)) V (2 %4 x2). First assume (z) ¢
(-3, ¢%]) V (2} #4 z1). Note that we have the following
equations, with all values known:

51 =qex1 +o 51 =4 éx1 +
si=nex)+ad $1=néx)+a
s1=ex{+a" Sr=éxf+a",

where s1, 81 € Z3



P. MacKenzie, M.K. Reiter: Two-party generation of DSA signatures

Using these equations, we can determine the following
facts:

1. 2 =gz and o' =4
Proof: ex!+a” =, ex1 +a and ézf +a
implies z(e—€) =4 z1(e—
sult.

2. ¢ =y ) and o’ =§ o
Proof: smular to the prev10us fact.

3. 2y €[-¢% ¢*land o € [~ q q']
Proof |sc | <ls1—381] <¢* and thus |a
€$1| <q*.

4. 2 € [-¢°, q]andae[q q*]
Proof Since N > ¢5 and 2} =y .

5. sy =ex) + ' and §; = éx| + o/
Proof: Since N > ¢, this follows from the previous
fact, and the equations s; =y ex) +a’ and §; =y
éxy +o.

6. =} =411
Proof: ex] + o' =, ex1 +aand éx} + o =, éx1 + o im-
plies o/ (e — &) =4 z1 (e — &), which implies the result.

7 —
=4 €T+

é), which implies the re-

" = o1 —

But this would contradict our assumption that (z} &
[~¢*,¢*]) v (2] #q 21).

So now assume (24 & [—q>, ¢°]) V (2}, £, x2). Note that
we have the following equations, with all values known:

ti=qexa+0 t =g €éx2+0
t :Nea:'2+6’ t) =N eéxh+ 8
t; =exh + 6" ty = éxh + 94",

where tq, i € qu
By arguments analogous to those above, we can show
that this would contradict our assumpion that (x4 ¢

Zero-knowledge: We construct a simulator Sim that
takes a string <c, w1, d, ws, m1, ms>, where ¢, wy, d, ws €
Zy, are of order g and my, mg € Z},5, and outputs a valid
proof using the standard technique of “backpatching”
random oracle queries. The simulator operates as in
Fig. 4. From inspection, the proof II is valid (i.e., it
verifies).

It is trivial to see that with overwhelming probabil-
ity this backpatching is consistent, i.e., the random oracle
has not been previously queried on the input for which
we are backpatching. If the backpatching is inconsistent,
we abort. If we only consider the random value y, we see
that backpatching can be inconsistent with probability at
most ny,/q. Also, the probability of any values s1,t; €
(42, ¢® — ¢?] is the same for the real protocol and simu-
lator, the probability of any values s3,t4 € [qQN , q3N —
N ] is the same for the real protocol and simulator, and
the probability of any values ss, to, t3 is the same for the
real protocol and the simulator. Thus in total the distin-
guishing probability (for each simulated proof) is at most

¢ ne s
2L T 1 0 < (e + 8)27 L
q PN q q

The bound in the lemma comes from the fact that this
simulator is called np, times.

6.4 Proof TI'

Now we look at the proof IT'. Let p and ¢ be as in a DSA
public key, pk = <N, g> and sk = <N, g, A\(IN)> be a Pail-

[—q3, %)) V (zh #4 x2). lier key pair with N > ¢°, and pk/ = <N’,¢’> and sk’ =
e&Zq
s14-Zys &Ly
S9 iZT\/’ t3 iZT\/’
S3<£Zq3]\7 t4<£Zq3]\~/'
R R
p1<Lygy p2 < Lygy
R
p3 = Lq
to &7,

z1 4 (h2)P* mod N

ule(wl) €1 mod p
+(m1)~¢g*1(s2)"N mod N?

U3(—(2‘1) e(hl)sl (hQ)SB mod N

hash(c, wl’d, wz,my,ma, 21, Uy, U2, U3, 22’y701702703’v4) —e

IT+<zq, 22,Y,€, 81,52, 83,11,t2,13,14>

29+ (h2)”2 mod N

Yy <—dP3 mod p

v <y~ édi1T2 mod p

vg < (w2)*1d"2 mod p

v3 ¢ (ms2)~¢g'1 (t3) mod N2
Vg < (Z2)7e(h1)t1 (hg)t4 mod N

Fig. 4. Simulator for II
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<N’ g', \(N")> be a Paillier key pair with N’ > ¢%. For
values ¢, d, w1, wa, M1, ma, ms, my such that Dgsy(ms3) €
[—q*, q*] and Dgi(m4) € [—q*, ¢*], we construct a zero-
knowledge proof I of:

3z1, x2, T3 : x1, T2 € [—¢3, 4%
A z3 € [—q",q]
A €1 =, wq
A de2/z1 =, wo (4)
A Dsk/(ml) =1

A Dg(ma) = (Ds.(m3))x1 + (Dsr(ma))z2 + s

We note that Eq. (4) is stronger than what is needed,
as shown in Fig. 1. The proof is constructed in Fig. 5,
and the verification procedure for it is given in Fig. 6.
We assume that c,d, wi,wz € Z,; and are of order g,
and that m, € Z(*N,)2 and ma € ZY5. (The prover should
verify this if necessary.) We assume the prover knows
T1,T2 € Ly, T3 € Lys, and 11,72 € L}y, such that ™1 =,
wy, d*2/"1 =, wy, My =(N7)2 (¢")*1(r1)N', and my =2
(m3)®1(my4)*2g9%3 (ry)N. The prover need not know sk or
sk’, though a malicious prover might know sk’. We as-

sume the verifier knows Dy (m3) and Dsy(my). If neces-
sary, the verifier should verify that ¢, d, w1, w2 € Z; and
are of order ¢, and that m; € ZE*N,)Q and mg € Z}5.

Lemma 2. II' is an NIZKPI for predicate Eq. (4), with
SIMERR[y (K, Tiro, Mpr) < Mpr(nyo + 12)277 11 and
SERRpy (K, t,nr0) < max{4./82n,,Succnm-rsa «(t'),
361,02 "1} wheret’ = O(t).

Proof. To be completely specific, we will show that the
proof IT’ is a proof of membership for the language

L'= {<C, wy, d, ws, M1, Mo, M3, Mg> :
Jz1,22 € [0, ¢*], 23 € [~¢",¢"] : "L =, wy A
d=2/= =p wo ADgy(my) =21 A

Dgr(m2) = (Dsg(m3))z1 + (Dsk(ma))z2 + g3} -
Recall that p,q, N, g, N',¢', N, h1, ho are determined in

the initialization, which we assume for now uses a trusted
party, and that Dgx(ms) € [—¢*,¢*] and Dgy(my) €

[~a*,q"].
Completeness: Follows from inspection.

R
a%qu
R
B Ly
R
’7(—Zq3]\7

P1 gqu\?

z1 4 (h1)*1(h2)?* mod N
u1 < c® mod p

Ug (g’)D‘BN/ mod (N')?2
ug <— (hl)a(h2)'y mod N

S1¢er;+a
894 (r1)¢8 mod N’
s3¢—ep1+7y

/
e+« hash'(¢, w1, d, wa, m1, ma, 21, U1, ug, us, 22, 23, Y, V1, Va2, U3, Vg, Us)

!
I <—<21, 22, 23,Y, €, 51, 2, 837t17t27t37t47t57t6>

R
5%Zq3
R
JIRSYAY
R
U(—RquN
P2 Ly
R
p3 < Lq
R
P4FZq5N
R
€ 7Zyq
R
0<—Zq7
R
T(*Zq71\7

29 ¢ (h1)*2(h2)P2 mod N
y<—d®2T3 mod p

vy < d’T¢ mod p

vg + (w2)*d® mod p

v3 < (m3)®(my4)°g? ¥ mod N2
vy (h1)°(h2)” mod N

23 ¢ (h1)*3(h2)P* mod N

v5 4 (h1)?(h2)” mod N

t1<exa+0
to<—eps + € mod q
t3  (ro)¢p mod N
ta<—epa+v
ts<—exs+o
te<—eps+T

Fig. 5. Construction of IT’
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Verify s1,t; € qu
Verify t5 € Zg7
uy < c*1(wy) ¢ mod p
uz = (g')* (s2)™ (m1) =
mod (N')?
us < (h1)sl (h2)83 (Zl)_e mod N

!
<z1,%22,23,Y,€, 51, 52, S3at17t27t37t47t57t6>(*]:[

. li
Verlfy e = hash (C, wi, d7 Wz, M1, M2, 21, U1, U2, U3, 22, 23,.7%’017’027’03,”4,”5)

vy« ditt2y=¢ mod p

vg < (w2)*1d2y ¢ mod p

vg ¢ (m3)* (m4) "1 g%5 (t3)N (m2)
mod N2

vg 4 (h1)"1 (hg)™(23) "¢ mod N

V5 < (h1)t5(h2)t6 (2‘3)_6 mod N

Fig. 6. Verification of IT’

Soundness: Let € = SERRyy (K, t,Ny0), € = €/4 and as-
sume € > 9n,,27 "1, Say we are given a Strong RSA in-
stance (N, C) generated by N < Grga(17) and C&Zj\?.

are the same, including u1, us, us, v1, v, V3, V4, U5 as cOM-
puted in the verification procedure, but the output of the
hash function is different, say, e for II' and é for I'. That

Let Siminit(1%) compute hy < C and hy < CX for y & Lo 5t is, we get

and output (N, hy, hy). Note that Siminit(1%) produces
a distribution statistically indistinguishable from Z(1%)
as long as C' is a quadratic residue, which happens with
probability i, and thus Expt 4 (k) with this simulated
initialization will also return TRUE with probability at
least €.

Now as in Lemma 1, consider the following experi-
ment, except with Expt4 (k) using the simulated ini-
tialization. Run Expt 4 17 (k) once. Say w consists of (1)
the values determined in initialization and (2) the ran-
dom tape of A, and hash’ is the random oracle in this
experiment. If the experiment returns TRUE, then let
Ind(w, hash) be the index of the hash query correspond-
ing to the string/proof pair (w,II') returned by A (or
Ind(w, hash’) = oo if the pair (w, II") does not correspond
to any hash query made by the A).7 Let £ < Ind(w, hash”).
Then we run the experiment again with the same w and
a new random oracle hash® that returns the same answers
to all hash queries prior to hash query ¢ and random an-
swers to hash query £ and all subsequent hash queries.
If the experiment returns TRUE and A returns a pair
(w,IT’), with Ind(w, hash*) = ¢, where the hash ¢ returns
a different value, then we output a root of C' with proba-
bility at least % — 27" according to the algorithm below,
and otherwise we abort.

Let BREAK be the probability that the algorithm does
not abort. As in the proof of Lemma 1, we can show that
Pr(BREAK) > 2(¢’)?/81n,,, which implies we can break
Strong RSA in time O(t) and with probability at least
(€')%/82n,,, assuming k > 8.

Now we show how to break Strong RSA with prob-
ability at least % — 27" using two pairs (w,II') and
(w,f[' ) output by Aﬂfs", and Aﬂfs"*, respectively, where
Ind(w, hash’) = Ind(w, hash®).

Say w = <c, w1, d, wa, M1, Mo, Mg, Myg>, where w & L.
Note that the inputs to the hash function for I’ and II’

7 Without loss of generality we may assume that all hash queries
are distinct.

!
II" = <21, 22, 23, ¥, €, 51, S2, 83, t1, t2, t3, ta, t5, t6>

. T
IT" = <21, 22, 23, ¥, €, 51, 32, 83, 11, L2, 13, L4, 5, 16>,

where e # é and

1=, (wl)/eul 1 =p (wl)/éul )
(9")° 1 (s2)™ =(nry2 (m1)uz (9')°1(82)N =(yry2 (ma)uz
(h1)*t (h2)* = (21) us (A1) (h2)® =g (21)%us

dt1+t2 = yevl dt1+t2 — y o

(we)*1d"2 =), y°vy (wg)sldt2 =, y°us

(ms3)*t (mag)i1g?s (t3)N (m3)* (m4)t19‘”5 (t3)™
=n2 (m2)v3 =n2 (m2)°vs

(h1)"(h2)* =g (z2)°va  (ha)"(h2)™ =g (22) 04
(h1)'5 (h2)'® =g (23)°vs  (h1)'(ho)' =g (23)%vs .

Let AE—@—@ ASl = S1 —81, ASg —83—83, ATl
tl 7151, AT4 = t4 7t4, AT5 = t5 7t5, ATG = tG 7156, and
let ¢ = gcd(AS; + x(AS1), AE), (" = ged(ATy + x(ATy),
AE), and ¢" = gcd(ATs + x(ATs), AE). If  # AE, then
we can use the extended Euclidean algorithm to compute
Y and Z such that ((AS3 +x(AS1))/Q)Y + ((AE) /() Z =
1, and output ((21)¥ €% mod N, (AE)/¢), since

C = C(AS3+x(AS1))/OY+((AE)/O)Z
= ((z1) AV Y cUAB)/OZ
= ((z1)Y CH)API,

Similarly, if ¢’ # AE, then we can use the extended
Euclidean algorithm to compute Y and Z such that
(ATy + Y(AT))/C)Y +((AB)/C)Z = 1, and output
((22)YC? mod N, (§E)/¢’). Similarly, if ¢” # AE, then
we can use the extended FEuclidean algorithm to
compute Y and Z such that ((ATs+ x(AT5))/¢")Y+
((AE)/¢")Z =1,and output ((23)¥ CZ mod N, (§E)/¢").
In any case, we would solve the Strong RSA problem. On
the other hand, we would show that ( =(' =(" = AFE
could occur with probability at most % 427",

Consider the case ( =" =(" = AE, but AE JAS;.
Note that we can write y = xo + x1P’Q’, and thus ASs +
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AS1x = AS3 4+ AS1xo+ ASyx1 P'Q’, with x; randomly
chosen uniformly from a set® of size K > 2%, and un-
known to A (even if A had infinite power). Then there is
a prime power a® (a > 2) such that a’|AE and a®~!|AS],
but a® JAS;. Note that this implies a®~*|AS;. Now with
co = (AS3+AS1x0)/a’! and ¢; = ASlp’Q'/ab_l, we
have that 0 =, cg + c1x1, where ¢; #, 0. The number of
elements y; € Zx in which this equivalence holds is at
most | K/a] +1, and thus the probability that this holds
for a random ch01ce of x1 is at most % a4 K Slnce a>2
and K > 2%, there is at most a probablhty of 5+27" of
this equlvalence holding, and otherwise we are 1n the case
above with ( # AFE.

The cases where ( =(' =" =
AFE JATs5 are similar.

We now show that the case where ( =(' =(" =
AE, AE|AS:, AE|AT, and AE|ATs could not occur.
Note that the assumptions in this case further imply
AE|A53, AE|AT4, and AFE|AT;. Then we can ex-
tract ¥, p1,”, 7y, where z; =5 (h1)"1 (hg)Pl and ug = —N
(hl)o‘ﬁ(hg)”’, and moreover, s; = ez +«a” and §; = éz +
a”. Also, we can extract z4,ps,0”,v, where zp =g
(hl)m2 (h2)P2 and vy =5 (h1) H(hg)”, and moreover, t; =
exy +6" and t; = éx) +6”. Finally, we can extract

AE, but AE JAT; or

8 The size of this set depends on xg.

xY, ps, 0", 7, where z3 = (hl)”g (h2)P4 and vs = (hl) !

(h2)7, and moreover, t5 = exy + 0" and t5 = éx + a”
Slmllar to the soundness proof of Lemma 1, we can ex-

tract z1, T2, o, § € Z, satisfying the following equations:

51 =qex +a 31 =q¢ éx1 +
ti=qexa+6 t =, éxa +0.
Also similar to the soundness proof of Lemma 1, we
can extract =, 2, 25, o/, ¢, o’ € Zy satisfying
s1=nex)+o
t1 =N exh+
ts =n exs+o’

=N éxl +ao
t1 =N 6:172 + 4
t5 =N ew3 + 0’
where s1, §1, t1, i € Zq3 and t5, 5 € Zq7.
Now, since w & L, either (2} & [—¢>,¢%]) V (2] %4

Il) or (/5227,2 € [7(137(13]7'%:/3 € [7q77q7] : (Dsk(mZ) =
(Dsk(m3))2) + (Dsk(ma)) w5 + q23) A (25 =4 22))-
First assume (2} € [—¢3,¢%]) V (¢} #, z1). By the

same reasoning as in the proof of Lemma 1, we get a con-

tradiction.
So instead assume that ( Az} € [—¢° ¢%], 24 € [—¢7,¢"] :
(D (1) = (Do (1m3)) 2 + (Dt (ma))h + 424) A (2 =
x2)). By the same reasoning as in the proof of Lemma 1,
we get that zf =, z1 and 2§ =, z9, as well as zf =n xl,
xh =n b, and z¥ =n 5. Also we get that z},zf €

[—¢®,¢%] and x4 € [—¢7, "] (using the fact that N > ¢°).

S1 &qu
s & 1%,
S3 %qu,]v
P1 <—Zq]\7

21+ (h2)”* mod N

e Zq

uy < (w1)"“c™ mod p
ug < (my1)~¢(g")% (s2) mOd(NI)Q
us + (21)¢(h1)** (h2)*3 mod N

A
hash’(c, w1, d, wa, m1, ma, 21, U1, U2, U3, 22, 23, Y, V1, V2, V3, Uy, U5 ) <— €

!
IT —<21, 22, 23,Y, €, 81, S2, 837t17t27t37t47t57t6>

t1 &qu

ts & 73,
R

t4 :Zq3]\'f

p2 :Zq]\?

pP3 <_Zq
R

pa <Lyt

&7,

t5 (EZQ7
R

tg(qu”\?

22+ (h2)”2 mod N

y<—dP3 mod p

vy~ ¢dir T2 mod p

v < (w2)*1d*2 mod p

vg 4= (m2) ¢ (m3)*t (ma)"1 g% (t3)N
mod N2

Vg (ZQ)_e(h1)t1 (hg)t4 mod N

23+ (h2)P4 mod N

5 (23)7¢(h1)* (h2)' mod N

Fig. 7. Simulator for IT’
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Consequently, again as in the proof of Lemma 1, ) =,
Ty, Th =472, and z§ =, x3. Thus 2} € [—¢3,¢3], 24 €
[—¢",¢"], and =4 =, zo, which contradicts our
assumption.

Zero-knowledge: We construct a simulator Sim that
takes a string <c, w1, d, ws, m1, Mo, M3, Myg>, where
¢,w1,d, wy € Z; are of order g, m; € ZE"N/)Q, and ms, ms,
my € L35, and outputs a valid proof, using the standard
technique of “backpatching” random oracle queries. The
simulator operates as in Fig. 7. From inspection, the proof
IT is valid (i.e., it verifies).

It is trivial to see that with overwhelming probabil-
ity this backpatching is consistent, i.e., the random oracle
has not been previously queried on the input for which
we are backpatching. If the backpatching is inconsistent,
we abort. If we only consider the random value y, we see
that backpatching can be inconsistent with probability at
most n.,/q. Also, the probability of any values s1,t1 €
[42,¢® — ¢?] is the same for the real protocol and simu-
lator, the probability of any values s3,t4 € [q2]\7 , q3]\7 —
N ] is the same for the real protocol and simulator, the
probability of any value t5 € [¢%, ¢” — ¢%] is the same for
the real protocol and simulator, the probability of any
value tg € [qGN , q7N — q6]\7 ] is the same for the real pro-
tocol and simulator, and the probability of any values for
So,t2,t3 is the same for the real protocol and the simu-
lator. Thus in total the distinguishing probability is at
most

2¢> 202N  2¢5 2¢5N
200 5 200N 20" 20
q q ¢N q q'N
TO 12 —
= o 22 < (e +12)27 7
q q

The bound in the lemma comes from the fact that this
simulator is called ny, times.
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Appendix : Initialization protocol

The requirements of the initialization protocol for our S-
DSA system are described in properties I1-13 of Sect. 4.1.
As mentioned there, a trusted third party can be used
to achieve these initialization properties in a straight-

forward way, though we would prefer to achieve 11-13
without relying on a trusted party. In this section we
describe such an initialization protocol for the S-DSA
system that runs between alice and bob. We require that
this initialization protocol be run before any S-DSA
signature sessions and that it be run sequentially. (Natu-
rally, after the initialization, signature sessions may still
be run concurrently.)

A.1 Definitions

The only additional definition that we require to present
our protocol is that of a zero-knowledge proof of
knowledge.

— Zero-knowledge proofs of knowledge: A zero-
knowledge proof of knowledge system (ZKPK sys-
tem) U for an NP language Lg, with witness rela-
tion R, is a tuple (P,V), where P and V are proba-
bilistic polynomial-time interactive Turing machines,
satisfying
1. Completeness: For all w € Ly, (P, V)(w) is an

accepting transcript for V.

2. Soundness: There is a function KERR(k,?)
(knowledge error), a polynomial Ty (k), and
a probabilistic polynomial-time oracle machine
X (knowledge extractor) such that the follow-
ing holds: For all w € L with |w| = &, and any
interactive machine P’ running in time ¢t with
success probability e(w) on input w, the ma-
chine X, having rewindable black-box access
to P’, outputs some witness v for w within an
expected number of steps bounded by

Tx(li)
e(w) — KERR(|w]|)

3. Black-box zero-knowledge: There is a function
SIMERR(k, t) (simulation error) and a proba-
bilistic expected® polynomial-time oracle ma-
chine Sim such that for every input w € Lg
with |w| = k, every probabilistic interactive
machine V' that runs in time ¢, every auxiliary
input y and random input r to V', and every
probabilistic polynomial-time oracle machine
Dist (the “distinguisher”) such that Dist".r (®)
runs in time ¢:

Pr (Dist"sr ) (P, V), ()
—Pr (Dist"évr(“’)(Simv@vr(w)(w)))

< SIMERR(k, t).

9 We could require strict polynomial time, but it is sufficient
for our purposes, and, moreover, the protocol of Poupard and
Stern [46] is only proven secure under the weaker definition of
expected polynomial time.
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alice
(pk, sk) < Ge(1%)

pk

bob

115, = zkpk [sk : M (pk, sk) = 1]

pk’

(pk', sk') < Gg(17)

I, = zkpk [sk' : M (pk', sk’) = 1]

R
1 %Zq
Oé(*Epk(ftl)
«
X9 &Zq
B(—Epk/ (332)
B
y1 < g*! mod p
Imel-¢* ¢ y= g"}
II; «zk ’ P
1 ZKp |: A Dsk(a) =7
<y17 H1>
abort if (Verifier(II;) = 0)
Y2 < 972 mod p
el ya=pg"
IIs < zk ’ p
2 p{ A Dy (B) =1
publish (y1)*2 mod p
<y2, H2>

abort if (Verifier(IIy) = 0)
publish (y2)** mod p

Fig. 8. S-DSA initialization protocol

In other words, the transcript of (P,V, .)(w)
can be distinguishied from that of Sim"v.r(*) (w)
with probability at most SIMERR(k,t), even
when the distinguisher is allowed black-box ac-
cess to the machine V; .(w).

We denote a zero-knowledge proof of knowledge of a value
w satisfying a predicate P (i.e., that w is in the language
of elements satisfying P) by zkpk [w : P].

A.2 Protocol

The protocol for performing initialization, achieving
properties 11, 12, and I3 from Sect. 4.1, is shown in Fig. 8.
This protocol takes public DSA parameters <g, p, ¢> as
input and produces public values y, y1, and ys, with x
shared between alice and bob as stated in I2. Though
the value y is not mentioned explicitly in Fig. 8, it is
taken as the value published by alice and bob (assum-
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ing they publish the same value) when each completes
the protocol. The protocol is initiated by alice, who
generates an encryption key pair (pk, sk) and proves
knowledge of sk using proof Il;;. Then bob generates
an encryption key pair (pk’, sk’) and proves knowledge
of sk’ using proof II, . Next, alice generates her se-
cret 1 and an encryption « of x1, and sends a to bob.
Analogously, bob generates his secret xo and an encryp-
tion B of xo, and sends 3 to alice. Finally, alice gen-
erates y1 =, ¢°1 and a proof II; that o encrypts the
discrete log of y;, and sends y; and II; to bob. Anal-
ogously, bob generates y» =, g*2 and a proof Il; that
[ encrypts the discrete log of y and sends y» and Il
to alice.

The protocol of Fig. 8 employs interactive zero-know-
ledge proofs of knowledge (IIs; and Il;) and nonin-
teractive zero-knowledge proofs of consistency (II; and
II). These proofs are dependent on the form of sk and
sk’. If we adopt the Paillier cryptosystem as in Sect. 6,
and so pk = <N, g>, alice can prove that N = PQ for
primes P and @ by first proving in zero-knowledge that
there are primes P,Q and values r,s such that N =
PrQ* (e.g., using [21], [48], or [25]), and then proving
that ged(N, A(N)) =1 (e.g., using [5] or [25]). Note that
ged(N, A(N)) = 1 implies that r = s = 1. In addition, any
proof obligations regarding g can be discharged if g is
simply set to ¢ = N + 1. Thus, it is not difficult for alice
to give a zero-knowledge proof that pk = <N, g> is well
formed. Finally, alice can prove knowledge of P and @
using either the protocol of [47] or the more efficient pro-
tocol of [46]. The proofs IT; and II; can be implemented
using straightforward adaptations of the techniques in
proofs IT and IT' (Sect. 6) and are omitted.

We remind the reader that I, and I, are inter-
active proofs of knowledge. By making these interactive
(instead of using random oracles to make them noninter-
active), we force each party to fix a public key before com-
pleting the proof. This facilitates our security simulation
(Sect. A.3) by allowing extraction of secret keys for public
keys generated according to the correct distribution. The
black-box zero-knowledge property of these proofs also
facilitates our simulation, as it implies that the simulator
for alice (resp. bob) could effectively replace alice (resp.

bob) in the actual protocol, when running against a given
bob-compromising (resp. alice-compromising) adversary.

A.3 Simulatability

For our initialization protocol to be secure, we show that
there is an expected polynomial-time simulator!® for the
uncompromised party that takes a DSA key y and pub-
lic key pk* for the encryption scheme £ as input such that
the following properties hold:

S1.The adversary cannot distinguish the real protocol
from the simulated protocol when a random DSA key
and a random public key from £ are input to the sim-
ulator.

S2.1f the simulated protocol completes successfully, then

(a) The public key produced by the protocol is y;

(b) The public key of the uncorrupted party is set

to pk*; and

(c) The simulator outputs the secret DSA share

of the compromised party and the secret key
of the encryption scheme of the compromised
party.

If the initialization protocol is secure in this sense, i.e.,
there is a simulator with properties S1 and S2, then we
can replace the trusted initialization with this initializa-
tion protocol. The probability with which the simulator
fails to achieve S1 and S2 augments the failure probabil-
ity of the composite simulation for the resulting signature
protocol as an additive term. To state this property care-
fully, we would also need to change the definition of se-
curity for signature schemes (and encryption schemes for
bob-compromising adversaries) to consider forgers (at-
tackers) that run in expected time ¢, rather than strict
time ¢.

The simulator for alice plays the part of alice in the
real initialization, except that it performs the operations
in Fig. 9. The simulator for bob plays the part of bob in
the real initialization, except that it performs the opera-
tions in Fig. 10.

10" This simulator has the ability to “rewind” the adversary, since
we assume that initialization is performed sequentially.

Set pk < pk*.

Set a <+ Epi(0).
Decrypt 3 to obtain zs.
Halt if Il is a fraudulent proof.

Set y1 < y(“)_1 mod p.

Publish y.
Output z2 and sk’.

Simulate IT,; and halt if the simulation fails.
Extract sk’ using the extractor for II,; and halt if extraction fails.

Simulate IT; and halt if the simulation fails.

Fig. 9. Simulator for alice initialization
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Set pk’ < pk*.

Decrypt « to obtain x;.
Set 6 — Epk‘/ (0)
Set o <—y(11)71.

Publish y.
Output x; and sk.

Extract sk using the extractor for IIz; and halt if extraction fails.

Simulate IT,;, and halt if the simulation fails.

Simulate II5 and halt if the simulation fails.

Fig. 10. Simulator for bob initialization

Property S2 stated above is obviously satisfied by
these simulators. Finally, we must prove that property S1
holds.

Lemma 3. Consider a bob-compromising adversary that
runs in time t and completes the initialization protocol
with probability e > 2KERRn_,, (k',t) + SIMERR,, (K', ?).
Then the simulator for alice initialization runs in expected
time O(Tx (K') +texp) and can be distinguished from the
real initialization protocol with probability at most

SIMERR, (K, t) + SERRI1, (K, t, Ghashyy,, )

+ SIMERR1L, (K, Ghashyy, > 1) + AdVE, . ().

Proof sketch: Let I be the alice initialization protocol.
As in our proofs for S-DSA, the idea behind the proof
is to construct a series of alice simulators I, I, ... re-
lated to Ip and such that we eventually come to an I;
that is perfectly indistinguishable from the alice simula-
tor of Fig. 9. At each step, we relate the probability of
the bob-compromising adversary distinguishing I; from
I 11 to the simulation or soundness errors of some zero-
knowledge proof or to the probability of breaking the
encryption scheme.

1. Let I; be like Iy, except that I sets pk < pk* and sim-
ulates Ilg,. Then I can be distinguished from Iy with
probability at most SIMERR1,, (', 1).

2. Let Iy be like I, except that if Il succeeds, Iy
extracts sk’ using the extractor for Il . Since the
adversary completes initialization in I; with proba-
bility at least € — SIMERRyy,, > 2KERRHSk,(/€', t), and
so succeeds in generating I, with some probabil-
ity € > € — SIMERRqy,, , this extraction adds expected
time at most

/ T. (Iﬁ:') , T (Ii’) ,
€ (dKE;RHSk/(H/,t)) SG < 5/2 )ZQT/Y(,‘Q)

to the simulation.

3. Let I3 be like I, except that I3 decrypts (8 to ob-
tain zo and halts if II5 is a fraudulent proof. Then I3
can be distinguished from I, with probability at most
SERRi, (K, t, Ghashyy, ).

4. Let I, belike I3, except that I, simulates II; and halts
if the simulation fails. Then I, can be distinguished

from I3 with probability at most SIMERRi, (K,
Ghashyy 1)

5. Let ]%r) be like I, except that the simulator sets
a4 Epi(0). Then I5 can be distinguished from I, with
probability at most Adv, (t). To see this, take a pub-
lic key pk and a test oracle, use pk as the public key for
alice, and run I, except setting « to be the output of
the test oracle for pk with inputs z; and 0. Note that
this is equivalent to Iy when 7 is used, and I5 when 0
is used.

6. Let Ig be like I5, except that y is chosen randomly
from {g® mod p},ez,~ and y1 ey(m)_l mod p. Then
I is perfectly indistinguishable from I5.

Now Ig is perfectly indistinguishable from the simulator
for alice. 0

Lemma 4. Consider an alice-compromising adversary
that runs in time t and completes initialization with prob-
ability e > 2KERRy,, (k',t). Then the simulator for bob
initialization runs in expected time O(Tx (K') +texp) and
can be distinguished from the real initialization protocol
with probability at most

SIMERR(y ,, (K', 1) + SERR11, (K, t, Ghashy, )
—+ SIMERR]'IQ (’@ qhashH2 5 1) + Advffs,n(t)'

Proof sketch: Let I be the bob initialization protocol.
As in our previous proof, our approach is to construct
a series of bob simulator Iy, I, ... related to Iy and such
that we eventually come to an I; that is perfectly indis-
tinguishable from the bob simulator of Fig. 10. At each
step, we relate the probability of the alice-compromising
adversary distinguishing I; from I;; to the simulation or
soundness errors of some zero-knowledge proof or to the
probability of breaking the encryption scheme.

1. Let I be like Iy, except that if IT,; succeeds, the simu-
lator extracts sk using the extractor for Il,. Since the
adversary completes initialization in Iy with probabil-
ity e > 2KERRqy,, (', 1), and so succeeds in generating
I, with at least that probability, this extraction adds
expected time 2Ty (k) to the simulation.

2. Let I be the I; protocol, except that the simula-
tor sets pk’< pk* and simulates II;;,. Then I can
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be distinguished from I; with probability at most
SIMERR_,, (', ).

. Let I3 be the Iy protocol, except that the simula-
tor decrypts « using sk to obtain x; and halts if
II; is a fraudulent proof. Then I3 can be distin-
guished from I» with probability at most SERR, (k, ¢,
Qhashl—[1 )

. Let I, be the I3 protocol, except that the simulator
simulates IT5 and halts if the simulation fails. Then I,
can be distinguished from I3 with probability at most
SIMERRTT, (K, Ghashry, 1).

. Let I5 be the I, protocol, except that the simulator
sets 3 < E,(0). Then I5 can be distinguished from I,

with probability at most Advg  (t). To see this, take
a public key pk’ and a test oracle, use pk’ as the pub-
lic key for bob, and run I, except setting 8 to be the
output of the test oracle for pk’ with inputs x5 and 0.
Note that this is equivalent to Iy when x5 is used, and
I5 when 0 is used.

. Let Is be the I5 protocol, except that y is chosen

randomly from {g” mod p},cz,» at the start of the

protocol and yo <+ y(zl)_1 mod p. Then Ij is perfectly
indistinguishable from I5.

Now I is perfectly indistinguishable from the simulator
for bob. 0



