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Abstract

Traditional estate planning practices enable people to provide their
heirs access to the assets left behind but are often insufficient for the
transfer and management of online accounts. To understand how
estate planning practices could be improved, we conducted 21 semi-
structured interviews with older adults in the United States that
explored their practices, concerns, and needs regarding postmortem
online account access and management. We encountered few for-
malized digital estate planning practices; many participants use
their credential management practices—primarily pen-and-paper—
to provide postmortem account access. How participants envision
account transfer is motivated by trust in their current practices and
in their heirs, while concerns regarding technology hinder adop-
tion of new methods. Participants consistently prioritize accounts
with financial assets, and expectations surrounding postmortem
account management vary based on individual circumstances, with
the common goal of reducing burdens on executors and heirs. Our
results suggest the need for developing technical standardization
and expert guidance for digital estate planning.
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Human-centered computing — Human computer interaction
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1 Introduction

Closing out an estate and managing the affairs of a deceased indi-
vidual is often a complex and difficult process for inheritors and
executors, further complicated by the increasing importance of
assets, digital or otherwise, that are accessed through online ac-
counts. Without passwords or access to email accounts or phones
for password reset, many heirs are left without the ability to log
into those online accounts and access the assets, data, or memories
they contain [30, 51]. As stories of loved ones being locked out of
online accounts become more common, so too do articles and ad-
vice on how to conduct digital estate planning to reduce the burden
on heirs [5, 25, 30, 43, 51]. Many of these articles advise adopting
practices from traditional estate planning as well as using technical
features and tools, and are often directed towards general audiences.
Older adults are more likely to have engaged in estate planning
than younger adults but may be less equipped to use technical tools
that could help them more easily pass on their digital estates.

In this work, we examine older adults’ approaches to digital
estate planning. Digital estates encompass non-digital assets that
are accessible via online accounts, such as money or utilities, as
well as purely digital assets, i.e., “any object that has monetary
and/or sentimental value and exists only in electronic form,” such
as cryptocurrency wallets or photos [40].

Most existing research on the management and transfer of online
accounts after the death of the account holder explores digital legacy
(rather than the digital estate), examining specific digital platforms,
management or deletion of certain data, or expectations for the
use of data. Work in digital legacy tends to focus on digital data
and its sentimental and archival value [7, 9-11, 21, 47], or on how
existing or proposed tools can properly enable others to manage
those data after the passing of their owner [26, 32, 52]. However,
digital legacy research usually does not focus on bank accounts or
digital accounts that provide access to non-digital services.

We believe this is a critical gap in the literature. Indeed, the
various accounts in a digital estate serve vastly different purposes:
some accounts may be tied to significant financial assets, some may
be needed for authentication processes to provide access to other
resources, others contain irreplaceable memories, while still others
may have been abandoned by the account holder and no longer
have value. As a result, approaches to handling these accounts
vary greatly depending on the accounts or data at stake [26, 52].
Some people may want to allow heirs to take actions on or manage
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accounts (e.g., transferring or closing out financial accounts or
payments), while others may want to simply provide access to
account contents (e.g., photos, emails).

We investigate digital estate planning with a specific focus on
how older populations provide heirs and executors access to their
digital estates. Unlike most prior work, we focus on older adults,
who are more likely to have already prepared estate plans and
made arrangements for transfer of assets, digital or otherwise [57].
Scoping digital estate planning for older adults allows us to identify
specific needs and challenges this population faces, placing value on
more than the data contained in digital estates to understand how
digital estate planning can complement traditional estate planning.
We investigate existing practices for digital estates and where they
may fall short and fail to achieve desired outcomes.

We conducted 21 semi-structured interviews with adults age
60 or older in which we discussed their digital estates and digital-
estate-planning processes. Specifically, we explored the following
three research questions:

RQ1 What steps do older adults take so that heirs will have access
to their digital estates and what considerations underlie these
practices?

RQ2 What barriers are older adults encountering during digital
estate planning?

RQ3 What do older adults believe would be helpful in facilitating
digital estate planning?

Participants were motivated to conduct digital estate planning
to reduce the burden on their heirs and so that heirs had access
to assets with monetary and sentimental value. Although digital
estates were rarely formally discussed in estate planning, most
participants reported using ad-hoc practices to grant account ac-
cess to heirs, typically by directly sharing their passwords as an
extension of their everyday password-management practices (§4.3).
Most participants also assumed that their heirs would be able to
infer what accounts are important, even without providing explicit
instructions. All participants consistently viewed accounts with
financial assets as the most important to pass on, and had varying
preferences for other accounts, with most participants being less
concerned about passing on digital data stored in their accounts
(§4.2). Participants also mentioned a variety of barriers to managing
passwords and planning for postmortem account access, sometimes
exacerbated by struggles with technology (§4.4). Importantly, un-
like younger populations who may find estate planning daunting
and/or hold fewer financial assets but more digital data [26], older
adults evaluated their digital estates within the context of their
own existing estate planning, focusing more on accounts related
to financial assets and less on those with data as ones they cared
about passing down to heirs.

We propose approaches—and call for additional research—to
make digital estate planning easier for older adults and lessen the
burden on executors and heirs, drawing on parallels between digital
and traditional estate planning and on the tensions between needs
and current practices that emerged in our study (§5).

2 Related Work

As people increasingly use the Internet to access accounts and store
personal documents, photos, and communications, it is becoming
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necessary to extend (or modify) traditional estate management
practices for the digital realm. Here we review prior work on dig-
ital legacy that explores how people make decisions about what
happens to digital accounts and data after death. We also review
prior work on password sharing, a practice that may help facil-
itate digital estate planning. Finally, we review prior work that
explores older adults’ perspectives on digital legacy and online
account management.

2.1 Digital Legacy and Digital Death

Digital legacy, at a high level, revolves around “the movement of
data between the dead and the living, and the passing down of data
between the living” [10]. As people increasingly store important
information and assets digitally, new challenges to estate planning
for such data and assets have appeared [27], and research on the
topic has followed suit.

Much of the literature examines data management, what happens
to data after the death of the owner, and account owners’ wishes
regarding how data is handled [7, 9, 21, 35, 47]. Data management
research tends to primarily involve decisions about persistence
or deletion of data [7, 11, 19, 32, 34, 45]. More recent work has
examined planning for specific digital assets, such as cryptocur-
rencies [13]. The sheer number and complexity of accounts and
associated data often present challenges for those engaged in digital
legacy planning [11, 52]. Even though digital legacy encompasses a
variety of accounts and account types, related work so far has pri-
marily examined the management of data. However, some accounts
(such as online banking) do not contain data that is generally con-
sidered part of digital legacy and are often not examined in detail
in discussions of digital legacy, despite containing assets that are
part of a digital estate. We aim to fill this gap.

Beyond the first steps of inventorying accounts, other difficulties
arise in planning for what happens to data after death of the account
owner. These include privacy and security concerns, such as with
misuse of data or loss of control over identity representation, or
simply general discomfort with others accessing one’s data after
death [12, 20, 26, 56]. In particular, questions about the existence or
relevance of privacy rights for deceased individuals often arise [12,
23, 26]. Thus, due to the importance placed on data, privacy is often
one of the main considerations in digital legacy work.

Some platforms already have methods to designate someone to
manage the contents of an account after the owner’s death [16].
Even so, technical barriers also exist, with designees encounter-
ing difficulties with using digital legacy features [17]. Technical
tools and features may be misaligned with what users want or
expect them to do, and may not be available for all types of ac-
counts [17, 47]. Emotional and relational considerations also play
a role: the designation of different stewards or people to receive
the data or manage a digital legacy can be a difficult and emotion-
ally fraught decision [11, 52]. Even though older adults who have
engaged in end-of-life estate planning may be emotionally comfort-
able thinking about what should happen to their digital traces after
their death, technical barriers may make it challenging for them to
implement their plans [56]. Though we are interested in technical
tools and features, we also investigate current practices—whether
technical or not—that people use to manage their digital estates,
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including access to data contained in an account as well as the
ability to manage or take actions on the account itself.

Legal issues, such as terms of use that prohibit allowing oth-
ers to use one’s account credentials or transfer accounts, may
also pose barriers for planning for postmortem account manage-
ment [1, 23, 32, 42]. Legal ambiguities erect further barriers for
both those planning for digital legacy, as well as those working
in the field, such as estate planners [41]. In fact, from a survey of
estate practitioners, 39% would advise clients to share passwords
as a means to ensure access, while 35% did not feel that password
sharing was appropriate, often citing legal concerns [40]. Similarly,
press articles also hint at murky legality: One New York Times arti-
cle assumes that heirs had login information, but also notes that
allowing non-account holders to access accounts may violate terms
of service or be otherwise illegal [51]. Meanwhile, another New
York Times article points to the Revised Uniform Fiduciary Access
to Digital Assets Act (RUFADAA)—which gives executors legal au-
thority to obtain access for managing digital assets postmortem—as
the impetus for conducting digital estate planning [5, 22, 58].

Doyle and Brubaker conducted co-design sessions to understand
what types of approaches are effective in planning for end-of-life
data management [11]. They found that participants felt invento-
rying all accounts extremely difficult and burdensome, and that
planning approaches that focused on relational values and closely
facilitated by those running the workshop were much more help-
ful [11]. Indeed, trust and nature of personal relationships with
the deceased also often arise as major factors impacting how data
should be handled [7, 16, 17].

This line of work often examines preservation and data. In our
work, we broaden the scope beyond data and legacy, to the digital
estate: we examine the management of credentials as well as access
to accounts and their associated assets rather than just access to
account contents.

2.2 Password Sharing

Password sharing—whether through password managers, pen-and-
paper, or other means—is an important way of ensuring others have
access to online accounts, both before and after death. Passwords
are shared for both convenience and necessity, and sharing is partic-
ularly common for everyday devices and accounts used by multiple
people in a household [36, 49, 54, 55]. How people share accounts
varies depending on how close those sharing the account are, and
can evolve and change as that relationship changes [31, 46, 49].
While common, password sharing raises security concerns, par-
ticularly around password reuse [44]. Password managers are also
often recommended as secure options, but non-expert users may
not use them effectively [8, 50], be unfamiliar with them, or be
uncertain of their security and trustworthiness [3, 8, 28]. Ray et al.
found that older adults were particularly distrustful of security (and
particularly cloud storage) for password managers, but advocates
such as family members can help encourage adoption [53].
Account management and credential sharing methods for digital
legacy include using cloud computing, password managers, or elec-
tronic data safes [26, 32, 52]. However, shared or joint accounts may
present unique challenges for digital legacy, and the assumption
that each account is only used by a unique user poses problems
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for shared accounts [1, 55]. Considerations for password sharing or
password management also differ between young and older adults,
with older adults more interested in sharing passwords for emer-
gency, rather than ordinary, situations [53, 59]. However, password
sharing remains a common practice, and we investigate it in the
specific circumstance of postmortem online account management
rather than for simultaneous account access.

2.3 Older Adults

Management of online accounts and assets for older adults may pose
unique challenges, such as due to cognitive decline or changes in
ability [15, 37]. Older adults sometimes have different perspectives
and preferences for online accounts and account management than
younger adults, and can face challenges due to perceived lower
technical knowledge [15, 59, 60]. This suggests that older adults
may face specific security, privacy, and password management
concerns that can benefit from more tailored interventions.

Our work investigates the considerations, practices, and chal-
lenges of older adults in sharing credentials to allow their heirs
access to digital estates after death. Prior work on digital legacy
often recruited participants already familiar with digital legacy sys-
tems, who have technical training, or who are younger [11, 26, 52].
While some works have aimed to capture perspectives across age
groups, including of older adults, they focus on expectations and val-
ues regarding data and digital representation after death [9, 56]. To
our knowledge, we are the first to investigate the specific needs of
older adults in digital estate planning, who—compared to younger
populations—may have more financial assets that they have con-
sidered as part of their estate planning, while having fewer digital
traces and thus place less value on data and digital legacy.

3 Methods

In this section, we discuss our recruitment methods, sample, study
materials, as well as our coding process.

3.1 Recruitment and Sample

We recruited participants aged 60 years old and over, fluent in
English, located in the U.S., and who had at least one online account.
We chose 60 years as the lower age bound (there was no upper
bound) as we expected participants in this group to have both
considered their own assets and estates (whether digital or not),
and to have had experience dealing with estates of others, e.g.,
their parents. However, having conducted estate planning was not
a requirement to participate in the study.

We recruited through snowball sampling via email, starting with
potential participants and those within the authors’ networks who
could refer potential participants. We complemented our snowball
sample by putting up posters in various locations in a mid-sized
city in the United States (Pittsburgh, PA) as well as on social media
and mailing lists for older adults. Potential participants filled out an
online survey that collected basic demographic information, total
net worth, whether they had a will, and information about their
online accounts. The survey concluded by asking respondents to
enter an email address at which they would like to be contacted if
they were interested in participating in an interview. The full text of
the survey can be found in Appendix A. We received 63 responses
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Table 1: Participant demographics for the interest survey and
interviews.

Interest Survey Interview

Num. % Num. %
Gender
Female 30 54.55 11 52.38
Male 25 45.45 10 47.62
Age
60 — 69 32 58.18 8 38.10
70 - 79 11 20.00 4 19.05
80 — 89 11 20.00 8 38.10
90 - 99 1 1.82 1 4.76
Race
White 37 67.27 18 85.71
Black or African-American 17 30.91 3 14.29
Asian 1 1.82 0 -
Net Worth
Less than $100K 2 3.64 0 -
$100K - $1M 12 21.82 7 33.33
$1M - $5M 23 41.82 10 47.62
$5M - $30M 7 12.73 1 476
$30M or more 9 16.36 2 952
Prefer not to say 2 3.64 1 476

to our interest survey. We excluded eight responses with duplicate
email addresses, leaving 55 valid responses. We emailed interview
invitations to 32 respondents, stratified for diversity in gender, age,
race, and net worth. We conducted 21 total interviews. We provide
demographic details of participants in Table 1.

As our study targeted older adults and addressed topics involving
financial accounts, some potential participants were concerned our
recruiting message might be a scam, and a few reached out directly
to the project supervisors to confirm the study was legitimate.
In subsequent recruitment rounds, we modified the recruitment
material to provide the institutional email addresses of the project
supervisors and encouraged potential participants to reach out for
confirmation.

3.2 Interviews

We conducted 21 semi-structured interviews between March and
September 2025, all over Zoom. The interviews ranged between 59
and 105 minutes long, and took 82 minutes on average. Prior to re-
cruitment, we conducted four pilot interviews and used participant
responses and feedback to iterate on and improve our interview
script. The script can be found in Appendix B.

All interviews except one (conducted by a single author) were
conducted with one author as the primary interviewer and another
author taking notes and asking additional questions when relevant.

The first part of the interview asked about participants’ general
experience with estate planning, wills, and online accounts. This
included understanding what plans participants have for manage-
ment of their online accounts (e.g., email, online banking, social
media, etc.), the specific online accounts they are most concerned

Tang et al.

about providing postmortem access to, and their current approaches
to postmortem account access.

The second part of the interview asked participants’ opinions
about three potential means of providing inheritors with access to
online accounts or their contents after death or incapacitation:

(1) Account Sharing. Some people provide account access to
inheritors by sharing their password with them. Others set
up family or joint accounts in which each partner or family
member uses a separate username and password to access the
account. We asked participants about their account sharing
practices and their opinions on such methods in the context
of postmortem account access.

(2) Legacy Features. Some platforms provide built-in legacy

features—such as Google’s Inactive Account Manager, Ap-

ple’s Legacy Contact feature, or Facebook’s Memorialization
feature—that grant inheritors the ability to manage inac-

tive online accounts or receive the data within [4, 18, 39].

We introduced legacy features to participants before asking

whether they had used or would use these methods for post-

mortem account access, and their experiences or opinions
on doing so.

Password Managers. Password managers can generate,

store, and automatically fill in passwords. Some password

managers are built into browsers and operating systems,
while others are third-party software. We gave a brief expla-
nation of password managers and asked participants for their
feelings regarding using password managers specifically as
a means of postmortem account access.

—
w
=

For each of the above, we followed up with questions about
what potential advantages or barriers participants think might arise
in using each method for managing postmortem online account
sharing. We drew the broad categories of barriers (technical, legal,
emotional, security, and privacy) from prior work that investigated
digital legacy (See §2.1).

We concluded each interview with a debrief to address any ques-
tions and provide information and links to any tools that partici-
pants wanted more information on. Participants were compensated
with a $30 gift card.

Following an accepted practice in our field (for example, in [24,
29]), instead of identifying participants with numbers (e.g., P1),
we use pseudonyms “to protect participants’ identities and main-
tain confidentiality, while at the same time emphasizing that study
participants are individuals, with unique voices and experiences,
with whom readers can connect on a personal level” [33]. The
pseudonyms we used were drawn from a list of the most popu-
lar male and female names in the United States in the 1940s. We
sorted these names alphabetically by gender and assigned them to
participants according to their gender identity [2].

3.3 Analysis

Following methods and guidance from prior work, two authors con-
ducted a thematic analysis of the interview transcripts [6, 38, 48].
First, one author developed an initial codebook through inductive
coding of a single interview. Using this preliminary codebook, both
authors coded a second interview together to build familiarity with
the codes and to expand the codebook as new themes emerged.
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Next, the two authors independently coded three additional in-
terviews using the updated codebook, adding new codes when
additional themes appeared. They subsequently met to review all
codes and resolved disagreements through discussion, either by
merging semantically similar codes or incorporating newly iden-
tified ones. Using the reconciled codebook, the authors reached
agreement (Cohen’s k = 0.75) on the three independently coded
interviews. The final codebook (see Appendix C) was then applied
to the remaining sixteen interviews, with one author coding five
transcripts and the other coding eleven. All thematic analysis were
performed using MAXQDA.!

3.4 Ethical Considerations

Our study was approved by our institutional review board (IRB). At
the beginning of the interest survey, we presented participants with
a consent form in which we introduced the full study procedure,
risks and benefits, compensation, as well as how we store and pro-
tect participant data. Participants could only proceed to the interest
survey after consenting. We began the interviews by obtaining par-
ticipants’ consent, including having their voice and video (for those
who turned on their webcam) recorded. Participants were free to
terminate the interview at any time. All interviews were recorded
via Zoom and stored in our password-protected institutional Zoom
accounts. As described in Section 3.2, we replaced all participant
names with pseudonyms before data analysis.

4 Results

We found that participants’ approaches to digital estate planning
were generally ad-hoc and informal, but followed similar consid-
erations as in traditional estate planning. In this section, we start
with a brief overview of participant demographics (§4.1). We then
organize our results around the themes derived from our interviews,
specifically motivations, priorities, and expectations for digital es-
tate planning (§4.2); continuation of premortem practices for post-
mortem management (§4.3); preference for familiar non-technical
approaches (§4.4); and desire for features, tools, and guidance to
make digital estate planning easier (§4.5).

4.1 Participant Demographics

We interviewed 21 people: eleven female and ten male participants
between 60 and 91 years of age. Participants’ self-reported net
worth ranged from US $100K to over US $30 million. Detailed de-
mographics of participants for both the interest survey and the
interview are in Table 1. Pseudonyms of interview participants
with demographics can be found in Table 2.

In the interviews, all participants stated they have financial (e.g.,
banking, investment) and email accounts, almost all participants
have social media, and most participants pay bills (e.g., utilities,
phone) online and have travel-rewards accounts and online-storage
accounts. Table 3 in Appendix C provides a detailed breakdown per
account type.2

!https://www.maxqda.com/

2The self-reported account ownership information from the screening survey some-
times contradicts interview responses, e.g., two participants did not select “email” in the
survey, despite all participants having email accounts through which they scheduled
interviews.
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Table 2: Interview participants’ pseudonyms and demograph-
ics.

Name Age Gender Race  Net Worth (USD)

Alice 80 Female White $1M - $5M
Arthur 67 Male White $100K - $1M
Barbara 65 Female White $1M - $5M
Bruce 78 Male White $1M - $5M
Carol 82 Female White $1M - $5M

Charles 77 Male
David 85 Male
Donna 84 Female
Edward 80 Male
Elizabeth 79 Female
Frances 80 Female
Frank 68 Male

White $1M - $5M
White $1M - $5M
White $30M or more
White $1M - $5M
White $1M - $5M
White $100K - $1M
White $100K - $1M

Gary 65 Male Black  $1M - $5M
Gloria 83 Female White $1M - $5M
Harold 62 Male Black $100K - $1M
Helen 84 Female White $100K - $1M
Irene 67 Female White $100K - $1M
Karen 61 Female Black $30M or more
Larry 91 Male White Prefer not to say
Linda 70 Female White $100K - $1M

Michael 60 Male White $5M - $30M

4.2 Motivations, Priorities, and Expectations for
Digital Estate Planning

We found that participants’ motivations, priorities, and expecta-
tions for digital estate planning were often similar to those they
had for traditional estate planning. Specifically, the main motiva-
tions underpinning digital estate planning were providing access
to important assets—data or otherwise—and easing the burden on
heirs. The financial or sentimental value of accounts in the digi-
tal estate influenced the prioritization of which accounts to pass
on, similar to considerations in traditional estate planning, which
focuses primarily on financial assets or valuable goods.

However, participants generally expected that providing account
credentials would be sufficient to pass on online accounts to heirs—
similar to designating inheritors in traditional estate planning—and
did not consider other intricacies of access relevant to digital estates,
such as two-factor authentication (2FA). Participants also expected
heirs to intuitively understand which accounts were relevant to
handle postmortem, even without explicit instruction.

4.2.1  Account prioritization. Though the interviewer asked par-
ticipants about all accounts they reported in the interest survey,
all participants tended to focus on accounts with financial assets
and consistently identified financial accounts as the most impor-
tant for postmortem sharing. One participant, Bruce, said “Outside
of my financial accounts. I really don’t care” Participants rarely
distinguished between providing access to manage accounts (for
example, to close them) and providing access to the contents of the
account. In most cases, participants’ views on postmortem sharing
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of non-financial accounts varied based on the monetary value, sen-
timental value, and practical value and initially primarily focused
on the data in accounts.

Financial accounts are most important. All participants said they
already had or were in the process of including accounts that con-
tain monetary assets (e.g., banking, stocks, pensions, etc.) in their
wills and estates. About half of participants expressed trust that the
legal process of closing out an estate would allow their beneficiaries
to access the contents of their financial accounts through the insti-
tutions (such as banks) that manage these accounts. However, some
participants raised concerns that the bureaucratic process would
take a long time, and wanted their heirs to be able to access these
accounts immediately if necessary, for example to cover medical
or funeral costs. In such cases, providing login information was
seen as a benefit for the timely management of and access to the
contents of such accounts.

Unlike traditional financial assets, cryptocurrencies are purely
digital assets, tied to credentials rather than the identity of the
account holder, with no alternative access methods to the stored
value. Three participants had cryptocurrency holdings, and none
had planned for postmortem transfer of those assets, which is in
line with prior work finding that most cryptocurrency users had not
planned for transfer of wallets after death [13]. These participants
were unconcerned because they did not have what they deemed to
be significant monetary assets in cryptocurrency accounts.

Some accounts need timely management. In addition to accounts
with access to financial assets, participants also mentioned the need
for timely management of accounts with their credit cards linked,
such as shopping accounts, and accounts that have automatic with-
drawals, such as auto-paid utility bills or entertainment subscrip-
tions. Most participants had initially only considered the data con-
tained in these accounts (e.g., bill history, order history)—which
would not be considered relevant for traditional estate planning—
and dismissed them as unimportant. No participants felt that en-
tertainment accounts were important to pass to heirs, but a few
mentioned that it was important to stop the recurring payments.
Thus, the importance was not based on the contents of these ac-
counts, but rather on the management of these accounts and their
timely closure to prevent further charges or misuse of the linked
credit cards by unauthorized users. These financial considerations
raised new questions that some participants did not consider before
the interview and prompted participants to realize the importance
of timely management of online accounts with potential financial
implications.

Importance of rewards accounts depends on their holdings. Most
participants owned travel-rewards accounts, where reward points
can be redeemed for goods and services. Participants’ evaluations
of the importance of such accounts varied depending on their hold-
ings. For example, Barbara expressed wanting her heirs to be able
to use her points to book travel. In contrast, some participants
were less concerned about postmortem sharing of travel-rewards
accounts due to there being few accumulated points in those ac-
counts. In some cases, participants were unsure whether points
could be transferred. In such cases, it was seen as useful to provide
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account credentials for heirs to access and use the points rather
than determining a method of transferring these points.

Accounts with practical value are often overlooked. Credentials
to emails, phones, and device accounts that could help heirs pass
two-factor authentication (2FA) hold practical value during the
digital estate management process, but some participants initially
overlooked them due to focusing on the data (or absence thereof)
in those accounts and the lack of tangible assets directly controlled
by those accounts. For example, email accounts can be used to re-
ceive important notices, provide two-factor authentication, or even
as a recovery mechanism to gain access to other accounts. When
reflecting beyond content in these accounts, participants noted the
importance of emails as a keystone account for digital estate man-
agement. While one participant noted that important documents
were stored in their email accounts, and therefore wanted their
heirs to have access to their email, most other participants did not
find the contents of email important to pass on, but rather wanted
to provide access to email accounts for the purpose of allowing the
management of other accounts tied to those email addresses. In-
deed, even though Irene noted that “The last ones [to close] would
have to be email because they’re gonna need access to my email
to get everything else closed out,” she also remarked, “There’s no
need to even share the content with anybody, because it’s gonna
be meaningless to my siblings.”

During interviews, about half of participants reflected upon the
complex ways in which different accounts and verification methods
interacted with and depended upon each other. In particular, while
almost all participants had accounts that used 2FA, many had not
explicitly thought about 2FA when planning on transferring account
access. The 2FA devices mentioned were either phone or email,
and most participants were confident that heirs could access these
authentication methods.

2FA was necessary for accounts that participants deemed important—

such as banking accounts—prompting participants to raise concerns
about 2FA preventing their heirs from accessing these accounts.
David, for example, noted that phone bills would have to be re-
moved last so that 2FA would continue working until that point
and that explicit instructions may be needed so that heirs are aware
of the dependencies.

I'll make [a] note in my little listings of things. Should
verification be required...[it]...will come on my cell
phone, so...don’t close out the cell phones for a while.
-David

When reflecting on 2FA, participants brought up other creden-
tials, such as phone passcodes or laptop passwords as important
for heirs to be able to manage their online accounts. Some also
noted that the credentials to access physical devices (such as phone
or laptop passcodes) were already in their records of credentials,
while others realized that they needed to explicitly provide this
information. Even though some participants used biometrics (such
as Face ID) to access certain accounts on their devices, they were
confident heirs would be able to obtain access through fallbacks,
such as using phone passcodes.

Medical and health-related accounts were also seen to hold prac-
tical value. Health and insurance portals allow heirs to pay medical
bills and access family medical history. Participants wanted heirs to
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have access so medical bills can be paid. One participant explicitly
stated wanting their family to know about their health history by
accessing such accounts.

Varying opinions on how to handle accounts that carry sentimen-
tal value. Some participants mentioned that accounts (e.g., social
media, online photo storage) could have sentimental value for heirs.
However, most participants stated providing their heirs access to
social media accounts was not important as they rarely posted on
those platforms. Even so, some discussed social media account dele-
tion, memorialization, and legacy features, mostly in the context
of how they felt seeing social media posts about their deceased
friends’ birthdays.

It’s there, and every time her birthday comes around,
people are posting on her page, and ... I know they all
know she’s deceased. But so yeah, kind of macabre at
that point. —Irene

After discussing these notifications and persistence of social media
accounts of deceased friends, some participants expressed more
interest in having heirs manage these accounts, though most re-
mained unconcerned about passing on the contents of those ac-
counts.

Most participants used online storage, but were divided on the
importance of passing on such accounts. Some participants stated
their heirs already had access to photos in the cloud, or that they
sent photos to their families on a regular basis. These participants
did not feel the need to provide postmortem access to heirs for
online storage accounts, as the most important memories were
already shared.

They have the pictures and things that I've shared
with them. ... [for pictures on iPad], they can just look
and then delete. -Linda

Privacy did not come up as a reason for not providing access
to online storage accounts. Instead, the reasons include personal
preference, beliefs that the data would not be of interest to heirs,
or a desire to reduce the burden and information heirs would have
to sort through.

Other participants wanted to share the stored memories, and
about half of the participants wanted to have granular control over
what is shared in these accounts, passing down photos of family and
fond memories, without sharing mundane content such as Helen’s
“close to a thousand screenshots that I...need to go in and clean out”

4.2.2  Assumptions about postmortem account management. About
half of participants did not create formal instructions for some or
all accounts, but assumed that heirs would figure it out, understand
their wishes, or intuitively know which accounts were important
to handle. Most participants stated that they had not thought much
about how heirs would handle their digital estates prior to the
interview. For example, Frank said “That’s up to my nephew, I
guess”. Similarly, Edward notes the lack of instruction for his digital
estate.

I assumed they would sit down with my list of ac-
counts ... and say, ..Don’t know why he had this one,
get rid of it... But it’s not a formal thing, it’s not some-
thing in my will, it’s not an agreement. —-Edward
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Participants also considered the personal traits of the executors.
For Irene, knowing that her family members are tech-savvy pro-
vided some comfort that her accounts would be properly handled.
However, Frances noted that her family members are disorganized
and reflected on the need to provide more explicit instructions on
how to handle accounts. Beyond executors and heirs, some partici-
pants were confident that their executor would be able to rely on
their attorney, banker, or other professional for assistance either
for management of the accounts or access to their contents as they
would with traditional estate planning.

While a few participants had general concerns about privacy
of their online accounts with respect to the general public, no
participants had concerns related to allowing heirs and executors to
access their accounts after their passing, stating they have nothing
to hide from their family.

After I'm dead, then there should be no limitations to
how much they’re able to have access. -Gary

4.2.3 Easing the burden on executors and inheritors underpins moti-
vation for digital estate planning. Steps that participants had taken
or were thinking of taking to make it easier for their executors to
manage their digital estate included: providing explicit instructions,
having discussions about their wishes and expectations, slowly
migrating and transferring control over accounts prior to death, re-
ducing the number of active accounts, and using automatic account-
closure features to minimize the number of accounts that need to
be manually handled.

A few participants shared stories from people they know who
faced difficulty accessing online accounts after the abrupt passing
of loved ones. Negative experiences motivated some participants to
reflect on the burden their own digital estate might impose on oth-
ers, while positive experiences with traditional estate management
similarly encouraged them to ensure that their heirs would receive
the same ease and clarity they themselves had benefited from.

She had everything lined up, and it was so simple
for my daughter, my sister, and I to close out her
estate. ... it was just so easy ... everything’s taken care
of... Considering what I have seen people go through
with their loved ones, and then contrasting it to the
situation with my mother, I thought, we’re gonna get
this as organized as we can. —Frances

Some participants said they did not want to burden their heirs
with accounts containing large volumes of data that might be time
consuming or overwhelming to sort through. This led participants
to state that they did not care what happened with those accounts
or to choose not to share some accounts.

I don’t want to have a burden on the kids that they
feel that they have a problem. If I destroy this picture
or something, you know, Mom or Dad would have
a problem with that. ... I don’t want to have them to
have to go through that decision process. —David

Some participants also reflected that even if some accounts were
missed, as long as the important (financial) accounts are properly
passed on, all would be well. This follows similar trends as in tradi-
tional estate planning, prioritizing providing heirs with access to
financial assets. The focus on accounts with financial value may
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also partially stem from a desire to minimize the number of ac-
counts the bereaved would have to manage, minimizing burden.
A few participants took a lighthearted approach, stating that they
would be dead, so what happens to those accounts would no longer
really matter to them personally.

It’s very tempting to try to manage things after you’re
gone, but I don’t think I believe in that. I think when-
ever I'm incapacitated or die, I'm sure they’ll do just
fine, and whatever they want to do is fine with me.
~Gloria

4.3 Extending Current Credential Management
Practices for Postmortem Account Sharing

Participants’ current practices related to planning for postmortem
account access were generally ad-hoc and informal, and were based
on the credential management practices that participants were al-
ready using, trusted, and found convenient. From here on, we will
mostly equate credentials to “passwords,” since passwords were
the most frequently mentioned type of credential, but the findings
may be extended to other credentials that can be passed down in
a similar manner as passwords (e.g., passcodes for phones). No
participants mentioned using passkeys or physical tokens for au-
thentication. Most participants reported that they have already
shared their account credentials with the inheritors they trust, both
to facilitate postmortem access and to allow for ongoing assistance
with account-management tasks. Despite participants’ general con-
fidence in their existing practices for managing their digital estate,
tensions between the desired outcomes and existing practices re-
main.

4.3.1 Premortem account sharing. Premortem sharing of account
access—either directly (e.g., sharing passwords, joint account own-
ership, giving power of attorney, providing remote access) or indi-
rectly (e.g., sharing the location of documents containing account
passwords)—was common. Most of the time, premortem sharing
was not expressly intended for postmortem account access, but
rather for convenience. Participants sometimes found online ac-
count management difficult, and shared account access so that heirs
could help manage certain aspects of online accounts. Nonetheless,
participants felt that existing premortem sharing practices can eas-
ily translate to postmortem account access and management. This
reduces burden both premortem on account holders for account
management, as well as postmortem on heirs, who already have
access to these accounts. Almost all participants engaged in pre-
mortem sharing and explicitly stated that they trusted their heirs
not to take inappropriate actions, even on sensitive accounts (e.g.,
financial, email).

4.3.2 Leveraging existing password-management practices for digital
estate planning. Beyond premortem sharing, participants reported
leveraging practices they already use to handle postmortem ac-
count access. All participants primarily used manual methods to
keep track of their online accounts: most participants used pen-and-
paper to manage their passwords and kept paper copies of their ac-
count information and passwords somewhere in their home. About
half had digital files of their passwords, with paper backups. Most

Tang et al.

participants also used password managers for some passwords—
sometimes without realizing—and said heirs could utilize the pass-
words stored on their devices or browsers to access their digital
accounts after their passing, but noted these records are incomplete.
A few participants expressed concerns about digital security and
said they never digitally save passwords to high-risk accounts (e.g.,
banking). These participants noted their heirs would need access to
their physical copy of passwords to gain access to those high-risk
accounts.

Participants preferred physical pen-and-paper systems for both
premortem and postmortem credential sharing because they felt
confidence in the security and in their understanding of the mech-
anism. Many expressed trust in the (physical) security of their
password-management practices, noting that if someone was able
to enter the space in which the passwords document was kept, it
was likely to be someone that they already trusted with that infor-
mation. A few participants mentioned that a physical copy of their
passwords was in a safe deposit box that heirs would have access
to after their death. Almost all participants felt that having access
to the existing paper document or digital file would be sufficient
for executors and heirs to access whichever accounts were neces-
sary, with or without explicit instruction. Many participants had
informed heirs of the location of these files.

While keeping all passwords in one place (e.g., notebook) that
heirs know about reduces the need to piece together account access
information, this practice also appears in tension with participants’
consideration of easing the burden on heirs during postmortem
digital estate planning (§ 4.2.3). Although a few participants said
that they marked accounts that needed the most attention (e.g.,
financial accounts)—and some stated they had few accounts and
so the burden on heirs should be low—the majority of participants
had not thought about how their existing practices could create
a burdensome postmortem management process, when files with
dozens or hundreds of account credentials are passed down.

4.3.3  Online accounts are often not part of formal processes. While
most participants had gone through estate planning processes, only
a few had formal provisions for online accounts, e.g., designating
them as part of a will or trust. Online accounts had generally not
been considered during the estate planning process when partic-
ipants initially discussed estate planning 8 to 30 years ago. Even
Carol, who updated her will in the last year, did not recall discussing
online accounts. As she noted, “The lawyer is probably pretty much
my age, or a little bit younger. ... We didn’t grow up with computers.
So it’s not in our thinking”

While estate planners may not routinely bring up online ac-
counts, some participants reported hearing about the need for plan-
ning around digital assets from friends or media articles. Michael
mentioned that the impetus for including online accounts was due
to hearing from friends who had included such information in their
estate plan. Charles encountered information online in a news arti-
cle that suggested creating a “big book” that included relevant legal
documents, as well as instructions for heirs, including for digital
assets [25]. The information regarding online accounts nonetheless
were not legally formalized, but were easily accessible for heirs.
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Even though postmortem account access considerations tend to
fall by the wayside in the formal estate planning process, partici-
pants nonetheless all had ad-hoc and informal means to ensure heirs
have access to those online accounts. These practices are based on
their existing credential-management practices, such as passing
down passwords or pointing heirs to the locations where account
credentials were stored.

4.4 Digital Estate Planning Barriers and the
Preference for Familiar Non-Technical
Approaches

Participants’ most prevalent concerns about postmortem account
access were those unique to digital estates, such as about password
management or about security and usability. Though most par-
ticipants thought technical tools such as password managers or
legacy features could be more convenient for managing their digital
estate, most still preferred approaches that they already used and
were familiar with, even if imperfect. Participants also mentioned
concerns around estate planning more generally, such as emotional
challenges. Meanwhile, only a few participants brought up privacy
or legality as potential concerns for digital estate planning.

4.4.1 Keeping records of accounts and passwords up to date and rele-
vant. Most participants found the ongoing management of accounts
and passwords tedious due to requirements to change passwords
periodically. Almost all participants expressed frustration about
keeping records of their passwords up to date. A few noted that
updating passwords written down on paper can be tedious and
messy, and that sometimes the documents would run out of space.
Other participants had a digital file of passwords, which may be
easier to update, but they still struggled with making sure that
executors knew where the most updated files are on a regular basis.
Carol explained, “I hadn’t even thought about giving [a password]
to the attorney mainly because it might change before I die, and it
would be the wrong one.”

Difficulties in keeping passwords lists up to date led a few par-
ticipants to adopt password managers. Other participants said they
much prefer to write passwords down on paper, in some cases due
to inaccurate perceptions that password managers are insecure [50].
Participants felt that being able to just share one password with
heirs was convenient, if all other passwords were automatically
kept up to date in the password manager, but security concerns
sometimes outweighed the perceived benefits of that convenience.

Some participants were reluctant to burden heirs with large
numbers of accounts, including many that they no longer used.
While most participants wanted to select which accounts or data
(e.g., photos) to share or transfer, the sheer number of accounts and
amount of data made it difficult to determine how to organize this
process. About half of participants said that they gave, or indicated
that they would give, their executor access to all their passwords
and data rather than making selections. Frances said she would
“share everything with them and let them figure it out.” Similarly,
Barbara explained, “I wouldn’t pick and choose. [My heir] would
get all or nothing” This speaks to assumptions held by participants
that heirs would figure out intuitively what accounts are important
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rather than leave instructions, even if those participants also wanted
to reduce the burden on their heirs.

Meanwhile, to reduce the burden on their heirs, some partic-
ipants explicitly mentioned a desire to delete accounts they no
longer used.

I do the heavy lifting on this stuff because I'm alive.
But when I die, somebody else has got to basically
step into that role. —Charles

Irene wanted to clean up her accounts, but said she was unlikely
to actually do it: “Ideally, I should go through all of those accounts
and figure out which to ‘kill’ myself right now. Will I do that?
... Probably not unless I'm really bored one day” While it would
reduce burdens on heirs to manage fewer accounts, the tedium and
burden on the account holder pose non-trivial barriers.

4.4.2 Concerns about using technology. While most participants
said that technical tools such as password managers and legacy
account features sounded useful, many were concerned that they
would be difficult to use and some had already encountered chal-
lenges using them. These encountered or perceived barriers may
prevent older adults from trying out or adopting tools that may
be helpful and lead them to default to practices that they were
confident they could use, such as keeping pen-and-paper records.

I find even simple things on the computer get com-
plicated and they’re hard for me. So I try to avoid
computer stuff as much as I can. ... I'd be willing to
give it a try, but I think I would give up fast if it took
alot of effort. —-Gloria

A few participants also mentioned that they had not adopted
password managers due to concerns that transferring their pass-
words from paper to a password manager would be difficult and
time consuming. Similar to concerns with other technologies, partic-
ipants expressed uncertainty on how password managers function
and concerns that misconfigurations or errors would compromise
or delete their passwords.

[Password managers] seems vulnerable from security,
and it seems there’s a good likelihood that I would
somehow mess it up, and [my passwords] would be
gone forever. ... So I will never do that. -Gloria

In contrast to what was found in prior work, privacy concerns
were not prevalent among our participants [9, 11, 26]. More specifi-
cally, most participants were unconcerned about sharing account
passwords or data such as photos or personal mementos with heirs.
This sanguine attitude towards sharing data also is demonstrated
in the premortem sharing of account credentials and contents with
inheritors. However, participants stated that the data was intended
only for that specific audience and they had privacy concerns re-
garding the spread of data beyond their designated inheritors. Some
participants were reluctant to use technical tools due to uncertainty
about how they work and fears of “messing it up” and accidentally
exposing data to an audience beyond what they intended due to
incorrectly configuring tools.

Most participants also expressed concerns about the security of
data in online accounts or of credentials in passwords managers.
Most were worried about data breaches or hackers, though few
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explained what specific harm they feared from hackers. One par-
ticipant explicitly mentioned potential reputational harms from
hackers that take over accounts, such as to send spam. Edward
identified Al as a potential concern due to the possibility of data
misuse and being uncertain about what might happen with data
or inferences that could be made if an Al system was trained on
his data. Many participants recounted reading stories or receiving
notifications about account breaches and credential leaks. Others
described their own experiences with hacks or credential theft. No
participants expressed security concerns in sharing account infor-
mation with heirs—all of whom are adults—though a few mentioned
not wanting grandchildren who are teenagers or younger to have
access.

Despite stated concerns, most participants used the password
managers built into their OS or web browser—sometimes without
thinking of them as password managers. Participants also tended
to be less worried about passwords that they believed to be stored
locally. In fact, a few participants had the (mis)perception that pass-
words in browser based-password managers were stored locally,
which provided some assurance to them about digital security. Sim-
ilar to what was reported in previous work [50], a few participants
were particularly concerned about using third-party password man-
agers, despite the fact that password managers can actually help
users avoid some types of attacks. A few participants who used
password managers explicitly stated that they never saved the
passwords for important accounts, such as financial accounts, but
were fine with saving other passwords. This suggests that despite a
lack of trust in password managers, participants but will use them
out of convenience for accounts where they do not see much risk.
However, given this mistrust, the financial accounts that partici-
pants believed most important to pass on would not be included.
Thus, while participants were interested in using technical tools
like password managers for convenience in their existing credential
management and for credential sharing, they are often hindered by
mistrust—both of the technology and their own abilities.

4.4.3 Emotional challenges. While participants were comfortable
talking about death and estate planning to participate in our study,
many still found end-of-life planning to be unpleasant. Carol ex-
plained, “It’s something that’s not fun to do, and you have to.... It’s
hard to sit down and make yourself do things you don’t like to
do” Combined with the tedium of managing and sorting through
the large numbers of online accounts to filter out those that are
inactive, these barriers make it difficult for participants to actually
find the time or motivation to take these actions, despite knowing
their importance for reducing burden on heirs.

Although all the older adults we interviewed were sanguine
about end-of-life planning, the emotional toll of digital estate plan-
ning may still pose a barrier. In particular, the act of designating
legacy contacts for online accounts was a choice that was emotion-
ally fraught for a few participants. Furthermore, a few participants
noted that their heirs or executors were not always comfortable
having conversations that were necessary to convey information
about postmortem account management, for example sharing the
location of documents and passwords, or expectations surrounding
accounts.
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4.5 What Would Make Digital Estate Planning
Easier

We found no specific approaches for digital estate planning that
were universally liked or disliked by participants. Preferences varied
by type of account, and different participants sometimes expressed
opposing views. Participants were particularly interested in poten-
tial ways to determine the granularity of data shared as well as
customizing timing for notifying heirs or shutting down accounts.
We first discuss results about legacy features and potential exten-
sions (§4.5.1), then new features that could offer convenience and
organization (§4.5.2), and, finally, expert guidance for digital estates

(§4.5.3).

4.5.1 Digital legacy features. Most participants were interested in
learning more about digital legacy features and inactive account
managers provided by Facebook, Apple, or Google and believed
that these features could simplify digital estate planning and reduce
the burden on heirs. Only a few participants had used these features
themselves, while most participants were unaware of these features
before the interviews.

While Google’s Inactive Account Manager is primarily intended
for sharing content from Google Accounts after a period of inactiv-
ity, participants were most curious about the notification that the
feature sends out after inactivity rather than the sharing of data
within the account, revealing a gap between what such tools intend
to do with what older adults need. Participants had further ques-
tions and suggestions for notifications—expanding beyond Google
Accounts—as well as questions about customization of message and
timing.

Participants felt that notifications for inactive accounts needed to
be appropriately timed and the desired timing varied by participant
and use case. Irene said she did not want the notification to go
out after a week of inactivity when she might be at the hospital
undergoing surgery. Other participants did not want the time of
inactivity to be too long, as the sudden arrival of a notification to
their loved ones a few months after the death of the account owner
may cause further grief. Linda also raised concerns that data may
be deleted too quickly while heirs still needed access.

Participants also imagined a variety of notification-related fea-
tures that they would find useful, built into the account either as
part of account creation or general use. Some envisioned an in-
ventorying tool—a way of notifying heirs about the existence of
accounts that may need to be managed or closed down. These envi-
sioned features were to allow heirs to manage accounts and so that
heirs had control over deciding what data to keep or delete. Others
wanted to be notified every so often to review the trusted contact
information they registered previously and update it if necessary.

A pop up asking if there’s a trusted contact. You put
in the information [of the trusted contact] ... and ev-
ery once in a while the account sends a reminder,
[and asks], is this still your trusted contact and email?
There is a good reminder to update if needed. -
Arthur

The automatic closure of inactive accounts with legacy features
was alternatively seen as a benefit or drawback by different partici-
pants. Some participants liked automatic account closures due to
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placing the burden on the platforms themselves to manage accounts
rather than on the bereaved. However, other participants felt that
automatic account closures reduced their control and could result
in loss for accounts with monetary value. They did not want bank
or travel reward accounts to be automatically closed—although
such types of accounts generally do not currently have features
that would automatically close the accounts. Some participants felt
that for less important accounts, automatic account closure would
be useful as a means of dealing with large numbers of accounts
without requiring action from heirs or executors, also addressing
the desire to minimize burden on heirs. Even if participants shared
credentials for all accounts, heirs do not need to take action on
accounts that automatically close, potentially resolving a tension
between those desires. The idea of having a notification to the
account owner or designated contact before shutting down the ac-
count was also appealing. However, one participant was concerned
that account notifications could leak private information about the
deceased’s interests, such as for shopping accounts.

4.5.2  New technical tools and features. Some participants wanted
control over which specific accounts or data (e.g., photos) to share,
while others were comfortable providing access to everything stored
in all of their accounts. Some participants expressed interest in
features that could provide granular account management, which
current tools often lack. For example, Google Inactive Account
Manager does not allow for sharing of select photos or selected
emails.

Irene wanted the ability to share particular folders of photos with
heirs rather than all the photos in her account: “Probably some of
my photos are grouped into folders, so I can probably narrow it
down to folders within there” About half of the participants were
more interested in using granular control to reduce the burden
on inheritors than to protect their own privacy. Participants did
not want inheritors to have to wade through gigabytes of photos
or files that they deemed to be irrelevant or uninteresting. These
participants envisioned granular control features that allowed them
to manage their data now, so that after their passing only memories
they felt were worthwhile are shared. However, this would be time
consuming and tedious, and participants stated that they would
not prioritize such tasks.

On the other end of the scale from granular control, a few par-
ticipants envisioned a centralized method of postmortem account
management that would allow them to set preferences for all ac-
counts of a particular type rather than having to manage individual
accounts. Participants wondered whether password managers could
be a way to facilitate this management.

4.5.3  Expert guidance. A few participants mentioned wanting an
expert to answer their questions about digital estate planning,
or guide them through setting up account management systems,
legacy features, or password managers, and thought it would be
helpful in both pre- and postmortem digital estate management.
Donna explained, “It would be nice if I had somebody to sit here be-
side me ... and set legacy features up” Some participants were inter-
ested in using password managers to aid in digital estate planning,
particularly for convenience, while others were wary of password

3https://support.google.com/accounts/answer/3036546?hl=en
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managers and raised security concerns. Expert guidance and work-
shops were seen as potential avenues to explore password managers
both for those interested in the tool as well as for skeptics who
wanted reassurance.

I was working with a a digital team that gave me
training on how to use these tools...[and] help me set
up lpassword. -Alice

Participants often had questions about password managers, and
mentioned wanting to examine password managers more before
committing to using them. Elizabeth wanted to be able to use other
methods of organizing her passwords as a backup rather than rely-
ing solely on the password manager. She wondered, “Would I have
the ability to print that stuff out as a backup? Would I be able to
give access to that to my spouse or son? You know, how would that
work?”

Participants who were less confident in their technical ability
said they would be more comfortable using tools and features under
expert guidance. Indeed, many participants mentioned that they
had gained confidence in using certain systems or managing their
online accounts after learning from knowledgeable friends or fam-
ily. Beyond professionals and experts, family members who were
deemed tech-savvy were often pinpointed as possible resources to
help with management of online accounts and digital estates.

5 Discussion

Drawing upon our findings, we discuss potential interventions
for practitioners and online platforms to better facilitate digital
estate planning for older adults. We suggest moving beyond digital
legacy—primarily focused on data—to the digital estate—digital
assets and digitally-enabled physical assets and accounts [10]. This
frames online accounts as part of a digital and physical ecosystem
rather than as isolated pieces, and better allows those conducting
digital estate planning to evaluate accounts in terms of overall value
beyond the data they contain. We offer recommendations based
on our observations of what is currently missing in digital estate
planning for older adults, what challenges are present, and propose
steps towards establishing future standards to support digital estate
planning across a larger population of users.

5.1 Challenges and Gaps Stemming from
Existing Practices

Our results suggest that while older adults are invested in managing
their digital estates and planning for postmortem transfer of their
accounts, their practices and expectations do not always align well
with their desired outcomes (§4.2 and §4.3). While most participants
claimed to have fairly comprehensive traditional estate plans, digital
estate planning presented challenges (§4.4).

All participants stated an overarching desire to reduce the burden
of closing out their digital estate (§4.2.3). Other considerations and
practices were sometimes at odds with that desire. Participants
planned to share all their passwords with heirs and assumed heirs
would be able to figure out what to do (§4.2.2). However, going
through long lists of credentials may in fact be difficult without
further instructions about the account holder’s expectations for
each account (§4.3.2). Indeed, participants themselves noted that it
was difficult for them to sort through their own accounts. However,
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if account holders do not pass down account credentials, there may
not be legal recourse for their heirs to gain access to the accounts.

Despite participants mentioning that tools such as legacy fea-
tures or password managers would be helpful both for themselves
and heirs, security concerns or wariness of technical misconfigu-
rations hinder adoption (§4.4.2). Participants also noted different
preferences for what to share—some wanted granular control over
what to pass on to heirs, while others took an all or nothing ap-
proach for accounts and data (§4.5.2). Given these tensions, we
propose recommendations based on our study to ease digital estate
planning for older adults, reduce burden for heirs, and resolve some
tensions between the stated needs of participants and their current
practices.

5.2 Learning from Traditional Estate Planning
for the Digital Realm

Older adults would benefit from approaches that leverage their ex-
isting credential management practices (§4.3.2) and present digital
estate planning in terms analogous to traditional estate planning
rather than focusing on digital legacy and data [7, 11, 19, 32, 45].
Expert guidance in planning can make the process easier, and pro-
vide the support necessary for older adults to properly set up legal
instructions and technical tools, further reducing barriers (§4.5.3).

Recommendation 1: Leverage familiar credential manage-
ment and estate planning practices. Even when participants
felt that technical tools would be useful, concerns about security
and their own technical abilities hindered adoption. Participants
often preferred familiar physical methods of account management
that they felt confident they understood. Using concepts from tra-
ditional estate planning as an overarching known metaphor for
digital estate planning could provide reassurance, self-efficacy, and
reduce concerns about technical tools.

A first step in traditional estate planning is often an inventory
of assets. Prior work has found this initial inventorying of online
accounts for digital legacy planning to be a hurdle [11]. Meanwhile,
the current approaches to account management mentioned by
participants—e.g., documents that list all accounts and passwords—
already result in a fairly complete inventory. These documents (or,
equivalently, password managers) can be an opportunity for start-
ing the process of digital estate planning, rather than starting from
scratch.

People could be encouraged to categorize their accounts in their
paper lists or password managers to facilitate digital estate plan-
ning, for example, in terms of value, whether monetary, sentimental,
or practical—similar to how assets with monetary and sentimental
value are accounted for in traditional estate planning. People could
also be encouraged to annotate their password lists with instruc-
tions about whether and with whom account credentials should
be shared and any actions that should be taken with each account.
Making a distinction between passing on purely digital assets and
passing on digital access to physical assets and accounts could help
make the process less daunting. Digital assets might be transferred
to heirs, and accounts shut down automatically, without the need to
transfer credentials for accessing those accounts. Account owners
would then have a smaller set of accounts that have credentials
they would need to transfer so that heirs could take actions, such
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as making payments or cancelling subscriptions. Providing clear
instructions along with credentials would reduce the burden on
heirs.

Categorizing and annotating accounts as they are added and
updated in existing management systems could reduce the need to
sort through large numbers of accounts during the estate planning
process and for heirs during postmortem management.

Recommendation 2: Offer expert guidance through pro-
fessionals or guides developed by experts. Participants were
interested in expert guidance to assist with their digital estate plan-
ning, echoing prior work that found human-facilitated sessions to
be useful when doing such planning [11]. Ideally, estate-planning
professionals older adults already work with could offer support on
digital estate planning or refer clients to experts. Workbooks and
checklists developed by experts can reveal gaps those undertaking
digital estate planning might otherwise miss.

Prior to the interview, most participants had not considered
account dependencies, such as a phone number being required for
2FA or an email account being needed for account-recovery. Such
dependencies between accounts are crucial for how heirs order
their management of account closures. Expert guidance could help
older adults realize the importance of account dependencies and
thus provide better instructions to their heirs.

Experts could guide and make suggestions about how to leverage
current credential management, as well as recommend alternative
approaches. Legal professionals could provide assistance in setting
up power-of-attorney or designating instructions that comply with
RUFADAA to give fiduciaries or designated recipients legal author-
ity to manage or access digital assets, formalizing both pre- and
postmortem access to accounts [58]. Experts can also guide older
adults in setting up technical features and providing reassurance
on digital security and correct setup. Aid in using these features
could reduce the burdens on older adults who are hesitant to try
out technological features.

5.3 Technical Features for Postmortem Account
Management

Digital legacy features such as those provided by Apple, Google,
and Facebook provide alternative means beyond sharing passwords
that allow heirs to access (and sometimes manage) data in online
accounts [4, 18, 39]. Most participants showed interest in these
features and their functionalities (§4.5.1). Unfortunately, these fea-
tures were not well-known to participants prior to the interviews.
Further, none of the existing features fully encapsulate the needs
elicited from our interviews, nor were they available for all the
accounts that participants wanted them for. For example, some
participants wanted accounts to have automatic closures, such as
Google’s Inactive Account Manger, while other preferred heirs tak-
ing some action when the time was right to access the account,
such as with Apple’s Legacy Contact feature. Some participants
expected the ability to choose what contents of the accounts to
share, while others felt no need to curate what was passed on.
In addition, many legacy features provide access to the contents
of accounts, but often have limited account management access.
Given these differing expectations between different participants
as well as between what participants wanted and what is offered,
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we discuss design principles that would allow for customization
while providing ease of use and address the needs of older adults
as expressed by our participants.

Recommendation 3: Standardize digital legacy features
with usability in mind. We recommend that digital legacy fea-
tures be standardized across platforms to facilitate digital estate
planning and centralize management of accounts. Rather than a
patchwork of features, each implemented differently by the respec-
tive platforms, standardized legacy features that use consistent ter-
minology could make digital estate management easier. This would
make it easier for account holders to find and configure legacy
features for all of their accounts and even facilitate the creation
of legacy configuration dashboards. Future work could investigate
which specific features or terms are most usable across user needs
and account types.

Recommendation 4: Control over notification timing and
message for inactive accounts. Notifications of account inac-
tivity could be customized to suit the needs of the account holder.
Notifications could alert heirs to the presence of accounts that may
have been missed during the close out of the digital estate, inform
contacts that an account is no longer active, provide a selected high-
light of cherished photos or memories that account holders wanted
to share, or remind heirs to save important data prior to automatic
account shutdown. Participants wanted certainty that notifications
would not be sent too early, when they still are using the account,
nor too late, such that it would be a shock for recipients or too
much of a lag for adequate postmortem account management.

A standardized, customizable notification feature would allow
account holders to specify the messages and recipients for each
account as well as the length of “inactivity” prior to notification.
This echoes findings from prior work of the importance of person-
alization [9, 56]. Future work could determine which categories of
notification types and timing granularities would be most useful
and explore the possibility of a staged notification process where a
smaller number of trusted contacts might be asked whether inac-
tivity is due to a temporary absence before additional notifications
go out or accounts are shut down.

Recommendation 5: Automatic account shutdowns and
default actions for accounts. Automatic actions (such as account
deletion) after a certain amount of inactivity could reduce burden
on account holders and heirs, potentially reducing the number
of accounts that need manual management, addressing a concern
that participants raised. These actions could be set by default, or
defining postmortem contingencies could be a required part of
account setup. This could reduce the burden of having to manage
and decide what to do with dozens or hundreds of accounts at once
when inventorying. In some cases, account holders might specify
actions to be taken prior to account shutdown, such as transferring
data or assets from the account to designated heirs. While account
defaults may reduce burden, prior work has noted that chosen
defaults may be “easy” but not properly reflect the full desires of
users [11, 26]. Thus, accounts could have periodic notifications for
users to check or update these settings. Automatic closure may not
be appropriate for accounts that heirs may need in order to take
actions and gain access to other accounts. Since this is a complicated
matter on which participants’ preferences diverged, we encourage
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future research to investigate best practices for automatic account
management options.

5.4 Limitations

As our study was advertised as an interview on digital estate plan-
ning, our sample may be biased toward individuals who were in-
terested in and comfortable talking about the topic. Because of the
difficulty of recruiting participants for a study that explored poten-
tially sensitive or uncomfortable topics, we recruited via personal
contacts, via physical posters, mailing lists for older adult continued
education programs, and snowball sampling. The snowball sam-
pling and personal contacts may have reduced the diversity of our
sample. While the population we recruited is not representative
of older adults from every walk of life, we attempted to diversify
our recruited sample to the extent possible and share participants’
demographics in Table 1.

All participants who completed our study had at least US $100K
in assets, limiting our findings’ applicability to older adult with un-
der US $100K in assets. For context, the median household net worth
for people 65-74 years old in the U.S. in 2022 was US $410K [14].
The range of valuations of the assets of participants in our sample
was otherwise broad, and we observed no obvious trends related
to the value of assets.

Our findings are qualitative and aimed at exploring how older
adults manage their online accounts, rather than providing quantita-
tive evidence about broader population-level digital estate planning
practices. Additionally, all participants had either executed or con-
sidered formal or informal methods of sharing account access with
heirs, which may limit the diversity of perspectives captured. As is
common in interview studies, detailed analysis gives rise to new
questions that cannot be answered by the data at hand. Given the
limitations of our work, we suggest that future work could examine
individuals who have not yet considered digital estate planning, in-
cluding, in particular, younger populations who may hold a greater
number of online accounts and face different challenges and atti-
tudes toward digital estate management. Our research focused on
the U.S. context; we encourage future work to examine contexts
outside the U.S. to understand where preferences or needs may di-
verge. We also recommend future work to examine which specific
features and standards (such as notification systems and account
defaults) would be most useful and usable across users, assets, and
account types.

6 Conclusion

While older adults more often engage in traditional estate planning,
these processes may not formally address the novel challenges
that arise from planning for digital estates, including both digi-
tal assets and accounts that provide access to non-digital assets.
We conducted semi-structured interviews with 21 older adults and
found that participants’ approaches to providing heirs access to
their digital estates are primarily informal and leverage their ex-
isting credential-management practices. Accounts with access to
monetary assets were the only ones consistently prioritized by all
participants. Participants trusted inheritors and executors to not
take inappropriate actions with sensitive accounts (such as banking
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or email) and often shared account access premortem, envision-
ing that this would provide for continued access postmortem. We
also found tensions between participants’ practices and desired
outcomes for heirs, e.g., the practice of keeping all passwords in
one file clashes with the desire to reduce burden on heirs by only
passing on credentials needed for key accounts. Despite frustrations
with pen-and-paper approaches for managing large numbers of
online accounts, concerns about technical ability hindered adoption
of technological methods (e.g., legacy features, password managers)
that could aid in digital estate planning. Preferences for tools var-
ied, with timeliness and ease of use for older adults and for heirs
surfacing as major considerations. Finally, participants also valued
non-technical support, such as having experts guide them through
the process of digital estate planning and credential management.
Based on our findings, we made five recommendations for digital
estate planning and suggest future research to explore the digital
estate planning needs across broader populations.
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— White
Black or African American
— Native American or Alaska Native
— Asian
Native Hawaiian or Pacific Islander
Other [text box]
e What is your total net worth (total assets minus total liabili-
ties)?
— Less than $100,000
- $100,000 - $1,000,000
- $1,000,000 — $5,000,000
- $5,000,000 - $30,000,000
- $30,000,000 or more
— Prefer not to say
e Do you have a will?
- Yes
- No
- Other [text box]
e Which, if any, of these online accounts do you have?
- Banking (e.g., JPMorgan Chase, Bank of America)
- Cryptocurrency (e.g., Bitcoin, Coinbase)
- Device Accounts (e.g., Apple ID, Android account)
- Email (e.g., Gmail, Hotmail)
— Games (e.g., Steam, Candy Crush)
- Government Accounts (e.g., IRS, local government ser-
vices, Medicare)
— Health (e.g., hospital accounts, insurance)
— Online Bills (e.g., electricity bill, phone bill)
— Online Storage (e.g., Dropbox, cloud storage)
— Shopping (e.g., Amazon, Walmart)
— Social Media (e.g., Facebook, Whatsapp)
— Streaming and Entertainment (e.g., Netflix, Spotify)
— Travel Rewards (e.g., airline rewards, hotel points)
— Other [text box]
— None of the above
e Thank you for your interest in this study. Please provide an
email where we can reach you if you are selected for the

study.
[text box]

B Interview Script

Before Recording Starts

Hello, thank you for agreeing to participate in our study investi-
gating digital estate planning.

[Interviewers self-introductions]

How would you prefer we address you?

Thanks [form of address]!

Today we’re going to talk about steps people may take to make
sure others have access to their passwords and anything else needed
to access digital accounts after they die or become incapacitated
or otherwise unable to manage their own accounts. We will not
ask you about the details of your personal holdings or accounts.
We are instead interested in how people manage ways to access
their digital accounts, such as with passwords, passcodes, or other
methods. For the sake of convenience, when we refer to passwords,
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we mean any of these access methods. Before we begin, I would
like to go over some information about this study.

o As previously mentioned, this interview will be addressing
potentially sensitive topics such as end of life estate plan-
ning and death. If these topics are likely to be distressing to
you, you do not have to participate. You may terminate the
interview now or at any time.

e When signing up for this study, you consented to participate
in this study. [Confirm name, age.]

— Name: [Full name of participant from the interest survey]
— Age: [Age of participant from the interest survey]

e Do you have any questions regarding the consent form?

¢ Do you confirm that you still consent to participate in this
study and wish to proceed?

e We will be recording this interview. We will remove your
name and other identifiable information if any quotations
from this interview are used in published research. Please
do not bring up any personally identifiable information dur-
ing the interview. Do you consent to the video and voice
recording?

I will start the recording shortly, do you have any questions or
clarifications before we begin?

Alright, I will begin recording. [Start recording]

Intro

I have begun recording. For the record, I will need to capture
your consent to participate in this interview.

Consent procedure

e Do you agree to participate in this research?
e Do you agree to the audio and video recording of this inter-
view?
Existing Practices
Thank you! We will start with some general questions about
your existing experiences with estate planning and management
of digital accounts.
Q: Have you gone through the process of estate planning?

e Prompt (if no specific explanations): inventorying assets in
preparation for end of life, writing wills
¢ Did you discuss digital assets/access to digital accounts dur-
ing this process?
— If yes, what was the process?
* What did you discuss?
* Who did you discuss with (estate planner, family, both,
other)
— If not, would you have wanted the opportunity to discuss
digital account access?

Q: Have you been in the situation where you needed to
handle someone else’s will or access their online accounts
after their death or when they were incapacitated?

o As part of this, did you need access to digital accounts of the
deceased [or specific name]?

o Ifyes, what are some barriers you have encountered in trying
to access digital accounts in such cases? (Steer questions to
focus on digital accounts)

e If yes, what was useful, what worked? What made it easy to
access and why?
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Q: What types of online accounts do you use, if any?

e Prompt: Email, social media, banking, utilities, medical

e Do you have any bank accounts you access online? [Note
people might just do physical banking]
— Do you have utility bills you pay online?
— [Will specifically ask based on the interest survey later]

Q: What do you think/expect will happen to these online
accounts after you die or if you became incapacitated and
were no longer able to access them yourself?

o Follow-up: give examples of kinds of accounts (email, util-
ities, banking, social media) or specifically prompt on the
accounts mentioned in previous question.

e Do you have processes in place to transfer digital accounts,
in the case of death or incapacitation?

— If yes, ask more specifics.
— If not, ask why not?

e Prompt participants about keystone accounts (electronic

devices) if they do not mention it spontaneously.

Q: (Which categories of accounts do you consider most
important to share passwords for...) Passwords to which
categories of accounts do you consider most important to
share when you die or in case of incapacitation?

o Other examples: Phone passwords/Unlock codes
— Keystone accounts (email etc.), 2FA
e Follow-up: Why do you consider these accounts important?

[Possible prompts below]

— [Distinguish between access to contents of an account
(photos, emails etc.) and being able to use the account
(2FA, transfer money, book flights etc.)]

- Emotional/digital legacy.

- Important for management of assets.

— Payment accounts, recurring bills, bank.

e How would you try and share access?

o If don’t think any are important (or only one/a few), ask why
the rest are not important (maybe don’t really use electronic
accounts).

Q: Are you aware of any tools for account transfer, pass-
word sharing etc.?

e Have you considered planning for account transfer?
— Why or why not?

Existing/Hypothetical Tools (Password managers, Estate
Planner Tools, etc):

Thank you! Now we are going to tell you about a few different
options for providing access to digital accounts. Please give us your
opinions on these options.

Tool 1: Sharing accounts. [Password sharing, joint accounts,
or family accounts.]

Explanation for Tool 1: For example, one fairly simple method
of sharing account passwords is pen and paper, or a digital file
with account names and passwords. Some people also have existing
accounts that are shared between multiple people (e.g., more than
one person has the login credentials, people know the password,
different accounts can access the same information).
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o Q: Is this a method that you use? [For each, ask par-
ticipants to clarify if it is a shared password, shared
account, or other sharing methods.]

[If the participant uses this method, reword the following
questions from hypotheticals to present tense.]

¢ Q: Who would you give this information to, if you were
to use this method? It can be more than one person.

¢ Q: What kinds of accounts would you use this for?

Tool 2: Legacy Features

Explanation for Tool 2: Some programs provide inactive account
managers or legacy contacts, which allow users to determine what
happens with information in the account after a certain period of
inactivity. For example, Google Inactive Account Manager allows
Google Account users to designate a trusted contact to receive a
notification and/or specified data (such as emails, photos, or other
content) in the Google Account after a designated amount of time
the account has been inactive. Apple and Facebook also have similar
features.

e Q:Is this a method that you use?
[If the participant uses this method, reword the following
questions from hypotheticals to present tense.]

¢ Q: Who would you give this information to, if you were
to use this method? It can be more than one person.

¢ Q: What kinds of accounts would you use this for?

Tool 3: Password Managers Explanation for Tool 3: A password
manager is a software application that helps you store and manage
your passwords for various online services. It essentially acts like a
secure digital vault for all your passwords. Examples include:

(1) Password managers built into browsers, such as Chrome,
Firefox, etc.

(2) Password managers built into operating systems, such as
MacOS Keychain.

(3) Third-party applications installed on devices or browsers,
such as 1Password, LastPass.

¢ Q: Have you ever heard of password managers (defined
above)?

— If not, would you be interested in using password man-
agers if they can help you share account access with loved
ones/beneficiaries after you pass away?

— If yes, do you use them to keep track of your passwords?
* Would you use them for digital asset sharing? Why or

why not?

— What features would you need most in password managers
to manage account credential sharing after death?

o Q: Is this a method that you use?
[If the participant uses this method, reword the following
questions from hypotheticals to present tense.]

¢ Q: Who would you give this information to, if you were
to use this method? It can be more than one person.

¢ Q: What kinds of accounts would you use this for?

Barriers (or advantages)

For each of the three tools — Sharing accounts, Legacy Features,
and Password Managers, we ask about each of the following.

Q: [Technical] Barrier: What difficulties do you anticipate in
sharing passwords using [this tool], if any?
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e Would you prefer pencil and paper/physical methods to trans-
fer data?

e Are there security concerns that arise for you due to the
medium of [this tool]?

o Adv:Is there anything about this tool that would make things
easier for you?

Q: [Legal] Barrier: Do you think there might be legal barriers in
using [this type of tool] to share account information after death?

e Would these legal barriers be a concern for you?
o Adv: Are there legal problems you think [tool] would solve?

Q: [Psychological/Emotional] Barrier: Are there concerns of
trust, improper access, account breaches regarding sharing pass-
words and accounts in case of death and emergency using [tool]?

o [Mention not here to judge password use or practices, just
give own thoughts]

e Adv: Anything about this tool that makes you feel good/give
reassurance?

Q: [Security] Barrier: Does [tool] raise any security concerns
or address some of your security concerns?

o [Give example of security risk such as password being leaked
or account being hacked]

o [Prompt for both concerns and advantages if interviewee
focus on one or the other]

Q: [Privacy] Barrier: Does [tool] raise any privacy concerns
or address some of your privacy concerns?

e [Give example of privacy concern such as leaking of per-
sonal/private information, such as personal messages or
emails. ]

e [Prompt for both concerns and advantages if interviewee
focus on one or the other.]

Q: [General]: What are some other questions or concerns you
might have about sharing accounts/transferring accounts for access
after death or incapacitation using [this tool]?

o Would this tool be helpful for the access credentials you care
about?

Conclusion

Q: Given that you’ve thought more about this type of estate
planning and account access, is there anything you might
follow up on?

[Discuss study compensation method of $30 with participant.]

Do you have any other questions that you would like to ask us
or things you want to mention?

[End Recording]

I have stopped the recording. Thank you again for your partic-
ipation! Are there any questions or concerns you have that you
would like to address off the record?

C Additional Tables

In table 3, we show the number and percentage of participants with
each type of online accounts.

D Codebook

e Account
- bills

Tang et al.

Table 3: Self-reported online accounts ownership

Account Num. %
Participants  Participants
Banking 21 100.00
Email 19 90.48
Health 16 76.19
Online Bills 16 76.19
Device Accounts 15 71.43
Government Accounts 15 71.43
Streaming and Entertainment 15 71.43
Online Storage 14 66.67
Travel Rewards 14 66.67
Social Media 13 61.90
Games 5 23.81
Shopping 4 19.05
Cryptocurrency 2 9.52
Other 1 4.76
— device
— email
— entertainment
— financial
— gaming
— government
— medical
— online storage
— physical device
— shopping
— social media
- travel
e Advantage
- 2FA
— automatic
— backup

— easy to update
— keystone account
— local storage
— physical security
— proactive legacy feature
— security
— trust in people
- trust in process
— usable
e concern
- 2FA
— data misuse
— difficult to use
— digital security
— disorganized
- emotional
— improper use
— legality
- location
- non-pwd identifier



- none
— not cross-device

- not priority

— number of accounts
— privacy

- security

- security questions
— technical

— unable to monitor
— unclear model

- updating contact

- updating passwords
consideration

— convenience

- different management
— ease for others

- financial info

— how to share

— knows it works

- reputation

— when to share
expectation

- close accounts

- expertise

- order of operations
importance

— least

— most

— somewhat

other

— all passwords

— bureaucracy

— don’t care

— dual purpose

— hacked

— inability to access

— inactive or unused accounts

— local copies

— people help

— prefer paper

- redundant

- resignation

- scams

- tech self-confidence

— unaware of legacy features

— unaware of tool
— unclear model
— want to use tool
practice

— auto-pay

— biometrics

— different roles

— encryption

— friend-influence
— granular control
— instructions

— none
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not formalized

not online

period check

person to help

put in legal doc
record of accounts and passwords
remote app control
security and privacy
share content

skip 2FA

stay logged in
verify bills

reflection

2FA

account order
consider

deletion

discuss with executor
include more accounts
legacy features

legacy features: genology
organize things
password manager
physical security
share access

travel rewards

update records

tool

2FA

SSO

backup codes
digital file
inactivity notices
legacy feature
master password
password manager
share password
shared access
shared account
tell person

won’t use
writing

want

default at setup
emergency contact tool
granular selection
inactivity notices
inactivity notices: custom
legacy feature

legacy feature: 2fa

legacy feature: all accounts
legacy feature: history
memorialize

multiple people with access
periodic update reminder
persistence

person to help
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- removal — on app
— timeliness — online accounts discussed
o wills — online accounts not discussed

- has will - planning
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