











o Carnegie
SPIs and Lifecycle Feedback tellon s

m SPI: direct measurement of safety case claim failure
¢ Independent of reasoning (“claim is X ... yet here is ~X")

m A falsified safety case claim:
e Safety case has some defect

B Root cause analysis might reveal:
e Product or process defect
¢ Invalid safety argument
e Issue with supporting evidence
e Assumption error

m Continual Safety case improvement
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Carnegie

SPI-Based Feedback Approach g, 8
m Safety Case argues acceptable risk

e SPIs monitor validity of safety case
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Carnegie

Detailed SPI Definition Mellon

University

® An SPI is a metric supported by evidence that uses a

threshold comparison to condition a safety case claim.

e Metric: measurement of performance, design quality, process
quality, operational procedure conformance, etc.

e Threshold: acceptance test on metric value
— Often statistical (e.g., fewer than X events per billion miles)

e Evidence: data used to compute the metric ,

e Condition a claim: threshold violation falsifies a specific claim
— Argument for claim is (potentially) proven false by SPI

e Definition ties the metric directly to the safety argument

B SPI violation: part of a safety case has been falsified
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Sketch of an AV Safety Argument Vit

AV is safe enough to deploy because:

m We've followed industry safety standards & strong safety culture
® Known hazards have been mitigated
e Residual risk is acceptable at system level

m Arrival rate of unknowns is low

e Incidents which do not trigger
runtime safing have low consequence

m Safety case has good SPI coverage
m SPIs usually detect unknowns without an actual crash

e System is fixed to mitigate unknowns before likely reoccurrence
= Idea: bootstrap on surprise arrival rates & SPI improvement
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° Carnegie
Conclusions e, 8
® Bootstrap testing is an appealing, but bad idea
e Pure miles — safety is just a hope

e Slow rolling - risk reduction is not safety

e More complex approaches:

— Maybe(?) saves the very last testing iteration
if playing the odds on “probably perfect”

® Driver-out “safety testing” is unsafe
e Keep driver in until safe enough to deploy

® Perhaps SPI bootstrapping can help
e Bootstrap the safety case, not testing miles
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