
Dependability Benchmarking & Prediction:
A Grand Challenge Technology Problem

Ab stract
We pro pose the grand chal lenge prob lem of

de pend abil ity benchmarking and pre dic tion for real-time
mis sion-crit i cal sys tems (RTMCSs).  Eval u ating
de pend abil ity would quan tify the de gree of re li ance that
could jus ti fi ably be placed on a crit i cal sys tem, even in the
face of par tial fail ures or ex cep tional con di tions.  A
com pre hen sive re sult would re quire an inter-dis ci plin ary
ap proach em brac ing the en tire prod uct lifecycle.  While
there are sig nif i cant tech ni cal hur dles to both as sess ing the 
de pend abil ity of in di vid ual el e ments and com bin ing
re sul tant mea sures, a vi a ble ap proach must be found to
en sure that the com put ing sys tems our so ci ety is com ing to
de pend upon will be re li able, avail able, safe, and se cure. 
The par tic i pa tion of sev eral com mu ni ties, in clud ing the
Real Time Com puting com mu nity, is vi tal to suc cess fully
ad dress this chal lenge.

1. The chal lenge: quan ti fy ing de pend abil ity

Our so ci ety is at a turn ing point in the his tory of tech nol -
ogy adop tion.  Up to now, most com puter ap pli ca tions have
been non-crit i cal, and merely pro vided im proved con ve -
nience or ef fi ciency.  But now, com puter sys tems are creep -
ing into the very fab ric of ev ery day life.  We are in the
pro cess of see ing real-time mis sion-crit i cal sys tems
(RTMCSs) chang ing from be ing few, ex pen sive, and care -

fully reg u lated to be ing nu mer ous, in ex pen sive, and
loosely reg u lated.  The tech ni cal com mu nity may not de sire 
such a change, be cause it is not known how to as sure the de -
pend abil ity of huge num bers of sys tems man u fac tured with 
strin gent cost con trols con straints and few or no gov ern -
men tal cer tif i ca tion re quire ments.  But, ea ger adop tion of
less-than-de pend able tech nol ogy in ef fec tively crit i cal
roles will hap pen re gard less of the opin ion of re search ers
(and, in fact, is al ready hap pen ing as reg u lar read ers of the
comp.risks Internet newsgroup can at test).

Even though it is ob vi ous that RTMCSs must be de pend -
able, there is no gen eral way to quan tify or char ac ter ize the
over all de pend abil ity of a newly de signed sys tem.  While
some el e ments of such an ap proach are avail able (e.g.,
com po nent-based hard ware re li abil ity cal cu la tions), there
is no over all frame work for mea sur ing many el e ments of
de pend abil ity, much less com bin ing them into a sys -
tem-level met ric for com par i son or pre dic tion pur poses.

There fore, we pro pose the grand chal lenge of de pend -
abil ity benchmarking and pre dic tion.  The chal lenge is
two-fold.  The first goal is to be able to com pare the de -
pend abil ity of dif fer ent sys tems, both sim i lar and dis sim i -
lar, to for the pur pose of evaluatinge rel a tive strengths and
weak nesses.  This will en able the as sess ment of the rel a tive
mer its of dif fer ent ar chi tec tures, al ter nate de sign ap -

1

From: Real-Time Mission-Critical Systems: Grand Challenge Problems, November 30, 1999; Phoenix, Arizona USA

Philip Koopman
ECE Department & ICES

Carnegie Mellon University
Pittsburgh, PA, USA
koopman@cmu.edu

Henrique Madeira 
Information Engineering  Department

Universidade de Coimbra
Coimbra, PORTUGAL

henrique@dei.uc.pt

Def i ni tions:
• De pend abil ity: Trust wor thi ness of a com puter sys tem such that re li ance can jus ti fi ably be placed on the ser vice it

de liv ers.
• Re li abil ity: Mea sure of con tin u ous cor rect ser vice de liv ery (de pend abil ity with re spect to con ti nu ity of ser vice).
• Avail abil ity: Mea sure of cor rect ser vice de liv ery with re spect to the al ter na tion of cor rect and in cor rect ser vice

(de pend abil ity with re spect to readi ness for us age).
• Safety: Mea sure of con tin u ous de liv ery of ei ther cor rect ser vice or in cor rect ser vice af ter be nign fail ure

(de pend abil ity with re spect to the non-oc cur rence of cat a strophic fail ures).
• Se cu rity: De pend abil ity with re spect to the pre ven tion of un au tho rized ac cess and/or han dling of in for ma tion.
• Ro bust ness: The de gree to which a sys tem or com po nent can func tion cor rectly in the pres ence of in valid in puts or

stress ful en vi ron ment con di tions.  [IEEE90]

Pre cise use of ter mi nol ogy re mains an on go ing de bate among dif fer ent com mu ni ties; the above is drawn from
[Laprie92] ex cept as noted.



proaches, and pro posed meth ods to im prove de pend abil ity.  
Be cause com par ing sys tems might be done with rel a tive
rather than ab so lute mea sures, the sec ond goal is to be able
to pre dict the field de pend abil ity of a sys tem in a quan ti -
fied way be fore it is ac tu ally de ployed.

2. Prob lem Scope

The is sue of de pend abil ity of an RTMCS is multi-fac -
eted.   The at trib utes of de pend abil ity are gen er ally agreed
to be re li abil ity, avail abil ity, safety, and se cu rity (see box on 
pre vi ous page for ter mi nol ogy def i ni tions).  Within these
at trib utes, an RTMCS must en sure not only cor rect ness, but 
also ap pro pri ate time li ness of its re sults.  Be yond that, de -
pend abil ity fur ther deals with whether the sys tem de liv ers
some level of ac cept able ser vice un der ad verse con di tions,
or at least fails safely rather than fail ing in a dan ger ous
man ner.

It is im por tant to note that the con text for de pend abil ity
is not merely a the o ret i cal de sign mea sured against a (pos -
si bly im per fect) spec i fi ca tion.  In stead, to be use ful, no tions 
of de pend abil ity must en com pass the mess i ness of the real
world.  Thus, de pend abil ity also includes ro bust ness, in -
clud ing op er a tion in sit u a tions that are un spec i fied, ex cep -
tional, the re sult of par tial sys tem fail ure, or even the re sult
of ma li cious at tacks.  Even in ad verse sit u a tions, a de pend -
able sys tem must main tain a rea son able level of cor rect ness 
and time li ness.

Given the dif fer ent as pects of de pend abil ity that must be 
con sid ered, it is also im por tant to re al ize that there are mul -
ti ple dif fer ent tech ni cal ar eas within sys tems that must be
as sessed when ex am in ing de pend abil ity.  These in clude
mul ti ple ar eas within three dif fer ent di men sions of sys tem
de sign:
• Im ple men ta tion tech nol ogy: hard ware, soft ware,

con trol al go rithms, user in ter face, me chan i cal safety
back ups

• Op er a tional life cy cle: spec i fi ca tion, de sign,
de ploy ment, main te nance, op er a tion, dis posal

• Prod uct de ploy ment scale: cap i tal equip ment, con sumer 
prod ucts, dis pos able goods
In each of these three di men sions, de pend abil ity con sid -

er ations man i fest in dif fer ent ways, and must be mea sured
within some what dif fer ing con texts.

While it would be no sur prise if early at tempts had care -
fully set, but mod est, goals, the ul ti mate scope of our vi sion
is to find ways to cre ate highly de pend able sys tems that can
be de ployed in huge num bers for use by ev ery day peo ple at
an af ford able price.  This is es sen tial to sup port ing a safe,
or derly tran si tion from cur rent RTMCSs that are in
small-scale pro duc tion to the wide spread com mod ity
RTMCSs that are in ev i ta ble in the fu ture.  This grand chal -
lenge pro poses cre at ing the most ba sic sci en tific in gre di ent

needed for such a change – the abil ity to mea sure the
de sired prop erty of de pend abil ity. Then, the chal lenge pro -
poses tak ing the next log i cal step of achiev ing stan dard, re -
peat able, scal able, easy to use, and gen er ally ac cepted ways 
of mea sur ing and com par ing de pend abil ity prop er ties, in
the form of benchmarks.

3. El e ments of an Ap proach

IFIP Working Group 10.4 has cre ated a Spe cial In ter est
Group (SIG) to es tab lish a frame work for de pend abil ity
benchmarking (the au thors of this pa per are the chair and
co-chair of this SIG).  The ben e fits of such a frame work
would be a clear un der stand ing and ar tic u la tion of the fun -
da men tal rea sons for undependability across mul ti ple dis ci -
plines, a per spec tive on avail able tools and tech niques for
mea sur ing/pre dict ing de pend abil ity, and an enu mer a tion of 
the fun da men tal is sues that make this a grand chal lenge
prob lem area.

A pre lim i nary vi sion of the De pend abil ity
Benchmarking SIG is to cre ate a de pend abil ity bench mark,
which might be de fined as:   a test suite to mea sure the be -
hav ior of a com puter sys tem in the pres ence of faults
(e.g., fail ure modes, er ror de tec tion cov er age, er ror la -
tency, di ag no sis ef fi ciency, re cov ery time, re cov ery
losses), sup port ing the eval u a tion of de pend abil ity at -
trib utes (re li abil ity, avail abil ity, safety, se cu rity).  This
ap proach would in crease the em pha sis of us ing di rect de -
pend abil ity met rics for fo cus on the eval u a tion of sys tem
de signs, as a way to aug ment us ing di rect de pend abil ity
met rics rather than  ex ist ing ap proaches based on ret ro spec -
tive field data stud ies andor in di rect met rics based on de -
sign at trib utes such as com plex ity mea sures.

There would prob a bly be many el e ments to a de pend -
abil ity bench mark suite, in clud ing:
• Spec i fi ca tions of ex pected sys tem be hav ior in dif fer ent

fault sit u a tions, in clud ing in all like li hood an ap proach
to spec i fy ing grace ful deg ra da tion prop er ties.

• Mea sures based on in stru men ta tion that sum ma rize and 
cre ate a quan ti fied eval u a tion of a sys tem un der test.

• A work load, used to cre ate a rea son able op er at ing
sce nario for test ing.

• A faultload, used to in ject sys tem faults, ex cep tional
sit u a tions, com po nent over loads, op er a tor mis takes,
main te nance er rors, com po nent fail ures, and other
events that could lead to undependability if not prop erly
han dled by the sys tem.

• In stru men ta tion to re cord the work load, faultload, and
per for mance of the sys tem, in clud ing lev els of
deg ra da tion or fail ures of var i ous op er at ing com po nents
as well as over all sys tem per for mance.
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• Pro ce dures and rules for benchmarking ac tiv i ties.  It is
well known that any bench mark can be "gamed" to
pro duce op ti mis tic re sults.  A de pend abil ity bench mark
would have to in clude stan dards for con duct ing
mea sure ment to en sure uni form con di tions for
mea sure ment.  In ad di tion to the ob vi ous items such as
sys tem con fig u ra tion dis clo sures for per for mance
met rics, de pend abil ity met rics might also in clude
re quire ments or dis clo sures in volv ing ev ery thing from
main te nance pro ce dures to op er a tor train ing,
con sid er ing all fac tors that af fect de pend abil ity.

The re sults of the pos si ble mea sures bear spe cific dis -
cus sion.  In gen eral they are not likely (at least at first) to be
a num ber so tidy as es ti mated Mean Time To Fail ure
(MTTF).  More likely, the re sults will be in the form of a set
of val ues that char ac ter ize sys tem be hav ior.  Pos si ble met -
rics in clude er ror de tec tion cov er age, er ror de tec tion la -
tency, er ror lo ca tion (di ag no sis) ef fec tive ness, er ror
lo ca tion la tency, re cov ery time, sys tem state losses af ter re -
cov ery, and de gree of deg ra da tion as a func tion of fault
load.  It is im por tant to note that the re sul tant met rics should 
give a clear in di ca tion of de pend abil ity at the sys tem level,
not merely at the com po nent level; for it is the sys tem de -
pend abil ity which ul ti mately mat ters to us ers.

4. Tech ni cal Hur dles

The pre vi ous de sign and de ploy ment cul ture for
RTMCSs has been to at tain per fec tion (or a very close ap -
prox i ma tion thereof), and thereby avoid the need to quan -
tify de pend abil ity in ad vance of de ploy ment be yond
tra di tional com po nent-fail ure-based re li abil ity and avail -
abil ity cal cu la tions.  This think ing is com mon in both mil i -
tary and com mer cial sys tems.  How ever, the ap proach of
ex pend ing a huge amount of re sources to en sure near-per -
fec tion does n’t scale from cur rent sys tems to com mod ity
prod uct RTMCS do mains.  First, no real sys tem is free of
de sign de fects, nor will one ever be in the fore see able fu -
ture.  Thus, when mul ti plied by a large num ber of de ployed
units, any RTMCS can be ex pected to fail in us age even
when de signed and man u fac tured with best-known prac -
tices.  Sec ond, the re al ity of lim ited re sources and lim ited
de vel op ment/test ing time re sults in causes there to be de -
fects re main ing even in even care fully de signed, low-vol -
ume mis sion crit i cal sys tems.  Third, con sumer prod uct
de vel op ment time and re source bud gets can not sup port
even the lim ited tech niques used on tra di tional RTMCSs,
bod ing poorly for the fu ture.  Thus, cre at ing new de vel op -
ment ap proaches and train ing de sign ers hang ing de vel op -
ment team mindset to deal with the re al i ties of new do mains 
rather than tra di tional RTMCS do mains might well be the

first (non-tech ni cal) hur dle to achiev ing highly de pend able
de signs.

There are, of course, tech ni cal hur dles as well.  The state
of the art in de pend abil ity mea sure ment var ies con sid er -
ably across dif fer ent tech nol ogy ar eas.  Hard ware re li abil -
ity mea sure ment is ma ture for fail ures stem ming from
phys i cal de fects.  How ever, both hard ware and soft ware de -
sign de pend abil ity are es sen tially un quan ti fi able at the
pres ent time (tech niques ex ist for es ti mat ing de fect rates of
re leased soft ware, but these are pri mar ily aimed at es tab -
lish ing cor rect ness rather than de pend abil ity, de spite the
term “soft ware re li abil ity” be ing used for this area).  User
in ter face de pend abil ity has been stud ied in the ar eas of hu -
man fac tors (now known as Hu man/Com puter In ter faces),
but is not yet a ma ture sci ence.  And, while me chan i cal
safety de pend abil ity is un der stood from a hard ware re li -
abil ity point of view, is sues such as me chan i cal/soft ware
safety trade offs are largely an un ex plored area.  Finally, the
sub-is sue of as sur ing se cu rity is ex tremely dif fi cult (and is
arguably a grand chal lenge prob lem in its own right).  In
terms of tool sup port, there are in fact many dif fer ent mea -
sure ment tools, and in par tic u lar a va ri ety of fault in jec tion
tools that are the prod uct of a de cade of re search.  How ever,
the tools are for the most part niche-ori ented, and there is no 
gen er ally agreed upon frame work for fault in jec tion ex per i -
men ta tion and in ter pre ta tion of mea sure ments.

It is pos si ble that set ting a goal of an out right de pend -
abil ity bench mark in the usual sense is overly am bi tious. 
How ever, at tempt ing to make prog ress in this di rec tion
could also bring to light vi a ble al ter na tives for the nearer
term.  Pos si ble al ter na tives in clude doc u ment ing best prac -
tices, mea sur ing the effectivness of de sign pro cesses, cer -
tif i ca tion-based ap proaches of ei ther pro cesses or systems,
and us ing mea sure ments of low-level sys tem prop er ties to
estimate over all sys tem de pend abil ity.

5. Po ten tial Im pact

What if in stead of vainly hop ing that a sys tem was per -
fect, one could in stead know just how de pend able (or un de -
pend able) it was go ing to be be fore it was de ployed?  While
this pros pect might raise some in ter est ing (and crit i cal) le -
gal and eth i cal is sues, con sumer-ori ented RTMCSs are un -
likely to be so de pend able that they can be con sid ered
es sen tially per fect.  And, even if they were as near-per fect
as the best cur rent RTMCSs, the huge num ber of de ployed
units would mean that, for ex am ple, what were “im prob a -
ble” events in an air craft fleet would be ev ery day events in
an au to mo tive fleet or ders of mag ni tude larger.  Quite
likely, many sys tems will be far less de pend able than that. 
Thus, quan ti fy ing de pend abil ity is not sim ply a nicety for
fu ture RTMCSs – it is a vi tal ne ces sity.  Per forming this feat 
will re quire close co op er a tion among the var i ous tech ni cal
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groups that deal with RTMCSs, in clud ing the fault tol er -
ance com mu nity, the real time sys tem com mu nity, and the
mis sion-crit i cal soft ware com mu nity.

Any RTMCS that is de vel oped on a tight bud get, that
does not ad mit to best-pos si ble soft ware qual ity as sur ance
prac tices, that can not af ford strin gently screened com po -
nents, that uses off-the-shelf tech nol ogy in stead of spe cial
safety-crit i cal com po nents, that is de ployed in huge vol ume 
(hun dreds of mil lions of units in stead of hun dreds of units),
or that is used by con sum ers who are not pro fes sion ally
trained op er a tors is a po ten tial ben e fi ciary of de pend abil ity
benchmarking.  Those who have much to gain in clude not
only end-us ers of sys tems, but also de vel op ers who wish to
cost-jus tify in creas ing the de pend abil ity of com po nents
they pro duce, and sys tem inte gra tors who wish to un der -
stand the de pend abil ity of off-the-shelf com po nents they

ac quire as well as the de pend abil ity of the fin ished sys tems
they cre ate.
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