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Spam is a significant information security threat that has affected many email and web
users. We will outline the impact of spam in several communications media, including
email, web, phishing, and social networks. Further, we use spam as an illustrative
instance of the general class of denial of information (DOI) attacks, which can be seen as
the information analog of denial of service (DoS) attacks. Examples of significant
research challenges in DOI attacks include: camouflage and randomization attacks,
adversarial (adaptive) classification, evolution of spam production and delivery. We will
discuss research results in DOI defense techniques that successfully address some of
these challenges, e.g., in the resistance to adversarial adaptation such as camouflage and
randomization attacks. The tutorial concludes with a discussion on current opportunities
and challenges in spam and DOI research.
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