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Abstract

Diminutive devices and high clock frequency of future
microprocessor generationsare causing increased concerns
for transient soft failures in hardware, necessitating fault
detection and recovery mechanisms even in commodity pro-
cessors. In this paper, we propose a fault-tolerant exten-
sion for modern superscalar out-of-order datapath that can
be supported by only modest additional hardware. In the
proposed extensions, error-detection is achieved by verify-
ing the redundant results of dynamically replicated threads
of executions, while the error-recovery scheme employs the
instruction-rewind mechanismto restart at a failed instruc-
tion. We study the performance impact of augmenting su-
perscalar microarchitectureswith thisfault tolerance mech-
anism. Ananalytical performance model isused in conjunc-
tion with a performance simulator. The simulation results
of 11 SPEC95 and SPEC2000 benchmarks show that in the
absence of faults, error detection causes a 2% to 45% re-
duction in throughput, which isin line with other proposed
detection schemes. In the presence of transient faults, the
fast error recovery scheme contributes very little additional
slowdown.

1 Intr oduction

Following the currenttrendsin transistorsize, volt-
ageand clock frequeng, future microprocessorsvill be-
comeincreasinglysusceptibléo transienhardwarefailures
(a.k.a.single-eventupset{ SEU) or soft errors)[3, 7]. Re-
cently, researcherbave proposedechniquego make use
of inherenthardware redundancief multithreadedand
chip-multiprocessoarchitecturesn concurrenerrordetec-
tion [14, 15, 19]. In this paperwe presenta transient-
fault tolerantdesignthat takes advantageof the redundan-
ciesfoundin superscalaprocessorsln additionto concur
renterrordetectionwe proposeo make useof pre-eisting
“instruction-ravind” mechanismdor recovery. A fault-

tolerant superscalaprocessoris in an important design
spacebecausea microprocessothat candeliver maximum
single-threacperformanceat a given costwill continueto
bethemainstayin commodityPCandembeddegrocessor
markets. Backed by tremendousconomicmomentum,a
singledesignthat candeliver maximumeveryday-useper
formanceandalternatvely provide mission-criticalreliabil-
ity will have a profoundimpacton the affordability of reli-
able computing. On the one hand, high-reliability seners
and mainframescould leveragethe economyof scale of
mass-markt PC processorsWhile on the otherhand,ev-
eryday PC userscan have the option of selectvely trad-
ing off performanceor reliability dependingon their cus-
tomizedusageandrequirements.

The samemechanismdor speculatie out-of-ordersu-
perscalarexecution,commonin the currentgenerationof
microprocessors;analsobe appliedto both detectionand
recovery of transientfaults. Figure 1 illustratesthe actions
of error detectionandrecovery in a superscaladatapath.
(1) By adaptingregisterrenamingcapabilities,instructions
fetchedfrom a single streamcanbe issuedredundantlyas
two or more data-independerhreadsin the dynamicexe-
cution path. (2) For error detection,the redundantlycom-
putedresultsfrom multiple threadscanbe checled against
eachotherprior to committingthe effect of aninstruction.
(3) Any inconsisteng betweenthe redundantesultstrig-
gersthe instruction-revind mechanismnto restartprogram
executionfrom the failed instruction;the executioncanbe
continuedin a seamlesstimely fashionif the erroris non-
recurring.

This paperexploresthe above fault-tolerantframework
in depth and pays particular attention to the issuesof
transient-ault recovery. Earlier work on fault-tolerantsu-
perscalardesign(suchas[8]) concentrate®n concurrent
error detectionof irrecoverablehard failuresand doesnot
considerthe possibility of usinginstruction-revind asare-
covery mechanism. The more recentefforts in the mul-
tithreaded/multiprocessaontexts also do not discussthe
mechanisméor efficiently recoveringfrom atransienfault
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and insteadrely on coarse-graircheckpointing. Coarse-
grainrecovery schemeseverely disrupt programprogress
andareonly acceptabléor non-interactve data-processing
applications. Furthermore,in our proposedfault-tolerant
superscaladesign, once concurrenterror detectionis in
place,recovery canbe implementecdat nearly no hardware
or performancesost.

When the proposedfault-tolerantmechanismis in ef-
fect, somefraction of the original processothroughputis
lost to redundantprocessing,but when protectionis not
neededthe modified datapathcan still be returnedto the
performanceof an optimally-tunedsuperscaladesignbe-
causeour extensionrequiresonly small deviationsfrom a
standardiesign.To betterunderstandhe performanceost
of reliability, we have developedboth a simple analytical
modelanda SimpleScaladerived performancesimulator
In mostcasestheperformancédossin atwo-way redundant
executionis muchlessthan50% comparedo normalnon-
redundantexecutionson comparablehardware resources.
For the 11 SPEC95and SPEC200benchmarkave stud-
ied, thethroughput(IPC) penaltydueto two-way redundant
executionrangesfrom 2% to 45% (32% average)on an 8-
way superscaladatapathThisthroughpufpenaltyisin line
with otherreportedresultsfor concurrenerrordetectionby
redundaninstructionprocessingWe have determinedhat
the overall throughputremainsunafectedby even a high
frequeng of faultsbecaus®f thelow costof rewind-based
recovery. In this paper we alsodiscussthe trade-ofs and
therangeof applicability of differentimplementatiordeci-
sions.

Paper Outline: Theremainderof this paperis organized
asfollows. Section2 provides additionalbackgroundon
the natureof transientfaultsandrelatesour effort to prior

error detection and recovery on a super scalar

work in fault-tolerance(both hard and soft errors). Sec-
tion 3 presentshe details of our proposedtransientfault
detectionand recosery mechanisms.Section4 presentsa
simpleanalyticalperformancenodelfor afault-tolerantsu-
perscalaprocessoandappliesit in ananalysis.Section5
presentsthe resultsof our simulation-basegerformance
evaluations.Section6 summarizeshe contributionsof this
paperanddiscussefuturedirectionsof our efforts.

2 Background
2.1 Transient Hard ware Faults

Transientfaults have traditionally beenassociatedvith
the corruptionof storeddatavalues. This phenomenotas
beenreportedasearlyas1954in adwerseoperatingcondi-
tionssuchasnearnuclearbombtestsitesandlaterin space
applicationg22, 12]. Since1978,densememorycircuits,
bothDRAM and SRAM, have beenknown to be suscepti-
bleto softerrorscausedy alpha-particle$rom IC packag-
ings [10] andcosmicrays[21]. By definition, a hardware
device canrecover its full capabilityfollowing a transient
failure,but suchfailuresareno lesscatastrophidor the cor-
rectexecutionof a programbecause corruptedintermedi-
atevalue,if not handled,cancorruptall subsequentom-
putations.Over the years,measures$o protectagainstsoft
errorsin memory devices have evolved to include physi-
caltechniquesn cell/gatedesign[1] andpackagingmateri-
als[9], aswell aserrorcorrectioncodeqECC).Today these
techniquesarecommonplacevenin commodityPC mem-
ories,but, exceptin extremelycritical applicationsprotec-
tion againstransientfailureshasrecevedlittle commercial
attentionoutsideof the memorysubsystemSoft-errorrates



vary greatlydependingon device typesandoperatingcon-
ditions, but currentestimatesare typically on the order of
onefailure peronemillion hours.

In aneffort to keepup with Moore’s Law, microproces-
sorimplementation$ave requiredever decreasindeature
sizeandsupplyvoltage. As a consequencef the reduced
capacitve nodechageandnoisemamin, evenflip-flop cir-
cuits will inevitably becomesusceptiblgo soft-errors[6].
The high clock rate of modernprocessorgurther exacer
batesthe problemby increasingthe probability of a new
failure mechanisnwherea momentarilycorruptedcombi-
national signalis latchedby a flip-flop. Thesenecessary
evils of continually pushingthe processoperformancesn-
velopewill shortly placeusin an unfamiliar realmwhere
logically correctimplementationslonecannotensurecor-
rectprogramexecutionwith sufficient confidence.

2.2 Fault-Tolerant Computing

It shouldnot be surprisingthat eventodayno commer
cial ICs areguaranteedo operate‘perfectly”. In fact, in-
ternationalstandardsxist to prescribewhatis an accept-
able, albeit a very low, frequeng of failure [18]. When
additional confidencein reliability is called for, vendors
of high-availability platformshave long incorporatedex-
plicit error detectionand correctiontechniquesn their ar
chitectures. The basictechniguesnvolve information re-
dundang, spaceredundang andtime redundany.

Protectingdatawordswith informationredundanicod-
ing, suchasparity or Hammingcode,allows somenumber
of bit errorsto be detectableor correctable. Information
redundang comesat the costof additionalstoragefor the
coding overhead,as well asthe costof the encodingand
checkinglogic. Memoryarrayscanbe ECC-protectedela-
tively efficiently becausehe costof the codinglogic canbe
amortizedover the array Applying ECCto individual reg-
istersin a processorequiresan exorbitantamountof over-
headandalsoincreaseghe critical pathdelay Typically,
informationredundang is reseredfor memory cachesand
perhapsregister files, whereasspaceand time redundant
techniquesareemployedelsavherein the processar

Spaceredundanyg is achieved by carryingout the same
computatioron multiple independenhardwareat the same
time. Errorsareexposedby corroboratingheredundante-
sults. For systemswith triple (or higher)redundanyg, a cor-
rectanswercanbe obtainedby a majority electionscheme
in certainfailure modes. For duplex systems,computa-
tion mustbe restartablan orderto recover from an error.
To avoid thelarge hardwareoverheadf spaceedundany,
analternative is time redundang whereredundantompu-
tation is obtainedby repeatingthe sameoperationamulti-
ple timeson the samehardware. Time redundang hasthe
shortcomingthat persistenthardware faults may introduce

identical errorsto all redundantresults,makingerrorsin-
discernible.A proposedvorkaroundnvolvestransforming
the input operandqsuchas rotating the operandgor bit-
wise logical operations)etweenredundantexecutionsto
exposea persistenfault[13]. Spaceedundang hasacom-
plementaryshortcomingthata transientfailure mechanism
may affect the spaceredundanhardwareidentically, again
makingerrorsindiscernible.

Dueto the high costof fault toleranceandthe relatively
low likelihoodfor errorsin present-dayechnologiesfault-
tolerantprocessodesignshave only beenjustified in spe-
cialty systemsand very high-end mainframes/se®rs in-
tendedfor mission-criticalapplications Examplesof com-
mercialfault-tolerantsystemsrelBM z900[16] andCom-
paqNonStopHimalaya[5]; bothemploy a combinationof
redundang techniqueslescribedabove.

IBM 2900 (previously S/390)employs extensie fault-
tolerantmechanismshroughouthe system accountingor
approximately20%to 30%of all logic. In particular since
G4, microprocessorfor IBM mainframeshave employed
two fully-duplicated lock-step pipelines. When the two
pipelinesdisagreein an instructions result, the processor
revertsto millicode to carry out extensive hardwarechecks,
and,ontransienerrors,it canrestoreheprogramstatefrom
a specialhardwarecheckpointmodule. The whole process
cantake up to severalthousandrocessocycles. Although
theseprocessorsffer superbfault-tolerancethey arehigh-
endspecialtyitemsbecauseheir designtrade-ofs aresub-
stantiallydifferentfrom commoditymicroprocessors.

CompagNonStopHimalayacomprisesf two stockAl-
pha processorsunning the sameprogramin locked step.
Faultsaredetectedy comparingthe outputof thetwo pro-
cessorst the externalpins on every clock cycle. Thetwo
processorare haltedimmediatelyif they disagreeto pre-
vent errorsfrom corruptingthe memoryand storagesub-
systems.Although Compagis ableto leveragetheir com-
modity workstationprocessorsn their NonStopHimalaya
systemsthey arenot ableto provide hardware supportfor
seamlessecoveryfollowing atransienffailure.

2.3 RelatedWork in Transient-Fault Tolerance

In thecomingparagraphsye describesomerecentwork
in addressinghe problemof transient-aultsin future com-
modity processorsOur work sharesnary of the common
elementsaxaminedby theseclosely-relatedefforts. How-
ever, our investigation pasedon a superscaladatapathat-
temptsto provide a designthatcanoptionallydivertits full
resourcegoward single-thread performance or reliabil-
ity. Our work alsointegratesrecovery into fault tolerance
with very little additionalcost.

Theinherenthardwareredundang in simultaneousnul-
tithreading(SMT) [20] andthechip multi-processofCMP)



architecturesnake themideal basegor spaceandtime re-
dundantfault-tolerantdesigns. However, in normal oper
ation, thesemultithreaded/multiprocessarchitecturesire
throughput-optimizednddependntheexistenceof multi-
plethreadgor maximumperformanceWe believe theratio
of single-threacherformanceover costwill remainanim-
portantfactorin PC andembeddednarkets. Rotenbeg is
the first to suggestusingan SMT architectureto execute
two copiesof the sameprogramfor fault-tolerance15].
The two copies,known asthe A-threadandthe R-thread,
proceedwith a slight lag. Mechanismsare introducedto
verify the outcomeof the two threadson an instruction-
by-instructionbasis. In the samepaper Rotenbeg also
describesnechanismgo reducethe throughputpenalty of
redundantexecutionby expediting the R-threadusing A-
thread-assistedontrolanddatapredictions.The paperdid
not discusshe meangfor recovery. A later paperdevelops
similar conceptsn the context of CMPs[19].

Reinhardtand Mukherjee have improved upon SMT-
basedfault-tolerantdesignsby checkingonly instructions
whoseside-efectsexit theprocessocore,permittinglooser
coupling betweenthe redundanthreads[14]. They have
alsosuggestednechanismso speedughe delayedthreads
using information from the leadingthread. No recovery
schemeis suggestedo complementthis coarse-grairde-
tectionscheme.Their paperpresents thoroughexamina-
tion of theissuesin SMT-basedfault-tolerance.In partic-
ular, they describethe conceptof sphere of replication for
aiding the designand discussionof fault-tolerantproces-
sors. In short, the partsof the processotthat fall outside
of the sphereare not replicatedand mustbe protectedvia
meanssuchasinformationredundang; componentsnside
thespheremusteitherbe physicallyreplicatedfor spacere-
dundang or logically replicatedvia time redundany.

Austin proposes very differentfault-tolerantschemen
the DIVA architecturg2]. DIVA comprisesof an aggres-
sive out-of-ordersuperscalaprocessorand, on the same
die, a simplein-orderchecker processar The checler pro-
cessolverifiesthe outputof the complex out-of-orderpro-
cessorand triggers a recovery action when an inconsis-
teng is found. Besidestransientfault-toleranceassum-
ing the simple DIVA checler processotis free of errors,
it is alsoableto correcterrorsdueto designmistalesin
theaggressiefront-endprocessarDIVA offersaninterest-
ing solutionto combatprocessodesigncompleity, but the
staticnatureof its hardwareredundang preventsit from re-
gainingadditionalperformancevhenreliability is not war-
ranted.

3 Transient-Fault Tolerant Superscalar

This sectionpresentsour proposalfor a fault-tolerant
superscalaprocessar (In the rest of this paper we use

fault toleranceto meantransient-ault tolerance.) Our ob-
jective is to develop a setof extensionsthat leveragepre-
existing speculatie out-of-orderhardware and minimizes
disturbance$o modernsuperscaladesigns.

3.1 BaselineProcessorand Assumptions

Earlier proposalsfor aggressie superscalardesigns
have employed centralizedbookkeepingstructuressuchas
RUU [17]. Most recentimplementationshave adopteda
more decentralizedbrganizationwith distributed resena-
tion stationsreorderbuffer (ROB) andrenameregisterfile.
Our proposalis compatiblewith both schemes.n the fol-
lowing paragraphsye briefly describethe main architec-
tural assumptiongor the baselinesuperscalaprocessar

For concurrenterror detection,we rely on register re-
naminghardwareto temporarilysplit aninstructionstream
into multiple data-independerihreads.In our baselinear
chitecturerenameaegistersresidewith ROB entries;specu-
lative valuesaretransferredo a separateommittedregister
file upon an instructions retirement. A map table main-
tainsmappingfrom logical registernamesto physicalreg-
isterlocations.We will alsoconsiderthe alternatve where
renamings carriedout by associatiely searchinghe“log-
ical destination"columnof ROB andthe casewherecom-
mitted registersandrenameregistersareheldin acommon
pool of physicalregisters.

For error recovery, we rely on speculatre execution
hardwareto maintainbothin-order(or committed)andout-
of-order (or speculatie) statessuchthatthe processorcan
alwaysrevertto the known-to-be-gooccommittedstateaf-
ter encounteringn exception.In our baselinearchitecture,
ROB recordsall outstandingnstructionsin programorder
andtrackstheir executionstatus. While in ROB, instruc-
tionsareconsideredspeculatie; their side-efectson com-
mitted programstatesaredelayedin ROB until retirement.
Althoughinstructionexecutionsaredynamicallyreordered,
instructiongretirefrom ROB in strict programordet

In coming microprocessogenerationsmemorycell ar
raysarelikely to experiencean unacceptableate of tran-
sientfailuressoonerthanthe restof the processar There-
fore we anticipateall or mostof the on-chipstoragearrays
to be ECC protected. In this paper we assumeECC pro-
tectionis viable for all simple array structures,.e., ones
that only supportbasicindexed readandwrite accesgo a
whole entry In particular we assumeall committedpro-
gramstateg(including registerfiles, cachesmain memory
andTLBs) areECC protected.Internalprocessostatereg-
isters and complex-accessstructureslike ROB cannotbe
efficiently ECC protected. Thus, unlike the O3RS reli-
able superscalaarchitectureproposedby Mendelsonand
Suri [11], speculatie stateandintermediateexecutionre-
sultsin our designare coveredby eitherspaceor time re-



dundantprocessing.In short, the sphere of replication in
our designseparatesommittedprogramstatesfrom specu-
lative executionstates.

3.2 Fault ToleranceMechanisms

The proposedault toleranceextensionsconsistof three
parts:instructioninjection(replication),fault detectionand
transienfaultrecovery.

Instruction Injection

Theinstructioninjectionlogic in thedecodestageemporaf
ily createsnultiple redundanthreadsfrom asingleinstruc-
tion stream. Standardsuperscaladesignscan decodeand
dispatchmultiple instructionsconcurrently The sameca-
pability could be borrovedto redundantlydecodeanddis-
patchthe sameinstruction R numberof times,whereR is
the desireddegreeof redundang. The R decodedcopies
of the sameinstructionare allocatedto consecutie ROB
entries.

Thecomplicationin this stepis in separatinghedatade-
pendencédetweerthe R threads By alwaysstoringredun-
dantcopiesof aninstructionin consecutie ROB entries,if
the ROB sizeis a multiple of R, we caninsisttwo active
ROB entrieswith indices: andj belongto the samethread
onlyif i = j (mod R). Thus,if renamingis achievzed by
associatiely searchinghe “logical destination"columnof
ROB thenthe above condition canbe addedto the match
criteria. If anoperandof entry is renamedo theinstruc-
tion resultin entry j, andi = j = 0 (mod R), thenthe
correspondingperandof entryi + k mustbe renamedo
theentryj + k for 0 < k& < R. In otherwords,for eachnew
instruction,we only needto renamethe operanddor the
first copy, andtherenameagsfor the remainingcopiescan
bededucedy addinganoffsetk. Thus,only onemaptable
is neededegardlesof R. The contentsof the solerename
tablemustbe protectedby ECC, however. In somearchi-
tecturespoththe committedregistersandrenameregisters
are held in a commonpool of physicalregisters. In this
case copiesof the sameinstructionneedto beallocatedan
alignedblock of consecutie renameregisters.

Whenredundantnstructioninjectionis in effect, the ef-
fective dispatchbandwidthof a processoiis reducedby a
factorof R, andthe effective capacitief ROB andthere-
nameregister file are similarly reducedby a factor of R.
Furthermore the peak execution stagethroughputis also
reducedby approximatelya factor of R becausesachin-
structionis executedR times. The effective throughput,
however, degradesby a lesseramountif somefunctional
unit types(integer ALUs, memoryport, etc.) werenot fully
utilized in normal (non-redundantpperationdue to lim-
ited instruction-level parallelism. In general,increasingR
reducesperformancebut provides bettercoverageagainst

transientfaults. We expect R to be either2 or 3 in most
designs.Sections4 and5 discussthe performancampact
of redundantnstructioninjectionin greaterdetail.

Fault Detection

The redundang betweenthreadsonly exists temporarily
during speculatie execution— the threadsare re-meged
into a single committing instruction streambefore updat-
ing the committedprogramstate.After redundantopiesof
the sameinstructionare injectedduring decode their exe-
cutionsproceechormally until thecommitstage.Whenall
copiesof the sameinstructionhave beenexecutedandare
the oldestentriesin ROB, the R entriesarecross-checkd.
If all entriesagreethenthey arefreedfrom ROB, retiring a
singleinstruction.If ary fieldsof the entriesdisagreethen
an error hasoccurredandrecovery is required. Underour
currentproposal,checksare only performedwhenthe en-
tries areretiring. Thereis a small performanceadvantage
to detectandrecover from a fault sooney suchasright af-
ter all copiesof aninstructionhave beenexecutedbut are
not yet the oldest. However, theimprovementis too small
atary reasonablerrorrateto justify the drasticincreasean
hardwarecompleity, andfurthermore the copiesof anin-
structionmuststill be rechecled at committime in casea
valuebecomesorruptedwhile waiting to commit.

Control flow instructionsare also redundantlyissued,
but as soonasone copy of a branchinstructionevaluates
and disagreeswith the predictedbranchdirection or tar-
get, branchrewind is triggeredimmediatelybasedon this
singularresult. Only redundantcopiesof a correctly pre-
dictedbranch,or a correctedoranch,will eventuallyreach
the commit stage. At which point, the redundantlyevalu-
atedbranchdecisionsaandtargetsarecross-checid. To en-
surethe correctnessf control-flon, an ECC-protectedeg-
istermustholdthenext-PCof thelastcommittednstruction
aspartof the committedprogramstate. Every retiring in-
structions PC mustbe checled againstthe last committed
next-PC.

To corroborateheretiring results,R accesset ROB is
neededo retire a singleinstruction,andthusthe effective
commit/retirebandwidthis reducedby a factorof R. The
memory and register file write ports may becomeunder
utilized relative to the restof the systembecauseve only
performone write per R retiring ROB entries. However,
the numberof registerfile andmemoryportscannotbe re-
ducedsincethe overall processodesignmustremainbal-
ancedfor normaloperationin theunprotectednode.When
a physicalregisterfile is usedfor both committedregisters
andrenameregisters,corroboratingthe resultsof different
threadsrequiresR additionalregisterfile readaccesseper
retiringinstruction.In addition,theredundantenameegis-
terscannotbe easilycoalescednto onecommittedregister
Thus,the performanceof fault-tolerantsuperscaladerived



from a microarchitecturavith a commonphysicalregister
poolwill beslightly lowerthenreportedn Section5.

Recovery

Oncethe concurrenerrordetectionmechanisnis in place,
recovery canbeachievedat nearlyno cost,in termsof both

hardware and performance using the pre-eisting execu-
tion rewind mechanism After aninconsisteng is detected
betweenredundantlyexecutedcopiesof a retiring instruc-
tion, the default actionis to completelyrewind the ROB,

i.e. discardthe entire ROB contentsand restartexecution
by refetchingfrom the committednext-PC register If the

error is non-persistentthe programexecutioncanproceed
correctlyonthenext attempt.A rewind-basedecoveryonly

introducesa penaltyon the orderof tensof cyclesandhas
a nggligible effect on throughputfor even the highestex-

pectederrorrate.

For designswith R > 3, inconsisteng betweenredun-
dantcopiesof a retiring instructioncould alsobe resohed
by a majority election. Underthis schemean extra degree
of designchoiceis thecorrectnesacceptancéhresholdj.e.
how mary copiesmustagreebeforeoneacceptshe major
ity resultascorrect. If anacceptablenajority exists, then
an instructionis allowed to commit even if discrepancies
are detected;otherwisea completerewind is invoked. In
Section5, we will shav thatan*®R=3" designwith major
ity electionperformsbetterthanan‘ R=2' rewind-basedle-
signonly whentheerrorrateis exceedinglyhigh. Thuswe
conclude' R>2' designsare only usefulin increasingthe
confidencen fault coverage.

3.3 Implementation Costs

Figure 2 shawvs the hardware modificationsrequiredby
our scheme.New datapathelements- instructionreplica-
tion logic, resultcomparisoriogic anda new PCregister—
arehighlightedin grey. Pre-&isting structureghatmustbe
ECC protectedaredravn with double-lines.As discussed
above,the buswidth andthenumberof accesgortsof pre-
existing structuresdo not needto be increased. The new
datapthelementsdo not represent significantincreasen
hardware. If instructiondecodingis in the critical path,the
extra delayof theinstructionreplicationlogic shouldbe on
the order of one additionallevel of multiplexing. The re-
sult comparisorogic shouldnot affect the commit stages
pathdelaybecauseét canbe carriedout concurrentlywith
othercommit operations.The majority of implementation
overheadpothin termsof areaandtiming budgetsjs most
likely to be associatedvith addingECC protectionto the
registerfile andtheregisterrenameable.
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Figure 2. Hardware modifications to imple-

ment transient-fault detection and recovery.

3.4 Fault Coverage

This fault-tolerantsuperscaladesignassumeshe com-
mitted processostatesareprotectedy traditionalinforma-
tion redundantechniques Assumingthe committedstates
are adequatelyprotected,a single-eent upsetwithin the
speculatie portionsof a processocanalwaysbe corrected
by reverting to a known-to-be-correccommittedprevious
state.

Instruction replication begins at decode,and indepen-
dencebetweertheredundantopiesis maintainedhrough-
out until the temporarythreadsare re-megedinto a sin-
gle committing streamin the commit stage. All informa-
tion betweenthe decodestageand the commit stageare
R-redundanin storageand computation. In otherwords,
every intermediateresultis representethy andstoredas R
separateopies. The R copiesarethe resultsof R space-
independendr time-independentomputationsandthere-
dundantcomputationslo not shareary commoninput. A
single-eentupsetthatcausesnintermediatesrrorwith an
obsenableendeffectwill bedetectedduringcorroboration
againstotherunafectedthreadsin the commitstage.Only
“proven”-to-be-god resultsareallowedto updatethecom-
mitted states.

An instructionleavesthe protectionof ECC-protected-
cacheat fetchtime. Thereis awindow of vulnerability be-
tweenfetchanddecodewhile aninstructionresidesn the
fetch queue. Due to the simple natureof fetch queueac-
cesseandits essentialyfRAM-basedimplementationit is
feasibleto useECC to protectthe buffer contents. Trace
cachesalso falls in the samecateyory and mustbe ECC
protectedaswell. Anotherpoint of vulnerabilityis the PC



registerwhich is not duplicated. However, ary errorin a
programs control flow sequencevould be detectedat re-
tirementbecauseve checkthe controlflow relationshipbe-
tweenevery pair of consecutie retiring instructions. For
thesamereasonBTB arraysdo not needto be protected.

3.5 Other DesignConsiderations

Below we discusssomeof theissueshatareconsidered
but notincorporatednto our design.

Granularity of Error Checking: The proposedfault-
tolerantsuperscaladesignis basedon fine-grainchecking
atthecommitstageof everyinstructionsuchthatthe execu-
tion of redundanthreadsaretightly coupled.In the context
of anSMT architectureReinhardandMukherjeeproposed
to let the redundantthreadsrun unchecled except when
informationis aboutto exit the processorcore[14]. The
adwantageof this coarse-grairsMT-basedapproachs that
threadsdo not needto be synchronizedn the pipelineand
theregisterfiles donotneedto be ECCprotected However,
muchadditionalhardwareis neededo reconciletheresults
betweentwo far flung threads. Recwery (hot specifiedin
the paper)for this schemewould concevably require an
elaborateprocesdnvolving a large amountof history. The
coarse-grairmodelis naturalfor SMT-baseddesigns,but
the extra hardware requiremento supportmultiple truly-
independenthreadcontexts conflictswith the goalto pre-
sene maximumnormalsingle-threagberformance.

Staggered Thread Executions: Reinhardtand Mukher
jeealsosuggestedhatallowing the executionof theredun-
dant threadsto be staggeredover time can improve per
formanceover moretightly coupledexecutions. The per
formancegain of staggeredxecutiondoesnot comefrom
smoothingcontentiondor a particularfunctionalunit type;
sufficiently large resenation stations(instruction queues)
cansene thatpurpose Ratherin anSMT-based-edundant
scheme the improvementis dueto reducedcachemisses
andbranchmispredictionsn the delayedthread. A fault-
tolerantsuperscaladoesnot needto recover the costasso-
ciatedwith redundantnstructionfetches and,thus,it does
not needto useprioritized schedulingo createan artificial
staggebetweertheredundanthreads.

Multi-cycle and Corr elatedFaults: Transienfaultsthat
last multiple cycles could causeidentical errorsto time-
redundantoperationsJeaving the error indiscernible. In-
creasingthe staggerbetweentime-redundantoperations
givesadditionalsafe-guardsgainstthis failure mode. Al-
thoughradiationand noise-relatedaults typically do not
leadto this failure mode,this is a concevablescenariofor

failure mechanismswith slower transients(such as over

heating).Our designlimits theamountof drift betweerthe
redundanthreads but this coupledexecutionstyle canbe
usedto our advantageby co-schedulingedundantcopies
of the sameinstructionsuchthatthey are executedon dif-

ferentphysicalfunctionalunitswheneerpossible.

4 Performancelmplications

The IPC penaltyof fault-tolerantsuperscalaexecutions
canbeattributedto two sources:

1. Steadystatepenaltydueto redundaninstructionpro-
cessing

2. Errorrecovery overheadhatis afunctionof transient
failurefrequeny

In this section,we developanalyticalmodelsto understand
andpredictthe performancecostof reliability. In the mod-

els, R is the degree of redundang; IPC, is IPC of the

unmodifiedsuperscaladatapath;and I PC'r, is IPC of the

samedatapathmodified to support R redundantthreads.
CPI, andCPIg aredefinedcorrespondingly

4.1 SteadyStatePenalty

To thefirst order IPCr canbeapproximatedy £¢
In otherwords, the throughputof the processois reduced
by a factorof R wheneachinstructionmustbe processed
R timesandthereforeconsumesk timesasmuchresources
and bandwidth. In practice, I PCg sometimedaresbet-
ter than % becausd PC, is not alwayslimited by the
peakthroughputof the processar IPC, achiesed by an
applicationis alsostronglydeterminedy the applications
instruction-level parallelism(ILP). Whenwe createR data-
independenthreadsfrom a single instruction stream,we
have effectively increasedhe available ILP by a factor of
R. deally, until the processoresourcedecomesaturated,
the extra dataindependenbperationsconsumethe previ-
ously unusedcapacitiesandincur little cost. This canbe
capturedby thefollowing equation,

IPCR = IPC, — maxz { BIEL=E 0}

wherethesubtrahendorrespondso theredundanprocess-
ing penalty! Theterm B representshe first resourcebot-
tleneckexercisedby anapplication typically the numberof
functionalunitsof a particulartype.

1Simply put,if TPC,< £ thenTPCr=IPC, elsePCg=%.
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4.2 Recovery Penalty

In the following discussion/et f be the averagetran-
sientfailurefrequeng (in termsof failuresperinstructiorf)
for an unmodifiedsuperscaladatapath. Corverting to an
R-redundansuperscaladatapaththe averagefrequengy at
which oneof the R copiesof aninstructionbecomescor-
ruptedis R- f. Whenevertheredundantopiesdisagreethe
processomustdiscardits speculatie stateand rewind to
the known-to-be-gooccommittedstate. Let p be the aver-
agerewind penaltyin termsof the numberof cyclesadded
to the execution. On average,a superscalaprocessotin
fault-tolerantmodewill take p morecyclesto commit Ri_f
instructions.Thus,C PIr asafunctionof f canbeapprox-
imatedby

CPIR(f) = CPIR*SS + %
R-f

whereCPIg_,, istheerrorfreesteady-stat€Pldiscussed
in Sectiond.1. CorvertingCPIg(f) to IPCg(f), we get,

_ IPCr_,,
IPCR(f) = tpmripcn s

Theseequationsare not accuratefor very high error fre-
queng (i.e. % ~ p) becausat suchfrequenciestapidsuc-
cession®f faultsmayonly incur onerewind penalty

4.3 Applying the Models

Figure 3 plots idealized I PCr=2(f) and IPCr=3(f)
where we assumeIPC,=B and is normalized to 1.
I1PC,=B representthecasewvhensingle-threadxecutions
alreadyhave sufficient ILP to saturatehebottleneckB and
thusIPCR:%. Both R=2 and R=3 userewind for re-
covery, andp is assumedio be20 cyclesin bothcasesFrom

2|n otherwords,we expect1 instructionexecutionto produceanincor
rectresultin % instructions.
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Figure 4. IPC vs. fault frequenc y for p = 2000

Figure3, we seethatlPC of * R=2" and‘ R=3’ staysrelative
constantuntil 1 is within two ordersof magnitudeof p, at
which point rewind penaltiesconstitutesa significantfrac-
tion of thetotal executiontime. We do notintendourdesign
to be operatedundersuchhigh error rates. A third curve
shavs IPCg vs. f for a‘ R=3' designthat usesmajority-
electionaswell asrewind.

Figure4 plotsthe sameinformationasFigure3 exceptp
hasbeenincreasedo 2000cyclesto reflecta muchcoarser
grainerrordetectionandrecovery schemeComparingrig-
ures3 and 4, p hasonly a minimal effect on the average
IPC for ary reasonablevaluesof f. However, p hasan-
other importanteffect if a processomeedsto maintaina
real-time guaranteeof executinga certain numberof in-
structionswithin somewindow of time. A largep canonly
beamortizedovera correspondinglyargewindow, making
fine-grainreal-timeguaranteesmpossible.

5 Performance Simulation and Evaluation

In this section,we presenta moredetailedperformance
evaluationbasedon performancesimulationsof 11 bench-
marksfrom the SPEC95and SPEC2000.We begin by de-
scribingthe simulationervironment,simulatedmicroarchi-
tecturesandselectedbenchmarks.

5.1 Experimental Setup

5.1.1 Performance/Functional Simulator

We useda modified versionof SimpleScalaf4] for both
performanceand functional simulations. We modified the
stockout-of-ordersimulatorto implementinstructionrepli-
cation, fault detectionand recovery schemesas described
in Sections3. We alsointroduceda “f ault injection” mod-
ule that canrandomly corrupt someinstructionsbasedon



Fetch/Decode/Dispatch/ 8
IssueWidth
RUU/LSQsize
BranchPredictor

128/64
Combinedpredictorthatselectde-
tweena 2K bimodalanda 2-level
predictor The 2-level predictor
consistof a2-entryL1 (10-bithis-
tory), an 1024-entryL.2, and 1-bit
xor. One prediction per cycle.

64 KBytes, 2 way associatie.

32 KBytes, 2-way associatie, 2
R/W ports.

512KBytes,4-way associatie.

4 Int ALU, 2 Int Mult, 2 FP Add
and1 FPMult/Div.

All FU operations are pipelined
exceptfor division.

InstructionL1 cache
DatalL1 cache

Unified L2 cache
FunctionalUnit Mix

Table 1. simoutorder machine parameter s for
the baseline super scalar model

a userspecifiedprobability distribution function. Because
our faultinjectionmodulemay decideto corruptsomepart

of an instructionat ary stageof the pipeline, significant

change$adto bemadeto the stocksim-outorder’s instruc-

tion rewind codeto allow rewindsto be decidedlaterthan

thedecodestage.

Our modified simulatormaintainstwo setsof commit-
ted registerfile and memorystate. One setis updatedby
instructionsthat have successfullygraduatedthroughthe
commit stageafter faithfully passingthroughthe out-of-
order pipeline. The other set, concurrentlymaintainedas
a sanity check,is updatedby executingthe programin an
in-order, non-speculatie manner During simulations,we
havetheoptionto periodicallydrainthepipelineto compare
the two setsof statesto ensureour error detectionscheme
hascapturedhe randomlyinjectedfaultsandthe recovery
schemehascorrectlyrestoredhe processoto a goodstate
afteraninjectedfault.

5.1.2 Simulated Machine Parameters

For our main performanceesults,we simulatedthreema-
chine models. The baselinemachine(SS-1) is a single-
threadout-of-order superscalaprocessosimulatedusing
the stocksim-outorder simulator The salientmachinepa-
rametersare summarizedn Table 1. The parametersare
chosento reflectan aggressie but contemporaryproces-
sordesignpoint. The samemachinedescriptionsaregiven
to our modified simulatorto simulatea 2-way-redundant
fault-tolerantsuperscalaprocesso(SS-2). To ensureafair
comparisongxtra resourceusagesare carefully accounted

for asto not exceedthe capacityavailable to the baseline
model. In the redundantxecutionof memoryinstructions
(bothloadsandstores)thememoryaddressearecomputed
redundantly but only one memory accessis performed.
The last model (Static-2) in our studyreflectsa statically-
redundantprocessorwith two identical and independent
pipelinesthatrun two copiesof the programin locked-step
(suchas IBM G4/G5/G6). Static-2 is modeledusing the
stocksim-outorder simulatorwith half of theresourcegex-
ceptcachesand BP hardware)asin Table1. This corre-
spondgo staticallydividing the baselineresourcegqually
into two pipelines?

5.1.3 Benchmarks

Thesimulationresultsarebasedn 11 benchmarkselected
from SPEC95and SPEC2000.The benchmarksre com-
piledfor PISAISA usinggcc -2 -funroll -1 oops.
Thereferencenputsareusedfor eachbenchmarkFor each
benchmarkmeasurementheresultstypically areaveraged
over a 1-billion-instruction simulation (after skipping the
first 1 billion instructionswhenappropriate).Table2 gives
asummaryof thebenchmarksén termsof their dynamicin-
structionmix.

5.2 IPC Performance Comparisons

Figure 5 comparedPC of the three processomodels
(SS-1, Static-2 and SS-2) for eachof the 11 benchmarks.
Onaveragethe2-way dynamicredundansuperscalafSs-
2) achieves30%lower IPCthanthebaselingorocesso(Ss-
1). For comparablehardware configurations SS-2 should
perform comparablyto the resultsreportedfor the SMT-
basedfault-tolerancewith slack-fetch and branch-outcome
queue [14]. Overall, the 2-way dynamic redundantsu-
perscalar(SS-2) performscomparablyto the static two-
pipeline processor(Static-2). For fpppp, swim, and art
Static-2 significantlyout performsSs-2 dueto theextra FP
Mult/Div unit.

The benchmarksammp, go and vpr suffer less IPC
penaltyin SS-2 thenthe restof the benchmarks.To help
understandhis, we testthe benchmarks sensitvity to vary-
ing numbersf functionalunits(0.5x, 2x, infinite) andRUU
sizes(0.5x, 2x, infinite). From the resultsof theseexper
iments, we are able to determinethat theseother bench-
marks with higher IPC penaltiesare already functional-
unit limited in the baselineconfiguration. (swim is also
RUU-limited.) In otherwords, the single-threadhrough-
put(IPC,) is alreadyexercisingsomehardwarebottleneck
(B). Thereforejnjectinga secondhreadhasa big impact
ontheeffective IPC (I PCg). Ontheotherhand,go andvpr

SEachredundanpipeline hasan FP Mult/Div unit. Thus, Static-2 in
effecthasthe adwantageof anextra FP Mult/Div unit.



Benchmark Inst Inst % % % % %
Skipped | Simulated| MemOps | IntOps. | FPAdd | FPMult | FPDiv
gcc 1B 1B 74.55 25.45 0 0 0
vortex 1B 1B 54.56 45.44 0 0 0
go 1B 1B 29.49 70.50 0 0 0
bzip 1B 1B 29.84 70.16 0 0 0
iipeg 0 1B 26.06 73.94 0 0 0
vpr 1B 1B 31.30 63.61 3.57 1.38 0.15
equale 1B 1B 34.55 52.82 6.06 6.41 0.16
ammp 1B 1B 41.35 56.64 1.49 0.50 0.02
fpppp 1B 1B 52.43 15.03 | 1553 | 16.84 | 0.16
swim 1B 1B 32.71 37.41 19.31 10.12 0.47
art 1B 268M 35.29 43.50 11.07 8.39 1.36

Table 2. Summary of Benchmark Characteristics
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Figure 5. Steady-State IPC Comparison

arealmostinsensitie to the amountof resourcesvailable.
Thisis anindicationthattheir I PC, is determinedy ILP,
andthereforethe extra ILP from the secondhreadhasfree
useof previously underutilized resourcesammp is an ex-
tremecasewhereits IPC, is limited by a large numberof
divisionsin its critical path.

5.3 Fault Recovery Performance

This sectionpresentshe recovery costsof fault-tolerant
superscalaexecution. For theseexperiments,the fault-
injection modulein our modified simulatoris enabledto
randomlycorruptsomeinstructionsat varying frequencies.
Usingthe samemachineparametersisin Tablel, we have
simulatedwo designswith R=2 and R=3, respectrely. For
the* R=3’ design,majority-electionis usedto recoserfrom
acorruptednstructionwheneer possible.

Figure6 compareghe obsened I PC, for fpppp onthe
two designsover differentfault frequencies.The X-axis is
the averagefault frequeng givenin faultsperonemillion
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Figure 6. IPC vs. fault-frequenc vy for fpppp

instructions,while the Y-axisis the correspondingd PCr.

This plot correspondstlosely to the analytical model in

Section4.2. As expected,IPC of the ‘' R=2" designdrops
sharplywhen faults are sufficiently frequentfor recovery
penaltiego be asignificantpartof the executiontime. Typ-

ical recoverycostsobsenedin fpppp simulationsarearound
30cycles.IPCof the' R=3’ designis lower but remainsun-

affecteduntil muchhigherfrequenciesecauseahereis no

rewind penaltyuntil 2 out of 3 copiesof aninstructionare
corrupted.IPC of the moreefficient ' R=2" designeventu-
ally dropsbelow the * R=3" design,but the cross-wer oc-

cursatamuchhigherfault frequeng thanwhatour design
is intendedfor. (At suchhighfault-frequencieundamen-
tally differentsolutionsin termsof architectureor imple-

mentationtechnologyis calledfor.) In ourintendedrange
of errorfrequeng, ' R=2’ offersaclearperformancedwan-
tage.' R=3" designsareonly applicablgf extraredundang

is desiredfor higherconfidencen fault-coverageor if the
applicationcannottolerateeventhe small performancehic-

cups of rewind recovery.



6 Conclusions

The pushtoward deepsubmicrondevicesis a key en-
ablerin the continuedexponentialincreasén microproces-
sor performance.Given the anticipatedfeaturesize, noise
maugin and clock rate, it is inevitable that processorsvill
begin to experienceanunacceptabléevel of transienthard-
ware faultsin both logic and memory An effective mi-
croarchitecturatountermeasureanustinclude both detec-
tion andrecovery.

In this paper we have presentedan efficient fault-
tolerancetechniquefor currentout-of-ordersuperscalami-
croarchitecturesThe proposakelieson threekey elements
to providetransient-aulttolerancehroughhardwareredun-
dang: (1) dynamicinstructioninjectionthatcreatesedun-
dantthreadsof executions,(2) value synchronizatiorthat
comparesredundantlyexecutedinstruction resultsto de-
tecterrors,and(3) recovery by revertingto a known-to-be-
correctprevious stateusingthe samerewind mechanisnas
preciseexceptions. Thesenew functionalitiesrequireonly
minimal extensiongo pre-&istingmechanismghatalready
sene otheruseful purposes.Redundantnstructionexecu-
tion incursa noticeableperformancepenaltybut theresults
arein line with otherredundanexecutiontechniques.The
performanceenaltyof rewind-basecerrorrecoveryis neg-
ligible until exceedinglyhigh errorrates.

This currentdesignis mostusefulduring a transitional
periodwhentransienfailureratesareonly beginningto be
unacceptabléor someapplications. The flexibility of this
fault-tolerantpproachallowsincreasegrotectionvhenre-
liability is absolutelycritical but at the sametime allows
the hardwareto returnto full performanceor gamingand
multimedia scenarios. We plan to expand our investiga-
tion to include fault-tolerancegechniqueghat are applica-
bleto superscalamicroarchitectureandthreadedarchitec-
turessuchasSMT andCMP. Thegoalis to developafam-
ily of soft-error protectionmechanismghat can be com-
bined or appliedindependentlyto ensureoptimal instruc-
tion throughputunderdifferentreliability requirementsnd
varyingfaultfrequencies.
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