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Kernel-Mode Driver Architecture: Windows DDK. i
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// File: 10C.h
#pragma once

#include <ntddk.h>
#include <string.h>
#include <stdio.h>

// Object extension type defined for enhanced readability
// and use of integrated VC++ tips:
#define MAX_PATHLEN 100

typedef enum {StatusReg, RDIVect, STATUS REG_COUNT}
INTERRUPT_STATE_ INDEX;

typedef struct {
PDEVICE_OBJECT pDeviceObject;
WCHAR regPath[MAX_PATHLEN];
PKINTERRUPT plnterrupt;
UCHAR interruptStatus[STATUS_REG_COUNT];

volatile int ioc_pktcnt;
volatile int ioc_SFHNum;
volatile int ioc_Invalids;
volatile int ioc _WriteErrors;
volatile int 1oc_ReadErrors;
volatile int ioc_UnLocks;
unsigned short ioc_TOffset;
unsigned char PktBuf[4000];
int PktBufLen;

int FrmNum;

int SFHNum;

int PKtNum;

unsigned long SymbolErrors;
unsigned long FreqCounter;
unsigned long FregAdjlrgCntr;
unsigned long SymbollrqCntr;
unsigned long InvalidFrgCntr;
long NewGlobal;

UCHAR Command;

unsigned int ODLCaddresses[4];

unsigned long NumberOfWaitingPackets; //81/04/04 Fallahi
int whichbuffer; //81/04/04 Fallahi

int outroutindex;

unsigned int PacketLen[CB_WIDTH];

unsigned char RxPktBuf[CB_WIDTH][MAXPCKTSIZE];
unsigned char far rxchar[bufferlen + 2];

int inbufcnt;

unsigned int crcerror;

long int numberofpackets;

long int numberoflanpackets;

unsigned char feclentable[256];

} IOCEXTENSION, *PIOCEXTENSION;

L1177777777777777777777777777777777777777777/7/7/7/7/7/////7////7/7//7//777777

// Device resource macros (interrupt vector and 1/0 range):

// Interrupt vector:
#define UDLCINT 5 // 81/04/04 Fallahi
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#define

INTR

// Addresses:

#define BASEADDRESS (unsigned char *) 0x800

#define STATUSaddr BASEADDRESS + 0x1D

#define FIFOADD BASEADDRESS + OxOA /* base address */
#define IFIDaddrL BASEADDRESS+ 0x14 // 81/04/04 Fallahi
#define IFIDaddrM BASEADDRESS+ 0x15 // 81/04/04 Fallahi
#define ResetFifoAddr  BASEADDRESS+ 0x18

#define RESETaddr BASEADDRESS+ Ox1F

#define RELSEaddr BASEADDRESS+ Ox1E

#define RDDATAaddr BASEADDRESS+ 0x16

#define NUMOPaddr BASEADDRESS+ 0x1C //81/04/04 Fallahi
#define OverRunAddr BASEADDRESS+ 0x1B //81/04/04 Fallahi
#define nCONFIG BASEADDRESS+ 0x40 //81/04/04 Fallahi
#define DCLK BASEADDRESS+ 0x41 //81/04/04 Fallahi
#define WRFIFO F1FOADD /* write */

#define WRCMD FIFOADD + 1 /* write */

#define RESETFIFO FIFOADD + 2 /* write */

#define INTACK FIFOADD + 3 /* write */

#define TOFFLOW FIFOADD + 4 /* write */

#define TOFFHIGH FIFOADD + 5 /* write */

#define RDIVECT F1FOADD /* read */

#define RDSTATUS FIFOADD + 1 /* read */

#define RDFRMNUM FIFOADD + 2 /* read */

#define ZEROS 1

#define PZEROS 6

#define SFHIRQ 0x0b

// Counter Addresses, Read Only

#define FEC_RDCNTO BASEADDRESS+0x38

#define FEC RDCNT1 BASEADDRESS+0x39

#define FEC_RDCNT2 BASEADDRESS+0x3a

#define FRQ_RDCNTO BASEADDRESS+0x3b

#define FRQ_RDCNT1 BASEADDRESS+0x3c

#define FRQ _RDCNT2 BASEADDRESS+0x3d

#define FRQ_RDCNT3 BASEADDRESS+0x3e

// Counter Clear Addresses, Write Only

#define FEC_CLRCNT BASEADDRESS+0x38

#define FRQ_CLRCNT BASEADDRESS+0x3b

#define FRQ_REFADJ BASEADDRESS+0x3T

#define CLR_DEM_LOCK BASEADDRESS+0x39 /* write only */
#define IFIDL 0x81 //81/04/04 Fallahi
#define I1FIDM Ox1A //81/04/04 Fallahi
#define RESETaddr BASEADDRESS+ Ox1F //81/04/04 Fallahi
#define CNTRLaddr BASEADDRESS+ 0x19 //81/04/04 Fallahi
#define CNTRLREGISTER  OxO //81/04/04 Fallahi

// Other macros:

#define RBF_FileName
#define CB_WIDTH 160
#define MAXPCKTSIZE 256
#define bufferlen 10000

UDLCINT+8

// 81/04/04 Fallahi

"1oc_Tfpga.cfg
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#define FifoLen 0x8192 // 81/04/04 Fallahi
#define 10_ERR_HARDWARE_ INIT OxFOOOFFFF // 84/06/12 Moghimi - NTSTATUS

/1177777777777 7/7777777/777/777/777/777/777/777/777/77/7/77/7/7777/777777
// Prototypes of backbone functions, implemented and explained in 10C.cpp

NTSTATUS DriverEntry (IN PDRIVER_OBJECT DriverObject, IN PUNICODE_STRING
RegistryPath);

NTSTATUS locDispatchRead (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp);
NTSTATUS locDispatchWrite (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp);

NTSTATUS locDispatchDeviceControl (IN PDEVICE OBJECT DeviceObject, IN
PIRP Irp);

NTSTATUS locDispatchCreate (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp);
NTSTATUS locDispatchClose (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp);
VOID locStartlo (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp);

BOOLEAN loclInterruptService(IN struct _KINTERRUPT *Interrupt, IN PVOID
ServiceContext);

VOID locDpcForlsr(IN PKDPC Dpc, IN struct _DEVICE_OBJECT *DeviceObject,
IN struct _IRP *Irp, IN PVOID Context);
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// File: 10C.cpp

#include "ioc.h"

L1171 777777777/7777777/7777777//7777777/77777///7777/7///77777/7///777777/77
// Dummy functions, may be used later to handle PnP, power and WMI IRPs:

NTSTATUS locAddDevice (IN PDRIVER_OBJECT DriverObject, IN PDEVICE_OBJECT
PhysicalDeviceObject)
{ return STATUS_SUCCESS; }

VOID locUnload (IN PDRIVER _OBJECT DriverObject) { }

NTSTATUS locDispatchSystemControl (IN PDEVICE_OBJECT DeviceObject, IN
PIRP Irp)
{ return STATUS_SUCCESS; }

L117177777777777777777777777777777777777/777777//7/7777/7///7/777/7////7777/77
// Helper functions:

void SendError(char* action, NTSTATUS errorType)
{
// This is temporary and weak error handling, and should be replaced
// with actual error logging (at the very minimum)
printf("Error in 10C driver while %s, NTSTATUS code %8X (%d

decimal)!", action, errorType, errorType);
printf("\nPress ENTER to continue...");
getchar();

}

void CopyData(void *dest, void *src, unsigned int srcSize)
{
dest = (unsigned char *)dest;
src = (unsigned char *)src;
for (unsigned int i = 0; i < srcSize; i++)
dest[i] = src[i];

}

void InitContextInfo(PIOCEXTENSION iocExtension)

{
iocExtension->ioc_pktcnt = 0; // Initialize counters in extension
iocExtension->ioc_SFHNum = O;
iockExtension->ioc_Invalids = 0O;

iocExtension->ioc_WriteErrors = 0;
iocExtension->ioc_ReadErrors = 0;
iocExtension->ioc_UnLocks =

0;
iocExtension->ioc_TOffset = O;

oIl

iocExtension->PktBufLen = O;
1ocExtension->FrmNum = 0;
iocExtension->SFHNum = O;
iocExtension->PktNum = 0;

iockExtension->SymbolErrors = 0O;
iocExtension->FreqCounter = 0;
1ocExtension->FregAdjlrgCntr = 0;
iocExtension->SymbollrqCntr = O;
iockExtension->InvalidFrqCntr = 0O;
iocExtension->NewGlobal = O;
iocExtension->Command = O;
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unsigned int tempODLC[4] = {O0xO0,O0xffff,0x35F,OxFFff};

CopyData(iocExtension->0DLCaddresses, tempODLC, 4*sizeof(unsigned
int));

iockExtension->NumberOfWaitingPackets = 0;

iocExtension->outroutindex = O;

iocExtension->crcerror = 0;

iocExtension->numberofpackets = 0;

iocExtension->numberoflanpackets = 0;

unsigned char tempfeclen[256] {

0x00, 0x39, 0x72, Ox4b, Oxe4, Oxdd, 0x96, Oxaf, Oxfl, 0xc8, 0x83,
Oxba, 0x15, 0x2c, O0x67, Ox5e, Oxdb, Oxe2, 0xa9, 0x90, O0x3f, 0x06, 0x4d,
0x74, O0x2a, 0x13, 0x58, 0x61, Oxce, OxF7, Oxbc, 0x85, 0x8f, Oxb6, Oxfd,
Oxc4, Ox6b, 0x52 ,0x19, 0x20, Ox7e, 0x47, O0x0c, 0x35, Ox9a, Oxa3, Oxes8,
Oxdl, O0x54, Ox6d, 0x26, Ox1f, Oxb0, 0x89, Oxc2, Oxfb, Oxab5, 0x9c, 0xd7,
Oxee, 0x41l, 0x78, 0x33, OxOa, 0Ox27, Oxle, 0x55, 0Ox6c, 0xc3, Oxfa, Oxbl,
0x88, 0xd6, Oxef, Oxa4, 0x9d, 0x32, Ox0Ob, 0x40, 0x79, Oxfc, 0Oxc5, 0x8e,
Oxb7, 0x18, 0x21, Ox6a, 0x53, 0x0d, 0x34, Ox7f, 0x46, O0xe9, 0OxdO, Ox9b,
Oxa2, 0xa8, 0x91, Oxda, Oxe3, Ox4c, O0x75, O0x3e, 0x07, 0x59, 0x60, Ox2b,
0x12, Oxbd, 0x84, Oxcf, Oxf6, Ox73, Ox4a, 0x01, 0x38, 0x97, Oxae, Oxe5,
Oxdc, 0x82, Oxbb, Oxf0, Oxc9, 0x66, Ox5f, 0x14, 0x2d, Ox4e, 0x77, 0x3c,
0x05, Oxaa, 0x93, 0xd8, Oxel, Oxbf, 0x86, Oxcd, OxFf4, Ox5b, 0x62, 0x29,
0x10, 0x95, Oxac, Oxe7, Oxde, Ox71, 0x48, 0x03, Ox3a, 0x64, Ox5d, 0x16,
Ox2f, 0x80, Oxb9, Oxf2, Oxcb, Oxcl, OxFf8, Oxb3, O0x8a, 0x25, Oxlc, O0x57,
Ox6e, 0x30, 0x09, 0x42, Ox7b, Oxd4, Oxed, Oxa6, Ox9f, Oxla, 0x23, 0x68,
0x51, Oxfe, Oxc7, O0x8c, Oxb5, Oxeb, Oxd2, 0x99 ,0xa0, OxOf, 0x36, 0x7d,
0x44, 0x69, 0x50, Oxl1lb, 0x22, 0x8d, Oxb4, OxFf, Oxc6, 0x98, Oxal, Oxea,
0xd3, Ox7c, 0x45, Ox0e, 0x37, Oxb2, 0x8b, OxcO, OxF9, 0Ox56, Ox6Ff, 0x24,
Ox1d, 0x43, Ox7a, 0x31, 0x08, Oxa7, O0x9e, Oxd5, Oxec, Oxe6, Oxdf, 0x94,
Oxad, 0x02, Ox3b, O0x70, 0x49, 0x17, O0x2e, 0x65, Ox5c, Oxf3, Oxca, 0x81,
0xb8, 0x3d, 0x04, Ox4f, Ox76, Oxd9, Oxe0, Oxab, 0x92, Oxcc, 0Oxf5, Oxbe,
0x87, 0x28, 0x11, Oxb5a, 0Ox63%};

CopyData(iocExtension->feclentable, tempfeclen, 256*sizeof(unsigned
char));

3
NTSTATUS ProgramFPGA(void)
{

long y;

int i,k;

FILE *in;

unsigned char ch;
char VersionStr[50];

printf('\nProgramming the 10C FPGA™);

it ((in = fopen(RBF_FileName, "rbf')) == NULL)
{
printF(C"\nRBF File Not found.\n\n");
return 10_ERR_HARDWARE_INIT;

}

fread( VersionStr, 1, 50, in );
theDiuConfig.m_SetlOCVersionStr( VersionStr );
WRITE_PORT_UCHAR(NCONFIG,1);

delay(100);

for(y=0;y<62283L;y++)

{

ch = fgetc(in);
for(k=0; k<8; k++)
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WRITE_PORT_UCHAR(DCLK,ch);

}

}

for(k=1; k<=10; k++)

{
for(i=1; i<=18; i++)

WRITE_PORT_UCHAR(DCLK,1);
by
}
fclose(in);
delay(100);

WRITE_PORT_UCHAR(RESETaddr,0);
return STATUS_SUCCESS;

}
void 10CSetTOffset( short T _Offset, PIOCEXTENSION pContext)

{

// Reset T Offset
pContext->ioc_TOffset = T _Offset;
WRITE_PORT_UCHAR( TOFFLOW, pContext->ioc_TOffset & Oxff );
WRITE_PORT_UCHAR( TOFFHIGH, (pContext->ioc_TOffset >> 8) & Oxff );

}

void 10CHoldClock(PIOCEXTENSION pContext)
{
// Hold 10C Clock
pContext->Command |= 0xOc;
WRITE_PORT_UCHAR( WRCMD, pContext->Command );
// hold clock & disable fifo read by 10C control

}

void I0CReleaseClock(PIOCEXTENSION pContext)
{
// Release 10C Clock
pContext->Command &= OxFO;
WRITE_PORT_UCHAR( WRCMD, 0 ); // release clock

by
void I0CReset( int SetNoPacket, PIOCEXTENSION pContext)

{
// Hold Clock, reset 10C Control & FIFO, Release Clock.
// i1t Writes cmd 08 into FIFO if SetNoPacket is true
int 1;
// Hold 10C Clock & Disable fifo read
10CHoldClock(pContext);
WRITE_PORT_UCHAR( RESETFIFO, 0 ); // FIFO reset
iT( SetNoPacket )
{
// write no packet command in FIFO
I0CWriteFIFO( 0 );
10CWriteFIFO( 0x08 );
3
// clear interrupt vector
WRITE_PORT_UCHAR( INTACK, 0 );
// start 10C clock
I10CReleaseClock(pContext);
// 10C control reset
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pContext->Command |= 0x02;
WRITE_PORT_UCHAR( WRCMD, pContext->Command );
delay( 1 );
// Ffor( i1 =0; i < 1000; i++ );
pContext->Command &= OXFD;
WRITE_PORT_UCHAR( WRCMD, pContext->Command );
// clear reset

WRITE_PORT_UCHAR( FEC_CLRCNT, 0 );
WRITE_PORT_UCHAR( FRQ _CLRCNT, 0 ); // clear freg. adjust counter

}

void 10CInit( short T_Offset, PIOCEXTENSION pContext)
{

// clear symbol error rate counter

// Initiate 10C Control, set ISR, set T Offset, reset FIFO & start clock

// cmd 08 will be writen into FIFO

10CHoldClock(pContext); // Hold 10C Clock & Disable fifo read
10CSetTOffset( T _Offset, pContext); // set T _Offset value
I0CReset( 1, pContext); // Restart 10C & write cmd 08 in FIFO
}
void InitializeUDLCC(PIOCEXTENSION pContext) // 81/04/04 Fallahi
{
int y;
extern unsigned char cntrlreg;
WRITE_PORT_UCHAR(IFIDaddrL,IFIDL); // for IFID
WRITE_PORT_UCHAR(IFIDaddrM, IFIDM);
WRITE_PORT_UCHAR(RESETaddr,0); // reset card and Hold it in RESET
WRITE_PORT_UCHAR(CNTRLaddr,CNTRLREGISTER); // Control register
pContext->0DLCaddresses[0] = theDiuConfig.m_GetCardAddress();
for(y=0;y<4;y++) // writing ODLC addresses in UDLCC
WRITE_PORT_UCHAR(BASEADDRESS+2*y ,pContext-
>0DLCaddresses[y]>>8);
WRITE_PORT_UCHAR(BASEADDRESS+2*y+1,pContext-
>0DLCaddresses[y]&0xFF) ;
}
I0CInit( theDiuConfig.m GetTimingOffset() , pContext);
WRITE_PORT_UCHAR(RELSEaddr,0); // release card
WRITE_PORT_UCHAR(CNTRLaddr,cntrlreg);
}

NTSTATUS InitHardware(PIOCEXTENSION context)

NTSTATUS returnStatus = ProgramFPGAQ);
if (NT_SUCCESS(returnStatus)) InitializeUDLCC(pContext);
return returnStatus;

}
int 10CGetFrmnum(void)

{// reads and returns current frame number
return READ_PORT_UCHAR( RDFRMNUM );

}

void I0CWriteFIFO( char data )

{

// Write a byte in FIFO
WRITE_PORT_UCHAR( WRFIFO, data );

}
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void SymbolErrIRQ_Handler(PIOCEXTENSION pContext)

{

gt=0;

= (Iong)READ PORT_UCHAR( FEC_RDCNTO );

((1ong)READ_PORT_UCHAR( FEC_RDCNT1 ) << 8 );

t |= ((1ong)READ_PORT_UCHAR( FEC_RDCNT2 ) << 16 );
pContext->SymbolErrors = t;
pContext->Symbol I rqCntr++;
theDiuConfig.m_SetSER( (double)pContext->SymbolErrors/2097152.0);

// reset counter
WRITE_PORT_UCHAR( FEC_CLRCNT, 0 );

lon
t |
t |=

3
void FregAdjustIRQ _Handler(PIOCEXTENSION pContext)
{
long t =0, 1, i1, ili, C;
i = -1;
if = -1;
c = 0;
do
{
C++:
il = ii;
il = 1;
i = (long)READ_PORT_UCHAR( FRQ_RDCNTO );
JwhileC (8 '= i ] i1 '= iii) && c < 10 );
ifC(c==10)
//InvalidFrgCntr++; Namazi& Zahedi 82/03/05
WRITE_PORT_UCHAR( FRQ_CLRCNT, 0 );
return;
3
t|=1;
i = -1;
i = -1;
c = 0;
do
{
C++;
il = ii;
il = 1i;

= N AR( FRQ_RDCNT1 );
Ywhile( (i '= ii |] i ) & c < 10 );
if( c == 10 )

//InvalidFrqCntr++; Namazi& Zahedi 82/03/05
WRITE_PORT_UCHAR( FRQ_CLRCNT, 0 );

return;
3
t]=1<<8
i = -1;
i = -1;
c = 0;
do
{
C++;
il = ii;
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i;

i = (long)READ_PORT UCHAR( FRQ RDCNT2 );
Ywhile( (i '= i1 || §i '= iii) && c < 10 );
if( c == 10 )

{

//InvalidFrgCntr++; Namazi& Zahedi 82/03/05
WRITE_PORT_UCHAR( FRQ_CLRCNT, 0 );

return;

3
t |=1 << 16;
i = -1;
i = -1;
c = 0;
do
{

+3

i

HAR( FRQ_RDCNT3 );
i) & c < 10 );

- C
m ()

Twhile( Ei = qi || ii
if( c == 10 )

{
//InvalidFrqCntr++; Namazi& Zahedi 82/03/05
WRITE_PORT_UCHAR( FRQ_CLRCNT, 0 );
return;
}
t |= 1 << 24;
/*
t |= (long)READ_PORT_UCHAR( FRQ_RDCNTO );
t |= ((long)READ_PORT_UCHAR( FRQ RDCNT1 ) << 8 );
t |= ((long)READ_PORT_UCHAR( FRQ RDCNT2 ) << 16 );
t |= ((long)READ_PORT_UCHAR( FRQ RDCNT3 ) << 24 );
*/

pContext->FregCounter = t;
pContext->FregAdjlrqCntr++;

// reset counter
WRITE_PORT_UCHAR( FRQ_CLRCNT, 0 );
3

L1177777777777777777777777777777777777777777/77/7/77/7/7//////777/7777777

// The DriverEntry function is called during system startup, initializes
// driver object, device and device object. Also registers interrupt.

NTSTATUS DriverEntry (IN PDRIVER_OBJECT DriverObject, IN PUNICODE_STRING
RegistryPath)

NTSTATUS status; // Used for status returns and error logging.

PDEVICE_OBJECT iocObject; // Create device object

UNICODE_STRING deviceName;
// Initializing string name in most ridiculous way possible: giving
//straight unicode values.

// Device Object name: '"\Device\lOC"

WCHAR tempWideName[12] = {92, 68, 101, 118, 105, 99, 101, 92, 73,
79, 68, 0};

RtlInitUnicodeString(&deviceName, tempWideName);
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status = loCreateDevice(DriverObject, sizeof(I10CEXTENSION),
&deviceName, FILE _DEVICE_PHYSICAL_NETCARD, FILE_DEVICE_SECURE_OPEN,
FALSE, /*"D:P(A;;GA;;;SY)(A;;GRGWGX; ; ;BA)Y(A;;GR;;;WD)", {03739022-A57A-
496e-BB1F-1E2A320E2D29%},*/ &iocObject);

it (INT_SUCCESS(status))

SendError(*'creating device object', status);
return status;

}
PIOCEXTENSION iocExtension = (PIOCEXTENSION)(iocObject-
>DeviceExtension); // Allocates device object extension, used for

//context-safe data storage.

wesnepy (iocExtension->regPath, RegistryPath->Buffer, MAX_PATHLEN);
// Saves registry path in the extension (see header file for extension
//definition).

iocExtension->pDeviceObject = iocObject; // Save address of Device
//0bject in extension.

InitContextInfo(iocExtension); // Initialize global vars in
//extension.
DriverObject->DriverExtension->AddDevice = locAddDevice;

// Export entry points
DriverObject->MajorFunction[IRP_MJ READ] = locDispatchRead;
DriverObject->MajorFunction[IRP_MJ WRITE] = locDispatchWrite;
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] =
locDispatchDeviceControl ;
DriverObject->MajorFunction[IRP_MJ CREATE] = locDispatchCreate;
DriverObject->MajorFunction[IRP_MJ CLOSE] = locDispatchClose;
DriverObject->MajorFunction[IRP_MJ_SYSTEM CONTROL] =
locDispatchSystemControl ;
DriverObject->MajorFunction[IRP_MJ_PNP] = NULL;
DriverObject->MajorFunction[IRP_MJ_POWER] = NULL;
DriverObject->DriverStartlo = locStartlo;
DriverObject->DriverUnload = locUnload;

// Connect interrupt and register DpcForlsr routine:

status = loConnectinterrupt(&(iocExtension->plinterrupt),
locInterruptService, i1ocExtension, NULL, INTR, 1, 1, Latched, FALSE,
KeQueryActiveProcessors(), FALSE);

if (INT_SUCCESS(status))

{
SendError("'connecting interrupt service routine', status);
return status;

}

lolnitializeDpcRequest(iocObject, locDpcForlsr);

status = InitHardware(iocExtension); // Initialize Hardware.

if (INT_SUCCESS(status))

{

SendError(initializing hardware™, status);
return status;

}

return STATUS_SUCCESS;
}

L1177777777777777777777777777777777777777/77/7/7/7/77//777///777777

// The following three functions respond to Read/Write or control
// IRPs, dispatch necessary operations for processing in locStartlo
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NTSTATUS locDispatchRead (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp)
{

}

NTSTATUS locDispatchWrite (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp)
{

}

NTSTATUS locDispatchDeviceControl (IN PDEVICE_OBJECT DeviceObject, IN
PIRP 1rp)

return STATUS_SUCCESS;

return STATUS_SUCCESS;

return STATUS_SUCCESS;
}

/1177777777777 7/777777777777777/77/77777777/7/7777777/7777777/777777777
// locStartlo performs bulk of IRP processing

VOID locStartlo (IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp)
{

}
L11777777777777777777777777777777777777777777/7777///7////////7//77777777

return;

// Following are the ISR functions. loclnterruptService initially
// handles interrupts, then dispatches DPC calls to locDpcForlsr

// for extra processing functionality at lower IRQL.

// The NewSFH function is a helper function of the DPC routine, coded
// here instead of in the helper functions section for readability.

BOOLEAN loclInterruptService(IN struct _KINTERRUPT *Interrupt, IN PVOID

ServiceContext)

{
PIOCEXTENSION pContext = (PIOCEXTENSION)ServiceContext;
pContext->interruptStatus[StatusReg] = READ_PORT_UCHAR(STATUSaddr);
pContext->interruptStatus[RDIVect] = READ_PORT_UCHAR(RDIVECT);

loRequestDpc(pContext->pDeviceObject, Interrupt, pContext);
// Queue DPC
return TRUE;

}

int NewSFH(PIOCEXTENSION pContext)
{
// 10C Interrupt Handler for SFH & Errors
// returns 1 if any interrupt cause is detected or returns O
int 1;
bool flg = false;
short ivct;
char *pPkt;
static int PktLen = O;

pContext->NewGlobal++;
ivct = pContext->interruptStatus[RDIVect]; // read interrupt vector
if( ivet & OxfFf )

{
if( ivet & 2 )
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}

// invalid command detected. reset FIFO & CIU

flg = true;
pContext->ioc_Invalids++;

ivct & 4 )

// FIFO write error

flg = true;
pContext->ioc_WriteErrors++;

ivct & 8 )

// FIFO Read error

flg = true;
pContext->1o0c_ReadErrors++;

if( ivet & 0x10 )

}

if(
{

-

it

“w M

e

it

flg = true;
pContext->ioc_UnLocks++;

ivet & 0x20 )
// SymbolErriIRQ:
SymbolErrIRQ_Handler(pContext);

ivet & 0x40 )
// Freqg. Adjust IRQ:
FregAdjustIRQ_Handler(pContext);

ivet & 1)
// new SFH or frame clk detected
ifT( 110CGetFrmnum() )
pContext->ioc_SFHNum++;
pPkt = 10CWantPacket( &PktLen);
pPkt = &txbuf;
if( pPkt )
{ // copy packet to FIFO
for( i = 0; i < PktLen; i++, pPkt++ )
{
10CWriteFIFO( *pPkt);
pContext->PktBuf[i] = *pPkt;

pContext->ioc_pktcnt++;
pContext->FrmNum = 10CGetFrmnum();
pContext->SFHNum = pContext->ioc_SFHNum;
pContext->PktNum = pContext->ioc_pktcnt;
pContext->PktBufLen = PktLen;

}

else

{ // no packet command
10CWriteFIFO( 0 );
I10CWriteFIFO( 0x08 );
for( i = 0; i1 < PZEROS; i++ )

I0CWriteFIFO( O );

flg )
I0CError( ivct >> 1 );
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WRITE_PORT_UCHAR( INTACK, 0 ); // clear interrupt vector
return 1;

}

return O;

}

VOID locDpcForlsr(IN PKDPC Dpc, IN struct _DEVICE_OBJECT *DeviceObject,
IN struct _IRP *Irp, IN PVOID pContext)
{
pContext = (PIOCEXTENSION)pContext;
int i,j;
unsigned char Packetstatus;
int tempbufferpointer;
unsigned char numofpacketsinfifo;
//Packet status: MSB : crcerr,g3,0,0,0,crcerr,crcerr,crcerr
unsigned int odlcaddress;
UCHAR ARQ_M;
UCHAR adrl,adr2;
UCHAR fec;
UCHAR len;
UCHAR CardStatus;
WORD ReadCount;
int Continue;

// acknowledge the iInterrupt (shall deactivate the interrupt pin)
// Read Status and determine the number of Data in fifo.

do
{

Continue = O;
if(pContext->interruptStatus[StatusReg] & 0x20)

Continue = 1;
numofpacketsinfifo = READ_PORT_UCHAR(NUMOPaddr);
pContext->numberofpackets += numofpacketsinfifo;

for(i=0; i<numofpacketsinfifo;i++)
if (V(READ_PORT_UCHAR(STATUSaddr)&0x40))

WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
}
pContext->inbufcnt=0;
pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=adr1=READ_PORT_UCHAR(RDDATAaddr);
it (V(READ_PORT_UCHAR(STATUSaddr)&0x40))

{
WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;

}

pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=adr2=READ_PORT_UCHAR(RDDATAaddr) ;
ifT (1(READ_PORT_UCHAR(STATUSaddr)&0x40))

{

33



WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
3
pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=Fec=READ_PORT_UCHAR(RDDATAaddr); // FEC
it (1(READ_PORT_UCHAR(STATUSaddr)&0x40))

WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
}
pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=1en=READ_PORT_UCHAR(RDDATAaddr); // LENGTH
CardStatus=READ_PORT_UCHAR(STATUSaddr);
odlcaddress=adrl+adr2*256;
ReadCount = O;
// Discarding incomplete packets (all of them are 4 bytes)
while ( (CardStatus&0x40) && (fec!=pContext-
>feclentable[len]) && (ReadCount<FifolLen)) // FEC LEN ERROR
{

adrl=adr2; pContext->RxPktBuf[pContext-
>whichbuffer][0]=adrl;

adr2=fec; pContext->RxPktBuf[pContext-
>whichbuffer][1]=adr2;

fec =len; pContext->RxPktBuf[pContext-
>whichbuffer][2]=Fec; // FEC

len =READ_PORT_UCHAR(RDDATAaddr); pContext-
>RxPktBuf[pContext->whichbuffer][3]=1en; // LENGTH

CardStatus=READ_PORT_UCHAR(STATUSaddr);

odlcaddress=adrl+adr2*256;

ReadCount++;

}
if( ((ReadCount>=FifoLen) |](!(CardStatus&0x40))) )

WRITE_PORT_UCHAR(RESETaddr,0) ;
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;

} // EF==0 :> fifo empty

odlcaddress=adril+(adr2*256);

Y 4 A VSAT packets received
""""""""" if (1(READ_PORT UCHAR(STATUSaddr)&0x40))
{
WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
}

pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=READ_PORT_UCHAR(RDDATAaddr);
it (1(READ_PORT_UCHAR(STATUSaddr)&0x40))

WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
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WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
}
pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=READ_PORT_UCHAR(RDDATAaddr);
if (V(READ_PORT_UCHAR(STATUSaddr)&0x40))

WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
}
pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=READ_PORT_UCHAR(RDDATAaddr);
if (1(READ_PORT_UCHAR(STATUSaddr)&0x40))

WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;

}
pContext->RxPktBuf[pContext->whichbuffer][pContext-

>inbufcnt++]=ARQ_M=READ_PORT_UCHAR(RDDATAaddr);
tempbufferpointer=pContext->inbufcnt;
for(J=0;j<len-9;j++)

if (1(READ_PORT_UCHAR(STATUSaddr)&0x40))

{
pContext->inbufcnt=tempbufferpointer;
WRITE_PORT_UCHAR(RESETaddr,0) ;
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;

}

ARQ_M = pContext->RxPktBuf[pContext-
>whichbuffer][pContext->inbufcnt++]=READ_ PORT_UCHAR(RDDATAaddr);
if (odlcaddress == 0x35fF)

{
switch(j)
case 4:
NetID = ARQ_M;
break;
case 5:
NetID += (ARQ M << 8);
3
3
3
if (}(READ_PORT_UCHAR(STATUSaddr)&0x40))
{

pContext->inbufcnt=tempbufferpointer;
READ_PORT_UCHAR WRITE_PORT_UCHAR(RESETaddr,0);
WRITE_PORT_UCHAR(ResetFifoAddr,0);
WRITE_PORT_UCHAR(RELSEaddr,0);
goto emptyerror;
3
pContext->RxPktBuf[pContext->whichbuffer][pContext-
>inbufcnt++]=Packetstatus =READ PORT_UCHAR(RDDATAaddr);
i f((Packetstatus&0x80) 1=0x80)
// if((Packetstatus&0x87) 1=0x87) // Packet has no errors
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{

=pContext->inbufcnt;

pContext->PacketLen[pContext->whichbuffer]

pContext->whichbuffer++;if (pContext-
>whichbuffer==CB_WIDTH) pContext->whichbuffer=0;
pContext->NumberOfWaitingPackets++;
}

else // CRC error occured
{
pContext->crcerror++;
pContext->whichbuffer++;if (pContext-
>whichbuffer==CB_WIDTH) pContext->whichbuffer=0;
pContext->NumberOfWaitingPackets++;

¥
}
emptyerror:
if (READ_PORT_UCHAR(OverRunAddr))
WRITE_PORT_UCHAR(ResetFifoAddr,0);
}
}

Continue = NewSFH(pContext);
while( Continue );

// Interrupt servicing complete, start next packet and complete this one.
loStartNextPacket(DeviceObject, FALSE);
loCompleteRequest(lrp, 10_NO_ INCREMENT);
return;

}
L111777777777777777777777777777777777/7/////////////////////////////777

// The two dispatch functions below handle file object openings and
//closings by higher-level drivers (if any) and user-mode subsystems.

NTSTATUS locDispatchCreate (IN PDEVICE_OBJECT DeviceObject, IN PIRP I1rp)
{

}

NTSTATUS locDispatchClose (IN PDEVICE_OBJECT DeviceObject, IN PIRP I1rp)
{

}
L1117777777777777777777777777777777777777/////////////////////////77777

return STATUS_SUCCESS;

return STATUS_SUCCESS;
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// File: 10C.reg
// For details of registry editor file format, see MSDN

REGEDIT4
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Damn]
"Type''=dword:00000001

"ErrorControl'=dword:00000001

""Start'=dword:00000002

"DisplayName"="10C""

"ImagePath"=""system32\DRIVERS\10C.sys"
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Datasheet of the 2SA684 from Panasonic

Datasheet of the 2SK2648 from Fuji Electronics

Datasheet of the 2PA1015 from Discrete Semiconductors
Datasheet of the AS432 from Astec Semiconductor
Datasheets of the BT169, BYQ28X and LM339 from Phillips
Semiconductors

Datasheet of the 2SC1815 from Toshiba

Datasheet of the CEP603AL from CEL

Datasheets of the CNX82A and KA431A from Fairchild
Semiconductor

Datasheet of the KA3842A from WS

Datasheet of the STPS20H100CT from STMicroelectronics
Datasheet of the TL3834 from Texas Instruments.

Pietrek, Matt; Windows 95 System Programming Secrets; IDG Books
Worldwide, Inc.; USA; Second Printing, 1996
MSDN Library — April 2004 from Microsoft Corporation; particularly
the sections Platform SDK and DDK Documentation.
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