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Abstract

Together, the Dedicated Short Range Communication (DSR&)ahicular Ad Hoc Network (VANET) technologies provide
a unigue opportunity to develop various types of commuiooabased automotive applications. To date, many appicathave
been identified by the automotive community. Given the largmber and diverse nature of these applications, it is adgaous
to develop a systematic classification methodology to ifatéd future DSRC and VANET research. Toward this objective
present a study that goes through two major steps: chaiwatten and classification. First, we focus on a rich set pfesentative
applications and characterize them with respect to pléisipplication- and networking-related attributes. Tharebterization
process not only strengthens our understanding of the cgpigihs but also sets the stage for the classification stege st
reveals numerous application commonalities. Thus, we lcategorized the given applications into sewgmeric classes, with
the consideration of balancing the trade-off between étiptpas many application similarities as possible whilegarving their
salient differences. This is of paramount importance tdlifate performance analysis for newly designed protacéiimally,
we have identified key performance metrics for each classppfiations, which, we hope, could bridge the gap between th
automotive and wireless networking communities. Accagljinthe proposed classes are envisioned to play a dualtofacilitate
application simulation and performance evaluation, anduidle DSRC and VANET protocol research and development.

I. INTRODUCTION

Traffic accidents and highway congestion are a serious @noblorld-wide [1] [3]. To address this challenge, safety
applications using expensive sensors, radars, cameragtagtstate-of-the-art technologies are currently irgegt into vehicles
to improve safety and convenience. Recently, however, aomication-based safety applications have attracted ntteatan
from industry and governments in the United States, Eurapé, Japan because of their potential to lower manufacturing
costs [2] [27] [32] [33] [34]. In addition to safety appli¢ans, wireless communication can also be shared by comaiencd
vehicular “infotainment” applications to, for instancehance the occupants’ driving experience. Thus, wirelesmeunication
can be used to not only enhance transportation safety [4[6]5]7] and traffic efficiency [8], but also to create commaici
opportunities to vehicle owners and automotive OEMs by jliag infotainment applications [9] [10].

In the US, the federal government has recognized the impeetaf having a dedicated wireless spectrum for improviaffitr
safety and highway efficiency. The Federal Communicatioosi@ission (FCC) has allocated 75 MHz of licensed spectrum
in the 5.9 GHz as the Dedicate Short Range Communication )$Rnd for Intelligent Transportation Systems (ITS) [25],
and its deployment is supported under major Departmentardfisportation (USDOT) initiatives [28] [29]. The medium ass
control (MAC) portion of the DSRC standard are currentlyngeaddressed by the IEEE 802.11p working group [31] [30],
which is widely considered to be the leading technology fammunication-based automotive applications. Major awatibra

OEMs, wireless device manufacturers, research institatipublic agencies, and private enterprises are conduntisearch



on various topics pertaining to vehicle-to-vehicle (V2\fidavehicle-to-infrastructure (V21) communications, swad) wireless
channel modeling [11] [12], mobility modeling [13] [14], uting protocols [19] [20] [21] [22], security [15] [16], anmharket

penetration mitigation strategy [17] [18].

A. Motivation of the Paper

This work is motivated by the fact that a systematic and thghoanalysis of communication-based automotive apptinati
from a networking point of view is still lacking. As a prelimary study, we attempt not only to raise awareness about the
performance requirements of the automotive community,atéd to attract sufficient attention from the networkingedsh
community.

The Vehicle Safety Communication Project [27] has iderdifienumber of applications for potential deployment, ingtgd
the perspective of user benefits [26]. These applicationstefest vary significantly in terms of application chaeaistics,
ranging from safety/warning applications to content davawl/streaming applications (for entertainment) to free+fbayment
applications (for improving highway traffic efficiency andwr convenience). Analyzing and developing wirelessvoeking
solutions tailored to such large number of diverse appboat in an exhaustive manner, is a cumbersome and inefficien
task. Obviously, there is a gap between developing commatioit-based automotive applications (the focus of theraative
community) and developing VANET protocols (the focus of thieeless networking community). To bridge this void, we aim
at categorizing communication-based automotive apjdinat not only from application characteristics perspegtbut also

from a wireless networking perspective.

B. Contents of the Paper

To the best of our knowledge, this paper is the first study agsifying communication-based automotive applicatioomf

the perspective of network design. To do so, we are inted@st@answering the following questions throughout this gtud

1) What are the key application characteristics and netiwgrittributes in the design space of application develoyfhe

2) How should these applications be categorized into gemtasses, from the viewpoint of network designers?

3) What are the relevant performance metrics that are netdedequately evaluate the behavior of network protocols
and applications, for each class of applications? What ésntfapping, if any, between application-level metrics and

network-level metrics?

Part of the challenge in our study is to create a rich set ofieatfon characteristics and network attributes whichtaepthe
major dimensions of the design space of V2V/V2| applicaidn a systematic and thorough manner. With deep insigbt int
the application design space, we have categorized a setptitaons into severafjenericclasses based on commonalities
of individual applications. In addition, we have identifieelevant performance metrics for each generic applicatlass, at
both the network-level and the application-level, to bedysenong other things, for evaluating whether the perfocaaf a
given application meets the application class requireméfmthave also developed two simple analytical models togeritie

discrepancy between network-level metrics and applindéwel metrics, for reliability and latency. In this papere focus



primarily on three major aspects: (1) investigating theligpfion characteristics and network attributes, (2) sifging the

applications into categories, and (3) defining relevanfguerance metrics for each class of applications.

C. Benefits of the Paper

Our aim for this study is to not only simplify the simulatiorifat for application evaluation, but also shed light on
network protocol design and system integration for diffier@pplications. For instance, using our results, netwaighers
may focus on just a few abstract classes of V2V/V2I applicedj rather than a whole set of individual applications.oAls
evaluating the performance trends of generic classes dicafipns with the same mechanisms/tools is more meanirtigéun
focusing on individual applications. Moreover, this cifisation serves as a potential road-map for developing tABIET
technology needed to support different applications. Aegienclass of applications is more likely to have a similar gk
protocols and mechanisms in the network stack becauseasiapblication characteristics and performance requinesnend
to implicitly mandate the same technical solution. Thugyoek designers should be able to maximize the re-usability
common mechanistic “building blocks” (or modules) for a afie class of applications with similar application chaeaistics

and performance requirements. In summary, the benefitsavhicterizing and classifying V2V/V2I applications inctud

1) Development of a few types of application models to repmes large number of applications with similar properties
belonging to the same class, for application simulation \aadalation.

2) Identification of key performance metrics relevant toheadentified application class, as benchmarks for evalgatin
whether designed application mechanisms can meet comngoirements mandated by application classes.

3) Creation of networking protocol stacks for each classpyliaations, with the consideration of improving re-udipi

of common mechanistic modules or networking protocols.

D. Organization of the Paper

This paper is organized as follows. In Section I, we introela set of representative V2V/V2I applications as backagulou
knowledge. Afterwards, we introduce the attributes usedcfmracterizing those applications in Section Ill. In SsetlV,
we characterize each application according to the intredwattributes, which in turn constitutes a fundamental ste@rds
identifying few genericapplication classes. Then, we introduce the applicagvetland network-layer performance metrics
and QoS requirements for each application class in Sectidrinally, we conclude the paper and lay out our future radear

plan on related topics in Section VI.

Il. BACKGROUND: A SET OFV2V/V2l APPLICATIONS FROM THEPERSPECTIVE OFUSERBENEFITS

Research on Vehicular Ad Hoc Network (VANET) technology hzainly been driven by the demands of providing network
support for application development. So far, DSRC reseaocthmunity has developed a large number of potential V2V/Vv2I
applications for future deployment, ranging from safeming applications to highway traffic management appbeat to

commercial applications. Since it is difficult to analyzeaegle number of applications, we chose 16 representatieappns



based on criteria such as customer value, near-term figsibi deployment, technical novelty, and diversity of étiag
technologies. Throughout this paper, these 16 applicatfshown in Table I) are the basis of our study.
From a value or customer benefit perspective, these agplisatan be roughly organized into three major classafety-

oriented convenience-orienteéind commercial-oriented

1) Safety applicationsactively monitor the nearby environment (the state of othahmicles or of road conditions) via
message exchanges between vehicles, so that applicatierable to assist drivers in handling the upcoming events
or potential danger. Some applications may automaticale appropriate actions (such as automatic braking) tadavoi
potential accidents, while other applications aim only tovide assistance to drivers as they chose. The lattercabioins
are very similar to the former applications, even thoughdhstem requirements (such as reliability, latency, ete) a
less stringent. However, both types of applications aimmtprove the level of vehicle safety.

2) Convenience (Traffic Management) applicationshare traffic information among roadway infrastructurdjeies on the
road, and centralized traffic control system, to enable reffieient traffic flow control and maximize vehicle througtpu
on the road. Ultimately, these applications not only enkanaffic efficiency, but also boost the degree of convenience
for drivers.

3) Commercial applications provide drivers with various types of communication seggito improve driver productivity,

entertainment, and satisfaction, such as web access aastig audio and video.

From the description of the applications in Table I, it isyetssee that SVA, EEBL, PCN, RHCN, RFN, CCW, and CVW can
all be consideredafety-orientedpplications, whereas CRN, TP, TOLL, PAN, and PSL can beidensdconvenience-oriented
applications. Likewise, RVP/D, SA, CMDD, and RTVR (and atl@ernet access applications) can be consideoedmercial-
orientedapplications. These groupings are derived from the chariatits and customer benefits of the applications. Notg tha
among those listed, safety-oriented applications are etiap interest because they are expected to significantlyces the

fatalities and economic losses caused by traffic accidents.

Ill. CRITERIA OF CLASSIFICATION: APPLICATION CHARACTERISTICS ANDNETWORK ATTRIBUTES

In this section, we define the application and networkingeda that we use in our classification. Careful selection of
these criteria is critical to adequately capture the sufmieimportant differences between the various applicati@md their
various networking requirements. Thus, our approach wdssbenumerate the characteristics of the applicationsaipleT |
in a systematic and thorough manner so we could gain impoinaight into the various application designs, and then use
this insight to explore the demands these applicationseptacnetwork design and enumerate their common networkeckla
attributes. Thus, we grouped criteria into two major diws, application-related characteristics and netwoldted attributes,
which are shown in Table 1l and Table Ill, respectively. le ttemainder of this section, we discuss the contents of tiaddes

in more detail.



TABLE |
V2V/V21 APPLICATIONS OFINTEREST

[ Acro. | Name | Description | Benefits |
SVA Stopped or Slow A slow or stopped vehicle broadcasts slow/stopped vehicle Safety
Vehicle Advisor warning messages to approaching vehicles in its neighlearho
EEBL | Emergency Electronic | A vehicle braking hard broadcasts a warning message to approSafety
Brake Light ching vehicles in its neighborhood for the duration of therev
PCN V2V Post Crash A vehicle involved in an accident broadcasts a warning nggssal Safety
Notification to vehicles in its neighborhood until the accident site Eackd
RHCN | Road Hazard A vehicle detecting a road hazard (e.g., fluid, ice) notifies Safety
Condition Notification | vehicles within the potentially affected region
RFN Road Feature A vehicle detecting a road feature (e.g., road curve, roljdr Safety
Notification grade) notifies approaching vehicles in its neighborhood
CcCcw Cooperative Collision | A vehicle actively monitors kinematics status messages fro Safety
Warning vehicles in its neighborhood to warn of potential collision
CVvW Cooperative Violation | A road-site unit actively transmits signal phase, timingl aelated| Safety
Warning information to approaching vehicles. The vehicles use this
information to warn drivers of potential violation of traffsignal
CRN Congested Road A vehicle reports road congestion to vehicles or road-siiesu | Convenience
Notification in other regions for the purposes of route and trip planning
TP Traffic Probe Vehicles aggregate traffic probe information and transmit Convenience
to road-side units for traffic management
TOLL | Free Flow Tolling Vehicle toll collection at highway toll booths (non-stop) Convenience
PAN Parking Availability A vehicle receives the availability of parking lots in a @ént Convenience
Notification geographical region
PSL Parking Spot A vehicle receives a list of open parking spots upon Convenience
Locator entering a parking lot
RVP/D | Remote Vehicle Downloading of personalized vehicle settings or uploading Commercial
Personalization/ of vehicle diagnostics from/to infrastructure
Diagnostics
SA Service AnnouncementsRoad-side businesses (e.g., MacDonald’s) announce ssrvic Commercial
to vehicles as they pass by or come within range
CMDD | Content, Map or A vehicle downloads content (e.g., maps, multimedia, wgbpp | Commercial
Database Download from home stations or from mobile “hot-spots”
RTVR | Real-Time Video Relay| Transmission and relay of streaming real-time video from a Commercial
vehicle to other vehicles or road-side units

A. Application Characteristics

In this section, we introduce the application-related ahtaristics that we identified and used as the basis for apgsed

classification. These characteristics, summarized ineTHptescribe properties directly related to the applaradithemselves,

such as user benefit and affected geographical region. Aianed previously, the goal was to develop key charactesishat

cover the various design aspects the set of applicationsvia@xplored. While we attempted to be as general and asubbro

as possible, we acknowledge that future analysis of a brasteof applications may uncover other important charésties.

Indeed, it is our hope that the work presented here will iespthers to research and expand the list as future applinsatire

explored and developed. However, as we will show, this Igstecs a sufficiently broad range of applications to be a usefu

reference tool for application and network designers. tnrémainder of this section, we discuss these charactsristimore

detail.



TABLE Il

CANDIDATE CRITERIA TO CHARACTERIZE AND CLASSIFY APPLICATIONS(APPLICATION CHARACTERISTICS

Application
Characteristics

Description

Choices

User Benefit
of Application

What benefit does the application bring to users

P Safety, Convenience,
Commercial

Participants
of Application

What entities participate in the application?

V2V, V2|

Application Region
of Interest (ROI)

What is the size of the affected geographical
region of the application?

Long, Medium, Short

Application Trigger
Condition

When and how is the application triggered?

Periodic, Event-Driven,
User-Initiated

Recipient Pattern
of Application Message¢

What is the pattern of recipients for
the application messages?

One-to-One, One-to-Many,
One-to-a-Zone, Many-to-On
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i

Event Lifetime

How long does the event last?

Long, Short

Event Correlation

What is the degree of event correlation in the R(

DIBtrong, Weak, None

Event Detector

How many hosts can detect/generate the event?

Single Host, Multiple Hosts

1) User Benefit of Application: This describes the type of benefit or value the applicati@viges to the end customer,

2)

3)

4)

5)

as defined in a number of studies [26] (and discussed in $elt}icOverall, there are three widely accepted application

types: safety-orientedapplications,convenience-orientedpplications, anadommercial-orientecgpplications.

Participants of Application: This specifies the entities that may be potentially involiedhe application. Some

applications only require communication among vehiclehjlavother applications require the coordination between

vehicles and road-side infrastructure. Hence, commuinitdiased automotive applications can be categorizedtisrei

vehicle-to-vehicle (V2VApplications owehicle-to-infrastructure (V2Iapplications.

Application Region of Interest (ROI): The ROI is the size of the geographical region covered byeherstities

participating in an application. Different kinds of apg@lions have different ROI sizes. For example, in some safety

applications, vehicles need to be aware of the kinematatssbf other vehicles in their direct neighborhood (i.6gwa

hundred meters), whereas in other safety applicationscheshineed to know the hazard situation of a stretch of road

that lies ahead (i.e., up to 1 kilometer). Likewise, for sooce@venience applications, vehicle occupants may want to

know the status of road congestion far ahead (i.e., kilomgfer trip planning. Qualitatively, application ROI cam b

classified into three major typeshort, medium; andlong-range

Application Trigger Condition: This specifies how applications are triggered, which is gaheeitherperiodic, event-

driven, or user-initiated Implicitly, it also specifies the kind of communication rhetls used by the application. For

example, the vehicular kinematics status messages usezblfitcgion detection are normally broadcasted periodygall

whereas warning messages for events such as panic braléngsaally event-driven, and request messages for on-

demand convenience services from vehicle occupants aeranuser-initiated.

Recipient Pattern of Application Message:This specifies the pattern of potential message recipientf event, which

varies between applications. For instance, in safety aegipdins like CCW and CVW, it is critical for all neighboring



6)

7

8)

vehicles to hear the broadcasted safety alert messagesitb @tential collisions (ane-to-manypattern), whereas for
safety applications such as EEBL, SVA, and PCN, only vehiatethe region being affected (vehicles behind the event
originator) need to hear the safety alert messagen@to-a-zongattern). Likewise, goint-to-pointcommunication
pattern is often used in many convenience and commercidicafipns, and amany-to-onepattern is also sometimes
used. Thus, the pattern of event message recipients canobpeagt into four categoriesine-to-manyone-to-a-zong
one-to-oneandmany-to-one

Event Lifetime: This illustrates how long an application event (e.qg., teadtcident or road congestion) persists in time.
Among the criteria discussed so far, event duration is orgicgtion characteristic that may directly affect network
system design. Among all applications, event lifetime m#fedsignificantly. For example, some events have relétive
short durations (e.g., EEBL events may last only a few sesard average), while others may have relatively long
durations (e.g. a PCN event may take hours before the crastigdles are cleared from the roadway). Among the
applications we studied, most fell into one of two gener&tgaries: either ahort event lifetime (O(seconds)) or éong
event lifetime O(minutes or hours)).

Event Correlation: This specifies the degree to which events generated byemntitithin a geographical region of
interest are correlated with each other. For example, in BBLEapplication, the occurrence of an EEBL event in a
vehicle may be highly correlated with EEBL events generdtgather vehicles in front of it. Another example is the
RHCN application, where RHCN events in nearby vehicles mayighly correlated since they are caused by the same
road hazard condition. Qualitatively, applications camglmiped into three categories: those vgttongevent correlation,
weakevent correlation, ando event correlation.

Event Detector: This specifies how many vehicles generate event messagesganse to the same event. For instance,
for applications such as SVA or PCN, where a vehicle reptstkinematics status, the vehicle is the sole event detector
(i.e. of its kinematics state) and event message host (@atgi), whereas for applications such as RHCN and RFN, where
a vehicle reports on road hazards, many vehicles may ddtectame event (i.e. the same road hazard) and serve as

event message hosts. Therefore, we classify applicatientaletection as eithesingle host ormultiple hosts.

As mentioned previously, we believe these are the key defioharacteristics, among the 16 applications that we diudie

that are of most relevance to network design. However, wa@gledge that further application analysis may reveal othe

characteristics to add to the list, and we hope that it iespothers to do so. For the purposes of this study, howewseth

are the basis for the application characteristics portiooun classification effort. In the next section, we presemt group of

key network-related attributes and their relation to thpligption characteristics above.

B. Network Attributes

In this section, we introduce the key network-related lattieés that we used in our classification to characterize the

fundamental aspects of network design for communicatamseld automotive applications. These attributes, sumathiiz

Table IIl, are more or less, are determined by the applinatioaracteristics discussed in the previous section, as e w



TABLE IlI
CANDIDATE CRITERIA TO CHARACTERIZE AND CLASSIFY APPLICATIONS(NETWORK ATTRIBUTES)

[ Network Attributes | Description | Choices |
Channel Frequency | What channel does the application use? DSRC-CCH, DSRC-SCH, WiFi
Infrastructure Is infrastructure required? Yes, No
Message Time-To-Live How far do messages propagate? Single-hop, Multi-hop
Packet Format What type of packet is used? WSMP, IP
Routing Protocol How are messages distributed? Unicast, Broadcast, Geocast, Aggregation
Network Protocol How is a network protocol initiated? Beacon, Event-triggered, On-Demand
Initiation Mode
Transport Protocol What form of end-to-end communication?Connectionless, Connection-oriented
Security What kind of security is needed? V2V security, V2| security, Internet Security

show. In the remaining part of this section, we discuss tmedeork attributes, and their relationship with the copesling

appl
1)

2)

3)

4)

ication characteristics, in detail.

Channel Frequency:This attribute specifies the type of physical-layer chasitiedt may be used to support communication-
based automotive applications. Following FCC regulati@adety-oriented applications are normally assumed toause
single DSRC control channel (CCH), whereas convenieneyad applications use one of six DSRC service channels
(SCH). On the other-hand, commercial-oriented applicatizan either occupy DSRC SCH channels, or any other channel
frequency in the unlicensed Industrial, Scientific and Mat{ISM) bands (e.g. WiFi 2.4 and 5.8 GHz). In other words,
the choice of channel is largely determined by the value efufer benefitharacteristic of the application. While there
are many other channels that can be used (such as cellidpahtely or WiMAX), in practice the choice of channel is
generally one of eitheDSRC CCH DSRC SCHor WiFi.

Infrastructure: This attribute specifies whether or not the application saattastructure (i.e. a road-side unit) for its
operation. Obviously, infrastructure is needed if tharticipants of the applicatiortharacteristic involves a road-side
unit. Otherwise, infrastructure may not be required.

Message Time-To-Live (TTL): This attribute specifies how far a message is propagatedebgetwork, and what type

of packet forwarding/routing functionality is needed (i gingle-hop or multi-hop) by the network layer. This ditite is
partly determined by thapplication region of interestharacteristic. Single-hop communication is sufficient $bort-
range applications, while medium- or long-range applaairequire multi-hop packet forwarding/routing funcadity

for extended reachability. Thus, design choices inclutieeesingle-hopor multi-hoprouting.

Message Packet FormatThis attribute describes the format of the network packest are used to encapsulate the
application messages. This attribute is partly influencgdhle user beneficharacteristic of the application. In general,
the automotive industry [26] and IEEE standard community] [Bave promoted the idea that safety and convenience
applications are more likely to use relatively constant anthll-sized packets, whereas commercial applications are
more likely to use variable and large-sized packets. In tBRO standard, the Wave Short Message Protocol (WSMP) is

proposed for safety and convenience use. It is a essendiagisnplified version of the IP protocol, with a smaller packet



5)

6)

7

8)

header to reduce per-packet overhead for improved netwitidkeacy. For commercial applications, it is assumed that
the traditional IP packet format will be used. Thus, we dfggsacket formats into to types: eith®/SMPformat or IP
format.

Routing Protocol: This design choice illustrates what kind of network routprgtocols are used for the various appli-
cations. Obviously, this network attribute is closely tethto therecipient pattern of application messagharacteristic.
For instance, most safety applications useadcastrouting (one-to-many) ogeocastrouting (one-to-a-zone), while
convenience and commercial applications normally usiastrouting (one-to-one) oaggregationrouting (many-to-
one).

Network Protocol Initiation Mode: This attribute describes how the network protocol is trigge Some safety
applications mandate periodic broadcast “beaconing” afust messages, like CCW and CVW (i.eeaconmode),
whereas other safety applications, like EEBL and PCN, seedsages only when a critical event is detected (i.e.,
event-triggerednode). For a portion of convenience and commercial apdicsaf it is the vehicle occupants that initiate
message announcements and service request (i.e., uggeddn-demandnode).

Transport Protocol: This design choice indicates whether or not a reliable erelrd connection is needed to support
the application. As we discovered, safety and convenieppdications generally follow theonnection-lesparadigm
(e.g. WSMP, UDP), while commercial applications often Use traditionalconnection-orientegharadigm (e.g. TCP).
Security: This network attribute considers what kind of security solu is needed for the application. The choices
include V2V security V2I securityand Internet security Safety applications require high-level V2V security peting
vehicles from malicious attacks, convenience applicatiatso mandate the stringent V2| security solution because
financial transaction could be involved at road-side inftacture, and most commercial application require the iefiic

collaboration between V2V/V2l security solutions and &rig security solutions for Internet.

As we discussed, many of these network attributes are glastdted to specific application characteristics. Intelty, a

given application characteristic or performance requeaetmormally requires a given networking mechanism or céipab

In the next section, we show how sets of applications withilamtharacteristics and requirements lead to the sameonketw

solutions, resulting in a very useful general classifiqatio

IV. APPLICATION CHARACTERIZATION AND CLASSIFICATION

In this section, we present the results of our applicatioaratterization and classification for the set of 16 appboat

shown in Table I. We then compare and contrast these apphisdiirst with respect to the application characteristiespnted

in Table Il, and then with respect to the network attributesspnted in Table Ill. We then show how, by combining the

applications with similar characteristics and networkdtimnalities, we are able to group these applications intgerieric

classes (from the perspective of network design).



TABLE IV
APPLICATION CHARACTERIZATION BASED ONAPPLICATIONCHARACTERISTICS

Acro. User Application | Application | Application | Recipient Event Event Event
Benefit Participants| ROI Trigger Pattern Lifetime | Correlation| Detector
Condition
SVA Safety V2V Medium Event One-to- Long None One
a-zone
EEBL Safety V2V Medium Event One-to- Short Weak Many
a-zone
PCN Safety V2V Medium Event One-to- Long None One
a-zone
RHCN || Safety V2V Medium Event One-to- Long Strong Many
a-zone
RFN Safety V2V Medium Event One-to- Long Strong Many
a-zone
cCcw Safety V2V Short Periodic One-to-Many| N.A. N.A. N.A.
Cvw Safety V2li Short Periodic One-to-Many| N.A. N.A. N.A.
CRN Convenienceg V2V Long Event One-to- Long Strong Many
zone
TP Convenience V2| Long Event One-to- Short None Many
one
TOLL Convenience V2I Short Event One-to- Short None One
one
PAN Convenience V2I Long User- One-to- N.A. N.A. N.A.
Initiated one
PSL Convenience V2| Short User- One-to- N.A. N.A. N.A.
Initiated one
RVP/D || Commercial | V2I Short User- One-to N.A. N.A. N.A.
Initiated one
SA Commercial | V2I Long User- One-to- N.A. N.A. N.A.
Initiated a-zone
CMDD | Commercial | V2I Long User- One-to N.A. N.A. N.A.
Initiated one
RTVR || Commercial | V2I Long User- One-to- N.A. N.A. N.A.
Initiated one

A. Application Characterization based on Application Cheteristics

The process of application characterization is divided imto stepsicharacterization of application attributemnd charac-
terization of network attribute@.e., network design), as shown in Table IV and Table V retipely. By first exploring all the
relevant application characteristics for each applicatiwe gain a more complete understanding towards the funcizmhe
properties and functionality requirements of these apfibos. Later, we show how this effort gives rise to appiarat
characterization from the network design point of view.

Table IV lays out the main application characteristics afteapplication based on the selected application-relatebdwtes
summarized in Section IlI-A. Given the limited space, we amable to discuss the characteristics for all 16 applioatio
Instead, we only highlight a few important application @weristics, illustrating how these criteria help to diffietiate the

often subtle difference between the various applications:

1) Notice that most of the safety applications have a mediized effective application range (i.e., a few hundred nsete



to 1 kilometer), since safety messages, such as vehiculamiatics status or road conditions, are only relevant teroth
vehicles within a moderate geographical region. Exceptiare the CCW and CVW applications, which have a small
application effective range because they require the closaitoring of vehicles in their direct neighborhood (i within
200 meters). Conversely, convenience applications giyeeguire a medium or large effective range (i.e., up toa fe
kilometers), because it is vital for drivers to know the cestipn situation or traffic condition at this range for effee
detour or trip planning decision making. Similarly, comwgial applications also tend to have a large effective range i
order to access remote commercial service providers

2) Most safety applications (e.g., EEBL, RHCN and SVA) aneéwa tonvenience applications (e.g., CRN, TP and TOLL)
are initiated by the events happening on the road, such dsleavllisions, detection of road hazards (e.g. ice, oil),
sudden braking, or detection of traffic congestion. If nohsagents happen, these applications will not be called upon.
Among safety applications, CCW and CVW are unusual becdeserely on the periodical message updates to monitor
the neighboring vehicles’ driving status, regardless détyaevents. On the other hand, most convenience applicatio
and commercial applications are triggered on-demand bickebccupants, rather than by any safety event on the road
or the vehicle itself.

3) The potential recipients of application messages, intmafety applications (e.g., SVA and EEBL), are vehicledinita
specific zone (i.e., behind the vehicle which detects thatewed originates the safety message). Thus, safety apipitisa
can be summarized ase-to-a-zoneecipient patterrs At the same time, convenience and commercial applicatians
from application to application: some convenience apfiics (e.g. TOLL) and commercial applications (e.g., RVP/D
CMDD, and RTVR) have point-to-pointofie-to-ong modes, while other convenience applications (e.g., CRIN) a
commercial applications (e.g., SA) are fundamentate-to-a-zonén nature.

4) “Event” is an important concept in safety applicationsd a few convenience applications, because it is an event tha
initiates the application operations. In our study, we atbaracterize safety events via several properties of syent
including event duration, event correlation, and evengécters. Consistent with our conjecture, we find that safegnts
drastically vary from application to application. For exale sudden braking (EEBL) is a one-shot event, while road
hazard/feature events (RHCN or RFN) are persistent evAige, different instances of RHCN or RFN events caused
by the same road hazard/feature are more likely to be ctecklaith each other, in contrast to the totally independent
PCN events. Even though the study of event characteristicwi directly used in the network design conducted in
Section IV-B, we believe that such an analysis can help fuhaetwork designers better capture the data traffic patterns
induced by event-driven safety applications.

From an application benefits point of view, different apalions have different functionalities, providing diffataisages for

customers. Interestingly enough, we realize that manyiegifns exhibit highly similar application characteidst with the
exception of a few minor differences. To validate whethaihsan observation is also valid from a network design petsmec

1For example, fast food restaurant is willing to announcesésvice to vehicles in a long area (i.e., several kilomgtarsund its location.
2Again, CCW and CVW do not follow this general trend. In these aipplications, all the vehicles in the neighborhood ampesed to receive the periodic
update in order to avoid potential crash from any directi®a.these two applications belong to one-to-many recipiattems.



we also conduct an application characterization based emeflevant network attributes listed in Section 1V-B.

B. Application Characterization based on Network Attrimut

As mentioned in Section IlI-B, for each application we digexed that its characteristics tend to mandate a certaiigries
in the network protocol stack. For example, applicationthwine-to-many recipient patterns are more likely to usextbcast
routing protocols, while unicast routing protocols aretaliie for applications with one-to-one recipient pattei@isnilarly, a
single-hop packet dissemination mechanism is adequatepfmst applications with small application Region Of Irgis(ROI)
(i.e. a few hundred meters). In contrast, multi-hop roupngfocols are needed for applications with medium or lagieation
ROI. This way, we are capable of determining the potentiaigte choices for various components in the network stack by
referring to their corresponding application charact@ssand requirements

Table V lays out the main network attributes of each appbcabased on the selected network attributes summarized in
Section IlI-B, starting from the lower physical layer to thpper transportation layer. These network attributes rcdesign
issues such as the physical layer channel frequency, tlge uddnfrastructure, message TTL(Time-To-Live), routprgtocol
and network protocol triggers at the network layer, tramgimn layer design, and security solutions. Again, wey@mphasize

a few important network attributes, discussing the po&irtipact of application characteristics on these netweadigh issues.

1) The message packet format is determined by the type ofcapiph (from the perspective of user benefit). Normally,
safety and convenience applications use light-weighttanessages in the WSMP format, to improve network resource
efficiency. Commercial applications, on the other-handhegeally prefer the traditional heavy-weighted IP formatoi®
compatible with existing Internet commercial services.

2) The network-layer routing protocol is one essential congnt in a network stack, differentiating the reachabidibyd
recipient patterns of various applications. Most safetgligptions utilize multi-hop geocast routing protocplbecause
of the one-to-many communication nature in safety appticat CCW and CVW applications, instead, use the single-hop
broadcast scheme to announce the periodic update in theat dieighborhood. Convenience and commercial applicgtio
either use geocast/broadcast protocols to announce nesssa@ region (for advertisement service like SA, or traffic
congestion naotification like CRN), or exploit unicast prodts to forward packets to a given destination (for financial
transactions like TOLL, or data download from infrastruetlike CMDD).

3) How the network routing protocol is triggered is anoth@eresting design choice to be examined in our study. Event-
driven safety applications (e.g., SVA, EEBL and CRN) reguine event-triggered mechanism in network protocols,
periodic-based safety applications (e.g., CCW and CVW)dasnthe periodic beacon (or hello message) mechanism,
and user-initiated convenience and commercial applioati@.g., SA, RVP/D and PSL) are triggered in an on-demand

fashion.

3At the same time, we also notice that some of the networkbattrs are purely the choices of network designers, sinéerelift technical approaches are
able to achieve the same objective.
4Geocast routing distributes packets within a given zonesgion. Thus, a geocast routing protocol can be viewed as Gaspase of broadcast routing.



TABLE V
APPLICATION CHARACTERIZATION BASED ONNETWORK ATTRIBUTES

Acro. Channel Infra- Message | Packet | Routing Network Transport | Security
Frequency | structure| TTL Format | Protocol | Trigger Protocol Solution

SVA DSRC CCH| No Multi-hop | WSMP | Geocast | Event- Connection| V2V
triggered -less security

EEBL DSRC CCH| No Multi-hop | WSMP | Geocast | Event- Connection| V2V
triggered -less security

PCN DSRC CCH| No Multi-hop | WSMP | Geocast | Event- Connection| V2V
triggered -less security

RHCN || DSRC CCH| No Multi-hop | WSMP | Geocast | Event- Connection| V2V
triggered -less security

RFN DSRC CCH| No Multi-hop | WSMP | Geocast | Event- Connection| V2V
triggered -less security

CCw DSRC CCH| No Single-hop| WSMP | Broadcast| Beacon Connection| V2V
-less security

CVvW DSRC CCH| Yes Single-hop| WSMP | Broadcast| Beacon Connection| V2I
-less security

CRN DSRC SCH| No Multi-hop | WSMP | Geocast | Event- Connection| V2V
triggered -less security

TP DSRC SCH| Yes Multi-hop | WSMP | Unicast Event- Connection| V2I
triggered -oriented security
TOLL DSRC SCH| Yes Single-hop| WSMP | Unicast Event- Connection| Internet
triggered -oriented security

PAN DSRC SCH| Yes Multi-hop | WSMP | Unicast On-demand| Connection| V2I
-oriented security

PSL DSRC SCH| Yes Single-hop| WSMP | Unicast On-demand| Connection| V2I
-oriented security

RVP/D || DSRC SCH| Yes Single-hop| IP Unicast On-demand| Connection| V2I
WiFi -oriented security
SA DSRC SCH| Yes Multi-hop | IP Geocast | On-demand| Connection| Internet
WiFi -less security
CMDD || DSRC SCH| Yes Single-hop| IP Unicast On-demand| Connection| Internet
WiFi -oriented security
RTVR || DSRC SCH| Yes Multi-hop | IP Unicast On-demand| Connection| Internet
WiFi -oriented security

4) The involvement of infrastructure in network design apglation development is another key issue for considarat
Both infrastructure-oriented approaches and non-irmuagire approaches (or, even a combination of both appezeine
used to achieve the objective of supporting the applicatimnservices discussed above. Deployment of infrastrectur
oriented services depends on considerations such as kalgilaf infrastructure, costs and technology deployment
Infrastructure can facilitate the design of conveniengaiagtions as well as enable commercial applications byidiog
the gateway to the existing Internet infrastructure. Asde siote, the involvement of infrastructure also complisate
design of security solution. We believe that security sohd for V2V applications are different from that for V2I
applications. Also, the gateway to the Internet requiresabmpatibility of V2V/V2I security solutions with the exisg

5please note the infrastructure in this paper only refersad-side units along the roads, rather than base staticeliiar systems. Two minor differences
exist between infrastructure and vehicles: (1) Infrastmecis stationary while vehicles are mobile; (2) infrastawe may have the direct connection to Internet,
but vehicles do not.



Internet security solutions.

Throughout our study, we found that Table IV and Table V réaeaumber of interesting observations. Generally speaking
many applications exhibit highly similar application cheteristics, resulting in similar protocol designs in tregwork stack.
For instance, (1) RHCN and RFN are nearly the same, excepthtbaype of safety warning messages are different: RHCH
is about road hazards, while RFN is about road features. & Bnd RHCN are also similar except for the number of event
originators: PCN has a sole message host, while RHCN hagpteuthessage hosts. Even though this difference givesaise t
different levels of data traffic burstiness from event gatien, the network protocol stacks for these two applicetiare still
similar to each other. (3) Also, CCW and CVW applications bancategorized into the same type, although the former is a
V2V application whereas the latter is a V2| application.

In summary, the first 7 safety applications (SVA, EEBL, PCM@N, RFN, CCW, and CVW) all utilize broadcast/geocast
routing protocols to distribute safety/warning messagehé WSMP format. On the other hand, some convenience agpiphs
mostly rely on user-initiated unicast routing protocolgigiver non-safety messages in the WSMP format, while coroiale
applications may exploit IP protocols to enable enhancedtfanality such as QoS routing. This, in turn, suggests tha
studied applications naturally lead themselves to fewenlmers ofgenericand abstractclasses, which is the subject matter

of the next section.

C. Application Classification

With a deep understandings of application characteriaticknetwork attributes towards all these 16 applicatioesare able
to classify them into a number gienericcategories. Notice that application classification candredacted at different levels,
depending on the requirements of design granularitiesekample, a simple classification effort and a few abstratgmaies
are adequate for high-level concept design of automotivenconication applications. On the contrary, empirical gesof
prototype systems normally mandates an exhaustic efsstilting in a sophisticated multi-level of applicationezairies. With
looking into more system details, an application categmmaat level of concept design can be enriched and furtreessdied,
morphing into its cournterpart at level of empirical systdesign.

At the initial stage of this emergent research field, we belidnat a high-level classification is sufficient to serve thepose
of clarifying the concepts and identifying the synergy amosmrious applications, without unnecessarily compligatihe
problem formation. Later on, the empirical prototype systean be designed and implemented based on the refined and
enriched version of this study. Here, we present such a wayassify the aforementioned applications from the perspec
of network design (as shown in Fig. 1), among other alteveatiGenerally speaking, V2V/V2I applications can be digsk
into two broad generic classes, nam8lyort Message CommunicationgndLarge-Volume Content Download/Streaming
Most safety and convenience applications belong to the diests, since the messages in these applications are lgjghtv
WSMP messages. Considering that the IP message format ispajge for large-volume data (such as Internet web access

or video/audio streaming), most commercial applicatiaisunder the second category.



V2V/V2I Application Classification from Networking Perspective

‘ Short Message Communications ‘ Large-Volume Content
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Fig. 1. Classification from Perspective of Network Design

1) Short Message Communication Typerst, we discuss the class of Short Message Communicatiichwises light-weight
WSMP packets. This class can be classified, depending oe¢iment pattern and routing protocol, as either BroadGasicast
or Unicast applications. Clearly, most safety applicaioaquire message announcements be sent to a large numhmtesf n
(one-to-many or one-to-a-zone), hence, they would falleurte Broadcast/Geocast-oriented type. On the other hmady
convenience applications (including payment-type apfitinis) would fall under the Unicast-oriented type.

According to the network protocol triggering conditidBroadcast/Geocasbriented applications can be further classified
as event-driven, scheduled (periodic) and on-demand appes. The event-driven approach is used for safety apiphsa
focusing on life-threatening events, and the scheduledoagp is suitable for safety applications requiring peidadessage
updates, whereas the on-demand approach is appropriamfieenience applications such as parking spot locator. As a
side note, high-level V2V security solutions are requiredptotect safety applications from malicious hackers. €hthsee

sub-classes of Broadcast/Geocast-oriented applicatians

« Event-driven Broadcast/Geocast Approa8ivA, EEBL, PCN, RHCN and RFN applications, as well as CRNliaption,
belong to this category. (class 1)
« Scheduled (periodic) Broadcast/Geocast Approde@W and CVW applications fall into this category. (class 2)
« On-demand Broadcast/Geocast Approasbme convenience or commercial applications, like SAphglo this category.
(class 3)
The secure routing of financial transactions in conveniapaications also plays an important role imicast-oriented
applications. Thus, these Unicast-oriented applicatt@msbe classified as either involving stringent secure mgutr financial
transactions, or those which do not involve secure roufiingis, we list these two sub-classes of Unicast-orienteticgtions

are:

« Secure Unicast ApproaclOne example of this approach are TOLL applications (e.givethru payment, Free-flow



TABLE VI

NETWORK DESIGNCONSIDERATIONS FOR7 TYPES OFAPPLICATIONS

Application Channel Packet | Routing Protocol Connection| Transportation| Security
Type Frequency | Format to Internet | Protocol
Event-driven DSRC CCH | WSMP | Event-driven multi-hop No Connection V2V
Broadcast/Geocast broadcast/geocast -less Security
Scheduled DSRC CCH | WSMP | Scheduledmulti-hop No Connection V2V/IV2I
Broadcast/Geocast broadcast/geocast -less Security
On-demand DSRC SCH,| WSMP, | User-initiatedon-demand No Connection V2V/IV2I
Broadcast/Geocast or WiFi or IP multi-hop broadcast/geocast -less Security
Secure DSRC SCH | WSMP | multi-hop unicast No Connection Stringent
Unicast with secure routing -oriented V2VIV2I
Security
Normal DSRC SCH | WSMP | multi-hop unicast No Connection V2VIV2I
Unicast -oriented Security
File DSRC SCH,| IP multi-hop unicast Yes Connection V2V/IV2I
Download or WiFi -oriented /Internet
Security
Media DSRC SCH,| IP single-hop unicast Yes Connection V2V/IV2I
Streaming or WiFi with QoS routing -oriented /Internet
Security

Tolling). RVP/D also falls into this category since it is patially related with the control components of vehiclesags
4)
« Normal Unicast ApproachTP, PAN and PSL applications fall into this category. Alsome of commercial applications

(e.g., vehicle-to-vehicle online chatting or social netiking application) belong to this category. (class 5)

2) Large-Volume Content Download/Streamiridext, we focus on the second major class of applications,ehairarge-
Volume Content Download/Streaming, which is normally iempented in the IP format for compatibility. These applicas
often utilize unicast protocol because of their one-to-oammunication nature. This class is further classified ddjpg on
the content type: either file download or media streamings fiinmer type allows short-term disruption in network seeyiso
it is inherently latency-tolerant. The latter type reqgaigerelatively smooth streaming transfer, so it is fundaalbnkatency-

sensitive. It is straightforward to notice the following mieerships in large-volume content download/streamindiegtjons:

« File Download CMDD application (e.g., map database download or web a#imesvsing) is one example of this approach.
(class 6)
« Video Continuous StreaminBTVR application (e.g., video/MP3 streaming among vedsdr from road-side infrastructure

for entertainment) falls into this category. (class 7)

These seven types of V2V/V2| applications and their key erations in network design are summarized in Table VI.
From the above discussion, we conclude that the given sgtpications can be classified into 7 generic classes. Sheset
applications are carefully chosen to represent many otpplications, we believe that our classification methodglegd
classification results can also apply to a large number of M2V applications.

The potential benefits of application classification inelud



1) Such a classification effort not only contributes to capwithe common features and technical requirements ofi-appl
cations, but also helps to develop common network stackthioidentified generic classes. In the near future, with the
deeper understanding of thegenericand abstractclasses, we are able to increase the module re-usabilityirefess
networking solutions for the given set of applications watmilar characteristics.

2) At the same time, such a classification effort helps totilenommon requirements and performance metrics reletant
each application class. It also eases application modalisgnulation studies targeted at the performance evaloaii a
large number of applications. By appropriately isolatirmeric network design from different application instatitins,
we argue that it is much more efficient to model these 7 gercdaigses than it is to model all 16 applications in an
exhaustive manner without exploiting their noticeable ommality. Thus, a generic model should suffice for gathering
statistics for the performance metrics defined for a speddiss. Gathering performance results for a particulariegiion,
for the purposes of detailed analysis, could be achievedebyidg the application of interest as a simple extensiomfr

its generic model.

V. PERFORMANCEMETRICS AND QOS REQUIREMENTS

Defining and gathering the “right” performance metric is aial to efficiently guiding the development of networking
algorithms and protocols, towards guaranteeing sat@fagierformance of the applications, under a wide varietyealis-
tic operating environments. Performance metrics can bergén classified tonetwork-level (or packet-level) metrics and
application-level metrics. In traditional Internet and Mobile Ad hoc Netwargi (MANET) communities, the network-level
metrics have received wide interest. This is primarily heseaof the strong need to analyze and understand, at a nogiosc
packet-level, how protocols/algorithms behave undeediifit environments and user dynamics. Examples of thesetplevel
metrics include: packet delivery ratio (PDR) and averagepaeket latency, etc. On the other hand, the applicagwetl
metrics also constitute the driving force for protocol depenent, when applications play an important role in pughime
development of technical solutions. For example, QoS perdmce requirements are clearly defined for voice over IRRMo
and video streaming applications in the traditional tetephindustry and on-line video rendering business (e.glP\B2E
latency is about 50-100 msec). Notice that the mapping atvwpacket-level metrics and application-level metricseneagally
non-trivial.

Based on the classification proposed in Section IV-C, ouedbje is to introduce performance metrics for these ctas$e
application, which quantitatively capture their key clweaistics. Referring to the 7 generic classes, it can biyeasticed
that the first 2 classes (event-driven and scheduled bretideacast approaches used to accommodate safety ajppl&dat
significantly differ from traditional applications, becai of their safety nature. One of our major challenges is finele
the application-level metrics relevant to safety appiaad. For safety-oriented applications, we introduce batwork-level
metrics and application-level metrics as well as discus# ttelation to each other through simple mappings, whiehaur
focus of this section. We believe that such an understarfugs the networking research society and the automotivietso

to bridge the gaps between them. For the remaining typespiicagions, we are able to borrow the well-defined metricsrir
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Fig. 2. Analytical results for the application-level rdlikty (a) and time-to-successful reception (b) metrics fwoadcast-based applications, where the
baseline packet delivery rati®,: (shown in (a) as PDR) is empirically measured from real-di@kperiments

existing literature. Accordingly, we begin with perforntanmetrics for broadcast-oriented safety applicationd,faliow with

unicast-oriented applications. Finally, we discuss th&@erformance metrics for content download/streamingiegipins.

A. Performance Metrics for Broadcast-based Safety and d&daty Applications (class 1, 2 and 3)

For broadcast(geocast)-based safety applications, refewel and application-level metrics are important tetcae the
performance of network protocols and performance of apfiios, respectively.

1) Network-level Metrics:Two major network-level metrics are defined to capture théopmance of network protocols:
(a) Packet Delivery Ratio (PDR) P,..:(d) and (b)Average Per-packet Latency(APL) Ar. Packet Delivery RatidP,,..(d) is
defined as the probability of successfully receiving pazlatdistancel from broadcasting vehicle, illustrating the reliability
of packet transmission over wireless medium. Average Bekgt LatencyAr is defined as the duration between the time of
generating a packet at sender vehicle and the time of satigseceiving that packet at receiver vehicle. Only suasfally
received packets are counted to calculate average peefplatkncy.

These two network-level metrics serve an important rolerfetwork designers in verifying and debugging protocols and
answering fundamental questions of the form: What dom##ite performance of average per-packet latefie? What is
the maximum back-off time experienced by the MAC for a givesiwork density? How doe®,.:(d) vary with distance
under extreme network densities? However, these metriesofidimited utility from an application perspective, besau
performance requirements are typically given in terms gfliaption-level metrics as opposed to packet-level metrfeor
example, application reliability of SVA could be requireal be above 99% for warning messages to be received within 1
second. An effort of examining the application performarfoem application point of view, is lack in the current VANET
community. Accordingly, the mapping function between saépplication requirements and packet-level metricsss &ck in
previous studies. This, in turn, suggests the need for afsgipication-level metrics that can bridge the gap betweaemvork

performance and application performance, directly ne¢ato the aforementioned application requirements fronoraotive



safety engineers’ perspective. Next, we define two canelidat application-level metrics.

2) Application-level Reliability Metric:In event-driven safety applications, same safety messagebroadcasted several
times when the safety event occurs; Similarly, differerfesamessages in the scheduled safety applications (ciongathe
GPS and kinematics information of vehicles) are more likel\be correlated with each other. Thus, the safety applicati
are claimed as "reliable” as long as more than one of sevafatysmessages are successfully received in a given daratio
To capture this comprehension, we also introduce the carafeppplication-level reliability.Application-level T-Window
Reliability (TWR) P,,,(d) is defined as the probability of successfully receiving asteone packet out of multiple packets
from a broadcasting vehicle at distance d, within a giveretinterval T (we call this time interval T as application t@ece
window) [24]. This metric describes the application-leveliability for safety application, rather than reliabjliof wireless
communication at packet level.

Using scheduled broadcast protocols as an example, we sg@psimple model relating the application-level relidgpivith
packet-level reliability. According to definition, appditon reliability P,,,(d) is the probability of successfully receiving at
least one packet during tolerance time windbwat distancel. Since safety application periodically broadcasts itsrimfation
with given fixed broadcast interva] we know that application reliability’,,,(d) is the probability of successfully receiving
at least one packet amony (here, M = %) consecutive packets. This, in turn, is equal fo— Pr(receiving no packet
amongM consecutive packet). Given the assumption that packescaopindependent, we know th8t(receiving no packet
amongM consecutive packets) follows a binomial distribution witobability P,,..(d) andn = 0. Therefore, Pr(receiving
no packet among/ consecutive packets} (1 — P,.:(d))™. By putting all the steps together, we obtain an analyticatie

linking application-level reliability to network-levektiability, as follow
Papp(d) = 1-(1- Pnet(d))M 1)

)

~H

1- (1 - Pnet(d))

Based on Eqn.2, safety application reliabily,, (d) at distancei is a function of both wireless communication reliability
P,.:(d) at distancel and the safety application re-broadcast intetv&gn.2 can be readily used to map packet-level reliability
to application-level reliability, providing us the freeddo use either metric in the application performance spdifin. As an
intuitive example, both the network-level reliabilifyand the resultant application-level reliability, are @met®d in Fig. 2(a) as
a function of distance between the transmitter and receiver. Shown are the resultsrying broadcast interval (seconds)
for a constant application tolerance interval®™of= 1 (seconds). Notice that the application reliability can lighheven if the
PDR is low as long as is small compared td@". In this instancel’/t ~ 3 results in an application reliability of 97% for a
67% PDR. Also notice that network-level reliability, which typically used by wireless networking designers, saything
about whether the application performance is met or not. Simple mapping we have enables network research community
to accurately account for application requirements, asd allows automotive research community to evaluate thaanihat
wireless network reliability has on communication-basetbmotive applications.

5The network-level reliability metric, Packet Delivery Re(PDR), was collected via several empirical measuremamipaigns conducted by the authors [24].



3) Application-level Latency MetricTime-to-Successful ReceptiofTSR) AT is defined as the duration between the time
when a broadcast packet is generated at application lay&gawe$mitting vehicle and the time at which the first sucadssf
packet is received by the application layer of receivingielel[23]. Notice that this measure is equal to the averagepeket
latency A7 discussed earlier if and only if there are no packet lossesake of packet losses, this measure becomes larger
due to the direct impact of successive packet collisionshisirheasure. This measure is directly related to safetyicgijn
requirements through the following constraint

P(AT > t) <, ©)

wheret, is the maximal allowed value of time-to-successful reaepfor the given application andis arbitrarily small value
(e.g., at the order of0~3).

Again, using scheduled broadcast protocols as an exameplaravable to relate the network-level average per-pactestdg
AT and the application-level lateneXT'. For a given sequence of packet broadcdst§i = 1,2, 3, ...), with assumptions of
independent packet losses, packet transmissions can beledoals independent Bernoulli trials with probability ocsess
P,.: and probability of failure ag$l — P,.;). Thus, the probability mass function (PMF) of Time-to-Sessful Receptiod\T

would be given as

frsr(AT)
AT(Pl) W/p:Pnet
t+AT(P2) W/p:Pnet(l_Pnet)
2t+AT(P3) W/p:Pnet(l_Pnet)2
3t+AT(P2) W/p:Pnet(l_Pnet)3
(n—1)t+A7(P,) W/ p= Puey(1 — Poer)™D
Assuming per-packet latency for different packets is theeséi.e.,Ar(P,) = Ar(P2) = ... = Ar), the above equation can

be simplified as

frsr(AT)
AT W/p: Pnet
t+ AT W/p:Pnet(l_Pnet)
2t+AT W/p: Pnet(l _Pnet)Q
3t+AT W/p: Pnet(l _Pnet)g

(=1t +A7 W p=Poes(1 = Prey) "V

Thus, the expected value of Time-to-Successful Receptonbe calculated based on its PMF, as follow



oo

EIAT] = Z(AT(P»W(PZ-)) (4)
= AT+t(pn€t—1) (5)

Eqn.5 reveals that application-level latentsy” is a function of per-packet latenc¥r, re-broadcast interval and wireless
communication reliabilityP,,.,. This way, we are also able to map the packet-level latendfi¢aapplication-level latency, so
that we can specify the latency requirement in either of them

As another intuitive example, the application-perceivatticy for varying broadcast intervais(seconds) is presented
in Fig. 2(b) as a function of distancgé between the transmitter and receiver. Hefe; = 5ms. Again, we observed that
application-level latency experienced by users is notlgaletermined by the network-level latency.

Interestingly, from Eqn.2 and Eqn.5, we find that both amtian-level reliability and application-level latencyeanot
only affected by wireless communication behavior (e.gtwoek-level reliability P,.; and network-level latencyA7), but
also significantly affected by the communication-basedmgtive application parameter(i.e., broadcast intetyalThus, by
appropriately adjusting the automotive communicatiorteaysparameters (such as broadcast intet)alve are still able to
achieve the required application performance even understienarios where the wireless communication behavior is no
satisfactory.

In summary, we find out that reliability and latency (at botwmork-level and application-level) are the major mettics
capture the performance trends of broadcast-orientetysaplications (class 1 and 2). At the same time, we alsdzeéhat

only packet-level reliability and latency metrics are velet to user-initiated on-demand applications (class 3).

B. Performance Metrics for On-demand Message Unicastébagmplications (class 4 and 5)

Different than safety applications where broadcasted agessare somehow correlated with each other, messages-in con
venience applications normally bear important pieces fifrmation which are independent from each other. This islaim
to many traditional Internet applications. Therefore, vedidve that network-level metrics, such as packet delivatip and
per-packet latency, are the most relevant metrics to capheg performance for these applications.

1) Network-level Reliability Metricin most convenience applications, messages are uncededath each other. Given this
consideration, the packet-level reliability metRacket Delivery Ratio (PDR) not only captures the network-level reliability,
but also accurately describes the application-level bdifg. Hence, the network design should strive to delivittransmitted
packets successfully. Thus, we expect that the networ-i@liability requirements of convenience applications eoughly
at the same level as those of safety applications.

2) Network-level Per-Packet Latencyith the same argument, we believe that network-léxerage Per-packet Latency
(APL) is the relevant metric for convenience applicaticas compared to the application-level latency metric. Faliegtions
requiring secure routing (class 4) such as free-flow TOLUeation, the challenging part is that the entire processhef t

financial transaction (including handshaking, authetibcaand transaction) has to be completed over a short timmege



when the OBU, moving at, say, 70 mph, lies within the commatin range of the RSU. This situation implicitly requires a

very small network-level latency (e.g., a few hundred métiond) to successfully complete the financial transac8oich a

latency requirement is even more stringent than broadusstd safety applications. Unsecured routing applicat{olass 5)

do not enforce such strict latency requirements becauseutmdersome handshaking mechanism for security is unregess
From the above discussion, we realize that the packet-latehcy and the network-level packet delivery ratio seem to

capture the most important characteristics of conveniapdications (class 4 and class 5).

C. Performance Metrics for Content Download and Streamipglikations (class 6 and 7)

Unlike the first 5 classes of applications, which rely higloly short message communication, content downloading and
streaming applications provide efficient downloading atrdasning of large data files. As a result, performance measof
these applications are focused on network-level metrissh(sis packet-level packet delivery ratio and end-to-etah&y) and
application-level QoS metrics (such as end-to-end thrpughnd jitter).

1) Packet-level Metric:Performance measures of Internet web-access applicatisnsapply to file download applications
(class 6, e.g. FTP or map database download). Generallkisgedhis type of applications is delay-tolerant since dted
not involve real-time communications. Hence, latency nemments are not considered for these applications. On ther o
hand, these applications are typically loss-sensitivesespacket loss may hinder the successful data transfethasdiamage
the reconstructed data file. Therefore, we argue that pdeket metric such afacket Delivery Ratio (PDR) is the most
important performance metric for file download application

On the contrary, media (video or VoIP) streaming applig&tiare normally latency-sensitive but loss-tolerant. Thus
argue thatEnd-to-End Latency metric is the most important packet-level metric for sucpetyof applications. End-to-end
delay, in the traditional Internet literatures, captutes katency that VoIP or video streaming applications exqrexé. Many
factors, such as wireless propagation/transmission detegryption delay, filtering and other processing delaytbute to
application-level end-to-end delay. In fact, this metsdtie Average Per-packet Latency (APL) metric defined iniGedt-A.

2) Application-level QoS MetricsBesides packet-level metrics like packet delivery ratid and-to-end latency, application-
level QoS metrics also play an important role in defining eggpilon performance trends for streaming applicationas&l7).
For example, media streaming applications use similariggtpn-level performance measures developed for rea-tinedia
streaming over the Internet, including end-to-end thrqughand end-to-end jitteilend-to-End Jitter (E2EJ) refers to the
variance of delays for several consecutive packets agieinthe destination. For example, successive packets migfer
different delays, resulting in a choppy voice quality dibe@ffecting quality of serviceEnd-to-End Throughput (E2ET)
illustrates the bandwidth that streaming application®gnjvhich also directly determines the quality of servicedad users.

To summarize, packet delivery ratio (PDR) is the most imgmatrperformance metric to capture the performance trend of
delay-tolerant loss-sensitive contend downloading appibns (class 6). However, for delay-sensitive lossréale streaming
applications (class 7), end-to-end delay, jitter and endrtd throughput are the major three performance metridtusirate

quality of service, among other metrics.



TABLE VII
SUMMARY OF PERFORMANCEMETRICS AND QOS REQUIREMENTS

Metric Metric Definition Applied
Level Name Classes
Network Packet Delivery The probability of succesfully receiving packets at a given 1, 2,3,
Ratio (PDR) distance from broadcasting vehicle. 4,5,
6
Network Average Per-packet | The duration between the time of sending a packet at sender 1, 2, 3
Latency (APL) vehicle and the time of receiving that packet at receiver 4,5,
vehicle, if that packet is successfully received. 7
Application | T-Window The probability of successfully receiving at least one gack 1,2,3
Reliability (TWR) out of multiple packets from a broadcasting vehicle at amive

distance, within a given time interval T (T is tolerance wong.
Application | Time-to-Successful | The duration between the time when a packet is generated | 1, 2, 3

Reception (TSR) at transmitting vehicle and the time when the first succéssfu
packet is received at receiving vehicle.
Application | End-to-End Jitter The variance of per-packet latency for several consecutive | 7
QoS (E2EJ) packets arriving at the destination from the same source.
Application | End-to-End Throughi The maximal bandwidth of streaming applications can occupy 7
QoS put (E2ET) over wireless channel.

D. Summary

Based on the above discussion, we summarize the key penficamaetrics of our interests in Table VII. Clearly, both
network- and application-level performance metrics ptapartant roles in accurately capturing the performanceautdraotive
communication application®etwork-level metrics help to evaluate the performancéefwireless network. Application-level
metrics, on the other hand, are used to evaluate the perfocmaf the targeted applications which the end users would
directly experience in their daily usage.

Safety-oriented applications (class 1, 2 and 3) is of oucispénterests, because they have a great potential to geoeal-
time safety alerts and benefit the drivers. Here, we find thahetwork-level metrics include Packet Delivery Ratio BB@2nd
Average Per-packet Latency (APL), while other metrics likevindow Reliability (TWR) and Time-to-Successful Redept
(TSR) fall into the category of application-level metri¢s.addition, we also establish the relationship betweewaord-level
metrics and application- level metrics for safety-oriehégplicatgions. Via such a linkage, we are able to transteeneeds

of the specific applications into the application-indepamdvireless networking performance measures.

VI. CONCLUSION AND FUTURE WORK

In this paper, we analyze the characteristics of variousnsomcation-based automotive applications in a systenmasioner
and classify them into several majgenericand abstractcategories. Such an application characterization andifizegion
effort facilitates the design and implementation of netwprotocol stack for these applications. In this study, wst firopose
a rich set of attributes of the applications, including bagiplication characteristics and networking attributedydtter capture
the properties of various applications. We then carefuilyestigate and analyze the attributes of 16 vehicle-taelelfvV2V)

and vehicle-to-infrastructure (V2I) applications. Welizathat these applications can be categorized into thr@emelasses:



Short Message Broadcast type (for safety applications)d€@nand Short Message Unicast type (for convenience apiplis)
and Large-Volume Content Download/Streaming (for commaéepplications). Finally, we present a list of performameetrics
and QoS requirements for each type of applications, whiehused to evaluate the performance trend of applications and
network protocols.

The analysis of application characteristics and netwayldtiributes, the classification of various vehicular comination
applications, and the identification of key performanceriogtfor each category of applications presented in thiepaghed
some light on our future task of developing network protastakk for various communication-based automotive apipdins.

As the next step, we aim to continue our current effort of stiggating the potential network solutions for these 7 gener
types of vehicle-related communication applicationshwiie consideration of re-usability of network protocol mta$ (or
building blocks). To be specific, we would like to decompdse hetwork protocol stack into a set of mechanistic building
blocks for different types of applications, so that we aréeab maximize the re-usability of common building blocks fo
various applications.
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